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Introduction

Paragon Backup & Recovery™ 2014 Free is a complex disaster recovery and system migration solution.

By implementing in this product modern technologies the company has offered rock-solid facilities to build a reliable

shield against any disaster.

In this manual you will find the answers to many of the technical questions, which might arise while using the program.

Our company is constantly releasing new versions and updates to its software, that's why
images shown in this manual may be different from what you see on your screen.

What's New in Backup & Recovery 2014

uEFI support. The Linux-based recovery environment supports systems configured to the uEFl boot mode.

Enhanced backup format. Paragon introduces a pVHD (Paragon Virtual Hard Drive) format — a special VHD,

optimized for storing backups of virtual and physical machines. It's very efficient in handling incremental chains,
data de-duplication and synchronization. pVHD allows obtaining backups that are up to four times smaller than
original backup objects. What you get by using pVHD:

- Incremental imaging works much faster and rock-stable in comparison with the old PBF;
- Only pVHD images can be used to do immediate virtualization;

- With the new backup technology, Paragon has also achieved easy support of any virtual containers (VMDK,
VHD, etc.).

In the current version the pVHD support has a promotional goal. In future releases pVHD
will gradually take the primary role.

Copy/Restore to dissimilar sector size. Previously not allowed, now you can for instance copy or restore
contents of a 512-byte hard disk to a 4k hard disk with no additional actions from your side.

New UIM (Universal Image Mounter). Apart from PBF images, Universal Image Mounter enables to mount
(assign a drive letter to) pVHD backup images (full and incremental) to browse their contents and retrieve data
both, in the program and directly under Windows OS.

Uplifted Recovery Media Builder. Paragon’s Recovery Media Builder, a simple alternative to Boot Media
Builder, can help you prepare a Linux-based bootable environment on a USB thumb drive or in an ISO file.

Complete support of Windows Storage Spaces. Windows 8 has come with a storage management feature called
the storage spaces. It enables to easily manage large storage pools. In fact it's an expandable virtual container of
defined data size, allowing users to add it as many physical drives as they want until the defined virtual disk’s
limit is reached. This makes it easy to include additional storage devices without having to set up and manage
each attached physical storage drive.

Uplifted Linux Recovery Environment. Started from HDM 14 the Linux-based recovery environment is based on
SuSe 12.3 (more hardware devices supported) and includes:

- UEFIfixup to clone, restore, migrate 64-bit Windows systems configured to the uEFI boot mode.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.
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Separate x86 and x64 installation packages. Please note that started from HDM 14 installation packages do not
include Recovery Media Builder, thus customers can build Linux-based recovery media only through Recovery
Media Builder obtained from Paragon's website.

Windows 8.1 support. Our product has been tested to work fine on Windows 8.1 RTM.

New user-friendly interface that is fully compatible with the Windows 8 streamlined, tile-oriented interface:

- Metro-style Express Launcher;
- Ribbon-based full scale launcher.

GUI of the Linux recovery environment has also been uplifted.

Product Components

In order to cope with different tasks, the product contains several components:

Windows based set of utilities is the crucial part of the product. With the help of an easy to use launcher you
may find and run tasks of any complexity in the field of data and system protection, hard disk partitioning and
cloning, etc.

Linux/DOS based recovery environment is a multi-platform bootable media that enables to run utilities under
Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery purposes. Both
platforms have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or USB
devices. It enables to burn CD/DVD discs. However there can be some difficulties with detecting new hardware.
DOS in its turn has no problems of that kind but is limited in features. The Linux/DOS recovery environment
requires no installation and can be of great help when the system fails to boot. Besides it offers a Windows XP
like environment.

Features Overview

This chapter dwells upon key benefits and technical highlights of the product.

Features

Let us list some of the features:

User Friendly Fault Minimizing Interface

Graphical representation of the data to gain a better understanding.
A handy Launcher to easily find and run the required tasks.
Comprehensive wizards to simplify even the most complex operations.
A context sensitive hint system for all functions of the program.

Previewing the resulting layout of hard disks before actually executing operations (so-called virtual
operations).

Backup Facilities

Archive Database to help the user easily manage backup images (get properties, add, delete, mount, etc.).

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.
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o This feature is only available for the Windows installation of the program.

Available location for backup images:

- Backup to local mounted partitions.
- Backup to local unmounted (without drive letter assigned) partitions.

- Backup to an external mounted storage to provide for a higher level of data protection and system
independence.

- Backup to a special secured place on the hard disk called the Backup Capsule that has an independent system
layout (e.g. a separate partition) and will stay operable should the active file system be damaged. To avoid an
accidental removing or unauthorized access of the backup data, this partition is hidden and thus cannot be
mounted in the operating system.

- Backup to external media (CD/DVD) to guarantee a high level of data protection as long as the backup media is
kept secure.

- Backup to a network drive to stand a better chance of success in case of a hard disk failure.

For PBF images:

Sector backup to save not only all on-disk information but also the system service structures. It is ideal for
making a backup image of an entire hard disk or system partitions to guarantee the operating system’s working
capability.

Differential backup to a sector image to only archive changes since the last full sector-based image, thus
considerably saving the backup storage space. To restore this kind of backup you will require a full image and
one of its differentials.

For pVHD images:

Backup to VD Wizard to protect separate partitions or entire hard disks.

Incremental Backup to VD Wizard to create incremental backup chains based on the base pVHD image.

Restore Facilities

Restore an entire disk, separate partitions or only files you need from the previously created backup image (for
PBF and pVHD).

Restore with Shrink to restore a backup image to a free block of smaller size taking into account only the
amount of actual data of the image.

Partition/Hard Disk Management Facilities

Basic functions for initializing, partitioning and formatting hard disks (create, format, delete). Instead of the
standard Windows disk tools, the program supports all popular file systems.

Mount a partition (assign a drive letter) of any file system type to make it available for your operating system.

Modify file system parameters (make active/inactive, hide/unhide, etc.).

Automatization Facilities

Task scheduling to automate routine operations. It can be particularly effective when you have to repeat a
sequence of actions on a regular basis.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



Scheduling is only available for the Windows installation of the program.

Auxiliary Facilities

File Transfer Wizard to make such operations as transferring of files/directories or burning of them to CD/DVD

as easy and convenient as possible. Providing access to Paragon backups as regular folders, it may also help to
replace corrupted data from a previously created image in case of an operating system failure.

Network Configuration Wizard to establish a network connection on a bootable recovery media either to save a
backup of a partition/hard disk or just several files on a network computer or retrieve a previously made backup
from a network computer for recovery purposes.

Supported Technologies

Along with using innovative technologies from outside, Paragon has developed a number of its own original

technologies that make its products unique and attractive for customers:

Paragon Hot Backup™ technology to back up locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

Paragon Power Shield™ technology to provide data consistency in case of a hardware malfunction, power
outages or an operating system failure.

Paragon UFSD™ technology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folders, etc.

Paragon Restore with Shrink™ technology to restore a backup image to a free block of smaller size taking into
account only the amount of actual data of the image.

Paragon BTE™ technology to set tasks for execution during the system restart, thus saving from the need to use
a bootable media when modifying system partitions.

Microsoft Volume Shadow Copy Service (VSS) to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/7/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistent
point-in-time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the
leading copy/backup solution vendors on the market, it is based on a snapshot technology concept.

GUID Partition Table (GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and Linux.

Supported File Systems

Full read/write access to FAT16/FAT32 partitions.

Full read/write access to NTFS (Basic Disks) under Windows, Linux and PTS DOS. Compressed NTFS files are also
supported.

Full read/write access to Ext2FS/Ext3FS/Ext4FS partitions.

Limited read/write access to Apple HFS+ partitions.

Unfortunately, support of non-Roman characters for the HFS+ file system is unavailable at
the moment. The company is about to implement it in the nearest future.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.
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Supported Media
e Support of both MBR and GPT hard disks (2.2TB+ disks included)
e |DE, SCSI and SATA hard disks
e SSD (Solid State Drive)
e AFD (Advanced Format Drive)
e Non-512B sector size drives
e CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-ray discs
e FireWire (i.e. IEEE1394), USB 1.0, USB 2.0, USB 3.0 hard disks

e PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

System Requirements
For the Windows installation package
e Windows XP SP3
e  Windows Vista
e  Windows 7
e  Windows 8
e  Windows 8.1
Additional requirements:

e Toinstall and run the product the target OS should have Visual Studio C++ 2010 Runtime Library installed
(comes with the installation package — you will be prompted to install it, if it's not been found in the system).

o During the installation additional free space (up to 1GB) will be required.

For the Linux bootable environment

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed

256 MB of RAM

SVGA video adapter and monitor

Keyboard
e Mouse
Additional requirements

e Network card to send/retrieve data to/from a network computer

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.
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Recordable CD/DVD drive to burn data to compact discs

External USB hard drive to store data.

Installation

Before the installation, please make sure the systems requirements are met. If everything is OK, please do the following

to install the product:

In case there is some previous version of the program installed on the computer, the
program will offer the user to uninstall it first.

1. Click on the supplied setup file to initiate the installation. First your system will be checked for the presence of

Visual Studio C++ 2010 Runtime Library and if not found, you will be prompted to install it (comes with the
installation package). Click Install to continue.

Statuz  Requirement
Pending Vizual C++ 10.0 Runtime - <86 10.0.30315.1

2. The Welcome page will inform that the application is being installed. Click Next to continue.

3. Please Read Paragon License Agreement carefully and then select the appropriate option to accept. Otherwise
you won’t be able to proceed with the installation. By clicking the Print button, the license agreement may also
be printed out.

4. On the Customer Information page you are to provide the standard customer information, i.e. a user name and
an organization. Besides you need to decide whether to make the program available for all users of this
computer (if several) or only for the current one.

5. On the next page, click Change to install the utility to a different location (by default C:\Program Files\Paragon
Software\Paragon Backup & Recovery 2014 Free Edition\). Otherwise click Next to continue.

o Do not install the program on network drives. Do not use Terminal Server sessions to install
and run the program. In both cases, the program functionality will be limited.

6. On the Ready to Install the Program page click Install to start the installation or Back to return to any of the
previous pages and modify the installation settings.

7. The Final page reports the end of the setup process. Click Finish to complete the wizard.
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First Start

To start Paragon Backup & Recovery 2014 under Windows, please click the Windows Start button and then select
Programs > Paragon Backup & Recovery™ 2014 > Paragon Backup & Recovery™.

The program provides wide opportunities in the field of hard disk structure modification, so
just to be on the safe side, please make a backup of your data before carrying out any
operation.

The first component that will be displayed is called the Express Launcher. Thanks to a well thought-out categorization
and hint system, it provides quick and easy access to wizards and utilities that we consider worth using on a regular
basis. With its help you can also start up the traditional launcher, the help system or go to the program’s home page.

) Paragon Backup & Recovery™ 2014 Free = B
Paragon Backup & Recovery™ 2014 Free

ot 2 o

Backup to Virtual Disk Restore from Virtual Disk User Manual

@ REGISTER PRODUCT TO:

* GET THE LINUX RECOVERY MEDIA
* CHECK FOR UPDATES

BACKUP & RECOVERY

SWITCH TO FULL SCALE LAUNCHER o)

Incremental Backup to Virtual Disk

2%
Upgrade to 0%"5‘

HARD DISK MANAGER 14 SUITE

& )

Manage Backup Capsule TransferFiles

To know more on how to handle the product’s interface and accomplish typical operations,
please consult the Windows Components chapter.

Building Recovery Media

Linux-based recovery environments should be prepared on-site with Paragon’s Recovery Media Builder, which you can
download from Paragon’s web site, the My Account section (www.paragon-software.com/my-account/).To know more

on the subject, please consult documentation that comes with this utility.
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Booting from the Linux/DOS Recovery Media

The Linux/DOS recovery environment can be used to boot your computer into Linux or PTS DOS to get access to your
hard disk for maintenance or recovery purposes. It also has the PTS DOS safe mode, which may help in a number of non-
standard situations such as interfering hardware settings or serious problems on the hardware level. In this case, only
basic files and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup

To start working with the Linux/DOS recovery environment, please take the following steps:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on
CD/DVD, flash, or in an ISO-image. You can get it here: www.paragon-software.com/my-

o account[ .

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch a boot mode you need (Normal, Safe, Low-Graphics Safe) in the Boot menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints on the selected at the moment item will help you make the right

choice.

4. Consult the help system by pressing ALT+F1 to know more on the subject.

Boot menu

32-bit environment

f-» Normal Mode Main recouvery
& Safe Mode enuironment

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk B8 MBR

& Find 0Ses on your hard disks

e Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);

e Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode if it

fails to work properly;

e Low-Graphics Safe Mode. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will be
included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu;

o Floppy Disk. Reboot the computer from a system floppy disk;

e Hard Disk 0. Boot from the primary hard disk;
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e Find OS(s) on your hard disks. The program will scan hard disks of your computer to find any bootable operating
system.

64-bit environment

BOOT MENU

Start Paragon-RCD in safe mode

FPower off

e Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);

e Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode if it
fails to work properly;

o Reboot. Restart the computer.

e Power off. Shut down the computer.

While working with the recovery environment you might experience some inconvenience
caused by possible video artifacts. It is just a result of changing video modes and in no way
will affect the program functionality. If this is the case, please wait a bit and everything will
be OK.

Normal Mode

When the Normal mode is selected, the Linux launch menu appears:

=

%E For o E s o s sreen T You can copy an entire hard disk or

its partitions to new locations. You can
also save them as image files for later

Simple Restore Wizard restoration. Please select the drive, its
partition if necessary, and then
File Transfer Wizard activate the 'Hard Disk' or 'Partition’

pull-down menu and select the

Metwork Configurator operation needed.

Log Sawver

Eject CD/DVD

=

BT

)

Reboot the computer

Power off

S

~

>
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e Backup & Recovery (enables to run wizards and dialogs, to specify program settings, to visualize the operating
environment and the hard disk configuration);

e Simple Restore Wizard (allows restoring hard disks and partitions);

o File Transfer Wizard (allows coping files/folders to another disk or a partition as well as recording them to
CD/DVD);

o Network Configurator (enables to establish a network connection under Linux);

If you are going to use network resources, first launch the Network Configuration Wizard to
establish a network connection.

e Log Saver (helps to collect and send the necessary log files to the Technical Support);
e Eject CD/DVD;

o Reboot the computer;

e Power off the computer.

To move within the menu, please use the arrow keys of the computer keyboard.

Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the
Normal mode except for the Network Configurator and Log Saver commands. Besides due to certain limitations of the
PTS DOS environment, there is no possibility to burn CD/DVD discs.

Low Graphics Safe Mode

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and looks
similar to the Safe mode but graphically simpler.

&g Backup & Recovery 2814 IYuu can create, delete and

% Simple Restore Hizard format hard disk partitions

Bf File Transfer Wizard using this program, which
will start nouw.

% Reboot the computer Upon the start, please

select the drive and one of
its partitions or its free
space. Then activate the
'Partition’ pull-down menu
and select one of the
partitioning operations.

Basic Concepts

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a general
notion of the operation performance and makes it easier for the user to operate the program.
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System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today. Indeed, it is hardly to find a
person who will be particularly happy when all precious information on the hard disk is irreversible lost as a result of its
malfunction. So how this tragedy can be prevented?

Backup Types

At the present moment the market is offering various types of backup imaging to meet the needs of any user.

Full and Differential Sector Backups

A full sector-based backup image includes all contents of a partition or a hard disk at the moment of its creation. If you
roll back your system to the initial state on a regular basis, that’s exactly what you’re looking for. But if you want to have
multiple backup archives of the same partition reflecting certain time stamps, unchanged data will inevitable be
duplicated in all archives and take additional space on backup media. To tackle this issue there has been developed a
supplementary technique called Differential Sector Backup.

A differential archive only contains data changed since the time of creating a full archive, which forms a base (or a
parental image) in this case, thus considerably saving your system resources. It is realized by the exact bit-wise

comparison of the previous partition's data (saved in the parental image) with the current data (that is actually the
partition itself). To restore this kind of backup you will require a full image and one of its differentials, what is very

convenient.
Differential Base to a Sector Backup
Sunday Maonday Tuesday Saturday
Full Sector

Backup

l L
() [ ] s
Ditt #1 otez |

— Monday restore point -

[———————— Tuesday restore point S

Saturday restore point

o This function is only available for single primary and logical partitions.

Backup Storage

Our program supports several techniques of storing backup images. Let’s take a closer look at them all to understand
what kind of storage is able to provide better security:

e You can place a backup image to a local partition. Despite the fact that it is the most convenient way, try not to
use it. You can delete your backup just by accident or lose it as a result of a hardware malfunction, or a virus
attack;

e You can place a backup image to an external mounted storage to provide for a higher level of data protection
and system independence;

e You can place a backup image to a special secured place on the hard disk called the Backup Capsule that has an
independent system layout (e.g. a separate partition) and will stay operable should the active file system be
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damaged. To avoid an accidental removing or unauthorized access of the backup data, this partition is hidden
and thus cannot be mounted in the operating system. However it won’t help you in case of a hardware
malfunction;

e You can place a backup image to external media (CD/DVD) to guarantee a high level of data protection as long
as the backup media is kept secure;

e You can place a backup image to a network drive to stand a better chance of success in case of a hard disk
failure. Moreover, by storing it on a special-purpose server you may be pretty sure nothing will happen to it.

Paragon Hot Processing & Volume Shadow Copy Service

Offline versus Online Data Processing

In the course of time there have been developed various methods of data processing. Despite different work concept,
all of them can be divided into two principal groups: offline (cold) and online (hot) data processing techniques.

As the name infers, offline data processing can only be accomplished when the data is in consistent state (the operating
system and all the applications are completely shut down). Actually it is the most preferable way of image creation or
data cloning, since software can obtain an exclusive right to process data that guaranties high level of operating
efficiency. However, the offline data processing is absolutely out of question when dealing with 24/7 production
environments.

In contrast, online data processing enables to create a consistent snapshot even as the data is currently modified. It is
particularly useful for systems with high availability requirements, but it won’t be accomplished until all active
transactions are complete. The point is to provide a coherent state of all open files and databases involved in a process,
taking into account that applications may still keep writing to disks. As a result an online data processing cannot boast
high operating speed.

Our program supports both offline and online methods of data processing. As far as online method is concerned it offers
its own hot processing algorithm together with the possibility to use snapshot technologies provided by the Microsoft
VSS framework.

Paragon Hot Processing Technology

Paragon Hot Processing is an online copy/backup technology for Windows NT+ family operating systems. Developed
back in 2001, nowadays it is integrated with all copy/backup solutions offered by the company.

Paragon Hot Processing is not exactly a snapshot technology, though it has much in common with it. During an online
copy/backup, the program uses the kernel mode driver HOTCORE.SYS to intercept and control disk write activity of
applications and the operating system. The hotcore driver as an integral part of the program is installed during the setup
procedure (that’s why the system reboot is required to complete the setup procedure). For the most part the driver is in
the idle mode until it is activated with the program. While in this mode it bypasses any calls having no effect on the
overall system performance, but a few kilobytes of the system memory.

Paragon Hot Processing technology offers copy/backup of locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

It is not recommended to use Paragon Hot Processing with active SQL Server, Exchange or
Oracle databases since the backup image contents may be corrupted.
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Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) is designed to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistent point-in-
time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the leading
copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Initiated by a VSS aware copy/backup utility, VSS creates snapshots for the selected volumes and represents them as
virtual read-only devices, called volume shadow copies. Once the shadow copies are created, the copy/backup utility
starts processing the data while applications keep writing to original volumes.

Unlike Paragon Hot Processing the VSS technology provides a unique possibility to make a synchronous snapshot of
multiple volumes. This very feature can be particularly beneficial when backing up active SQL Server 2003, Exchange
2003 or Oracle databases located on multiple volumes the way it is recommended by Microsoft to improve the level of
database performance and reliability, thus providing 100-percent data consistency.

o To use VSS it is necessary to have a mounted 300 MB+ NTFS partition.

pVHD Support

Paragon introduces a pVHD (Paragon Virtual Hard Drive) format — a special VHD, optimized for storing backups of virtual
and physical machines. It’s very efficient in handling incremental chains, data de-duplication and synchronization. pVHD
allows obtaining backups that are up to four times smaller than original backup objects.

In the current version of the product backup images can be made either in the old PBF or the new pVHD. Please note
that the pVHD support has a promotional goal. In future releases pVHD will gradually take the primary role.

Below is the list of wizards that allow working with pVHD:

e Backup to VD Wizard (Linux, Windows);

e Incremental Backup to VD Wizard (Linux, Windows);

e Restore from VD Wizard (Linux, Windows).

What you get by using pVHD:
e Incremental imaging works much faster and rock-stable in comparison with the old PBF;
e Only pVHD images can be used to do immediate virtualization;
e With the new backup technology, available for customers as a new backup image format pVHD, Paragon has
also achieved easy support of any virtual containers (VMDK, VHD, etc.).
GPT versus MBR

GUID Partition Table (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions of the
old MBR. Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intel to replace the outdated PC
BIOS, it offers a number of crucial benefits:

e Up to 128 primary partitions for the Windows implementation (only 4 in MBR);
e The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);

e More reliable thanks to replication and cyclic redundancy check (CRC) protection of the partition table;
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o A well defined and fully self-identifying partition format (data critical to the platform operation is located in
partitions, but not in un-partitioned or hidden sectors as this is the case with MBR)

uEFI Boot Challenges

Introduced back in 2005 by Intel to lift restrictions of the old MBR (Master Boot Record) and PC BIOS (Basic
Input/Output System), uEFI (Unified Extensible Firmware Interface) is now a recommended platform for new 64-bit
Windows 8 computers. And the reason is easy to catch — besides other unique features impossible for the traditional
tandem of BIOS+MBR, only a uEFl-based platform enables to accommodate Windows OS on a partition larger than
2.2TB.

Despite all uEFI advantages however, it has one quite naughty issue: a pretty standard operation with a bootable device
for instance involving its connection to another SATA port results in unbootable Windows. You'll get the same result if
trying to boot from a cloned system hard disk or from a restored hard disk. All these problems originate from the way
UEFI+GPT bundle is organized.

Microsoft provides how-to guides to tackle this type of problems, but they demand a great deal of experience from the
user, involving the use of the cmd, diskpart and bcdedit tools.

Paragon has a better way! Introducing an elegant technology, realized at the user side as one simple option, you can
define a system GPT volume you’re willing to boot from.

o For Backup & Recovery 2014 Free the uEFI boot fixup option is available on the Linux
recovery environment only.

64-bit Support

The bulk of software today is written for a 32-bit processor. It can meet the requirements of almost any end user.
However that is not the case when dealing with servers processing large amounts of data with complex calculations of
very large numbers. That is where 64-bit architecture comes into play.

It can boast improved scalability for business applications that enables to support more customer databases and more
simultaneous users on each server. Besides a 64-bit kernel can access more system resources, such as memory
allocation per user. A 64-bit processor can handle over 4 billion times more memory addresses than a 32-bit processor.
With these resources, even a very large database can be cached in memory.

Although many business applications run without problems on 32-bit systems, others have grown so complex that they
use up the 4 GB memory limitation of a 32-bit address space. With this large amount of data, fewer memory resources
are available to meet memory needs. On a 64-bit server, most queries are able to perform in the buffers available to the
database.

Some 32-bit applications make the transition to the 64-bit environment seamlessly others do not. For instance, system-
level utilities and programs that provide direct hardware access are likely to fail. Our program offers a full-fledged
support of the 64-bit architecture providing fault-tolerant work for such system dependent modules as Hot Processing.

Copy Operations

Hard drive duplication nowadays is becoming highly popular among PC users. That is due to some definite advantages it
can offer. First of all, many people clone hard disks just to back up data for security reasons. The present day copy
utilities enable to successfully transfer all on-disk information including standard bootstrap code and other system
service structures, thus maintaining the operating system’s working capability. In case of a system malfunction, the user
can get the system back on track in minutes. No additional configuration is required, what is very convenient.
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The second possible application is the upgrade of a hard disk to a new one. The capacity of a modern hard drive doubles
every two years, thus opening up new possibilities for software developers. As a result programs become more
complicated and require considerable amount of free space. One day the user realizes that there is no more free space
left on the hard disk and the only way out is to upgrade. Usually that means that besides purchasing a new hard disk,
the user is to face a large re-installation procedure spanning several days of tedious work. But all of this can be avoided
just by copying the contents of the old hard disk to a new one proportionally resizing the partitions.

And the last but not least is the copying of hard disks for cloning purposes. It may be of great use when setting up
similar computers. There is no need for a system administrator to install an operating system from scratch on every one
of them. It is enough just to configure one and then clone it to the others.

Drive Partitioning

As you probably know a hard drive is to be split into one or more partitions, since it cannot hold data until it is carved up
and space is set aside for an operating system. Until recently most PCs used to have just one partition, which filled the
entire hard disk and contained an OS. The situation has changed however, thanks to new cost-effective high capacity
hard drives, thus opening up numerous possibilities for PC users, such as editing video, archiving music, backing up CD
images, etc. Huge increase in space is great, but it poses a number of problems, most important of which are effective
data organization and speed.

Large drives are always going to take longer to search than smaller volumes, and an operating system is going to have its
work cut out both finding and organizing files. It is for this reason that many people decide to invest in multiple hard
drives, but there is an easy solution — drive partitioning. Partitioning lets you divide a single physical drive into a number
of logical drives, each of which servers as a container with its own drive letter and volume label, thus enabling the
operating system to process data more efficiently. Besides partitioning makes it possible to organize data so that it is
easy to find and manage. You can set aside, for instance, 40 GB of a 160 GB hard drive for the OS, 70 GB for storing
video and another 50 GB for your favorite music collections to provide transparent data storage.

It is also worth mentioning to that with a hard drive properly partitioned, such routine operations as files de-
fragmentation or consistency check will not be that annoying and time-consuming any more.

By detaching the OS from the rest of the data you can tackle one more crucial issue — in case of a system malfunction,
you can get the system back on track in minutes by recovering it from a backup image located on the other partition of
the hard drive.

But that is not all drive partitioning may be used for. If you are willing to play games in Windows while browsing the
Internet in Linux, 100-percent sure that no virus will attack your PC, drive partitioning is a necessity. In order to run
several OSs on a single hard drive you are to create a corresponding number of partitions to effectively delineate the
boundaries of each OS.

Scheduling

The automation of operations is particularly effective when you have to repeat a sequence of actions on a regular basis.
For example, developing a specific project on a day-to-day basis and having to make a backup every evening so as not to
lose the valuable data, you will really appreciate, when this kind of routine operations will be carried out automatically
without your participation.

Another aspect of any automation process is that it allows an optimization of your computer’s work-load. This is
especially important when operations require a considerable amount of computer resources — processor time, memory
and more. A number of tasks, which can decrease the performance, can be run during the night or whenever the
computer has the least work-load to perform.
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The program has a special tool for scheduling. You can set out a timetable for any operation and it will start at a
specified time without interrupting your current activity.

Windows Components

In the given section you can find all the information necessary to successfully work with the Windows version of the
product.

Interface Overview

This chapter introduces the graphical interface of the program. The design of the interface precludes any mistake being
made on the part of the user. Most operations are performed through the system of wizards. Buttons and menus are
accompanied by easy understandable icons. Nevertheless, any problems that might occur while managing the program
can be tackled by reading this very chapter.

General Layout

When you start the program, the first component that is displayed is called the Launcher. It enables to run wizards and
dialogs, to specify program settings, to visualize the operating environment and the hard disk configuration.

The Launcher’s window can be conditionally subdivided into several sections that differ in their purpose and
functionality:
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Backup & Restore ~ New Backup Format ~ Partitioning ~ Copy & Migration ~ Archives  Schedule @ @

E B N E
@ @ A & &;} Ribbon Panel
jgl Create File  Create Incremental | Manage Chech Archive | Unlock disabled

Backup | Restore Backup  Complement... File Archive Capsule Integrity features

Up
Backup Restore Advanced backup Backup utilties Unlock
,"-‘ Apply Discard , View Changes Unda Redo @ Reload Disk Info U Save to Scheduler @ Express Mode

Disk map - | 9%
Express Mode
Basic MBR Hard Disk 0 (VMware, VMware Button =
System Reserved Local Disk (C:)
350 MB NTFS 439.6,GB NTFS Change Volume Label L ontext-sensitive
Hide Partition Menu
Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev) Disk Map Mark Partton as Active
(Unallocated) Test Suface
459.9GE Check File System Inteqrity ||
Propedties... -
Basic MBR Hard Disk 2 (VMware. VMware Virtual 5 SC5I Disk Dev) -
Local Disk (C:) —
I {Unallocated)
7439GB
Volume letter: ()
Basic MBR Hard Disk 3 (VMware, VMware Virtual S 5CSI Disk Dev) Volume label - [No label]
Type: Frimary P ies Panel
(Unallocated) Hle system: NTFS roperties Panel
Root entries: 16
115368 Sectors per boot: 3
Sectors per cluster: §
Serial number: 7C98-D565-9805-1E88
Partition ID: (<07 NTFS, ExFAT, ReFS
NTFS version: 3.01
Volume size: 499.6 GB
Partition size: 435.6GB
Disk and Partitions List \ed space: 11658 —
o Status Bar
B . _ Active: Mo
Disk and partitions list - Hidden: Mo j
[:'_D Mo changes.
1. Tool Button
2. Ribbon Panel
3. Virtual Operations Bar
4. Express Mode Button
5. Disk Map
6. Disk and Partitions List
7. Context-sensitive Menu
8. Properties Panel
9. Status Bar

A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some of them
to simplify the interface management.

Tool Button
By clicking on this button the user can:

e Launch auxiliary wizards,
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e Get access to the program settings,
e Collect and send a log files package to the Support Team,

e Go to Paragon’s website to download a free update, register the product, visit Paragon’s Knowledge Base, etc.

Ribbon Panel

An area across the top of the program’s window is called the Ribbon Panel. It makes almost all the product capabilities
available to the user in a single place. A Ribbon Tab is an area on the panel that contains buttons organized in groups by
functionality. Each button corresponds to a certain program wizard or dialog.

o If you’d like to hide all ribbon tabs, click on the arrow button at the right top corner of the
program window.

Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operations (so-called
virtual mode of execution). In fact, when the virtual mode is enabled, the program does not accomplish operations
immediately, but places them on the List of Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

BUTTON FUNCTIONALITY

s

= Cancel the last virtual operation on the List of Pending Operations

-

c Cancel the last undo virtual operation on the List of Pending Operations

Display the List of Pending Operations

& Launch the real execution of virtual operations

b4 Cancel all virtual operations on the List of Pending Operations

Generate a script out of all pending operations

U Schedule pending operations

Virtual mode is an effective way of protection from any troubles, since no operations will
be executed until clicking the Apply button for confirmation, thus giving a second chance to

o weigh all pros and cons of this or that particular operation. The program politely reminds
the user that there are unsaved changes by showing the following window:

A ouw have unsaved changes,

Express Mode Button

By clicking on this button the user can switch to the express mode of operation at any time.
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Disk Map

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are represented with
rectangle bars that contain small-sized bars. These small-sized bars represent logical disks. Their color depends on the
file system of the appropriate partition. By looking at the size of the bar’s shaded area it is possible to estimate the used
disk space. For the selected at the moment object there’s the possibility to call a context-sensitive popup menu with
available operations.

Disk map -

EBasic MER Hard Disk 0 [YMware. YMware Yirtual 5 5C51 Disk Dev]
I I Local Disk [C:]
4396 GE NTFS

Large-sized bars display the following information about physical disks:

e Type (basic or dynamic MBR/GPT),
e Manufacturer,
e Model.
Small-sized bars display the following information about logical disks and blocks of free space:
e Volume label (if exists),
e Drive letter,
e Totalsize,
o File system.

The Disk Map is synchronized with the Context-sensitive Menu and the Properties Panel. Thus by selecting a disk on the

map, the two will automatically display detailed information on it. To know more on the subject, please consult the
Viewing Disk Properties chapter.

o Since the Disk Map and the Disk and Partitions List have the same purpose, the user is
allowed to extend only one at the moment by using a corresponding arrow button.

Disk and Partitions List

The Disk and Partitions List is another helpful tool that helps to get a clear-cut picture on the current state of the system
hard disks and partitions. All objects (disks, partitions, or blocks of free space) on the list are sorted according to their
starting position. For every item there is the possibility to call a context-sensitive popup menu with available operations.
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Disk and partitions list -
Hame File gpztem | Yolume size | Partition zize | Used Free Yolume label Hidden | Ag
D Bazic MBR Hard Dizk 0 [vViMware, Wikdware Virtual 5 SCSI Disk Dev) 500 GB
ﬁSystem Rezerved MTFS 350 MB I/OME 2868ME 59371 MEB System Reserved Mo Ve
ﬁanalDisk C] MTFS 4996 GB 4996GE  11.7GB 4879GE [Molabel] Mo Mi

5 (Unalocated] Back Up Hard Disk.. Bytes 4999GE [Nolabel] No N
[Z] Basic: MBR Hard Disk 2 [¥Mware, Whiware Virtual 5 SCSI| Disk Dev] Burn Hard Disk on CD, DVD ar BD...

@_[Unallocated] _ _ _ E:ll oy e i Bytez 749.9GE [MNolabel] Mo My
D Bazic MBR Hard Dizk 3 [VMware, Wkware Virtual S SCS1 Disk Dev]

S (Unsllocated] Restare Hard Disk... Bytes 119.9GE [Nolsbel] Na Ni

Update MBR

Carnwvertto GPT hard disk
@ Undelete Partitions...

YWfipe Hard Disk...

Edit e Sectors...

Properties...

The Disk and Partitions List provides detailed information on all hard disks and partitions found in the system including
the following properties:

- Name,

- Volume label (if exists),

- Drive letter,

- File system type,

- Volume size,

- Amount of used and unused (free) space,
- Active/Inactive attribute,

- Hidden/Unhidden attribute.

The Disk and Partitions List is synchronized with the Context-sensitive Menu and the Properties Panel. Thus by selecting
a disk on the list, the two will automatically display detailed information on it. To know more on the subject, please
consult the Viewing Disk Properties chapter.

Since the Disk Map and the Disk and Partitions List have the same purpose, the user is
allowed to extend only one at the moment by using a corresponding arrow button.

Context-sensitive Menu

The Context-sensitive Menu shows a list of operations available for an object (disk, partition, or block of free space)
selected either on the Disk Map or the Disk and Partitions List. If you click a corresponding record the appropriate

wizard or dialog will be started. All default values for the operation parameters will correspond to the object’s settings.
If there too many items on the list, type in the first word of the required command in the Search commands field to
filter the list.
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Defragment Partition
Defragrent MFT
Compact MFT...
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Hide Partition
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Properties Panel

The Properties Panel provides information on the object (disk, partition, or block of free space) selected either on the
Disk Map or the Disk and Partitions List.

Local Disk (C:)

Yolume letter: [C:)
Yolume label: [Molabel
Type: Frimary
File spstem: MTFS
FRoot entries: 1
Sectors per boot: 2
Sectors per cluster: 5
Sernial number: 345E-4BCT-8E4B-3B1E
Partition 1D: 0«07 MTFS, ExFAT, HeFS
MNTFS version: 3.01
Yolume zize: 4595EGE
Partition size: 4356 GE
Used space: 11.7GE
Free space: 4579GE
Active: Mo
Hidden: Mo

The Properties Panel helps to obtain the following data:

For a hard disk

e Model,

e Serial number,

e Type of hard disk (basic or dynamic MBR/GPT),
e Total size (in GB),

e Information on geometry of the disk (amount of sectors per track, heads and cylinders).
For a partition

e Drive letter assigned to the disk,

e Volume label (if exists),

o Type of the logical disk,

o File system,

e Root entries,
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e Serial number,
e NTFS version,
e Partition ID,
e Total size, used space and free space (in GB), etc.
Besides you can modify practically any partition property by clicking on the required value.
For a block of free space

e Total size (in GB).

Status Bar

This is the bottom part of the main window. The Status Bar displays menu hints, for each item the cursor points to.

Settings Overview

To call the Settings dialog, please click Tool Button, then select Settings. All the settings are grouped into several
sections, which functions are described in the following paragraphs. The list of sections is placed on the left side of the
dialog. By selecting a section from the list, you can open a set of options.

o To get a detailed description to any setting, control, or field of the program just click the
hint button and then the object you need.

General Options

Q“\g General options

Partition Alignment kMode
| Yigta ﬂ

Allign partitions accarding ta the rules used in Windows Vista and later 0Ses.

Check FS integrity policy

| Ohce ﬂ

Standard protection from data lozsz with acceptable performance. The file spztem
integrity will be checked for each wolume only once just before accomplishing
data-zenzitive operations,

Liata Lozs Protection mode

| Reszet ﬂ

tedium protection from data logs,

This section contains a set of general options that will be taken into account during any operation carried out with the
program:

e Partition Alignment mode. There are three options you can choose from:

4

- Legacy. DOS and Windows OSes before Vista required that partitions had to be aligned to the “disk cylinder”
or 63 sectors to address and access sectors correctly. It was OK, until 4K hard drives came into scene. When
partitions are aligned this way on this type of disk, each logical cluster is linked to two physical 4K clusters,
thus resulting in a double read-write operation.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



28

- Vista. Since Windows Vista, operating systems do not use the archaic CHS (cylinder/head/sector) addressing
scheme, but the Logical Block Addressing (LBA), where sectors are addressed continuously over the whole
disk drive. It is optimal for both, 512B and new 4K disk drivers.

- Inheritance. Select the option to disable automatic alignment of partitions.

e Check FS integrity policy. Accomplishment of any data-sensitive operation (resize, move, merge, redistribute,
change cluster size, etc.) is potential with data loss. To minimize this risk, it'’s recommended to check integrity of
your file system before this type of operations, despite the fact that it’s quite time consuming. We offer you
several options to let you choose, which is best for you:

- Always. Maximum protection, but minimal performance. The file system integrity will be checked each time
it’s necessary to guarantee the maximum protection for the on-disk data.

- Once. Standard protection with acceptable performance. The file system integrity will be checked for each
volume only once just before accomplishing data-sensitive operations.

- Never. No protection, but maximum performance. If you're not 100% sure your disk is rock solid, please do
not use this option.

e Data Loss Protection mode. To guarantee safety for your information when a data-sensitive operation has been
abruptly interrupted as a result of a computer reset, or a power outage, there are several techniques, that
correspond to the options below:

- Do not protect. No protection, but maximum performance. If you’re not 100% sure you’re completely safe
from a power outage, or an accidental reset of your computer, please do not use this option.

- Reset. Standard protection with acceptable performance. Maintaining a special journal, our program
enables to automatically complete a data-sensitive operation interrupted by an accidental reset of your
computer from our bootable recovery media, thus reviving the corrupted partition.

- Power loss. Maximum protection, but minimal performance. Besides journaling, our program will also
disable cache of your disk when accomplishing data-sensitive operations to avoid data loss even in case of a
power outage.

Backup Image Options

@ Backup image options

v Caontral archive integrity

Chooge thiz option to allow writing of specific data that will later be uged during
restore to check the archive integrity, It can zlow down the backup operation,

v Setimage file names automatically
Choose thiz option to automatically name files in complex archive.

Compreszsion level

| Hormal compreszzion j

Good compression. Provides average speed with the reasonable image size.

Image =plit

[~ Enable image splitting
Choosze thiz option to enable splitting the archive to several files

W awimurn gplit size: |1 ME 3:

This section contains a set of options that will be taken into account during backup/restore operations:
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e Control archive integrity. Mark the checkbox to guarantee that all backup images created with the program are
100 percent flawless. If you decided not to control the archive integrity, the backup operation would take about
3-5% less time.

e Set image file names automatically. Mark the checkbox to make the program automatically set a file name for
every volume of a complex backup image. Otherwise you will need to do it manually during the backup
operation.

e Compression level. From the pull-down list you can select the desired compression level for backup images that
will be used by default.

e Enable image splitting. Mark the checkbox to automatically split every backup image to volumes of a particular
size.

o Splitting images enables to tackle problems caused by a maximum file size limitation of
some file systems.

e Maximum split size. With the spinner control you can specify a maximum size for backup volumes.
General Copy and Backup Options

% General copy and backup options

[~ HDD raw processing

Copy an entire hard digk sector by sector without taking into account itz partition
structure,

[~ Partition raw processing

Copw/Backup each partition zectar by sector. All sectors will be proceszed one by one
[even unused sectors). Requires more time to complete the operation.

[v Skip archive files stored in archive library

Chooge thiz option to skip archive filez stored in archive libram, Thiz will reduce operation
time and backup image size.

[v Automatic BCD update

Add boat entry for target partition ta BCD hive on copy'restare source partition

This section contains a set of options that will be taken into account during copy and backup operations:

e HDD raw processing. Mark the checkbox to copy/back up a hard disk in the sector-by-sector mode, thus
ignoring its information structure (e.g. unallocated space or unused sectors of existing partitions will be
processed as well). This can help to avoid problems with hidden data created by certain applications or the
system administrator. However, it will take more time to accomplish the operation.

e Partition raw processing. Mark the checkbox to copy a partition in the sector-by-sector mode to successfully
process unknown file systems. However it is not recommended to enable this option when working with
supported file systems as it takes more time to accomplish the operation.

e Skip OS auxiliary files. Mark the checkbox to skip OS auxiliary files (like pagefile.sys, hiberfil.sys, etc.), thus
reducing the operation time and the resulted size of the backup image.

o Skip archive files stored in archive library. Mark the checkbox to skip backup images registered in the archive
database, thus reducing the operation time and the resulted size of the backup image.

e Automatic BCD Update. Unmark the checkbox to suppress automatic update of BCD (Boot Configuration Data)
after copy/restore operations.
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By clicking the link at the bottom of the window you can jump to the Copy/Backup Exclude
Options.

CD/DVD/BD Recording Options

@ CD/DVD/BD recording options

[~ Bum every CD/OVD/BD disk to the end.
Chooge thiz option to allow the dizk to be copied by third party tools.

Becording zpeed

| b awirnurn recording zpeed ﬂ

Faszt recording. Chooge thiz option if pou hawve good quality disks and recorder.

Boot options

Specify a bootable 150 imaage to place on CO, DYD ar BD along with backup data:

Specify how would vou like to boot from CD, DVD or BD:
| Do not boat fram C0O, 0D or BD

IS0 image folder

|bnnlcd.iso Browse

The zpecified 150 image does not exist.

K

AN

Browse

Plzaze zelect a folder to place 150 images to when CO, DVD or BD 150 maker is used.

This section contains a set of options that will be taken into account during CD/DVD/BD burn operations:

Burn every CD/DVD/BD to the end. By default, the program does not create 1ISO 9660 compliant burning
sessions, as it processes data on-the-fly and can only estimate the resulted session size. That’s why no third
party tool will get access to the recorded data. To tackle the issue, mark the checkbox to make the program
create a standard Disk-at-Once session. It may slow down the burning process, as every CD/DVD/BD will be
recorded up to the end, no matter how much actual information to contain.

Recording speed. The user may define how fast a CD/DVD/BD will be recorded (minimum, normal and
maximum). Besides there is an automatic mode when the program will set the most appropriate speed for
every CD/DVD/BD.

Bootable ISO image. That’s the image to be placed together with the backup data. By default, the program
offers its own bootable ISO image, which contains a Linux/DOS recovery environment. However, the user is free
to use any bootable ISO image.

CD/DVD/BD boot capability. The program enables to choose whether any recorded CD/DVD/BD will be
bootable, or only the first one for a session, or without that function at all.

Folder where the ISO image is to be placed. When the user decides not to physically burn a CD/DVD/BD, but
create an ISO image file, this very folder will be used to contain these images.
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Hot Processing Options

% Hot processing options

[v Enable hot processing
Hot proceszing technology

| Microzoft Yolume Shadow Copy Service J

ticrozoft Wolume Shadow Copy Service iz a reliable technology designed to back
up volumes being locked by numerous active tranzactionz of W55 supporting
applications. Microzoft W55 technology requires over 300 MB of free space on any
mounted MTFS volume for temporany data, This technology is provided for Windows
#P and newest Windows versions, but unavailable for old versions of Windows
[98MEMT A2000),

Additional options
™ Always use hot processing

* Usge hot proceszzing only when partition iz locked
Hat processzing termporary drive:
C -
Mumber of attempts bo start W55 3 =
Timeout between attempts [in zeconds]. |120 3:

Chahge run during backup options

In this section you may configure the hot processing mode:

e Enable hot processing. Mark the checkbox to enable the so called hot data processing mode that is specially
designed to process data without restarting your operating system.

e Hot processing technology. From the pull-down list you can select the required hot processing technology.

e Always use hot processing. Select the option to process partitions without making them locked. Thus you will
be able to keep working with them as usual.

e Use hot processing only when partition is locked. Select the option to use the hot processing only when
partitions are locked and cannot be processed without restarting the computer. Please keep in mind, that once
you start any operation on a partition in this mode, it will automatically be locked by the program, thus you
won't be able to keep working with it as usual.

e Hot processing temporary drive. Here you can select a disk drive that will be used to store the temporary hot
backup data (by default — C:).

e Attempts to start VSS. Here you can set how many attempts to start Microsoft VSS the program is to do before
automatically rebooting the system and accomplishing the operation in a special boot-up mode.

o Timeout between attempts (in seconds). Here you can set a time period between different attempts to start
Microsoft VSS.

e Switch between hot processing technologies. Mark the checkbox to automatically switch between Paragon Hot
Processing and Microsoft VSS if one of them is unavailable at the moment.

Partitioning Options
G? Partitioning Options

Confirnations

v Ask for volume label before partition delete

[ Ask confirmation when converting FATTE to FAT 32,
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This section contains a set of options that will be taken into account during partitioning operations:

e Request confirmation before partition deletion. Mark the checkbox to activate an additional security
mechanism. Thus when going to delete a partition you will be automatically requested to enter its label.

e Request confirmation when converting FAT16 to FAT32. Mark the checkbox to automatically request
confirmation before converting FAT16 to FAT32. There are a number of situations when this kind of conversion
is the only way out to accomplish the operation. For instance, you are going to migrate your system to a larger
hard disk with the proportional resize of existing partitions, what is very convenient. As a result you can get
original FAT16 partitions go beyond the 4GB limit. Thus without conversion to FAT32, this operation will in no
way be possible to accomplish. The same goes for any copy hard disk/partition or restore hard disk/partition
operation involving an extra upsizing.

Virtual Mode Options

@ Virtual mode options

Operations mode

[v Allow wirtual miode

Set thiz option on to camy out all the operations virtually, vou will be able to commit
the changes or rollback all of them or the lazt one. If pou switch thiz option off, the
operations will be carried out immediately.

[~ Cloge progress dialog automatically

Set this option on to automatically cloze the progress dialog after committing the
changes.

In this section you may configure the virtual mode:

e Allow virtual mode. Mark the checkbox to enable the virtual mode. It is an effective way of protection from any
troubles, since no operation will be executed until confirmation, thus giving you a second chance to weigh all
pros and cons of this or that particular operation.

[D We strongly recommend you to enable this mode.

o Close progress dialog automatically. Mark the checkbox to automatically close the progress dialog after
accomplishing operations.

File System Conversion Options

@ Virtual mode options

Operations mode

[v Allow wirtual miode

Set thiz option on to camy out all the operations virtually, vou will be able to commit
the changes or rollback all of them or the lazt one. If pou switch thiz option off, the
operations will be carried out immediately.

[~ Cloge progress dialog automatically

Set this option on to automatically cloze the progress dialog after committing the
changes.

This section contains a set of options that will be taken into account when converting FAT and NTFS file systems. By
default, the program takes locale (regional) settings from the system. Problems might occur however because of
different standards for file names and file time stamps (Created, Modified and Last Access Time) of NTFS and FATxx file
systems.
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e problems of that kind you can manually set:

Time zone to use during the convert operation. NTFS keeps file timestamps in GMT (Greenwich Mean Time)
while FAT uses a fixed local date and time. The program takes proper account of these differences and enables
to adjust timestamp values.

0

An incorrectly chosen time zone might lead to inability to launch certain software.

Language for file names to use during the convert operation. NTFS stores file names in Unicode while
FAT/FAT32 uses ANSI to save short file names (also called the DOS aliases). The codepage information is
required for the correct conversion of non-English file names from Unicode to ANSI and vice versa.

0

An incorrectly chosen codepage will certainly result in corruption of non-English file
names.

Request confirmation of settings before NTFS < - > FAT/FAT32 conversion. Mark the checkbox to automatically
display the local settings dialog to check and modify (if necessary) the default parameters before launching the
convert file system operation.

Copy/Backup Exclude Options

rg% Exclude from Copyf/Backup

Specify masks for files and folders that must be excluded from copy/backup operations:

= I

Add fiker  Bename cateqory  Delete categaory

Files that contains your e-mail data [9 filters)

.pab
_oah
_pst
.ozt
* dbx
*log

-TWZ

=l N

=dll
* exe
* ocK
* wad

_wab Delete filker

Delete filker

Delete filker

Delete filker

Delete filker

Delete filker

*_contact Delete filker

Executable & Installations [8 filters)

Add filker Hename category  Delete category

Delete filker
Delete filber
Delete filker

Delete filber j

Add categony...

Change general backup options

In this section the program enables to specify what data should be automatically ignored during copy and sector-based

backup

operations. You can filter certain files or folders either by the manual selection or by creating masks, what is
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more preferable. Thus you will be able to effectively manage contents of your backup images or partition/hard disk
copies.

By default, there are no available filters. To create a filter, please click the Add Category... button.

M ame: H
Filter: | Browse
Description: |

You can use wildcards 7 and * ag file name mask. Wildcards

" in path are not allowed.
QK. | Cancel

In the opened dialog the program allows the user to define the following parameters:

e Name. Give to the filter any name you like, but try to use an informative one;

e Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask by
using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.

o By clicking the link at the bottom of the window you can jump to the General Copy and
Backup Options.

Viewing Disk Properties

The Disk Map and the Disk and Partitions List are the main tools to get information on the properties of hard disks and

partitions available in the system. To know more on the subject, please consult the corresponding chapters of the
Interface Overview chapter.

Viewing Image Properties

General information on backup archives can be obtained with the following tools:

Using the Restore Wizard

e C(lick the Backup & Restore tab on the Ribbon Panel, then select Restore.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

At first, the wizard displays the Welcome page — simply click the Next button at the foot of the dialog window.

The next page refers to Browse for Archive. By clicking the Switch to Archive List View link, you can see a list of images
contained in the Archive Database (if any).
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i Restore Wizard ?

Browse for Archive

| % Show al = & B B

Type I Creation Date % I Source Object I Size

E 1020131003347 PM Bagic MER Hard Disk 1 [Whware, Yiware Yitual 5 SC51 Disk Dev) R00 GB
<] | i

Switch to File Yiew

— Archive File Details

Marme: Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

Comment: [Mao comment is available]

Type: Internal Hard Digk Drive
Total gize; 500 GE
File: C:/.larc_new.pfi

To contitue, click Next

< Back

Cancel |

Y

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e. Archive File
Details) display a short description, including:

e Information on a type of the archive contents (whether it is sector-based or file-based),
e Whether the archive is compressed or not,

e Whether the archive is password protected or not,

e The date, when the archive was created.

In addition, there are some special graphical flags to indicate crucial properties:

FLAG FUNCTIONALITY

E Disk archive

€] Partition archive

P File archive

ol MBR archive

-3 System archive

@ Encrypted archive
= Compressed archive
& Complex archive
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| Filtered archive

i Differential archive

] Incremental archive

i File increment to a partition
archive

To easily manage images in the Archive Database, the program provides the following functionality:

BUTTON FUNCTIONALITY

8 Refresh the contents of the database

5 Show only existing archives

e Add the selected archive to the database

% Delete the selected archive from the
database

Besides you may filter backup archives to decide whether to show only file, partition or hard disk archives. To do that,
please select the required filter in the left top corner of the page.

Browse for Archive

B Shaw al = & B B
= Show al |
"ﬂ Iu]

" el I Source Object

= Show partitions 0:42:04 P Mew Wolume [E:]

] Show file archives 04221 P HEW WOLUME [F)

@ 10/9/2013 1004154 PM - MEW WOLUME

= 10/9/201310:33:47 PM  Basic MBR Hard Digk 1 [WMware,

By clicking the Switch to File View link, you can find the required image in the browser-like window.
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i Restore Wizard ?

Browse for Archive

Look in: [ [5] Local Disk [C ] ¥ 2
Marme Size D ate i‘
= [5] Local Disk. [C:)
— | Efe_fiew 104342013 10:34:00 PM
E e Jam_new.phi 264.5KB 10/9/2013 10:34:00PM - |

Switch to Archive List Wiew

Archive File Details

Marme: Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

Comment: [Mao comment is available]

Type: Internal Hard Digk Drive
Total gize; 500 GE
File: C:/arc_new/arc_new.pbf

To contitue, click Next

< Back Cancel |

The section below (i.e. Archive File Details) displays a short description of the selected image, including:
e Information on a type of the archive contents (whether it is sector-based or file-based),
e Whether the archive is compressed or not,
e Whether the archive is password protected or not,
e The date, when the archive was created.

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map network
drives by clicking the appropriate buttons.

The next page (i.e. What to restore) displays detailed information about the contents of the archive.
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i Restore Wizard ?

YWhat to restore

Flzaze select one of the object(z) to restare:

Mame Type File gystem | Size Jzed

=- [Z] Basic MBR Hard Disk 1 [Wiware, Yiware. . Intemal Hard Disk Drive 500 GE
+- @New Yolume [E:] Primary MTFS 924GE  41EMBE
+ @NEW WOLUME [F:] Frirnary FAT32 20,7 GB B0 KB
: a8 ILLIKME Frirnary Linus Ext2 291 GB 5129 MB

. @New Walume Primary Apple HFS 223GE 147 MB

Archive Detailz

M arme: HEwW YOLUME
Yolume label: WEW WOLUME
File system:  Linus Ext2 Total zize: 291 GE
Uzed space: 5129 MB Free zpace: 28.6 GE
To zelect where to restore the zelected object(z]. click Mext Data gize to regtore: 29.1 GB

< Back | Ment » | LCancel

If you want to restore the image contents, click the Next button. In order to cancel, click the Cancel button.

Using the Archive Database

To open the Archive Database, click the Archives tab on the Ribbon Panel. The database window can be conditionally
subdivided into several sections that differ in their purpose and functionality:
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Backup & Restore  Mew Backup Format  Partitioning  Copy & Migration — Archives © Schedule  Yolume Explorer G @
Add an Archive to the Archive Databaze Restore drchive Festore Files Incremental Backup Check drchive Integrity r:"; Mount Archive
Dielete from the drchive Databaze [31 Restore WD Archive Sunthetic Backup Incremental File Backup Restore File From dnchive Unmount Archive
Convert boWirtual Machine Differential Backup Create File Complement
Archives databaze tanage archives Mount options
Q‘?.&pply % Dizcard '3:_,_ Wiew Changes ﬂ_j Unda Fedao l:" Reload Dizk Info | Generate Script @ Save to Scheduler @ Express Mode
VD Archive of NTFS Volume (), New Volume 2| Hame N
4--@1. Basic data partition 350t
+ Bioot

Source Object Size: 53 GE

Archive Size: 1ME i )
Creation Date: 10/17/2013 31208 &M £)- el System Yolume Information

Comments: Increment 1 Chain 2 bootmgr 417.6

Flags: §  Increment/Differential b BOOTNXT 1By

=i Compressed BOOTSECT.BAK 8

+-[=_|Recavery

= a a 70~
MK ’
| W Show YD containers j | {2 Show partitions j S B B &k
Tupe | Creation D ate | Source Object | Size | Archive Size | Flagz | Comment | Mounted |
@ 10A17/2013312:08 &AM New Yolume 53 GB 1MB =L Increment 1 Chain 2
@ 101772013 3:08:48 AM  Local Digk 441 GB 279MB =L Increment 2
@ 10A7/2013 20214 AM Local Digk 441 GB 279MB =L Increment 1
@ 10/16/2013 8:41:21 P Recoveny 227 MB 47 GE 2 Backup_image_ 20131015 1639
@ 10AE/2013 8:41:21 PM - Mew Volume 53 GB 47 GB = Backup_image_20131015_1639
@ 10AE/2013 8:41:21 PM Local Digk 441 GB 47 GB = Backup_image_20131015_1639
@ 10AE/2013 8:41:21 P MO MAME 100 MB 47 GB = Backup_image_20131015_1639
@ 10AE/2013 8:41:21 PM Local Digk 128 MB 47 GB = Backup_image_20131015_1639

1. Properties Panel that displays properties of the selected image.
2. Files View.

3. Archive List that displays a list of images contained in the Archive Database (if any). Besides the program provides all
the necessary functionality to manage backup images in the database (add, delete, mount, refresh, etc.).

All panels offer a synchronized layout and are separated by vertical and horizontal
expandable sliders, allowing the user to customize the screen layout.

Data Backup and Rescue

In this chapter you will find all the information necessary to establish a reliable data protection system.

Creating Backup Images

Depending on a type of information you need to protect and the way this information should be processed, the program
offers a number of handy backup wizards. To make your job with the program as easy and convenient as possible, all
backup wizards share similar work algorithm. By going through steps of the wizard, you configure all the necessary
settings to launch the backup operation. To minimize the possibility of making any mistake, the wizard provides auxiliary
information on every single option. Moreover you can get an in-depth description to any setting, control, or field of the
wizard just by clicking the hint button and then the object you need.

Backup Wizard Startup
e In the Main Menu: select Wizards > Back up a Disk or Partition...
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o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Backup Wizard Setup
The wizard offers the following steps to accomplish the backup operation:

o The object to back up. You can back up either an entire disk or separate partitions of the disk (primary,
extended or logical). In case of backing up an entire disk, you’ve got the possibility to include into the image
such disk elements as the Master Boot Record (MBR) and the first track of the hard disk. This can be very helpful
for serious disk recovery procedures.

Mame Tupe Fi~|
= =1 by Computer ty Conputer
5[ [E] Basic MBR Hard Disk 0 [¥Mware, YMware Vitual § SCSI Disk Dev] Internal Hard Diisk. Drive
5[ 35 First Hard Disk Track First Track
[ [5iMaster Boot Record MER
|_ @System Rezerved Primary M
LT & Local Disk ] Primnary M
= |_ El Bazic MER Hard Dizk 1 [Whware, YMware Yirtual 5 SCSI Disk Dev] Internal Hard Disk Drive
5[ 35 First Hard Disk Track First Track
i B @Master Boot Recard MEBR

e Backup destination. The wizard allows saving backup archives to local or network drives, to physical partitions
(without drive letters assigned), or burning them to CD/DVDs. You need to select a destination, taking the
estimated archive size and available space on the backup destination into account.

There are several wayps the Wizard can store pour data, Pleaze select how would you like to save the archive:

{* :Save data to local/netwark, drives. |

(" Save data to physical partitions.
" Save datato FTF locations.

" Burr the data to CD, DWD or BD.

e Name and location of the resulted image. Provide a file name for the new image and its exact location. The
program automatically offers an easy to understand name containing the date and the time of the archive
creation, which can anyway be modified.
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Select a folder where archive should be placed and specify archive name. Archive name will be uzed az a sub-folder where
backup data files will be stored.

Archive location: |E:'\arc_test'\ w ¥ ='_'£
M arme Size | Date
-EEI My Computer

+- [5] Local Disk [C:)

+ |:| MHew Yolume [E:]

+- [Z] MEW VOLUME [F:)
: ;--E]Hecoveryh’ledia [G:]
+- ] Metwark

Archive details

Archive name: |arc_tesl1
Estimated archive size: 2 MB

Space available on backup destination: 92.4 GB

The program automatically calculates size of the future archive and informs the user about
space available on the selected destination.

e Archive Comment. You can add some additional description to the archive that will later help to distinguish it
from the others.

Please enter & short comment to dezcribe the archive

[

|N|:| comment]
L

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to mark the appropriate option on the second page of the wizard. When it is
marked, the next page enables to define:

e Whether the archive integrity will be controlled.

program are 100 percent flawless. Nevertheless if you decided not to control the archive

o Checking archive integrity enables to guarantee that all backup images created with the
integrity, the backup operation would take about 3-5% less time.

e Whether image file names will be set automatically in complex archives.
e Compression level for the backup image (including the No compression variant).

o Whether the archive will be split (if yes, you can set the maximum size for the archive files).

o Splitting images enables to tackle issues caused by a file size limitation of some file
systems.
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e Whether the archive will be protected by password.

e Whether the selected disk (or the selected partition) will be copied in the sector-to-sector mode (including
unused sectors as well).

o  Whether the OS auxiliary files (pagefile.sys, hyberfil.sys) will be included in the backup image.
e Recording speed when the user wants to burn the backup image onto CD/DVDs.
e |SO image folder where the archive that is to be recorded on a disc, is placed.

e Whether the operation will be performed without rebooting the system. The program needs to reboot the
system in order to have exclusive access to processing data. In a Windows environment this is difficult to
achieve because even when all the other applications are closed, the system service programs are still running.
However, there is a way to avoid rebooting. The mode of processing the backup operation without rebooting is
named Hot Processing. You can also define specific parameters for the Hot Processing mode.

Result

After the backup operation is completed you receive an image of the selected object. This image is placed into the
specified destination, its features defined by the wizard.

Available operation scenarios:

e Backing up a hard disk or partition to the Backup Capsule

e Backing up a hard disk or partition to external media (CD/DVD)

e Backing up a hard disk or partition to a network drive

e Backing up a dual boot Mac to an external USB drive

e Creating a differential to a full partition backup

Restoring System and Data

The program includes a convenient and reliable restore wizard. With its help you can restore all types of backup images
created with the program. It provides easy to understand instructions to configure and perform all the necessary
settings. Moreover you can get an in-depth description to any setting, control, or field of the wizard just by clicking the
hint button and then the object you need.

Startup

e Click the Backup & Restore tab on the Ribbon Panel, then select Restore.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the restore operation:

e A backup image to be restored. The Browse for Archive page enables to find a backup image you need.
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By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive Database (if

any).
| % Show al ME-RTY:

Type Creation Date Source Object Sii > |
f: M File hive:
1002013 718:24 Ak Filedevel Archive

D 101072013 7:11:42 M Basic MER Hard Dizk 3 [Whware, YMware Yirtual 5 SCSI Disk Dev]
D 101072013 7:08:11 AWM Basic MER Hard Dizk 3 [Whware, YMware Yirtual 5 SCSI Disk Dev]

10410/2073 7:00:47 Ak Filedevel Archive
1040/2013 BB A3 AWM Filedevel Archive
1002013 BB 26 AM Filedevel Archive
10410/2013 B:48:07 Ak Filedevel Archive b

ﬁ 10M0/2013 21749 4M  Mew Valume [G:)
ﬁ 10M0/2013 21719 48M  Mew Valume [G:)
ﬁ 10/9/201311:25:07 PM  Local Disk [C:] 4
10492013 11:2219 P Filedevel Archive
104920131117 38PM Filedevel Archive Fw
1| ’

Switch b File Wiew

Archive File Detailz

Total size;  0Butes Backup date: 10/10/20013 7:18:58 AM

Archive size: 119 Bytes

Comment; [Mo comment iz available]

File: C:Aarc_101013141850711 /FLOOOOOOA00000000000, archive. pfi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.

Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like window. The section

below (i.e. Archive File Details) will also display a short description of the selected image.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



Lookin: | [5] Local Disk [C:] | R ¥
Mame Size Date j
1] arc_ 091073 25156050 10/9/2013 11:17:27 PH
+ || are_ 0910131 31559760 10/9/2013 10:37:14 Pi
w || are_ 0910131 33756622 10/9/2013 6:36:02 AM
w1 arc_ 09101314081 7551 10/10/2013 7:00:26 AM
w1 are_091013140825800 10/10/2013 7:00:44 Ab
4. | ac_101013053218496 10/9/2013 10:32:29 Pi

) arc_101013061434330
) arc_101013062303344

) anc_101013141133475

10/3/201311:14:51 PM
10/3/201311:5311 PM

- 1 are_ 1073091536750 1010/2013 215:43 AM
+ ) arc_101013091716250 1010/2M13 217:43 AM
) anc_101013140753053 101042013 7:08:13 AM

101042013 7:11:52 AM

= [ =rc_1010131411

2645 KB 101042013 7:11:52 AM j

Switch to Archive List Wiew

Archive File Detailz
Marne: Basic MBR Hard Disk 3 [YMware, YMware Virtual 5 SC51 Disk

Comment; [Mo comment iz available]

Type: Internal Hard Disk Drive
Total size: 120 GB
File: Codarc_1010137141135475 arc_101013141135475, pbt

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

o To know more on the subject, please consult the Viewing Image Properties chapter.

File Backup Restore

e Data to restore. You've got the option to restore not only the entire archive, but separate items of it (the so
called selective restore functionality) by marking checkboxes next to the data items you need.
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Click. the check box nest to any file or folder you vant to restore from

MHame Type Size

=5 |_|FE Archive File Level Archive 585.5 KB [E03,660 Eytes]
SHl=),
=¥ B
2 ¥ 5 arc_091013140825801

b [ arc_0910131 40825801 pfi File 576 KB
L W[ aic_09101 3140825801 pfm File 1.5KE
To continue, click Hext Data zize to restore; 5895 KB

e A place to restore. From the pull-down list you can choose whether to restore contents of the backup image to
its original location or specify some other one.

Restare files to: | Original location

The filez and fal I_Inglr-l lacation k. he place where they were archived from,
| Specitic folder
w'hen restoring MEE TRar eSOy SRET Th yaur caniputber

(* Leave existing files.

If a file exists in the original location, it won't be overwritten, Only miszing/deleted files will be restored from
backup.

" Replace existing files

ALL zelected files will be replaced with files from backup.

Besides if you select the Original location option, you can additionally define whether to replace already existing
files during the restore operation (good for recovering presumably corrupted files) or leave them intact (good
for recovering accidentally deleted files).

Sector Backup Restore

e Data to restore. You’ve got the option to restore not only the entire archive, but separate items of it (the so
called selective restore functionality) by marking checkboxes next to the data items you need.
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Pleaze zelect one of the object(z] to restare:

Tupe File system | Size Uszed
WBR Hard Di % = Inkernal Hard Dk, Dirive 120 GB
+- [N ew Valume [G:] Primary MTFS 142GB 1E3EMB
+ MNE'W WOLUME [E:) Prirary Lirw Extd B3GE 281.9MB
;--@NEWVDLUME [H:] Prirary FAT1E 8ME  OBytes
i--@NEW WOLUME (1:) Prirary FAT32 5.8GB 4KB

Archive Details
MHame: Baszic MBR Hard Dizk 3 (VMware, YMware ¥irtual 5 5C51 Dis
Tupe: Internal Hard Digk, Drive
Tatal size: 120 GB

To select where to restore the selected object(z], click Mext Drata zize to restore: 120 GB

If you select separate files or folders to restore, the wizard will continue working as though
you’ve got to do with a file backup.

A place to restore. Selecting the destination, please note - all contents on the disk selected for restoring
purposes will be deleted during the operation.

Basic MBR Hard Disk 0 [WVMware, YMware Yirtual 5 SC51 Dizk Dev]

I I & Local Disk (C:) §) Backup Capsule
2803 GE MTFS 213.3GE

Basic MBR Hard Disk 1 [WMware, YMware Yirtual 5 SC51 Dizk Dev]

I W I @ (Unallocated)
914 . 380 GB

To help you get a clear-cut picture of the operation outcome, the program allows inspecting the resulted disk
layout.

Restoring Partition:

Size of the restored volume and free space before and after it on the disk.

Geametry FRestare Options
Fleaze zpecily the zize of the restored partition; 14607 < 167 ME - 7E7990 ME
Fleaze zpecily zsize of free zpace before the partition; |0 = OME - 753383 ME
Please specify size of free space after the partiion;  [F93383< 0ME - 753383 ME
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Drive letter assignment after restore. The pull-down list contains vacant drive letters that can be associated
with the restored partition.

Fartition Restore Options

Azzign the following drive letter: | E: -

Restoring Hard Disk:

0

All contents on the disk selected for restoring purposes will be deleted during the
operation.

Result

Your hard disk. after the changes:

Basic MBR Hard Disk 1 [VYMware, YMware Virtual 5§ SCSI Disk Dev]

I I I @ (Unallocated)
471 .4 GE

Hard Dizk Restore Options

[~ Copy data and rezize partitions proportionally

Ir thiz mode, the Wizard changes the size of partitions in the same proportion, with keeping intact their relative
order. Thiz option can be ugeful in restoring animage of hard digk to a larger one.

[ Perfarm suface test

Set thiz option if you want the Wizard to perform the suface test on the target hard disk. In thiz caze, if the
program finds bad and urreliable zectors it will mark them az unuzable ones.,

Copy data and resize partitions proportionally. If this option is activated, the program proportionally changes
the size of partitions keeping their relative order intact. The option can be useful when restoring to a larger hard
disk.

Perform surface test. Define whether the surface test will be accomplished during the operation or not.

The wizard will restore the archived data, and make it available to use in the operating system.

Available operation scenarios:

Restoring a hard disk from the bootable Backup Capsule

Restoring a system partition from external media (CD/DVD)

Restoring a system partition from a network drive

Restoring a dual boot Mac from an external USB drive

Restoring separate files and folders from a backup

Partition Management

In this chapter you will find all the information necessary to carry out partitioning operations supported by the program.

Basic Partitioning Operations

Here you can learn how to accomplish basic partitioning operations (create, format, delete).
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Creating Partitions

The program provides the ability to create a new partition within a block of un-partitioned space.
Restrictions
1. Do not use the Create Partition function in order to undelete the last deleted partition.

2. The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert a free
space on an existing partition to a new partition.

3. The program cannot create new partitions on Dynamic Disks.
Dialog Startup

1. Select a block of free space on the Disk Map;

2. Call a context menu for the selected object by the right mouse click, then select Create Partition.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Dialog Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Yes
button to confirm the operation.

@ Are yoll sure you want 1o create a new partition on disk 37

r'ou are about bo create a new partition in [Unallocated]. 119.9 GB arca. Pleasze select size, pogtion and
file spgtem of the new partition.

Basic MBR Hard Disk 3 [VYMware, YMware Virtual 5 SCSI Disk Dev]
I I ©) New Volume (H:] I
114.7 GB NTFS

Create new partition az

Fleasze specify new partition size: 117546+ SMB-122.879MB
Please specify size of free space before the partition; 2551 < 0ME - 122870 MB

Please specify size of free space after the partiion:  |2782 < OME - 122870 MB

Fleaze zelect file spetem for new partition; | HTFS j
Fleasze enter new volume label: |New Wolurme
Fleaze zpecify drive letter; H: -
¥ More optionz Tes | ‘ Mo

o Define whether the partition will be Primary, Extended or Logical. You can choose the desired partition type
from the pull-down list. As a matter of fact, the available alternatives fundamentally depend on the selected
block of free space - within the Logical free space, only Logical partitions can be created; Within the Primary free
space, both Primary partitions or the Extended Partition can be created.
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e Partition Size. Define the size (in Mb) of the new partition.

e Free space before. Define the position (in Mb) of the new partition relative to the beginning of the block of free

space.

e Free space after. Define the amount of trailing free space (in Mb) at the end of the new partition.

Partition size and position may also be defined by using the drag-and-drop technique. To do
that, just carry out the required operation on the Disk Map. The virtual operations are to be

=)

available.

o File system for new partition. From the pull-down list select a file system the newly created partition will be
formatted to, otherwise the partition will remain unformatted (so that it will not be ready to use).

o Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually

used for drive identification.

e Drive letter assignment. The pull-down list contains vacant drive letters that can be associated with the newly
formatted partition.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on

the chosen file system, the following options become available:

v Usze 05 built in format routine

Please select number of sectors per cluster: |[ER0] +

Restore defaultz

e Use OS built-in routine. Mark the option to restrict the available values according to the used OS.

o The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.

o Number of available options depends on the selected file system type.
Pl

Result

After the operation is completed you receive a fully functional partition.

Formatting Partitions

Any partition should contain some file system to be used for keeping data. The process of installing a file system is
commonly known as formatting. A huge variety of file systems have been developed these days.

Supported File Systems

The program provides the ability to format partitions of the following file systems:
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- FAT12 & FAT16

- FAT32

- HFS+

- NTFS

- Ext2

- Ext3

- Ext4

- Linux Swap v. 2
Dialog Startup
1. Select a partition on the Disk Map;

2. Call a context menu for the selected object by the right mouse click, then select Format Partition.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Dialog Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Format
button to confirm the operation.

@ Are yoll sure you want to format volure [F)7?

“ou are about bo format volume [F:] Hew YWolume, HTFS. Your computer
may no longer boot or work, cormectly,

Please select new file spstern: A

Please enter new volume label; |New Yolume

¥ More options Format | Mo

o File system. From the pull-down list select the desired file system type. In fact, the program displays only those
file systems that can correctly be placed to the selected partition, taking its capacity into account.

o Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on
the chosen file system, the following options become available:

v Usze 05 built in format routine

Please select number of sectors per cluster: |[ER0] +

Restore defaultz
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e Use OS built-in routine. Mark the checkbox to restrict the available values according to the used OS.

e The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.

o Number of available options depends on the selected file system type.

Result

After the operation is completed you receive a fully functional partition formatted to the specified file system.
Deleting Partitions

Dialog Startup

In order to start the operation you should take the following steps:
1. Select a partition on the Disk Map;

2. Call a context menu for the selected object by the right mouse click, then select Create Delete Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Dialog Setup

Initially the program suggests you just to remove references to the selected partition from the Partition Table.

%’% Are yoll sure you want 1o delete volume (F)7

rou are about to delete volume [F:] Local Digk, NTFS. vour computer may
i longer boot or work, conmectly,

Fleaze enter the wolume label to confirm deleting: |

[ iDa not azk volume label nest time!

¥ More options ‘ Yes | ‘ Mo

e Enter the volume label to confirm deleting. To confirm deletion of the selected partition, enter its Volume
Label. The current volume label is displayed above.

e Do not ask volume label next time. Mark the option to inhibit confirmation next time you start the dialog.

Result

By default, the operation takes only a fraction of a second. However, the program waits until Windows completes the
modification of the disk layout.

Advanced Partitioning Operations

Here you can learn how to accomplish advanced partitioning operations.
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Changing Partition Attributes

This chapter explains how you can change partition attributes (Active flag, Hidden flag, Volume Label, etc.).

Mark Partition Active/Inactive

The program enables to set an active/inactive flag for primary partitions of a hard disk. By default, an operating system
will boot only if its partition is active or bootable.

In order to mark a partition active/inactive you should take the following steps:
1. Select a primary partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Mark Partition as
Active/Inactive.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

P Areyou sure you want to set the volume as active?

“ou are about bo zet the volume [F:] [No label], HTFS az active. [f pou already
hawe active volumes, thiz action might render your spstem unbootable.

3. The operation will be performed immediately after confirmation.

[D There can only be one active partition on a hard disk, otherwise your operating system will
fail to boot.

Hide/Unhide Partition

The program allows you to hide/unhide primary and logical partitions. By default, an operating system does not mount
hidden partitions, thus preventing access to their contents.

In order to hide/unhide a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Hide/Unhide Partition.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

[D It is strongly recommended not to hide the system partition. Otherwise your operating
system will fail to boot.
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Set Label of a Partition

The Partition Label is a small textual field (up to 11 characters) that is located in the partition's boot sector. It is
detectable by any partitioning tool and is used for notification purposes only.

In order to change a partition label you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Change Volume Label.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Enter a label for the selected partition.

\:_/, Are ol sure you want 1o change label on
yolume (F)7

Flzaze specify a valume label for easier recognition of your vaolume.

Please erter new volume label [Mew Volurne]

Yes Mo

4. The operation will be performed immediately after confirmation.

Hard Disk Management

In this chapter you will find all the information necessary to carry hard disk operations supported by the program.

Updating MBR

The program enables to overwrite the current bootable code in the MBR (Master Boot Record) by the standard

bootstrap code. This can help to repair a corrupted bootable code of a hard disk resulted from a boot virus attack or a

malfunction of boot management software.
In order to update MBR of a hard disk you should take the following steps:
1. Select a hard disk on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Update MBR.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

1 Areyou sure you want to update master boot record?

Current MER contents for hard disk number 0 will be lost after this operation. Your
computer may ho longer boat corectly.

Mo
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3. The operation will be performed immediately after confirmation.

Task Scheduling

Automation of operations can really help you out when you’ve got to accomplish certain routine operations on a regular
basis as it enables to execute them without your involvement while optimizing your computer’s work-load.

Setting a Timetable

Thanks to the embedded Scheduler, you can set a timetable for execution of any operation. It has two categories for
time settings (these correspond to appropriate items in the Schedule type menu):

e Initiating the operation by an event:
- One time only (i.e. the Once item)
- When the system starts (i.e. the At System Startup item)
- When the user logs on (i.e. the At Logon item).
e Initiating the operation periodically (i.e. Daily, Weekly, Monthly).

Pleaze specify how and when would you like to perfarm the task

Once A

[ Sust
Draily

Run the) Weekly

td anthily

You need to select one of the variants. Depending on your choice, the scheduler displays a form that enables to set a
timetable.

Plzaze specify how and when would you like to perfarm the task:

v Do not reboot if reboat iz required

[ System shutdown after backup
Start the task orc | 10/09/20135 at [12002M 3

Ewvem 1 3: vieekz)

are v Monday [ Tuesday [ Wednesday [ Thursday

[ Friday [~ Saturday [ Sunday

[~ Do not run the task after: 1040584201 33:

Specify uger name and password.

To run the task in the log-off mode, please specify administering login info by following the
o appropriate link in the left lower corner of the page.

The Shutdown System on Complete option enables to automatically switch off the
computer on the successful accomplishment of the operation.
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Managing Tasks

All scheduled tasks are placed in a separate list, which can be retrieved by clicking the Schedule tab on the Ribbon Panel:

Scheduled Tasks &) B %

MName Mewxt Fun Time | Last Fun Time | Last Result

|7 E .al::l::,up af Local D

Account
whk?

Edit Script
Delete Task
Refresh List

Properties

On every task you can get in-depth information, including:
e The task name
e The full path to the generated script of the task
e Scheduled time of launch
e Statistics on the last launch
e Scheduled time of the next launch
e Used account information
e Comments to the task

To easily manage tasks, the program enables to arrange them according to a certain characteristic just by clicking on the
required property.

o This feature can be particularly beneficial when the Scheduled Tasks list contains too many
items.

You can also enable/disable, rename, delete, refresh or modify properties of the selected task.

Task Editor

With the Task Editor you can easily modify properties of scheduled tasks. To do that, you should take the following
steps:

1. Select a task on the Scheduled Tasks list.

2. Click the Properties button on the Scheduled Tasks list.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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General lSchedule ]

@ Program: |I::'\F'mgram Filez'Paragon Softwareprogramscripts. exe
Script: |I::.n"F'mgram Filez/Paragon Software/ soripts/eor_ 23100131 32945163 pel
Edit... Browsze...
Comments: Backup haz been scheduled: 1042342013 5:29:45 AM
[v Enabled

Ok | Apply Cancel

3. Inthe opened dialog window you can see two tabs - General and Schedule. Click the General tab to modify:

e Full path to the macro-command program-interpreter, which describes the scheduled task;
e Command line for starting the interpreter (i.e. the task described in macro-language)

e Comments referring to the task

e The option of enabling/disabling the task.

By clicking the Schedule tab you can modify the task timetable.

In order to apply the changes, you need to click the Apply button at the foot of the dialog.

Creating a Scheduled Task

You can set a timetable for execution of any operation. For backup and copy operations the program offers handy
wizards, while all the others can be scheduled with the Save to Scheduler dialog.

To create a scheduled task you should take the following steps:

1. Make sure the virtual mode of execution is enabled;

2. Carry out with the program all operations you need to schedule;

3. Call the Save to Scheduler dialog by clicking its icon on the Virtual Operations Bar;
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E."o“ Schedule virtual operations?

Al virtual operationg pou have made will be saved to the scheduler. Mo operations will be

Task name: |Scheduled Task

Fleaze zpecify how and when would wou like to perform the task:

-

v Do not reboot if it is required

[ Shutdoven syzten after carmying out the tazks

Start the task orc | 10/13/20133] at [12008M 3

Ewvery 1 EI: daylz]
[~ Do not run the task after: 10132013 3:

Specify uger name and password.

[ Digcard all operations on close Yes Ma

4. Inthe opened dialog enter the required task name and specify the task timetable;

5. The operation will be performed immediately after confirmation.

o This command is unavailable if there are no operations on the List of Pending Operations.

Extra Functionality

This chapter describes the supplementary functionality available in the program.

View Partition/Hard Disk Properties

The program enables to obtain in-depth information on the properties of hard disks and partitions. Besides the general
information, such as capacity, used space or file system type it provides the possibility to get info on hard disk geometry,
cluster size, exact partition location, etc.

To get properties on a partition/hard disk, please do the following:
1. Choose a partition/hard disk on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Properties...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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| I File: System Info ] Advanced

Local Disk {C:)

Yolume label: [Mo label]
File zystem: MTFS
Type:  Frimary
Capacity: 4996 GB
R36.501,813,248 Bytes
1.047.855,104 Sectorz
Used by data: 125 GE [2%]
13,630,279,680 Bytes
26,621 540 Sectors
Free space: 4869 GB [38%]
R22.,871,533.568 Bytes
1,021,233 464 Sectors

Cloze

In the opened dialog information will be grouped according to its properties, thus by clicking tabs you can get
information you need.

File Transfer Wizard

File Transfer Wizard is designed to make such operations as copying of separate files/directories or burning of them to
CD/DVD as easy and convenient as possible. It may be of particular use in case of a system malfunction, caused either by
a virus attack or files corruption, in order to get the system back on track again. Besides it provides access to Paragon
backups as regular folders to browse through their contents or copy required files.

Startup

e Click Tool Button, then select File Transfer Wizard.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the transfer operation:

e Place to look for files/directories. Select a source disk from the pull-down list in the left pane of the page. The
program enables to process both mounted and unmounted (without drive letter assigned) partitions. Besides it
is possible to map a network drive.
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Source

| [5] Local Disk [C:) x| B R ¥

©ov

El Mesa Wolume (E:]

[Z] Local Disk [F:)

[Z] MEW WOLUME (G:)
e} FPhwszical partitions

%, Spstem Reserved, Disk 0. p

w, NEW WOLUME, Disk 2, par
[ Network places

1 Network. | ﬂ

e Object(s) of operation. Choose files/directories you want to copy and place them to Clipboard by pressing the
Add button. To delete a file/directory from the Clipboard, select it in the Clipboard pane and press the Remove
button. You can also create a new folder, rename or irreversibly delete existing files/directories of the left pane
by pressing the appropriate buttons.

Cliphoard Source

M arme |SourceF‘ath | | ElLocaIDisk[F:] j w5 :."_i.
images F:\images'
B

[ &

+1- (3)DVD R Diive (D] PARAGON

+ [Z] Mew Valume [E:)
_ D Local Disk [F:]

A | Syztemn Wolume [nformation j

Tatal data size: 1 GB

o Files/directories deleted from the Clipboard remain intact on source disks.

e Destination to store the object(s). The File Transfer Wizard allows copying data to local or network drives, to

physical partitions (without drive letters assigned), or burning them to CD/DVDs. Choose the way the data will
be stored.

There are several ways the Wizard can store pour data. Please select how would you like to zave the data:

(¥ {Save data to lacal/network drives. |

" Sawve data to physzical partitions,

(" Burn the data to CO, DWD or BD.

e Revision of changes. The Transfer Summary page provides structurally divided information on all the actions

made in the wizard. Check the changes and come back to any step of the wizard (if necessary) by following the
required hyperlink.
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Fleaze owerview the transfer options, ou can retum to the comesponding page and change the options by clicking on tite
hwiperink.z.

Objects ta transfer

Object(z] zelected: 1

Total data size: 1 GE [1,073.193,272 Bytes)
Tiansfer destination

Destination path: Ch

Space available on destination: 48593 GEB [521.742.041.083 Bytes]

Overwrite existing files: Mo

Result
After the operation is completed the required data will be placed into the specified destination.
Available operation scenarios:

e Copying of data from the corrupted system disk to another hard disk

e Burning of data from the corrupted system disk to CD/DVD

e Copying of data from a backup to the corrupted system partition

e Restoring separate files and folders from a backup

Mount Partition

The program enables to assign or remove drive letters of existing formatted partitions.

Assign Drive Letter
In order to mount a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Assign Drive Letter...

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Specify a drive letter for the selected partition. Initially the program suggests some consistent value for this
parameter. So you may just press the Yes button to confirm the operation.

5 i i 7
@ Assign a drive letter”

Thiz allows access to the volume by using the drive letter assigned. The assignment
iz not recommended if the volume containg a file spstem not supported By pour
operating system.

Aszign the following drive letter: -

es Mo

However you can manually define the required letter by selecting it from the pull-down list of available drive
letters.

4. The operation will be performed immediately after confirmation.

Remove Drive Letter

In order to un-mount a partition you should take the following steps:
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1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Remove Drive Letter.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

Modifying drive letter of the system partition will result in inability to boot the operating

[D system.
After having processed partitions with installed software, some programs may not run
properly.

Mount Archive

The program provides the ability to assign a drive letter to a partition backup image. As a result of the operation you will
get a new read-only partition in the system to easily browse through its contents and copy the required information
even with the standard Windows tools.

Assign Drive Letter

Before you start mounting backup images, please study the following limitations:

e Archives can be mounted at the partition-level only, thus please use the ‘Show partitions’ option to view all
partitions inside backup images;

e Archives will only be mounted for the current session and won’t be available after the system restart;

e Archives containing Windows Storage Spaces are not supported;

e Archives containing ReFS partitions are not supported;

e pVHD archives located on physical (unmounted) partitions or in the backup capsule cannot be mounted;
e pVHD encrypted archives are not supported;

e pVHD LVM/LDM archives are not supported.

In order to mount an archive you should take the following steps:
1. Select a backup image in the Archive Database.

2. Call a context menu for the selected object by the right mouse click, then select Mount the Selected Archive.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Specify a drive letter for the selected backup image. Initially the program suggests some consistent value for this
parameter. So you may just press the Yes button to confirm the operation.
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@ Assign a drive letter?

Thiz allows access to the volume by using the drive letter assigned. The assignment
iz not recommended if the volume containg a file spstem not supported By pour
operating system.

Aszign the following drive letter: -

es Mo

However you can manually define the required letter by selecting it from the pull-down list of available drive
letters.

4. The operation will be performed immediately after confirmation.

o It is strongly recommended not to un-mount backup images with Windows Disk Manager
or other third side software.

Remove Drive Letter
In order to un-mount a backup image you should take the following steps:
1. Select a backup image in the Archive Database.

2. Call a context menu for the selected object by the right mouse click, then select Unmount the Selected Archive.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

Test Surface

The program enables to test surface of existing partitions and blocks of free space for bad or unstable sectors. If found
any it automatically marks them unusable in the file system metadata, thus minimizing the risk of data loss.

In order to start the surface test you should take the following steps:
1. Select a partition or a block of free space on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Test Surface...

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. From the pull-down list choose the level of the surface check.

@/. Test surface of volume (C:)?

Testing valume surface allows ta find bad blocks and ather problens.

Flease select a suface test level ({0 -

Tes Ma

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



63

4. The operation will be performed immediately after confirmation.

Check File System Integrity

The program allows you to check integrity of a file system. It can be used to detect possible file system errors before
performing any operation on a partition.

To start the system integrity check you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Check File System Integrity

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

@ Check volume (C:) [No label], NTFS for errors?

Please note that check operation needs exclugive acceszs to the volume, “ou may
be asked to restart vour computer to complete the operation,

Check disk options:

[~ Scan for and attempt recovery of bad sectors]

[ Automatically fix file system ermors

3. The operation will be performed immediately after confirmation.

Check Archive Integrity

The program provides the ability to check integrity of a backup image. The function allows distinguishing between valid
and corrupted images before using them. The Check Archive Integrity Wizard will help you do that.

Startup
o Click the Backup & Restore tab on the Ribbon Panel, then select Check Archive Integrity.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the operation:
e An archive to verify. The Browse for Archive page enables to find a backup image you need.

By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive Database (if
any).
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| [5 Show archives j | B Show 4l j S EBE B B

Type | Creation D ate | Source Object | Size Archive Size | Flags | Cu:umrr| tounted

E| 10/14/2013 2.20:44 AWM Basic MBR Hard Digk 1 [WMware, Wware Vitual 5 SCSI Disk Dev) 500 GB 18.7 ME = Mo.. 1%

@ 10414/2003 222015 M New Vaolume [F:) 4999 GE 18.5ME = Mo.. 1%

' 10447201 q  File- brchive 4.2 1B _i -
10414/2003 21819 4M  File-level Archive 4.2 ME 23KB = 1

@ 10/9/2001310:26:43 P Local Digk [Z) 4996 GE 38 GE ZI[® Mo. 17

E| 10/9/2003 10:26:07 PM  Basic MBR Hard Digk 1 [WMware, Wware Vitual 5 SCSI Disk Dev) 500 GB 14.4 ME = Mo.. 1%

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like window. The section
below (i.e. Archive File Details) will also display a short description of the selected image.

Loak ir: | [Z] Mew valume [E:) j wm g

Mame Size Date ﬂ

=g arc_new 101642013 10:14:35 PM

- || arc_new. phi ZE45 KB 10M16/2013 10:14:36 PM

- || arc_new.pfi 22MB 10M6/2013 10:14:36 PM

- || arc_new_0100p.000 EMB 10162013 10:14:24 PM

= aarc_new_0100p.pkm TEER 10ME/201310:74:24 PR

- || arc_new_0107p.000 1.2MB 10M6/2013 10:14:26 PM

= aarc_new_0107p.pEm 1.2EKB 10ME/201310:714:26 PR

- || arc_new_0102p.000 ZBEMB 10162013 10:14:32 PM
= aarc_new_0102p.pkm 41EB 10ME/201310:74:31 PR j

Switch to Archive List Wiew
Archive File Details

MHame: Baszic MBR Hard Dizk 1 [VMware, YMware ¥irtual 5 5C51 Disk Dev]
Carirment: by hdd 1

Tupe: Internal Hard Digk, Drive
Total gize: 500 GB
File: E:/arc_new/arc_new. pbf

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

o To know more on the subject, please consult the Viewing Image Properties chapter.

Result

After the operation is completed you can see results of the check.

Check Recovery Discs

You've got the ability to check whether backup media created with the program is 100 percent error-free and ready to
use. The Check Recovery Disc Wizard will help you do that.
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Startup

e Click Tool Button, then select Check Recovery Discs...

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Startup
The wizard offers the following steps to accomplish the operation:

- CD/DVD drive. Select from the pull-down list of available CD/DVD devices the required drive to use during the

operation.

@ Drive: | NECWMwdar Whiwaare IDE COR10 |

[~ Eject the dizc after check.

- Set whether to eject the disk after the operation is completed or not.

Result

After the operation is completed you can see results of the check.

View Logs

With a handy dialog you can study logs on any operation carried by the program. To make this job as easy as possible, all
the information is structurally divided, besides there is the possibility to see the disk layout before and after an

operation, what is very convenient.

In order to view logs on carried out operations, click Tool Button, then select View Log Files.
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g & | 8§ 7| =
Session event Show Source &
= Ialuncher.e:-te + Operation parameters
—|- Started 10/24/2013 at 7:06:32 &M,
&% 0plving at 7 4.

“& Mount/Unmount partition, [virtual], succeeded

Start ime: 071431 Type of operation:  Yirtual
Result: Succesded

Show Source

+ Operation parameters

=« Create partition. [committed]. succeeded j
Tatal: 6 operations, 3 virtual and 3 committed '{Il:'
Warning: Thiz zeszion did not finizhed corectly. Mozt probably, the program was abnarmally terminated.
Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Dizl —|| Baszic MBR Hard Dizk 0 [WMware, YMware Yirtual 5 5C51 Disl
I @ 5. I @) Local Disk [C:) I @ 5. I @) Local Disk [C:)
MTFS MTFS MTFS MTFS
Baszic GPT Hard Dizk 1 [WMware, YMware Yirtual 5 5C51 Dish Baszic GPT Hard Dizk 1 [WMware, YMware Yirtual 5 5C51 Dish
I @ 5. I @) (Unallocated) | I @ 5. I @) Mew Yolume [E:) _
MTFS MTFS MTFS
Baszic MBR Hard Dizk 2 [VMware. YMware ¥irtual 5 5C51 Disl Baszic MBR Hard Dizk 2 [VMware. YMware ¥irtual 5 5C51 Disl
. @) [Unallocated) j . @) [Unallocated) I

Typical Scenarios
This chapter lists a number of the most frequently used scenarios that may be accomplished with the program. You can
find here useful recommendations and descriptions of operations.

Backup Scenarios

Creating the Backup Capsule
1. Click the Backup & Restore tab on the Ribbon Panel, then select Manage Capsule.
2. Onthe Wizard's Welcome page, click the Next button.

3. Select a place on the disk where the backup capsule will be created. It can be created as a primary partition or
as a logical drive within an extended partition. It can be inserted into any place on the hard disk: at the end
(preferable), at the beginning or somewhere in the middle between other partitions.
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On this page pou can gelect a hard digk where a backup capszule will be created az well ag the relative position of the capsule on
the hard digk.

éBasic GPT Hard Disk 0 [YMware, YMware Virtual 5 SCSI Disk Dev]

I I @ Local Disk [C:)
4994 GB NTFS

Basic GPT Hard Disk 1 [YMware, YMware Virtual 5 SC51 Disk Dev]

I @ (Unallocated)
499.8 GE

Basic GPT Hard Disk 2 [VMware, YMware Virtual 5 SCS51 Disk Dev]

I @ (Unallocated)
7498 GE

Basic GPT Hard Disk 3 [VMware, YMware Virtual 5 SCS51 Disk Dev]

B & M Inallncatedl j
Uze the buttons to move the marker. Backup capzule will be created where the marker is. <:: E>

By default, the program allows the user to create the backup capsule only as the last
primary or as the last logical drive within the extended partition. However, by activating
the advance mode on the first page of the wizard you can remove this restriction that in its

turn might result in some boot problems.

4.

Preview the resulted hard disk layout and change size of the backup capsule if necessary by moving the
corresponding slider or manually entering the required value. It will be created at the expense of free space of

the selected disk.

Your hard disk before creation of backup capaule:

Baszic GPT Hard Dizk 0 WMware, YMware Yirtual 5 5C51 Dizk Dev)

I I €9 Local Disk [C:]
4534 GE MTFS

Your hard dizk after creation of backup capsule:

Basic GPT Hard Dizk 0 [¥Mware, YMware Yirtual 5 SC51 Dizk Dev]

I I @) Local Disk [C:) %)) Backup Capsule
(Ml 255 3 GB MTFS 2438 GE

Backup capsule - current zize is 2441 GB

tin capsule size: 340 MB _\fi‘_n) 250013 ME 3: ZI Max capsule size; 4883 GE

There is no restriction on the size of the backup capsule, merely depending on the available space of the hard

disk and the capacity needed for the backup.
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If the wizard cannot find enough free space in one block, it will redistribute free space, joining all free space
blocks together into one united block and moving partitions if necessary. If the total amount of free space is still
not enough, it is possible to split a fragment of space from one of the existing partitions, thus resizing it.

If the partition is locked and cannot be resized, the wizard makes the system reboot to
create the backup capsule and automatically boots the system again. The rebooting
mechanism is different for different versions of Windows.

5. Start the operation (by clicking the Next button) or return to correct the settings.

After the operation is completed you can place backup archives into the created backup capsule.

o This operation can also be accomplished with our recovery media.

Backing up a hard disk or partition to the Backup Capsule

To back up an entire hard disk or a separate partition and then place the resulted image into the backup capsule, please
do the following:

1. Create the backup capsule with the Manage Backup Capsule Wizard.

2. Click the Backup & Restore tab on the Ribbon Panel, then select Back up a Disk or Partition.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Onthe Wizard's Welcome page, click the Next button.

4. On the next page, mark the appropriate option opposite a hard disk’s name or a partition’s name depending on
the chosen task.

Click the check box nest to any hard disk drive or partition you want to back up

Mame Tupe File system | Size L: = |
= =1 by Computer ty Conputer
= |_ El Bazic MER Hard Dizk 0 [WbMware, Yhware Virtual 5 SCSI Disk Dev] Internal Hard Dizk Drive A00 GB
= [ F% First Hard Disk Track First Track 0 Bytes
|_ @Master Boot Record tMER 0 Bytes
=l sk Prirnary MTFS J50MB 2¢
- | @iLocal Disk [C:] Primary MTFS 2B03GE
= |_ El Bazic MER Hard Dizk 1 [Whware, Yhware Virtual 5 SCSI Disk Dev] Internal Hard Dizk Drive A00 GB
= [ F% First Hard Disk Track First Track 0 Bytes
L @Master Boot Record MBR OBptes  —I
- [ @iLocal Disk [F) Primary MTFS 499 GB
|_ MHEW YOLUME Primary Linw Extd I|OME £
= |_ El Bazic MER Hard Dizk 2 [Whware, Yhware Virtual 5 SCSI Disk Dev] Internal Hard Dizk Drive 780 GB
— [ F29 First Hard Disk Track First Track 0 Bytes
| Pk [ E=iMaster Boot Recard MBR |D Butesf
4 3

The zize of objects to back up: 280.3 GB
Estimated archive size 48.3 GB
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You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

5. On the Backup Destination page, select the Save data to the Backup Capsule option.

There are geveral ways the Wizard can store your data, Please select how would pou like to save the archive:

(¥ {Save data to the Backup Capsule;

(" Sawve data to local/netwark drives.
" Sawve data to physzical partitions,
(" Sawve data to FTP locations.

" Bum the data to CD, DVD or BD.
6. Edit the archive name if necessary.
Pleaze specify the archive name. Archive name will be used as a sub-folder where backup

data files will be stored.

Archive detailz

Archive name: |alc_091 013135006524
Estimated archive size; 5.5 GB

Space available on backup destination: 10.7 GB

Please take into account values of the parameters Estimated archive size and Space
available on backup destination - if the archive size exceeds the available space, delete
outdated backups from the Backup Capsule or resize it with the Manage Backup Capsule
Wizard.

7. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

L=

|Na commend
)

8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Backing up a hard disk or partition to external media (CD/DVD)

To back up an entire hard disk or a separate partition and then burn the resulted image to CD/DVD, please do the
following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Back up a Disk or Partition.
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o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe next page, mark the appropriate option opposite a hard disk’s name or a partition’s name depending on
the chosen task.

Click the check box next to arw hard disk drive or partition you want to back up

Marme Type File syztem | Size L: =~ |
= E My Camputer rdy Computer
=8 El Basic MER Hard Disk 0 WMware, WMware Vitual 5 SC51 Digk Dev] Internal Hard Disk, Drive R00 GB
— [ F25 First Hard Disk Track First Track 0 Byptes
. @Master Boot Record MER 0 Bytes
Il Frimary NTFS IBOME 2
v &Local Disk IC) Primary NTFS 280.3GB
=S El Basic MER Hard Disk 1 MWMware, WMware Vitual 5 SC51 Digk Dev] Internal Hard Disk, Drive R00 GB
— [ F25 First Hard Disk Track First Track 0 Byptes
. @Master Boot Record MER QBytez I
| E&Local Disk [F) Primary NTFS 4396 GB
[ CSINEW VOLUME Primary LinwExtd  350MB &
=S El Basic MER Hard Disk. 2 [WMware, WMware Vitual 5 SC51 Digk Dev] Internal Hard Disk, Drive TR0 GB
— [ F25 First Hard Disk Track First Track 0 Byptes
| ¢ W[ [ESIMaster Boot Record MEBR |D Butesf
4 3

The zize of objects to back up: 280.3 GB
Estimated archive size 48.3 GB

You’ve got the option to modify the default backup settings by marking the appropriate

o checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

4. On the Backup Destination page, select the Burn the data to CD or DVD option.

There are several wayps the Wizard can store pour data, Pleaze select how would you like to save the archive:

(™ {Save data to the Backup Capsulei

" Save data to local/hetwork. drives.
(" Save data to phpgical partitions.

" Save datato FTP locations.
v

Burm the data to CO, DWD or ED.

5. Select a recordable device on the list of available CD/DVD devices and edit the archive name, if necessary.
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Select a recorder to burm archive images o,

Disc types

ol are [DE CDR10 -
5% CD Burner Emulator CD-R/RW
i |5 DD Bumer Emulator DWD+R /R

Archive details

Archive name: |BF'EIE1 o3 [Mo more than 8 symbols and only in Englizh.]

Estimated archive size: 3.1 GB

Please take into account the Estimated archive size value. It can give you a hint about the
number of CD/DVD discs required for the operation.

6. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

P\\_ |Na commend

7. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Backing up a hard disk or partition to a network drive

To back up an entire hard disk or a separate partition and then place the resulted image to a network share, please do
the following:

For PBF images

1. Click the Backup & Restore tab on the Ribbon Panel, then select Back up a Disk or Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.
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3. Onthe next page, mark the appropriate option opposite a hard disk’s name or a partition’s name depending on
the chosen task.

Click the check box nest to any hard disk drive or partition you want to back up

Mame Tupe File system | Size L: = |
= =1 by Computer ty Conputer
= |_ El Bazic MER Hard Dizk 0 [WbMware, Yhware Virtual 5 SCSI Disk Dev] Internal Hard Dizk Drive A00 GB
= [ F% First Hard Disk Track First Track 0 Bytes
|_ @Master Boot Record tMER 0 Bytes
Sl = Locait Prirnary NTFS IE0ME 2
- ¥ @Lacal Disk () Prirmary NTFS JBO3GE
= |_ El Bazic MER Hard Dizk 1 [Whware, Yhware Virtual 5 SCSI Disk Dev] Internal Hard Dizk Drive A00 GB
= [ F% First Hard Disk Track First Track 0 Bytes
L @Master Boot Record MBR OBptes  —I
- [ @iLocal Disk [F) Primary MTFS 499 GB
|_ MHEW YOLUME Primary Linw Extd I|OME £
= |_ El Bazic MER Hard Dizk 2 [Whware, Yhware Virtual 5 SCSI Disk Dev] Internal Hard Dizk Drive 780 GB
— [ F29 First Hard Disk Track First Track 0 Bytes
| [ E=iMaster Boot Recard MBR |D Butesf
4 3

The zize of objects to back up: 280.3 GB
Estimated archive size 48.3 GB

You’ve got the option to modify the default backup settings by marking the appropriate

o checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

4. On the Backup Destination page, select the Save data to local/network drives option.

There are geveral ways the Wizard can store your data, Please select how would pou like to save the archive:

" Sawve data to the Backup Capsule

(¥ {Save data to lacal/network drives. |

" Sawve data to physzical partitions,
" Sawve data to FTP locations,

(" Burn the data to CD, DD or BD.

5. Map a network disk to place your backup image to:

- Call the Map Network Drive dialog by clicking the appropriate button;

Select a folder where archive should be placed and specify archive name. drchive name will be uged as a sub-folder where backup data files

will be stored.
Archive location: |C:hare 10101307 21002014 T 4 "
| - 2 " L o o
— % Map Netwark Drive : - I
M arme Size | Date
—gj My Computer Remote location mapping
P (] Local Dis} & netwark share: | J
+1- ] Metwork

Map to drive letter: |22«

[~ Make permanent connection

QK. | Cancel
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- Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;
- Define a letter from the pull-down list of available drive letters;

- Mark the checkbox to make this connection permanent. Otherwise it will only be available for the current
Windows session;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.
Edit the archive name if necessary.
Please specify the archive name. drchive name will be uged as a sub-folder where backup

data files will be stored.

Archive detailz

Archive name: |alc_091 013135006524
Estimated archive size; 5.5 GB

Space available on backup destination: 10.7 GB

Please take into account values of the parameters Estimated archive size and Space
available on backup destination - if the archive size exceeds the available space, another
network drive needs to be selected.

7. Add comments to your backup describing its contents.
Please enter a short comment to describe the archive
S . |Na commend
8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.
For pVHD images

1. Click the New Backup Format tab on the Ribbon Panel, then select Backup to VD.

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.
2. Onthe Wizard's Welcome page, click the Next button.
3. Select partitions or entire hard disks you’d like to back up by using Shift or Ctrl to select several objects at once.

Click Next to proceed.
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Fresz Shift or Chrl to gelect several objects at once.

éBasic MBR Hard Disk 0 [YMware, YMware Yirtual 5 SC51 Disk Dev)

I I It_))New‘Jn e [E:]
478.4 GB NTFS

Basic GPT Hard Dizk 1 [VMware, YMware Virtual 5 SCS1 Dizk Dev]

I @ (Unallocated)
4339 GE

Basic MBR Hard Disk 2 [VMware, YMware Virtual 5 SCSI Disk Dev]

I @ (Unallocated)
7439GE

Basic MBR Hard Disk 3 [VYMware, YMware Virtual 5 SCSI Disk Dev]

I @ (Unallocated)
113.9GE

[~ Change backup gettings
Mote: Thiz option iz recommended for advanced uzers only.

You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

4. Specify location of the resulted pVHD in the ‘Backup destination’ section. If you'd like to save it locally, either
enter a full path to the target folder in the corresponding field or use the Browse button to find it.

Backup destination

Backup location |C: WU gershAdministratorhDeskioph @

Available zpace 10 GB

If you're going to save the backup image on a network share, or a physical partition (a partition that doesn’t
have a drive letter in the system), click on the Browse button. In the opened dialog you can see several options:

Lookin: | [5] Local Disk (C:) | W R 2
Jm
Addrezs: |C:\Users\.&dminislralor'\Desklop\ p=
@ Map MNetwork Drive
. . M ame Date j
Disk Drives ¥ || archive_db TO728720T3 70T 76 &M
@ +- || PerfLogs B8/22/2013 B:22:35 AM
5 L Proaran Files 10/22/20013 5:07:15 Ak
Partitions . B4
- | Proaran Files [=86) 9/3/2013 2:54:48 P
= | Users 97372013 2:48:22 PM
— | Adriniztrator 10423520013 6:36: 23 Ak
{ - L kchmviewer 10/23/2013 71213 4M
. Contacts 973,203 24842 PM
10/29/2013 B:45:32 AM
. Documents 973,203 24842 PM
. Downloads 973,203 24842 PM
. Favarites 973,203 24842 PM
LI P QMMM A0 47D Dk
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- Select Disk Drives to use a local disk as backup destination;
- Select Partitions to use a physical partition as backup destination;
Click on the Map Network Drive icon to map a network share to use it as backup destination (our case).
5. To map a network share, please do the following:

Remate location mapping

A network, zhare: |k'\sewer2\pool\Network Storage] J

Map to drive letter: |22 -

[~ Make permanent connection

ok LCancel

Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;

- Define a letter from the pull-down list of available drive letters;

Mark the checkbox to make this connection permanent. Otherwise it will only be available for the current
Windows session;

Specify a user name and password to access the selected network share if necessary.

Enter network credentials
Enter your credentials to connect to: server2

| guest |

e,

Domain: WE30WENTG4ENM

[] Remember my credentials

ﬂ Access is denied.

Cancel

Click OK when ready.

6. Edit the default archive name and description in the ‘Archive details’ section if necessary. Click Next to proceed.

Image details

Backup name |Backup_HDDEl_2El1 029 0713

Backup description |Backup_image_20131029_0713 ™

7. Click Finish to complete the wizard, then apply the pending changes.

o This operation can also be accomplished with our recovery media.
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Backing up a dual boot Mac to an external USB drive

To back up a dual boot Mac (Mac OS X and Windows XP/Vista/7/8) and then place the resulted image to an external
USB drive, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on
CD/DVD, flash, or in an ISO-image. You can get it here: www.paragon-software.com/my-

o account[.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Connect an external USB drive to the computer.

3. Restart the computer. It will be automatically started up into the Linux recovery environment (Normal Mode),
since it’s the only mode that provides support for Mac computers.

4. Inthe Linux launch menu select Backup & Recovery.

5. Launch the Backup Wizard by selecting in the Main Menu of the program: Wizards > Backup Wizard.
Partition Help

Copy Hard Disk

One Button Copy Wizard

Backup Wizarnd %
Restore Wizard

Simple Backup/Restare

Backup to VD Wizard
Incremental Backup to VD Wizard
Restore from VD Wiz ard

Undelete Paritions
Wipe Wizard

Express Resize Wizard
Split Partition Wizard

File Transfer Wizard
Disk O Boot Corrector 0GB
Password Cleaner
e Type ree Volume lak
rd Disk0 (Siz  Registry editor

Primary Network Configurator 73.LMBE - System R

Primary | nstall Windows OS utility 39GE  [Nolabel

6. On the Wizard's Welcome page, click the Next button.

7. On the What to back up page, select your Mac hard disk.

Basic Hard Disk O v | Model Wiware Virtual, Size 500 GB
N Volume Type File System Size Used Free Volume label | Active |Hidden
Basic Hard Disk 0 (Size 500 GE) .
o ™ Primary NTFS b 350 MB 257 MB 931 MB System Resen Yes Yes
* Primary MNTFS 500 GB 605 GBE 439 GB [Mo label] Mo Mo

8. On the Backup Destination page, select the Save data to any local drive or a network share option.
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Please select howwould you like to save the archive:

®) Save datato any local drives or a network share
Choose this option if youwant to save your data to local
mounted or physical parition, to USE or FireWare external
drives and to a mounted network share. Youwill be prompted
to choose a location youwant to save the archive to.

() Burn data to CDIDVDIBD

Choose this option if youwant the Wizard to burn the
archive to CD/DVDIBD. Youwill be prompted to choose a
drive.

9. Select an external USB drive as a backup destination.

Look in: *\ (NTFS, 0 on Disk 1) (UFSD disk)

) arc_091013125156055
) Documents and Settings
) PerfLogs

[ Program Files

[ Program Files (x86)

[h ProgramData

[ System Volume Information
[h Users

) Windows

Rename (F&) MNew folder (F7) Delete (F&)

File name: Img_D0 . phf Save

File type: Archive files (* pbf) Cancel

< Back Mext = Cancel

10. Edit the archive name if necessary.

Backup destination

Archive name:
(HDD1/Part0)img_0_1.phf

Space available on destination: 490 GB

Approximate archive size: 52.8 GB

Please take into account values of the parameters Estimated archive size and Space
o available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

11. Add comments to your backup describing its contents.

Archive text comment

Please enter backup comments to describe the archive:

Archive Img_0_1 pbf, created: 2013.10.10 05:23:24

12. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.
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o This operation can also be accomplished under Windows.

Creating a differential to a full partition backup

To update an image of the selected partition, please do the following:
1. Click the Backup & Restore tab on the Ribbon Panel, then select Differential Backup.
2. Onthe Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required full (base) partition archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

[ Show al &6 &

| Type | Creation Date | Source Object | Size Archive Size -

ﬁ 10/9/201311:23:07 P Lacal Disk [C:) 4777 GB 26.7 GB
10/9/201311:2219PM - File-level Archive 24 KB 389 Bytes
10/9/2013 111738 PM File-level Archive 5895 KB 419KB
10/9/201311:15:18 PM File-level Archive 2935 MB 1655 MB
10/9/201311:03:02 PM  File-level Archive 24 KB 389 Bylis,j

1 »

Switch to File Yiew
Archive File Details
Marne: Local Disk [C:]
Comment; [Mo comment iz available]

Yolume label Mo label]

File systemn:  MTFS Tatal size: 4777 GE
Uzed space: 32 GB Free space: 4456 GB
File: C./.. Aanc_ 10101 3062303344. pbf

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Look in: | 5] Local Disk [C] -] B % ¥
Mame | Size | Date |;|
| | arc_101013061434390 10/9/2013 111451 P
= | anc_ 1010 3062903344 10/9/2013 11:53:11 PM
26.7GB 10/%/201311:5313 PM —
B/22/2013 82236 8M |

Files of tppe: | Archive filez ;I
Switch to Archive List Wiew
— &rchive File Details

Marne: Local Disk [C:]

Comment; [Mo comment iz available]

Yolume label Mo label]

File systemn:  MTFS Tatal size: 4777 GE
Uzed space: 32 GB Free space: 4456 GB
File: C./.. Aanc_ 10101 3062303344. pbf

o To know more on the subject, please consult the Viewing Image Properties chapter.

4. The Archive Content page displays detailed information about the contents of the archive. It includes a full
description of properties about the partition. In addition, there is the possibility to modify backup settings. To
activate the advance mode, you need to mark the appropriate option at the foot of the page.

Archive Content

MHame File system

Frimary MTFS

—archive Details

MHame: Local Disk [C:]

Wolurne label: [Mo label]

File gysterm;  MTFS Total size; 4777 GB
Jezed zpace; 32 GE Free space; 4456 GB

[~ Change backup settings

5. On the Backup Destination page, select where you want to place your backup image.
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There are several wayps the Wizard can store pour data, Pleaze select how would you like to
zave the archive;

{* Save data to the Backup Capsule

(" {Save data to local/network. drives. |

(" Save data to phpgical partitions.
(" Save data to FTP locations.

™ Bum the data to CD, DD or BD.

6. Edit the archive name if necessary.

Please specify the archive name. drchive name will be uged as a sub-folder where backup
data files will be stored,

Archive details

Archive namme: |arc_DS'| 013135006539
Eztimated archive size: 5 GHE

Space available on backup destination:  10.7 GB

Please take into account values of the parameters Estimated archive size and Space
available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

7. Add comments to your backup describing its contents;

Please enter a short comment to describe the archive

L=

|Na commend
)

8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive a differential backup of the selected partition. It is placed into the specified
destination (a local or network disk, the Backup Capsule or a CD/DVD disc), its features defined by the wizard.

0 This operation can also be accomplished with our recovery media.

Creating a sector increment to pVHD

You’re allowed to do several incremental chains based on one base pVHD. To update a pVHD backup image, please do
the following:

1. Click the New Backup Format tab on the Ribbon Panel, then select Incremental Backup to VD.
2. Onthe Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required full (base) partition archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any). Please note that only sector-based images of the new type (with a .pfi index file) are
available to work with.
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Specify a base image ta da an increment far

| Show al = & B B

Type Creation D ate Source Object Size Archive Size

7ok WD Container 500 GB

| 2]

Switch to File Yiew

Archive File Detailz

Marne: Backup HODO_2013029 0713

Cormrngnt: Backup_image_20131029_0713

File: Z:/Backup HDDO_20131029_0713/Backup HDDO_20131029_0713.pfi
Type: Full D Container

Parent: Mo

Creation date: 10423/2013 8:02:57 Ak

Wiew archive detailed structurs

To continue, click Next

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image. Please
note that only sector-based images of the new type (with a .pfi index file) are available to work with.

Specify & base image ta do an increment faor

Look in; |E| Metwork Storage [Meerver2hpool] [£:] j E_}:J % ;_5;

Marne Size | Date j
+- [E] New volume [E:]
- E| Metwork, Storage [Mheerver2ypool) [£:]
- | Backup_HDDO_20131029_0713 10/29/2013 8:02:58 AM
45 KB 10/29/2013 8.02.58 AM

Files of type: |VD Container files ﬂ

Switch to Archive List Wiew
Archive File Details

MHarnne: Backup HDDO_20131029 0713

Carnrnent: Backup_image 20131029 0713

File: Z:/Backup HDDO_20131029_0713/Backup HDDO 20131029 0713.pf
Type: Full’D' Contairer

Parent: Mo

Creation dater 1042342013 8:02:57 Ak

Wiew archive detailed struchure
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o To know more on the subject, please consult the Viewing Image Properties chapter.

Our product enables to create several incremental chains based on one base pVHD, provided each chain
contains changed data of a particular backup object(s). This option allows much flexibility in managing backup
contents. In the wizard incremental chains will be automatically associated with their base image.

Yirtual drives archive map

Please specify either the baze image or the latest increment of the required incremental chain,

M ame

:jIBase Image

— :jllncrement 1
P :jllncrement 2

Archive File Details

Mame: Increment 3

Comment: Increment 3

File: Z:/Backup_HDDO_20131029_07134inc_1_0_3/inc_3.pfi

Tupe: Incremental WD Contairer

Parent: Z:/Backup_HDDO_20131029_0713/8 ackup_ HDDO_20031029_0713.pfi

Creation date: 10/25/2003 8:18:16 AM

4. The Archive Content page displays detailed information about the contents of the archive.

Specify backup objects [partitions ar entire hard disks)

Mame Type File gystem | Size Uszed
= _'jIBackup_HDDD_2D1 0290713 WD Archive 11.5 GB [12,362 862 592 Bytes]
3. [ [Z] Basic MBR Hard Disk 0. “irtual Hard Disk Drive 500 GB
[ B System Reserved Primary NTFS I50MB 2568 MB
E%!E_ Prirnary MTFS 21.2GB 105GB
@Ne lunne Primary MTFS 478.4 GE 490GE
Archive Details
Marme; Local Disk
Yolume label: [Mo label]
File syztem;  MTFS Total size; 21.2 0GB

Usged space; 105 GE

To specify increment properties, click Mext
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o Advanced backup settings are unavailable for this type of backup.

5. Edit the default description to the created incremental image if necessary. Specify the required method of
acquiring information on changed data:

Incremental Imadge Properties

Cormment: |Increment 1

Diff compare method; | Compare metadata j

Campare metadata \h
Cormpare all data
Cormpare changed data

e Compare metadata (default). At first file system metadata on each source and backup volume will be
analyzed. As a result there will be built pairs of directory trees. If having to do with NTFS, directory trees will
be built directly on MFT, skipping the file system analysis. Next action will be comparison of file attributes
(e.g. creation/modification date) inside directory trees of the source and backup volumes to:

- Copy allfile clusters with changed attributes;
- Copy allfile clusters with changed location of cluster chains;
- Copy all clusters of new files;

- Copy all sectors with metadata, for instance all copies of directories and MFT for NTFS. Depending
on a file system and its occupation, a full metadata copy can take up to several hundreds of
megabytes.

This method is the fastest of all three, but increments will also be the largest.

e Compare all data. At first there will be created a list of all occupied cluster chains. After comparison with
the backup contents, all changed clusters will be copied. This method is slower, but more space saving than
the first one. Please note however that if an increment has been done after defragmentation, plenty of
redundant data might fall into it, as during the defragmentation process data is being moved, but not
changed.

e Compare changed data. It's a combination of the mentioned above methods. After detection of
new/changed files, there will be created a list of clusters to copy. During the copying, clusters on source and
backup volumes will be compared in order to copy only changed clusters and clusters of new files, as well as
clusters of changed file system metadata (not all metadata). This method is the slowest of all three, but it
can guarantee increments will only contain changed/new data.

6. Click Finish to complete the wizard, then apply the pending changes.

After the operation is completed you receive an incremental update to the selected pVHD backup image, placed next to
the base image.

o This operation can also be accomplished with our recovery media.
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Recovery Scenarios

Restoring a hard disk from the bootable Backup Capsule

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But

you’ve got the bootable backup capsule containing a backup of your hard disk. That’s just enough to easily get your

system back on track again.

To restore your hard disk from a backup image contained in the backup capsule when the current OS is down, please do

the following:

1.

Start up the computer from the bootable backup capsule. By default, the program offers to use the F1 hot key to
boot from it.

This scenario implies that the backup capsule is bootable.

In the boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux).

By default the Normal Mode will be automatically initiated after a 10 second idle period.

6.

In the Linux launch menu select the Simple Restore Wizard. You can find the same wizard in PTS DOS as well.
On the Wizard's Welcome page, click the Next button.

On the What to Restore page, you can see a list of available images (if several). Most likely the required archive
will be there too. If not, click the standard browse button [...] to find it. When you find your image, double click
on it to proceed.

Please select the file with partition ar hard disk image.

You can select image from list below (on Double click):

* | Created on Type Archive path

2013 Oct 11 11:33:52 Partition %!arc_lllt]l!illl 2

2013 Oct 11 11:17:06 Partition Jarc_111013111

2013 Oct 11 11:16:55 Disk Jarc_111013111

2013 Oct 11 11:16:55 Disk Jarc_111013111

2013 Oct 11 02:49:50 Disk Img_DO0.pfi v
>

Al O e

Select Image

(HDDO/Part2)/arc_11101311163563%/arc_11101311

On the Image Properties page, make sure that you select the correct image by viewing the provided information
about the archive.
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Disk preview

i I _

Volume Type File System Size Used Volume label
Basic Hard Disk 3 (Size 120 GB)

» Primary MNTFS 143GE 164 MB  Mew Volume

» Primary MNTFS 8.4 GB 2.9 MB Mew Volume

Archive details: ~
Type: Image of the hand disk

Archive path: Imntidisk/sdb2/img_D3.pbf

Created: 2013 Oct 10 Thd 04:49:39 v

To continue restore process, click Mext.

7. On the next page specify a hard disk to restore the image to (if several in your computer). By default, the
program offers to restore the archive exactly where it belongs. That’s what we actually need.

Basic Hard Disk 0 (WMware Virual) - 500 GB

| e I: s

Basic Hard Disk 1 (WMware Virual) - 500 GB

*: NTFS New Volume D: NTFS New Volume

Basic Hard Disk 2 (WMware Virual) - 750 GB

*. NTFS

Basic GPT Hard Disk 3 (VMware Virtual) - 120 GB

Basic Hard Disk0O v | Model Vivware Virtual, Size 500 GB

M Volume Type File System Size Used Free Volume label Active |Hidden
Basic Hard Disk0 (Size 500 GE)

o ™ Primary MNTFS 350 MB 257 MB 93.1MEB  System Resen Mo Mo

1 E Primary MNTFS 191 GE 60.9GE 130 GB [Mo label] Mo Mo

2 ™ Primary BackupCapsule 141 GB 7.8 GB 133 GB BC Yes Yes

I o~ Primary Free 168 GBE Mo Mo

You can also make the program resize the on-disk partitions proportionally if necessary by marking the
appropriate checkbox.

@ All contents on the disk selected for restoring purposes will be deleted during the
operation.

8. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.
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View changes on Basic Hard Disk0

Yourdisk before operations:

C: NTFS -plule BC

Yourdisk after operations:

* NTFS -plule BC

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Restore partition ordisk

Operation progress

Copied so far,  527.5 MB Read so far: 582.0 MB (44.8 MBis)
To copy: 10.0GB Write so far: 582.0 MB (38.8 MBis)

Overall progress

Time elapsed: 00:00:22 Time to finish: 00:08:48

Restore Primary partition O (disk 2) from file: Jarc_091013125156058/arc_091013125156058.pfi
Datawriting...

10. After completing the operation close the wizard and reboot the computer.

Restoring a system partition from external media (CD/DVD)

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got a backup of your system partition on a bootable DVD disc. That’s just enough to easily get your system back
on track again.

To restore your system partition from a backup image located on CD/DVD when the current OS is down, please do the
following:

1. Insert a CD/DVD disc containing the previously prepared backup image into a CD/DVD drive (the BIOS must be
enabled to boot the system from the CD/DVD device).

0 This scenario implies that you have got a bootable archive on your CD/DVD.

In case the backup image is stored on several CD/DVD disks, please insert the first one.

2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.
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o By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. Inthe PTS DOS launch menu select the Simple Restore Wizard. You can find the same wizard in Linux as well.
5. Onthe Wizard's Welcome page, click the Next button.
6. On the What to Restore page, you can see a list of available images (if several). Most likely the required archive

will be there too. If not, click the standard browse button [...] to find it. When you find your image, double click
on it to proceed.

Flease select the file with partition or hard disk image.

You can selectimage from list below (on Double click):

* |Created on Type Archive path
@ 2013 Oct14 11:48:28 Partition Imedia/CD1:linux L
€ >

Select Image

Imedia/CDL1:linux:1/IMG_D1.PBF

7. On the Image Properties page, make sure that you select the correct image by viewing the provided information
about the archive.

Partition preview

*: NTFS

Archive details: ™
Type: Image of the partition

Archive path: larc_091013125156058/arc_091013125156058 pbf
Created: 2013 Oct 9 Wed 12:52:57

File system: MNTFS

Drive letter: »

Wolume label:

Size (capacity): 500 GB (536.501.813.248 Bytes)

Used space: 105 GBE (2%)

Free space: 489 GB (98%)

Sectors/Cluster: 8

Dirbmm o mommbe e 17 M3 W

8. On the next page specify a hard disk, then one of its partitions to restore the image to (if several in your

computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Basic Hard Disk 0 (WMware Virual) - 500 GB

| *: NTES -p:ull: BC

Basic Hard Disk0O Model Viware Virtual, Size 500 GB

M Volume Type File System Size Volume label Active |Hidden
o = Primary 350 MB System Resen Yes Mo

1 = Primary MNTFS 280 GB  [Mo label] Mo Mo

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



88

@ All contents on the partition selected for restoring purposes will be deleted during the
operation.

9. On the Partition Start and Size page you can change size of the partition and its location if necessary.

Partition preview

*: NTFS

MNew size: (10263 - 511649) MB

Ll
511649 |, MB

Free space hefore: (0 - 501386) MB

Free space after: (0 - 501386) MB

10. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.

View changes on Basic Hard Disk O

Yourdisk before operations:

*: NTES -p:ul: BC

Yourdisk after operations:
* NTES -p:ul: BC

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Restore partition or disk

Cperation progress

Copied so farr  376.4 MB Read so far: 430.0 MB (86.0 MB/s)
To copy: 10.2GB Write so far: 430.0 MB (47.8 MBls)

Overall progress

Time elapsed: 00:00:12 Time to finish: 00:06:28

Restore Primary partition O {disk 1) from file: Jarc_091013125156058/arc_091013125156058 pbf
Datawriting...

12. After completing the operation close the wizard, and then reboot the computer.

Restoring a system partition from a network drive

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got a backup of your hard disk on a remote backup server. That’s just enough to easily get your system back on
track again.
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To restore your system partition from a backup image located on a network drive, please do the following:

For PBF images

1. Click the Backup & Restore tab on the Ribbon Panel, then select Restore.

2. Onthe Restore Wizard's Welcome page, click the Next button.

On the Browse for Archive page you need to specify the required backup image. So you should take the

following steps to do that:

Select Network as a backup destination;

Look ir: |Qj Metwark j @ % ¢
= Disk Drives
[5] Local Disk [C:) Sl | L
(5) 0D Drive (D)
) Physical partitions
%, System Reserved, Disk 0, partition 1 (Primary, NTFS)
§ Backup Capsules
ﬂ Backup Capsule on Hard Disk 0
= Metwork places

CHFTP Servers !!

MHame

=

Map a network disk where your archives are placed:

- Call the Map Network Drive dialog by clicking the appropriate button;

Loak, ir: |Q:1 Mebwork j K ni
MName - Size Date
o I Metworke

T Map Network Drive ?

Femote location mapping

A network, share: |

Map to drive letter: |7 -

[~ Make permanent connection

ar. Cancel

- Click the standard browse button [...] to browse for the required network share or manually enter a path
toit;

- Define a letter from the pull-down list of available drive letters;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

o You can also map a network disk with Network Configurator.
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e Choose the required archive in the browser-like window. The Archive File Details section displays a short
description of the selected image.

Mame Size Date ﬂ
= =] pol (Whaerver?] (2] i
+ | Audia E2013 4:23:25 AM
+ i 4A16/201312:23:46 AM
— | 1Backup Storage 1010/2013 12:52:24 AR
P ,arc_191013125156058 1041042013 12:51: 36 AM
J arc_91013133756622 101042013 1:43:35 AM
- | diff_101013084041587 1041042013 2:00:08 Ak
| |arc_031013133756622 phi 47 MB 10/9/2013 B:38:02 Ak
- |arc_ 0310131 33756622 phi I} 576 KB 10/5/2013 6:38:02 AM
ey arc_091013133756622. pfm 1.EKBE 10/9/2013 6:38:02 AM j
Switch to Archive List View
Archive File Details
MHarnne: New Yolume [E:]
Comment; [Mo comment iz available]
Wolume label: Mew Yolume
File spsterm:  MTFS Total zize: 109 GE
Jzed zpace: 39 MEB Free zpace: 10.9 GE
File: ZMBackup Storage/... farc_ 0910031 33786622 pbf

4. The What to Restore page displays detailed information about the contents of the archive. Select the required
item to restore. In our case it is the first partition of the disk.

Fleaze zelect one of the object(z] to restore:

Marme Type File syztem | Size Uzed
- [Z] Basic MER Hard Disk 2 [¥Mware, Y¥Mware Vitual 5 5C51 Disk D... Intemal Hard Disk Drive 700 GB
i

- Prirnary MNTFS 4336 GB 37 GB
+- @Local Disk [ Prirnary MNTFS 280.3GB 725 MB

Archive Detailz

Marne: Local Disk

Yolume label Mo label]

File systemn:  MTFS Total size: 4996 GB
Uzed space: 9.7 GE Free zpace: 489.9 GB

5. On the Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in
your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.
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Pleaze zelect a place you would like to restare the archive to. Mobe that if you select an existing hard disk ar partition, its content will be
deleted and replaced with the one from the archive.

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I I @) Local Disml::] &) Backup Capsule
AR BB NTES bl size: 2603 6B [ 219368
Used: 60.6 GB
Basic MBER Hard Disk 1|F;ee: 2196 5B Virtual 5 5C51 Disk Dev)

All contents on the partition selected for restoring purposes will be deleted during the
operation.

6. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.

our hard dizk after the changes:

Basic MBR Hard Dizk 0 WMware, YMware VYirtual 5 SC51 Disk Dev)

I ) Local.. §)) Local Disk [H:) &9 Backup Capsule
87.9GEN.. 192.3 GB NTFS 2193 GE

Geometry Restore Optionz
Flzaze specify the size of the reztared partition: 1969965 10263 ME - 196995 MB
Fleaze specity size of free space before the partition: |0 = 0MB

Fleaze specity size of free space after the partiion: |0 EI: ore

Partition Restore Optionz

Asign the following drive letter: -

7. On the next page of the wizard confirm the operation by selecting the appropriate option.

8. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.
Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful
accomplishment of the restore operation.

9. After completing the operation close the wizard, and then reboot the computer.

For pVHD images
1. Select Switch to Full Scale Launcher, then click the Restore from VD item of the Wizards menu.
2. Onthe Restore Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page you need to specify the required backup image:
e Map a network disk where your archives are placed:

- Call the Map Network Drive dialog by clicking the appropriate button;

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



Specify 3 WD Container Lo restore

Lack in: | [Z] Local Disk [C:) ~ B R

L
oty
o

Mame

£ Map Network Drive ? -

x

Femote location mapping

A network, share: |

F Map to drive letter: |7 -

[~ Make permanent connection

Ir i1

ar. Cancel

<Ma archive selected:

- Click the standard browse button [...] to browse for the required network share or manually enter a path
to it;

- Define a letter from the pull-down list of available drive letters;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

o You can also map a network disk with Network Configurator.

e Choose the required archive in the browser-like window. The Archive File Details section displays a short
description of the selected image. If you need more information on the selected backup object, please click
the corresponding link at the bottom of the section. Click Next to proceed.

Specify 3 WD Container Lo restore

Look in: | El Metwiork Storage [Maerver2vpoal] [£:] j o % :.T_S.
Mame Size | Date ﬂ
+ 10/29/2013 8:15:03 &M
10/29/2013 81817 &M
10/29/2013 817.37 &M

95 KB 10/29/2013 31818 8M

Files of type: |VD Container files ﬂ

Switch to Archive List Wiew
Archive File Details

MHarnne: Backup HDDO_20131029 0713

Carnrnent: Backup_image 20131029 0713

File: Z:/Backup HDDO_20131029_0713/Backup HDDO 20131029 0713.pf
Type: Full’D' Contairer

Parent: Mo

Creation dater 1042342013 8:02:57 Ak

Wiew WD container detailed structure
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4. The What to Restore page displays detailed information about the contents of the archive. Select the required
item to restore.

Flzaze zelect hard dizsk or partition to restore. I you need to restore zeveral objects at once please uze Linux-bazed Recovery Media.

Mame Tupe File system | Size Jzed
= :]IBackup_HDDD_2D1 0290713 WD Archive 11.5GB [12,362,911.744 Bytes)
=8 El Bazic MBR Hard Disk 0 [PYHD 1. Wirtual Hard Disk Drive 500 GB
@System Rezerved Primary MTFS B0 MB 256.8 MB
Prirnary MTFS 21.2GB  105GE
@New Walume Primary MTFS 478.4 GE 49GHE

Archive Details

Marme; Local Disk
Yolume label: [Mo label]

File syztem;  MTFS Total size; 21.2 0GB
Usged space; 105 GE Free space; 10.E GE
To continue, click Next Data size to restore; 21.2 GB

If you need to restore several backup objects from a pVHD image in one operation, please
use the Linux-based recovery media.

5. On the Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in
your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Specify where pou'd like to restore

Basic MBR Hard Dizk 0 WMware, YMware VYirtual 5 SC51 Disk Dev) =

I @) Hew Volume [E:]
478.4 GB MTFS

Basic GPT Hard Dizk 1 [VMware, YMware Virtual 5 SCS1 Dizk Dev]

I @) (Unallocated)
4339 GE

Basic MBR Hard Disk 2 [VMware, YMware Virtual 5 SCSI Disk Dev]

I @) (Unallocated)

7499 GE —
Basic MBR Hard Disk 3 [VYMware, YMware Virtual 5 SCSI Disk Dev] J
Object detailz
Marme: Local Dizk [C:)
Yolume label: [Mo label]
File syztem;  MTFS Total size; 21.2 0GB
Usged space; 106 GB Free space; 105 GE
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[D All contents on the partition selected for restoring purposes will be deleted during the
operation.

6. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.

Basic MBR Hard Disk 0 [WMware, YiMware Yirtual 5 SC51 Dizk Dev]
I I I i@ New Volume (E:)
478 4 GB NTFS

Geametry Restare Options

Please specify the size of the restored partition; 21721+ 10835 MB - 21721 MB
Please specify zize of free space before the partition; [0 = OMB

Please specify size of free space after the partition; [0 3: 0 MBe

Partition Restore Options

7. Click Finish to complete the wizard, then apply the pending changes.

8. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.
Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful

accomplishment of the restore operation.

9. After completing the operation, please reboot the computer.

o This operation can also be accomplished with our recovery media.
?)

Restoring a dual boot Mac from an external USB drive

Let’s assume that your Mac fails to boot because of a hard disk malfunction. But you’ve got a backup of your hard disk
on an external USB drive. Just replace the failed disk with a new one and carry out a bare metal restore.

To restore a dual boot Mac from a backup image located on an external USB drive, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on
CD/DVD, flash, or in an ISO-image. You can get it here: www.paragon-software.com/my-

o account[.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Connect an external USB drive to the computer.

3. Restart the computer.

4. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that

enables to work with USB devices.
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o By default the Normal Mode will be automatically initiated after a 10 second idle period.

5. Inthe Linux launch menu select the Simple Restore Wizard.
6. Onthe Wizard's Welcome page, click the Next button.

7. On the What to Restore page, click the standard browse button [...] to find the required archive. When done,
double click on it to select.

Look in: arc_091013131559760

D .-
[ arc_101013062156703
nim arc_091013131559760.pbf

File name: arc_091013131559760.phf

File type: Archive files (* phf)

Help (F1) < Back ol =t = Cancel

8. On the Image Properties page, make sure that you select the correct image by viewing the provided information

about the archive.

Disk preview

i I

Volume |Type File System Size Used Volume label
Basic Hard Disk 3 (Size 120 GB)
* Primary MNTFS 143 GE 164 MB MNew Volume
* Primary MNTFS 24 GB 8.9 MB MNew Volume
Archive details: ™
Type: Image of the hard disk
Archive path: Imntidisk/sdb2/lmg_D3.pbf
Created: 2013 Oct 10 Thd 04:49:39 "

To continue restore process, click Next.

9. On the next page specify a hard disk to restore the image to.
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Basic Hard Disk 2 (VMware Virtual) - 750 GB 2

Basic Hard Disk 3 (Vware Virtual) - 120 GB

-I

W
Basic Hard Disk 3 v | Model Vivware Virtual, Size 120 GB

M Volume Type File System Size Volume label Active |Hidden

o = Primary MNTFS 143 GE MNewVolume Mo Mo

1 = Primary MNTFS 2.4 GB Mew Volume Mo Mo

2 ™ Primary Free 973 GB Mo Mo

@ All contents on disk selected for restoring purposes will be deleted during the operation.

10. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.

View changes on Basic Hard Disk 3

Yourdisk before operations:

i I

Yourdisk after operations:
[ I

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress
1: Restore partition ordisk

Operation progress

Copied sofar, 8.9MB Read so far: 14.0 MB (14.0 MBls)
Write so far: 14.0 MB (14.0 MBls)

Overall progress

Time elapsed: 00:00:06 Time to finish: 00:00:00

Restore Disk 3 from file: /Imntidisk/sdb2/img_D3.pbf =
Opening archive Img_D3_0300p.000...

Restore Primary partition O (disk 3) from file: /mntidisk/sdb2/lmg_D3_0300p.000

Datawriting...

Opening archive Img_D3_0301p.000...

Restore Primary partition 1 (disk 3) from file: /mntidisk/sdb2/lmg_D3_0301p.000

Datawriting...

Closze

12. After completing the operation close the wizard, and then reboot the computer.
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Copying of data from the corrupted system disk to another hard disk

To retrieve valuable information from your hard disk and copy it to another hard disk when the system fails to boot,

please do the following:
1. Connect the second hard disk to the computer.

2. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on
CD/DVD, flash, or in an ISO-image. You can get it here: www.paragon-software.com/my-

o account[.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. In the Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.
5. On the Wizard's Welcome page, click the Next button.

6. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

C\ (Ext4FS, 1 on Disk 1) (WNEW VOLUME) W

_e My computer =

W | (Rootdin)

W IMyComputer (My computer)

W /mnt (Mounted resources)

W imntidisk (Local disks)

W /media (Removable disks)

ﬂ_é IDE CD/DVD (MECVYMWa Vivware IDE
“e|C\ (Ext4FS, 1 on Disk 1) (NEW VOLUY
“ *\ (NTFS,0on DiskO) (UFSE{}isk - Sy

% *\ (NTFS, 1on Disk0) (UFSDdisk) |,

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.
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Clipboard Source

3 Mvindows/System (HDDO/Partl) Windows
| SoftwareDistribution 2
I Speech
I System

@ || D Systemaz

@ SystemResources

) Syswowe4

I3 TAPI

I) Tasks

@ Temp

@ ToastData

I3 tracing o

4]

Total data size: nla Calc Rename (FG) Delete (F&8)

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

Please select howwould you like to save the archive:

(®) save data to any local drives or a network share

Choose this option if youwant to save your data to local
mounted ar physical partition, to USE or FireWare external
drives and to a mounted network share. You will be prompted
to choose a location youwant to save the archive to.

(_) Burn data to CD/DVDIBD

Choose this option if youwant the Wizand to burn the
archive to CD/DVDJ/ED. Youwill be prompted to choose a
drive.

9. On the Select Destination Path page, select a hard disk to copy the data to by pressing the standard browse
button [...].

Select path
Imntidiski/sdb2

Space available on destination: 321 MB

Total data size: nla Calc

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Transfer userdata

Operation progress

Copied so far,.  11.8 MB

Overall progress

Time elapsed: 00:00:03 Time to finish: 00:00:00

Transferring "/mntidislkdsdb2/img_D3.pbf" to "(HDDO/Partl)/arc_091013131559760/" - ltem 1 of 2
Transferring "/mntidislk/sdb2/img_D3_0300p.000" to "(HDDO/Partl)/arc_091013131559760/™ - ltem 2«
All operations have been finished
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12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Turn off the computer.

o This operation can also be accomplished with our recovery media.

Burning of data from the corrupted system disk to CD/DVD

To retrieve valuable information from your hard disk and burn it to CD/DVD when the system fails to boot, please do the
following:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on
CD/DVD, flash, or in an ISO-image. You can get it here: www.paragon-software.com/my-

o account[.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that
enables to burn CD/DVD discs.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.
4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

C\ (Ext4FS, 1 on Disk 1) (WNEW VOLUME) W

j My computer =

W | (Rootdin)

W IMyComputer (My computer)

W /mnt (Mounted resources)

W imntidisk (Local disks)

W /media (Removable disks)

ﬂ_é IDE CD/DVD (MECVYMWa Vivware IDE
“e|C\ (Ext4FS, 1 on Disk 1) (NEW VOLUY
“ *\ (NTFS,0on DiskO) (UFSE{}isk - Sy

% *\ (NTFS, 1on Disk0) (UFSDdisk) |,

6. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.
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Clipboard Source

) MWindows/System (HDDO/Partl) Windows
IC5) SoftwareDistribution 2
IC5) Speech
IC5) System

@ || system3z2

IC5) SystemResources

) syswows4

) TaPI

IC5) Tasks

) Temp

IC3) ToastData

I3) tracing -

4]

Total data size: nla Calc Rename (FG) Delete (F&8)

Click the Calc button to estimate the resulted data size.

7. On the Select Destination Type, choose the way the data will be stored. Select the Burn data to CD/DVD item.

Please select howwould you like to save the archive:

() save data to any local drives or a network share

Choose this option if youwant to save your data to local
mounted or physical partition, to USEB or FireWare external
drives and to a mounted network share. Youwill be prompted
to choose a location youwant to save the archive to.

® Burn data to CD/DVDIBD
Choose this option if youwant the Wizard to burn the

archive to CD/DVD/ED. Youwill be prompted to choose a
drive.

8. On the Choose a Recorder page, select a recorder from the list of available devices and then set a volume label
by entering it in the appropriate field.

Select a recorder to burn data to:

Yendor Product Type
NECWVMWar Viware IDE CODR10 CD-R;CD-RW,.C
Paragon CD Burner Emulator CD-R;CD-RW
Paragon DWD Burner Emulator DVD+R;DVD+F
L4 >
Volume label: My Datd

9. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

10. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
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Operations list Suboperation progress

1: Transfer user data

QOperation progress

Copied so far.  0.02 MB

Overall progress

Time elapsed: 00:00:00 Time to finish: 00:00:00

Creating compilation image...

Used burner: Viware IDE CDR10 Vendor: NECVMWar
Quick media erasing (it may take about a minute)...
Session opening...

Data burning...

11. After the operation is completed, close the wizard by pressing the appropriate button.

12. Turn off the computer.

This operation can also be accomplished with our recovery media.

Copying of data from a backup to the corrupted system partition

The system fails to boot since some files are damaged. If you have a backup of the system partition, you can recopy

these files to make the system be operable again:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepare Paragon's recovery environments on
CD/DVD, flash, or in an ISO-image. You can get it here: www.paragon-software.com/my-

account[.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2.

In the boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

By default the Normal Mode will be automatically initiated after a 10 second idle period.

3.

In the Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.

4. On the Wizard's Welcome page, click the Next button.
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5. Select a disk where the system backup is stored from the pull-down list in the right pane of the page.

Look in: arc_091013131559760 v
=
() arc_101013062156703
i arc_091013131559760.pht N
b
Rename (F&) Mew folder (F7) Delete (F&)

6. Double click on the required backup to open.

Source
*\ (NTFS, 1 on Disk0) (UFSD disk) w
I arc_101013091536750 2

[C3) arc_101013091716250
|=) Documents and Settings
I Partition_0_2

I PerfLogs

|=) Program Files

I0) Program Files (x86)

|0) ProgramData

) System Vaolume Information
) Users

1) windows

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source

3 Mvindows/System (HDDO/Partl) Windows
| SoftwareDistribution
I Speech
I System

@ || D Systemaz

lﬁ SystemResources

) Syswowe4

I3 TAPI

I) Tasks

lﬁ Temp

lﬁ ToastData

I3 tracing o

o

Total data size: 30.3 KB Rename (FG) Delete (F&8)

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.
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Please select howwould you like to save the archive:

(®) save data to any local drives or a network share

Choose this option if youwant to save your data to local
mounted ar physical partition, to USE or FireWare external
drives and to a mounted network share. You will be prompted
to choose a location youwant to save the archive to.

(0 Burn datato CD/DVDIBD
Choose this option if youwant the Wizand to burn the

archive to CD/DVDJ/ED. Youwill be prompted to choose a
drive.

9. On the Select Destination Path page, select your system disk to copy the data to by pressing the standard
browse button [...].

Look in: |D:". [(MTFS, 0 on Disk 3) (Mew Volume)

o N
[C3) SRECYCLE.BIN L
) System Vaolume Information

) Users

Fenzmse (Fa) | MNew folder (F7) Dizlats (F8)

File name: |.-'mnt-'clislc-'sclcll.-' Select

File type: |Allfi|es **

Help (F1) M Cancel

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

Cancel

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Transfer userdata

Operation progress

Copied so far,. 0.1 MB

Overall progress

Time elapsed: 00:00:00 Time to finish: 00:00:00

Transferring "/mntidislk/sdb2/img_D3.pbf" to "(HDDO/Partl)" - tem 1 of 1
All operations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Turn off the computer.
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o This operation can also be accomplished with our recovery media.

Restoring separate files and folders from a backup
The program provides a very convenient option to access backup archives and restore only data you need (the so called
selective restore functionality).
Restore Wizard
To restore separate files and folders from a backup image with the Restore Wizard, please do the following:
1. Click the Backup & Restore tab on the Ribbon Panel, then select Restore.
2. Onthe Restore Wizard's Welcome page, click the Next button.

3. Onthe Browse for Archive page choose the required archive in the browser-like window. The Archive File
Details section displays a short description of the selected image.

Look ir: | § Backup Capsule on Hard Disk 0 j w5
MHame Size Date -
=5 Backup Capsule on Hard Disk O
2 [ arc_091013125156058 101042013 B:55:53 PM
+ CIFF13025853001 0000000 101042013 B:55:52 PM
+- 7] DIFF1 302585944 70000000 1041042013 B:55:54 PM
arc_091013125156058 pht 11GE 10410/2013 B:53:54 PM
arc_091013125156058.pfi 28.9MB 1041042013 6:53:56 P
arc_091013125156058. pm 10.3KE 10/10/2013 B:53:57 PM
= [=arc_111013111635639 101042013 9:33:56 PM
arc_111013111635639. pht 2158KB 101042013 3:33:57 PM
arc_111013111635639.pfi 29.2 B 1041042013 3:33:56 P
arc_1110131116835639_0200p.000 11GE 104102013 9:33:49 PM
arc_111013111635639_0200p. pfm T03KE 101042013 9:33:49 PM
arc_1110131116835639_0201p.000 8.7 MB 10/10/2013 3:33:56 PM ﬂ

Switch to Archive List Wiew
Archive File Details

MHame: Local Disk [C:]
Carnrnent: [Mo comment iz available]

Wolurne label: [Mo label]

File gysterm;  MTFS Total sizer 4996 GE
Jzed zpace; 10.5GB Free space; 4851 GB
File: /. farc_091013125156058. phf

4. On the next page specify what you need to extract from the backup by marking checkboxes next to the required
data items. At the right lower corner of the window you can see the resulted amount of the selected data.
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Click the check box next to any file or folder you want to restore from

MName Type Size |

= @ Local Disk (E}) Partition 499.6 GB

= 7
- 2Recycle Bin

arc_111013105844785

Documents and Settings

Image Storage

PerflLoags

Program Files

ProgramData

System Wolume Information

i

<

. |_ Windows

|_ autoexec bat File 24 Bytes

- [ || bootmagr File 4176 KB

- [ [ BOOTNXT File 1 Bytes

|_ checkvendor mst File 20 KB

|_ config sys File 10 Bytes

- [ || pagefile sys File 1GB
- PAT_Dell_GUI_BMB_ea_xU msi File 755MB T
T cwmnfile e Fil= IRE MR ﬂ

To continue, click Next Data size to restore: less than 14.8 GB

5. Onthe How to Restore page specify the way the selected data will be restored. In our case we’d rather restore
contents of the backup to its original location with replacing existing files as well.

Restare files to: | Original location

: Original lo n
The files and folgess
) Specific folder k“
wihen restoring TEs TFar SreaTy en

OF Your cornpuker

he place where they were archived from,

(* Leave existing files.
If a file exists in the orginal location, it won't be overwritten. Only migsing/deleted files will be restored from backup.
" Replace existing files

ALL zelected files will be replaced with files from backup.

6. On the Restore Summary page review all parameters of the operation and modify them if necessary.

Flzaze overview the restore options. Y'ou can return to the conresponding page and change the options by clicking on title hyperlinks.

Objects to Restare
Object{s] selected: 1
Total data size: 1.9 MB (75,470,833 Eytes]

Specified restore destination
Destination path: Ch
Space available on destination:  219.4 GEB (235,588 853,760 Bytes]

7. On the next page of the wizard confirm the operation by selecting the appropriate option.
8. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

9. After completing the operation close the wizard, and then reboot the computer.

File Transfer Wizard
To restore separate files and folders from a backup image with the File Transfer Wizard, please do the following:

1. Call the popup menu for the required backup image (right click of the mouse button) in the Archive Database
and then select the menu item: Restore File from Archive. Thus you automatically open it with the File Transfer
Wizard.
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I@Showarchives j I‘?,Showall j S B B %

Type I Creation Date " I Source Object I Size Archive Size I Flags

E 1041142013 1655 AM  Basic MBR Hard Digk 2 YMware, WMware Vitual 5 SCS1 Disk Devy) 750 GB 5.1GE =
F 1041042013 718:58 AM  File-level Archive " 3 119 Bytes i
[J 101072013 71824 8M - File-level Archive Add an Archive to the Database... 8 Bytes for
E 101072013 7:11:42 M Basic MER Hard Digk 3 [w Delete the Archive frorm the Database... 44 7 MB 3
E 1041042013 7:08:11 &M Basic MBR Hard Disk 3 [v o . 57.8MB =
0D 10/10/2013 7-00:47 &M File-devel Archive ! Restog s, 18MB Jo =
J 10A10/2013 B:E5 43 AM  Filelevel Archive [&® Incremental File Backup... I|IBytes § =
D 10/10/2013 B:54:26 AM - File-level Archive PP Restore File From Archive 859kB § =X
D 101042013 6:48:07 AM - File-level Archive =2 48 MB E;_-— =
@ 1041042013 21743 AM - Mew Volumne [G) 142 GB W|KE § =
@ 101042013 21713 AM  MNew Volumne [G) 142 GB 227 MB =

2. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.
Clipboard Source
Mame I Source Path I I_E Local Disk [C:) j @ b4 n-,_.g
= ]images C:\Uzers\administrator,Desktophimagess
Mame |;|
|1| B S YELETT U Triranrraoary

E- - Uszers —
5 | Adrministratar

 AppData

[* &

| Application D ata

| Contacts

| Cookies

, Desktop

IMages

hd

Total data size: 15.9 MB

3. Onthe Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

There are geveral ways the Wizard can store your data, Please select how would pou like to save the data;

& i Save data to local/networl dives. |

" Save data to physical partitions.
" Bum the data to CD, D%D or BD.

4. On the Select Destination Path page, specify the exact place to copy the data to.

Pleaze zelect the destination path where ta save the data from clipboard.

Look in: | [Z] Local Disk [2) "I ¥ E

Address: IC:\

: ]
| arc_ 0910131 25156058
b+ | arc_0910131 31559760
B | aic_091013133756622
| arc_091013140817551
| arc_091013140825801

H.

Tatal data size: 15.9MB
Space avalable oh destination: 219.6 GB

5. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.
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Fleaze owerview the transfer options, ou can retum to the comesponding page and change the options by clicking on tite
hwiperink.z.

Objects ta transfer

Object(z] zelected: 1
Total data size: 7.6 GB [B,248,732 638 Bytes]
Tiansfer destination
Destination path: Ch
Space available on destination:  219.4 GEB (235,588 853,760 Bytes]
Overwrite existing files: Mo
6. After the operation is completed, close the wizard by pressing the appropriate button.
Troubleshooter

Here you can find answers to the most frequently asked questions that might arise while using the program.

1.

| try to run an operation, but the program claims my partition is in use and suggests restarting the computer.

There are a number of operations that cannot be performed while your partition is in use (or locked in other
words). Please agree to reboot your machine to make the program accomplish the operation in a special boot-
up mode.

| run an operation and restart the machine as required, but it just boots back into Windows without
accomplishing the operation.

Please run 'chkdsk /f' for the partition in question.
| cannot create a new partition on the disk.
There can be a number of reasons for that:
e The program cannot create a new partition on a dynamic disk.

e The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert
a free space on an existing partition to a new partition.

| cannot copy a partition.

There can be a number of reasons for that:

- The source or target disk you select is a dynamic disk;

- 4 primary partitions (or three primary partitions and an extended one) already exist on the target disk.

| need to copy a partition. But when selecting a place where to make a copy, | always get a crossed circle sign no
matter which partition is selected.

The program enables to copy a partition only to a block of un-partitioned space. If you don’t have a block of free
space on your hard disk, please delete or reduce an existing partition to accomplish the operation.

| cannot do anything with my USB flash drive. | get a crossed circle sign when trying to select any area on it.

Some USB flash drives don't have the MBR (Master Boot Record), that’s the cause of your problem. To fix the
issue please use the Update MBR function of our program or 'fixmbr' of the Windows installation disc to write a
standard code to your flash drive.

When trying to back up my system the program asks to restart the computer.
Most likely the Hot Processing mode is disabled. Please make it active in the program settings.

When backing up a partition with the VSS (Volume Shadow Copy Service) mode, the program throws "VSS could
not be started for processed volume".
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Most likely you try to back up a FAT32 partition, which is not supported by VSS. Please use the Paragon Hot
Processing mode instead.

9. I cannot back up my hard disk to an external hard drive. Once started, the operation is aborted with the
following error: Hard Disk management, Error Code 0x1100a. What is wrong here?

The problem is that the Microsoft VSS service is set as the default Hot Processing mode in the program. But this
service has not been started in your WindowsXP/Windows2003/Vista. Please start this service (right click on My
Computer > Manage > Services > find Microsoft Volume Shadow Copy Service and make it active. Set also to
start it automatically).

10. When running a backup operation with the Paragon Hot Processing mode enabled, | get an error: error code
0x1200e "Internal error during Hot Backup"

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

11. When running a backup operation with the Microsoft VSS mode enabled, | get the following error: error code
0x12016 "VSS: can't read volume data”

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

12. When trying to back up to a network share, | get the following error: "i/o error" or "can't open/create file"
Please check whether you’ve got a permission to write to the selected destination or not.

13. When trying to restore a backup archive, | get the following error: "Can't restore to current selection" or
"Archive does not fit"

Most likely you're trying to restore a backup of the whole hard disk to a partition or vice versa.
14. | set up a timetable for a task, but it fails to execute.
There can be a number of reasons for that:

- Windows Task Scheduler does not work properly. Check whether it is so or not by scheduling a simple task (call
Notepad through scheduling);

- You don’t have permission to write to the selected backup destination.

Glossary

Active Partition is a partition from which an x86-based computer starts up. The active partition must be a primary
partition on a basic disk. If you use Windows exclusively, the active partition can be the same as the system volume.

In the DOS partitioning scheme, only primary partitions can be active due to limitations of the standard bootstrap.

The term backup originates from the time when the best way to protect valuable information was to store it in form of
archives on external media. It's become now a general notion to mean making duplications of data for protection
purposes.

Bootable Archive is created by adding a special bootable section when backing up the data to CD/DVDs. Thus you will
be able to restore the data from these archives without having to run the program, but by simply booting from these
CD/DVDs.

Cluster is the smallest amount of disk space that can be allocated to hold a file. All file systems used by Windows
organize hard disks based on clusters, which consist of one or more contiguous sectors. The smaller the cluster size, the
more efficiently a disk stores information. If no cluster size is specified during formatting, Windows picks defaults based
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on the size of the volume. These defaults are selected to reduce the amount of space that is lost and the amount of
fragmentation on the volume. A cluster is also called an allocation unit.

Extended Partition is a partition type you create only on a basic MBR (Master Boot Record) disk. Extended partition is
used if you want to create more than four volumes on a disk, since it may contain multiple logical drives.

File System Metadata. The servicing structures of a file system, which contain information about allocating files and
directories, security information etc, are named the file system metadata. It is invisible for users and regular
applications because its accidental modification usually makes a partition unusable.

Hard Disk Geometry. Traditionally, the usable space of a hard disk is logically divided into cylinders, cylinders are
divided into tracks (or heads), and tracks are divided into sectors.

The triad of values {[Sectors-per-Track], [Tracks-per-Cylinder], [Amount-of-Cylinders]} is usually named the Hard Disk
Geometry or C/H/S geometry.

Tracks and cylinders are enumerated from "0", while sectors are enumerated from "1". These disk parameters play an
essential role in the DOS Partitioning scheme.

Modern hardware uses an advanced scheme for the linear addressing of sectors, which assumes that all on-disk sectors
are continuously enumerated from “0”. To allow backward compatibility with older standards, modern hard disks can
additionally emulate the C/H/S geometry.

Hidden Partition. The concept of a "hidden" partition was introduced in the IBM OS/2 Boot Manager. By default, an
operating system does not mount a hidden partition, thus preventing access to its contents.

A method of hiding a partition consists in changing the partition ID value saved in the Partition Table. This is achieved by
XOR-ing the partition ID with a 0x10 hexadecimal value.

Master File Table (MFT) is a relational database that consists of rows of file records and columns of file attributes. It
contains at least one entry for every file on an NTFS volume, including the MFT itself. MFT is similar to a FAT table in a
FAT file system.

MBR & 1st track of the hard disk is the Oth sector of the disk. MBR (Master Boot Record) contains important
information about the disk layout:

- The used partitioning scheme;

- The starting records of the Partition Table;

- The standard bootstrap code (or the initial code of boot managers, disk overlay software or boot viruses).
Generally, the Oth sector is used for similar purposes in all existing partitioning schemes.

The MBR capacity is not sufficient to contain sophisticated boot programs. That’s why the on-boot software is allowed
to use the entire Oth track of the disk. For example, boot managing utilities such as LILO, GRUB and Paragon Boot
Manager are located in the Oth track.

Partition ID (or File system ID) is a file system identifier that is placed in the partition. It is used to quickly detect
partitions of supported types. A number of operating systems completely rely on it to distinguish supported partitions.

Partition ID is saved in appropriate entries of the Partition Table and takes only 1 byte of space.

Partition Label (or Volume Label) is a small textual field (up to 11 characters) that is located in the partition's boot
sector. This value is used for notification purposes only. It is detectable by any partitioning tool including the DOS FDISK
utility.

Modern operating systems save it within a file system, e.g. as a special hidden file. Thus it is able to contain a relatively
large amount of text in multiple languages.
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Partitioning Scheme is a set of rules, constraints and format of the on-disk structures to keep information on partitions
located on a hard disk.

There are known several partitioning schemes. The most popular of them is the so-called DOS partitioning scheme. It
was introduced by IBM and Microsoft to use multiple partitions in the disk subsystems on IBM PC compatible
computers.

Another popular partitioning scheme is the so-called Logical Disks Model (LDM) that originates from the UNIX
mainframe systems. Veritas Executive accommodates a simplified version of LDM to the Windows 2000 operating
system.

Windows 2000 and XP support two quite different partitioning schemes: the old DOS partitioning scheme and the new
Dynamic Disk Management (DDM). The problem is that earlier versions of Windows do not support DDM. In addition,
most hard disk utilities do not support it as well.

Recovery Media is a CD/DVD disc, a USB flash card or even a floppy disk from which you can boot for maintenance or
recovery purposes.

Root Directory is the top-level directory of a formatted logical drive to include other files and directories. In modern file
systems (Ext2/Ext3, NTFS and even FAT32) it does not differ from other directories. This is not the case for old FAT12
and FAT16 file systems.

Serial Number. In the DOS partitioning scheme, every hard disk and every partition has a 32-bit serial number
represented by an 8-figure hexadecimal value. It is stored in the MBR and its value is assigned when the MBR sector is
initialized by Microsoft standard disk managing tools, such as Windows Disk Administrator and the FDISK utility.

In fact, a hard disk's serial number is not important for most operating systems and software. It is known that Windows
NT, 2000 and XP store its value in the database of assigned drive letters.

A partition's serial number is stored in its boot sector (in FAT16, FAT32 and NFTS file systems). Its value is assigned when
the partition is formatted. It does not play an important role for most operating systems and software as well.
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