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Introduction

Paragon Backup & Recovery™ 14 Home is a complex disaster recovery solution. By including into this product the brand-
new disk imaging technology that allows backing up directly to virtual containers (pVHD, VHD, VMDK), complete support
of GPT/uUEFI configurations, Windows BitLocker and the latest Windows 8.1, as well as the option to create an advanced
WinPE or Linux based recovery environment on CD/DVD, flash, or in an ISO-file, the company has offered all the
necessary facilities to build a bullet-proof shield against any disaster.

In this manual you will find the answers to many of the technical questions, which might arise while using the program.

Our company is constantly releasing new versions and updates to its software, that's why
images shown in this manual may be different from what you see on your screen.

What'’s New in Backup & Recovery 14

e Complete uEFI support. Below you can find only new features introduced in this version:

- A 64-bit Windows OS system configured to the UEFI boot mode can be adjusted to successfully start up on
another hard disk during copy/restore accomplished directly under Windows. Previously the uEFI fixup was
only available under WinPE;

- The Linux-based recovery environment supports systems configured to the uEFI boot mode.

e Enhanced backup format. Paragon introduces a pVHD (Paragon Virtual Hard Drive) format — a special VHD,

optimized for storing backups of virtual and physical machines. It's very efficient in handling incremental chains,
data de-duplication and synchronization. pVHD allows obtaining backups that are up to four times smaller than
original backup objects. What you get by using pVHD:

- Incremental imaging works much faster and rock-stable in comparison with the old PBF;
- Only pVHD images can be used to do immediate virtualization;

- With the new backup technology, Paragon has also achieved easy support of any virtual containers (VMDK,
VHD, etc.).

o In the current version the pVHD support has a promotional goal. In future releases pVHD
will gradually take the primary role.

e Support of Windows BitLocker to back up, restore or copy volumes encrypted by this security feature.

e Copy/Restore to dissimilar sector size. Previously not allowed, now you can for instance copy or restore
contents of a 512-byte hard disk to a 4k hard disk with no additional actions from your side.

e New UIM (Universal Image Mounter). Apart from PBF images, Universal Image Mounter enables to mount
(assign a drive letter to) pVHD backup images (full and incremental) to browse their contents and retrieve data
both, in the program and directly under Windows OS.

e GPT/uEFI compatible Backup Capsule. Paragon's bootable backup capsule is compatible with 64-bit Windows

systems resided on GPT volumes. If having to do with this type of configuration, by selecting one additional
option in the Manage Backup Capsule Wizard, you can build a WinPE-based bootable backup capsule to
successfully start up PC from it in case of emergency. To accomplish this action, you will need to provide a path

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



8

to an .ISO image of the WinPE recovery environment, which can be prepared either with Paragon's Recovery
Media Builder or Boot Media Builder.

Uplifted Recovery Media Builder. Paragon’s Recovery Media Builder, a simple alternative to Boot Media
Builder, can help you prepare either Linux or WinPE-based bootable environment on a USB thumb drive or in an
ISO file (previously only creation of WinPE images on USB was supported). Unlike Boot Media Builder, it doesn’t
require to have Windows Assessment and Deployment Kit (ADK) or Automated Installation Kit (WAIK) installed
in the system. However, it can only be used under Windows 7 or higher, and its functionality is rather limited.

Complete support of Windows Storage Spaces. Windows 8 has come with a storage management feature called
the storage spaces. It enables to easily manage large storage pools. In fact it's an expandable virtual container of
defined data size, allowing users to add it as many physical drives as they want until the defined virtual disk’s
limit is reached. This makes it easy to include additional storage devices without having to set up and manage
each attached physical storage drive.

Uplifted Linux Recovery Environment. Started from HDM 14 the Linux-based recovery environment is based on
SuSe 12.3 (more hardware devices supported) and includes:

- P2P Adjust OS Wizard to successfully migrate a Windows physical system to a different hardware platform
(P2P);

- UuEFI fixup to clone, restore, migrate 64-bit Windows systems configured to the uEFl boot mode.

Separate x86 and x64 installation packages. Please note that started from HDM 14 installation packages do not
include Recovery Media Builder, thus customers can build Linux or WinPE-based recovery media only through
special utilities (Recovery Media Builder or Boot Media Builder) obtained from Paragon's website.

Windows 8.1 support. Our product has been tested to work fine on Windows 8.1 RTM.

New user-friendly interface that is fully compatible with the Windows 8 streamlined, tile-oriented interface:

- Metro-style Express Launcher;
- Ribbon-based full scale launcher.

GUI of the Linux recovery environment has also been uplifted.

Product Components

In order to cope with different tasks, the product contains several components:

Windows based set of utilities is the crucial part of the product. With the help of an easy to use launcher you

may find and run tasks of any complexity in the field of data and system protection, hard disk partitioning and
cloning, etc.

Linux/DOS based recovery environment is a multi-platform bootable media that enables to run utilities under

Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery purposes. Both
platforms have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or USB
devices. It enables to burn CD/DVD discs. However there can be some difficulties with detecting new hardware.
DOS in its turn has no problems of that kind but is limited in features. The Linux/DOS recovery environment
requires no installation and can be of great help when the system fails to boot. Besides it offers a Windows XP
like environment.

WinPE based recovery environment. Especially for keen followers of Windows, our product offers the option to

prepare a WinPE based bootable media. Unlike the Linux/DOS recovery environment it can boast an excellent
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hardware support and the same interface as the Windows version can. However its system requirements are
much tougher.

Features Overview

This chapter dwells upon key benefits and technical highlights of the product.

Features

Let us list some of the features:

User Friendly Fault Minimizing Interface

Graphical representation of the data to gain a better understanding.

A handy Launcher to easily find and run the required tasks.

Comprehensive wizards to simplify even the most complex operations.
A context sensitive hint system for all functions of the program.

Previewing the resulting layout of hard disks before actually executing operations (so-called virtual

operations).

Backup Facilities

Archive Database to help the user easily manage backup images (get properties, add, delete, mount, etc.).

o This feature is only available for the Windows installation of the program.

Available location for backup images:

- Backup to local mounted partitions.
- Backup to local unmounted (without drive letter assigned) partitions.

- Backup to an external mounted storage to provide for a higher level of data protection and system
independence.

- Backup to a special secured place on the hard disk called the Backup Capsule that has an independent system
layout (e.g. a separate partition) and will stay operable should the active file system be damaged. To avoid an
accidental removing or unauthorized access of the backup data, this partition is hidden and thus cannot be
mounted in the operating system.

- Backup to external media (CD/DVD) to guarantee a high level of data protection as long as the backup media is
kept secure.

- Backup to a network drive to stand a better chance of success in case of a hard disk failure.
- Backup to an FTP/SFTP server to provide a new level of system and data protection.

Bootable Backup Capsule to get the choice to launch the Linux or PTS DOS recovery environment every time

you start up the computer. With its help you will be able to run utilities under Linux or PTS DOS, and that way to
get access to your hard disk for maintenance or recovery purposes.

For PBF images:
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Smart Backup Wizard to secure system and data with the minimal efforts possible. With a unique intelligent

work algorithm and a highly intuitive user interface, you can easily back up exactly what you need - the whole
system, e-mail databases (MS Outlook, Express, Windows Mail) media files or office documents of the My
Documents folder, or any other files and folders.

Differential backup to a sector image to only archive changes since the last full sector-based image, thus

considerably saving the backup storage space. To restore this kind of backup you will require a full image and
one of its differentials.

Incremental backup to a sector image is a further way of optimizing the process of disk imaging. Unlike

differentials, it may not only contain data changed since the time of creating a full sector-based archive, but one
of its increments as well, thus allowing to save more time and the backup storage. Introduction of a special
index file that stores backup meta-information minimizes time and resources to create this type of archives.

Incremental backup to a file image to only archive changes since the last full or incremental file-based image.

An incremental image is smaller and takes less time to create, but you will require the initial full image and all of
its increments to restore the latest point of this kind of backup.

File backup to a sector image. It is a unique technology on the market so far that bridges two principally
different approaches of the data backup: the file-based backup and the disk imaging backup. With its help you
can now create a sector-based backup of your system to get it back on track in minutes in case of a virus attack

or a hardware malfunction and then just make file-based incremental images to the previously created sector-
based backup to keep updated only information that is critical for you. Thus you will considerably save your
system resources.

Cyclic backup to automate the backup of separate partitions. It is an ideal option if you want to establish a self-
acting data protection system.

This feature is only available for the Windows installation of the program.

Synthetic backup to change any property (merge a given differential image with its full image, split/un-split,

compress/de-compress, etc.) of an existing backup image without carrying out a physical backup operation.

For pVHD images:

Backup to VD Wizard to protect separate partitions or entire hard disks.

Incremental Backup to VD Wizard to create incremental backup chains based on the base pVHD image.

Restore Facilities

Restore an entire disk, separate partitions or only files you need from the previously created backup image (for
PBF and pVHD).

Restore with Shrink to restore a backup image to a free block of smaller size taking into account only the
amount of actual data of the image.

Adaptive Restore to successfully migrate a Windows physical system to a different hardware platform (P2P) by
allowing automatic injection of all required drivers and the other actions crucial for a migration of this kind.
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o This feature is only available for the bootable recovery environment.

Copy Facilities

e Partition/hard disk copy to successfully transfer all on-disk information including standard bootstrap code and
other system service structures, thus maintaining the operating system’s working capability.

o Copy functionality can also be used as an alternative way of data protection.

Partition/Hard Disk Management Facilities

e Basic functions for initializing, partitioning and formatting hard disks (create, format, delete). Instead of the
standard Windows disk tools, the program supports all popular file systems.

e Mount a partition (assign a drive letter) of any file system type to make it available for your operating system.

e Modify file system parameters (make active/inactive, hide/unhide, etc.).

e Undelete Partitions Wizard to recover an accidentally deleted partition.

Automatization Facilities

o Task scheduling to automate routine operations. It can be particularly effective when you have to repeat a
sequence of actions on a regular basis.

o Scheduling is only available for the Windows installation of the program.

e Scripting to make the program create a script of any set of operations you need. Besides support of all
operations available in the interactive mode, the unattended mode provides some additional features, such as
conditional execution, subroutines, repeatable iterations, disk/partition properties analysis, errors
management, etc.

Auxiliary Facilities

e Conversion of basic MBR disks to basic GPT to enjoy all benefits of the newest partitioning scheme with
minimal effort.

e File Transfer Wizard to make such operations as transferring of files/directories or burning of them to CD/DVD
as easy and convenient as possible. Providing access to Paragon backups as regular folders, it may also help to

replace corrupted data from a previously created image in case of an operating system failure.

e Volume Explorer is a handy tool when you have different file systems on the disk, whether they contain an
operating system or just data. Volume Explorer will let you explore a file system of any type and provide access
to the necessary files and directories regardless of their security attributes.

o Network Configuration Wizard to establish a network connection on a bootable recovery media either to save a
backup of a partition/hard disk or just several files on a network computer or retrieve a previously made backup
from a network computer for recovery purposes.
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Boot Corrector to fix most of the system boot problems that can be a result of a human factor, program error or
a boot virus activity.

o Boot Corrector is only available for the bootable recovery environment.

Supported Technologies

Along with using innovative technologies from outside, Paragon has developed a number of its own original

technologies that make its products unique and attractive for customers:

Paragon Hot Backup™ technology to back up locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

Paragon Hot Copy™ technology to copy locked partitions and hard disks under Windows NT+ family operating
systems providing both high operating efficiency as well as low hardware requirements.

Paragon Adaptive Restore™ technology to successfully migrate a Windows physical system to a different
hardware platform (P2P).

Paragon Power Shield™ technology to provide data consistency in case of a hardware malfunction, power
outages or an operating system failure.

Paragon UFSD™ technology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folders, etc.

Paragon Restore with Shrink™ technology to restore a backup image to a free block of smaller size taking into
account only the amount of actual data of the image.

Paragon BTE™ technology to set tasks for execution during the system restart, thus saving from the need to use
a bootable media when modifying system partitions.

Microsoft Volume Shadow Copy Service (VSS) to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/7/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistent
point-in-time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the
leading copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Microsoft Dynamic Disk (simple, spanned, striped, mirrored, RAID-5) to offer more management flexibility
without the partition limitation of basic disks. Dynamic storage can be particularly beneficial for large-scale
businesses when dealing with many physical hard disks involving complex setup.

GUID Partition Table (GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and Linux.

Supported File Systems

Full read/write access to FAT16/FAT32 partitions.

Full read/write access to NTFS (Basic Disks) under Windows, Linux and PTS DOS. Compressed NTFS files are also
supported.

Full read/write access to Ext2FS/Ext3FS/Ext4FS partitions.

Limited read/write access to Apple HFS+ partitions.
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o Unfortunately, support of non-Roman characters for the HFS+ file system is unavailable at
the moment. The company is about to implement it in the nearest future.

Supported Media
e Support of both MBR and GPT hard disks (2.2TB+ disks included)
e |DE, SCSI and SATA hard disks
e SSD (Solid State Drive)
e AFD (Advanced Format Drive)
e Non-512B sector size drives
e CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-ray discs
e FireWire (i.e. IEEE1394), USB 1.0, USB 2.0, USB 3.0 hard disks

e PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

System Requirements
For the Windows installation package
e  Windows XP SP3
e  Windows Vista
e  Windows 7
e  Windows 8
e  Windows 8.1
Additional requirements:

e Toinstall and run the product the target OS should have Visual Studio C++ 2010 Runtime Library installed
(comes with the installation package — you will be prompted to install it, if it's not been found in the system).

o During the installation additional free space (up to 1GB) will be required.

For the Linux bootable environment
e Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
e 256 MB of RAM
e SVGA video adapter and monitor
e Keyboard

e Mouse
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For the WinPE bootable environment
e Intel Pentium Il CPU or its equivalent, with 1000 MHz processor clock speed
e Atleast 1 GB of RAM
e SVGA video adapter and monitor
e Keyboard
e Mouse
Additional requirements
e Network card to send/retrieve data to/from a network computer
e Recordable CD/DVD drive to burn data to compact discs

e External USB hard drive to store data.

Installation

Before the installation, please make sure the systems requirements are met. If everything is OK, please do the following
to install the product:

o In case there is some previous version of the program installed on the computer, the
program will offer the user to uninstall it first.

1. Click on the supplied setup file to initiate the installation. First your system will be checked for the presence of
Visual Studio C++ 2010 Runtime Library and if not found, you will be prompted to install it (comes with the
installation package). Click Install to continue.

Statuz  Requirement
Pending Vizual C++ 10.0 Runtime - <86 10.0.30315.1

2. The Welcome page will inform that the application is being installed. Click Next to continue.

3. Please Read Paragon License Agreement carefully and then select the appropriate option to accept. Otherwise
you won'’t be able to proceed with the installation. By clicking the Print button, the license agreement may also
be printed out.

4. Provide your product key and serial number.

5. On the Customer Information page you are to provide the standard customer information, i.e. a user name and
an organization. Besides you need to decide whether to make the program available for all users of this
computer (if several) or only for the current one.
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6. On the next page, click Change to install the utility to a different location (by default C:\Program Files\Paragon
Software\Paragon Backup & Recovery 14 Home Edition\). Otherwise click Next to continue.

o Do not install the program on network drives. Do not use Terminal Server sessions to install
and run the program. In both cases, the program functionality will be limited.

7. On the Ready to Install the Program page click Install to start the installation or Back to return to any of the
previous pages and modify the installation settings.

8. The Final page reports the end of the setup process. Click Finish to complete the wizard.

First Start

To start Paragon Backup & Recovery 14 under Windows, please click the Windows Start button and then select
Programs > Paragon Backup & Recovery™ 14 > Paragon Backup & Recovery™.

The program provides wide opportunities in the field of hard disk structure modification, so
just to be on the safe side, please make a backup of your data before carrying out any

operation.

The first component that will be displayed is called the Express Launcher. Thanks to a well thought-out categorization
and hint system, it provides quick and easy access to wizards and utilities that we consider worth using on a regular
basis. With its help you can also start up the traditional launcher, the help system or go to the program’s home page.
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) Paragon Backup & Recovery™ 14 Home

Paragon Backup & Recovery™ 14 Home

Restore User Manual

SWITCH TO FULL SCALE LAUNCHER

BACKUP & RECOVERY .J e

Copy Hard Disk TransferFiles

& &

Manage Backup Capsule Copy Partition

To know more on how to handle the product’s interface and accomplish typical operations,

please consult the Windows Components chapter.

Building Recovery Media

WinPE- and/or Linux-based recovery environments should be prepared on-site with Paragon’s Recovery Media Builder
or Boot Media Builder, which you can download from Paragon’s web site, the My Account section (www.paragon-
software.com/my-account/).To know more on the subject, please consult documentation that comes with these

utilities.

Booting from the Linux/DOS Recovery Media

The Linux/DOS recovery environment can be used to boot your computer into Linux or PTS DOS to get access to your
hard disk for maintenance or recovery purposes. It also has the PTS DOS safe mode, which may help in a number of non-
standard situations such as interfering hardware settings or serious problems on the hardware level. In this case, only
basic files and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup
To start working with the Linux/DOS recovery environment, please take the following steps:

1. Start up the computer from our Linux/DOS recovery media.
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Please use Recovery Media Builder or Boot Media Builder to prepare Paragon's recovery
environments on CD/DVD, flash, or in an ISO-image. You can get these utilities here:
o www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch a boot mode you need (Normal, Safe, Low-Graphics Safe) in the Boot menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints on the selected at the moment item will help you make the right

choice.

4. Consult the help system by pressing ALT+F1 to know more on the subject.

Boot menu

32-bit environment

f-» Normal Mode Main recouvery
& Safe Mode enuironment

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk B8 MBR

& Find 0Ses on your hard disks

e Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);

e Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode if it

fails to work properly;

e Low-Graphics Safe Mode. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will be
included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu;

e Floppy Disk. Reboot the computer from a system floppy disk;
e Hard Disk 0. Boot from the primary hard disk;

e Find OS(s) on your hard disks. The program will scan hard disks of your computer to find any bootable operating

system.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.


http://www.paragon-software.com/my-account/

18

64-bit environment

BOOT MENU

Start Paragon-RCD in safe mode

Reboot

Fower off

e Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);

e Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode if it

fails to work properly;
e Reboot. Restart the computer.

e Power off. Shut down the computer.

While working with the recovery environment you might experience some inconvenience

o caused by possible video artifacts. It is just a result of changing video modes and in no way
will affect the program functionality. If this is the case, please wait a bit and everything will

be OK.
Normal Mode
When the Normal mode is selected, the Linux launch menu appears:
[ ™ You can copy an entire hard disk ar
f-’—:,ﬁ Paragon Backup and Recovery its partitions to new locations.
=
;E;:a. Backup Wizard You can also save them as image

files for later restoration.
Simple Restore Wizard
Please select the drive, its partition if
necessary, and then activate the
'‘Hard Disk' or 'Partition' pull-down
menu and select the operation
Boot Corrector needed.

File Transfer Wizard

Network Configurator
Log Saver

Eject CD/DVD

=

»BXR6 o

R

Start the command line

Reboot the computer

Mo —EE W

>l

Backup & Recovery (enables to run wizards and dialogs, to specify program settings, to visualize the operating
environment and the hard disk configuration);

STl
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e Backup Wizard (enables to back up hard disk and partitions);
e Simple Restore Wizard (allows restoring hard disks and partitions);

e File Transfer Wizard (allows coping files/folders to another disk or a partition as well as recording them to
CD/DVD);

e Boot Corrector (helps to correct the Windows System Registry without Windows being loaded);

o Network Configurator (enables to establish a network connection under Linux);

o If you are going to use network resources, first launch the Network Configuration Wizard to
establish a network connection.

e Log Saver (helps to collect and send the necessary log files to the Technical Support);
e Eject CD/DVD;

e Command Line (allows experienced users to execute any operation);

o Reboot the computer;

e Power off the computer.

To move within the menu, please use the arrow keys of the computer keyboard.

Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the
Normal mode except for the Network Configurator and Log Saver commands. Besides due to certain limitations of the
PTS DOS environment, there is no possibility to burn CD/DVD discs.

Low Graphics Safe Mode

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and looks
similar to the Safe mode but graphically simpler.

IO LR tou can create, delete and
%% Backup Hizard format hard disk partitions
# Simple Restore MHizard using this program, which
Bf File Transfer Wizard will start now.
[E Boot Corrector Upon the start, please
select the drive and one of
M Start the command line its partitions or its free
5 Reboot the computer space. Then activate the

‘Partition’ pull-down menu
and select one of the
partitioning operations.

Booting from the WinPE Recovery Media

The WiInPE recovery environment can be a real alternative to the Linux/DOS recovery environment. Providing nearly the
same level of functionality it offers an excellent hardware support and the same interface as the Windows version does.
Startup

To start working with the WinPE recovery environment, please take the following steps:

1. Start up the computer from the WinPE recovery media.
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Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
o get here: www.paragon-software.com/my-account/.
To automatically boot from the recovery media please make sure the on-board BIOS is set

up to boot from CD/USB first.

2. Once it has been loaded, you will see the Universal Application Launcher. In general it enables to run
components of the product, load drivers for undefined hardware or establish a network connection.

Paragon Backup & Recovery™ 14 Home

a %

BACKUP & RECOVERY .ﬂ @

SWITCH TO FULL SCALE LAUNCHER
Copy Hard Disk Copy Partition

&

List of Volumes Unlock Volume

Restart Shutdown

3. Click on the required operation to start. Hints on the selected at the moment item will help you make the right

choice.

4. Consult the help system by pressing ALT+F1 to know more on the subject.

The WinPE based recovery environment offers excellent hardware support. However in

o case it doesn’t have a driver for your disk controller, your hard disks will be unavailable.
Please consult the Adding specific drivers scenario to know how to tackle this issue.
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Basic Concepts

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a general
notion of the operation performance and makes it easier for the user to operate the program.

System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today. Indeed, it is hardly to find a
person who will be particularly happy when all precious information on the hard disk is irreversible lost as a result of its
malfunction. So how this tragedy can be prevented?

File Backup versus Sector Backup

Since the advent of the computer age people were in the search of ways to guarantee data safety. As a result we’ve got
now two principal approaches: the file-based backup and the sector-based backup. The main difference between the
two lies in the way data is treated.

A sector-based backup operates with an image (or a snapshot) of the whole disk system or its separate partitions. It not
only includes the contents of all user-made files, but additionally contains the exact structure of directories, information
about file allocation, file attributes and other related data. Thus it enables to successfully process system or encrypted
partitions of any file system type, no matter what kind of information they contain.

In contrast, a file-based backup takes into account a file system structure and only functions on a file or folder level. So
it is very efficient when archiving separate files or folders, but in no way will help you back up a system partition.

You should understand pretty well that each of the two approaches is only good when properly chosen. In the
comparison table below you can see when this or that approach will suit you at most.

Sector-Based Backup File-Based Backup

Merits

It does not dependent on a particular file system. Functioning on a file/folder level, it is ideal for
Thus it can successfully process system or archiving separate files or folders.

encrypted partitions of any file system type, no

matter what kind of information they contain.

It can create an exact image of a partition, It enables to automatically build up contents of
including its service data. Thus it is ideal for a the future backup image by using an advanced
backup/restore of a system partition or a fast system of filters.

deployment to a bunch of identical computers.

It allows archiving data of the same volume with
different backup policies.

It is easy and efficient when creating backup

chains.
Demerits
Resulted backup images may contain a lot of It depends on a file system structure, so you
redundant data. won’t be able to process unknown file systems.

It is ineffective when trying to maintain a backup It cannot be used to back up a system partition.
chain, especially when little amount of data is

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



22

being changed.

It is much slower when processing large amount
of data.

Backup Types

At the present moment the market is offering various types of backup imaging to meet the needs of any user. Besides
supporting them all, our program offers a unique backup type, called File Increment to a Sector Backup.

Full, Differential, and Incremental Sector Backups

A full sector-based backup image includes all contents of a partition or a hard disk at the moment of its creation. If you
roll back your system to the initial state on a regular basis, that’s exactly what you’re looking for. But if you want to have
multiple backup archives of the same partition reflecting certain time stamps, unchanged data will inevitable be
duplicated in all archives and take additional space on backup media. To tackle this issue there has been developed a
supplementary technique called Differential Sector Backup.

A differential archive only contains data changed since the time of creating a full archive, which forms a base (or a
parental image) in this case, thus considerably saving your system resources. It is realized by the exact bit-wise
comparison of the previous partition's data (saved in the parental image) with the current data (that is actually the
partition itself). To restore this kind of backup you will require a full image and one of its differentials, what is very

convenient.
Differential Base to a Sector Backup
Sunday Monday Tuesday Saturday
Full Sector

Backup ﬁ
L J L J

(o) (=] (=]
T e

— Monday restore point -

—————— Tuesday resiore point S

Saturday restore point

o This function is only available for single primary and logical partitions.

Incremental archive is a further way of optimizing the process of disk imaging. Unlike differentials, it may not only
contain data changed since the time of creating a full sector-based archive, but one of its increments as well, thus
allowing to save more time and the backup storage. The main principal here is the shorter the interval between
increments, the less data is backed up. In general this type of backup is great except for one thing — when you restore an
incremental archive there will be processed the initial full image and all increments between, which depending on the
size of your backup chain, may take plenty of time. Anyway unlike backups, the restore operation is an emergency,
which might not happen at all.

Paragon’s incremental sector-based archive employs an innovative technology that significantly improves the backup
performance. Its core is in introduction of a special index file (.pfi) that keeps meta-information on the corresponding
incremental image. It’s much smaller than the image itself and is used to calculate the difference between the current
and previous state of a backup object. Thus, when you’re going to do an increment to a full archive of your system
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partition stored on the network, only its index file is processed over the net (a couple of megabytes at most), not the
entire image, which minimizes both, the network traffic and backup time. Another new thing is change of a backup
format — all increments are saved in .vhd (Virtual Hard Drive) containers.

Incremental Chain to a Sector Backup

Sunday Monday Tuesday Saturday

Increment #1 Increment #2 ™ Increment #n

— Monday restore point -

f———— Tuasday restore point S—

Basze Sector
B=ackup

Saturday restore point

Please note that the current version of the product has a number of limitations regarding sector-based increments:

e Increments can only be created for full archives of the new type (with a .pfi index file). Any of our flagship
products since Hard Disk Manager 12 supports this functionality;

e Increments can only be created for full archives stored on a local mounted drive or a network share;
e Increments cannot be created for archives of entire GPT disks;

e Increments can only be restored under Windows (if no restart is needed) or WinPE;

e Increments cannot be processed with the Synthetic Backup Wizard;

e Increments cannot be processed with the Check Archive Integrity Wizard;

e Increments cannot be processed with the Create File Complement Wizard;

e Increments cannot be browsed in Volume Explorer;

e Increments can only be used with our software;

e Increments cannot be compressed;

e Increments cannot be encrypted;

e Increments cannot be splitted.

Full and Incremental File Backups

A full file-based archive only contains files and folders. It is really efficient when backing up an e-mail database or
particular documents, as no redundant data is processed. But if you care about maintaining a files history, you can
benefit from one more supplementary technique called Incremental File Backup.

An incremental archive only contains data changed since the time of creating a full or incremental file-based archive. It
is smaller and takes less time to create, but you will require the initial full image and all of its increments to restore the
latest point of this kind of backup.
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Incremental Chain to a File Backup

Sunday Monday Tuesday Saturday

— —— S —
Base Flig Increment £1 Increment #2 —® Increment #n
Backup

— Monday restore point -

Tuesday restore point -1

Saturday restore point

File Increment to a Sector Backup

File Increment to a Sector Backup is a unique technology on the market so far that bridges two principally different
approaches of the data backup: the file-based backup and the sector-based backup. With its help you can now create a
sector-based backup of your system to get it back on track in minutes in case of a virus attack or a hardware malfunction
and then just make file-based incremental images to the previously created sector-based backup to keep updated only
information that is critical for you. Thus you will considerably save your system resources.

Backup Storage

Our program supports several techniques of storing backup images. Let’s take a closer look at them all to understand
what kind of storage is able to provide better security:

e You can place a backup image to a local partition. Despite the fact that it is the most convenient way, try not to
use it. You can delete your backup just by accident or lose it as a result of a hardware malfunction, or a virus
attack;

e You can place a backup image to an external mounted storage to provide for a higher level of data protection
and system independence;

e You can place a backup image to a special secured place on the hard disk called the Backup Capsule that has an
independent system layout (e.g. a separate partition) and will stay operable should the active file system be
damaged. To avoid an accidental removing or unauthorized access of the backup data, this partition is hidden
and thus cannot be mounted in the operating system. However it won’t help you in case of a hardware
malfunction;

e You can place a backup image to external media (CD/DVD) to guarantee a high level of data protection as long
as the backup media is kept secure;

e You can place a backup image to a network drive to stand a better chance of success in case of a hard disk
failure. Moreover, by storing it on a special-purpose server you may be pretty sure nothing will happen to it;

e Finally you can place a backup image to an FTP server to provide a new level of system and data protection.

Known Issues on FTP/SFTP
1. You need to check out yourself Windows Firewall or programs of this kind let our program work with the

required port (21 by default).
2. You cannot restore data selectively (with Restore Wizard) from an FTP/SFTP server.
3. You can browse an FTP server in the passive mode only.

4. Parallel access to several FTP/SFTP servers is limited - only one password for all servers is available.
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Adaptive Restore

Technology Background

Windows family operating systems are notorious for their excessive sensibility to hardware, especially when it turns to
replacement of such a crucial device as HDD controller or motherboard — actually Windows will most likely fail to boot
as a result of this operation.

In 2008 our company came with an exclusive technology called Paragon Adaptive Restore™. Initially aimed at restore of
Windows Vista or Server 2008 from a backup to a different hardware configuration, its current realization, available in
the P2P Adjust OS Wizard, enables to make any Windows OS since XP bootable on dissimilar hardware by allowing
automatic injection of all required drivers and the other actions crucial for this type of migration.

Technology Concept

Let’s take a closer look at how Paragon Adaptive Restore works.

Source environment

Maodifying OS

Adj kemel
internal settings djusting keme

Crivers for PS/
Devices

Maodifying additional
settings

asaltting CPI
parameters

Injecting drivers for
boot critical devices
and NICs

From additional
driver repositones

Fram the Windows
Repasitory

Destination
Environment

As you see, successful migration of a Windows system to a different hardware platform involves several actions:

1. Change of the Windows kernel settings according to the new configuration. The program detects the given
hardware profile and automatically installs the appropriate Windows HAL and kernel.

2. Installation of drivers for boot critical devices. The program detects those without drivers and automatically
tries to install lacking drivers from the built-in Windows repository. If there’s no driver in the repository, it
prompts the user to set a path to an additional driver repository, strongly recommending not to proceed until all
drivers for the found boot critical devices are installed. In case drivers for these devices are installed, but
disabled, they will be enabled.

3. Installation of drivers for a PS/2 mouse and keyboard. This action will only be accomplished for Windows
XP/Server 2003.

4. Installation of drivers for network cards. The program detects those without drivers and automatically tries to
install lacking drivers from the built-in Windows repository. If there’s no driver in the repository, it prompts the
user to set a path to an additional driver repository.
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These actions guarantee a Windows system will start up on dissimilar hardware. After the startup, Windows will initiate
reconfiguration of all Plug'n'Play devices. It’s a standard procedure, so please don’t worry and prepare the latest drivers
at this step to get the most out of the system.

additional drivers when dealing with Windows XP/Server 2003, because for these systems

ﬂ Though all Windows systems have built-in driver repositories, please be prepared to have
they are very modest.

Technology Application

Let’s consider a number of situations when the Adaptive Restore technology can help you out:
o |f you need to migrate to a different hardware platform with minimal effort
e If you need to upgrade hardware while keeping all programs and settings intact

e |f you need to replace failed hardware and cannot find an exact match for original system specifications

Known Issues

1. After transferring Microsoft Vista and later versions to different hardware, you will need to re-activate license of
the system. It’s normal behavior as these systems keep tracking any change of hardware. Re-activation is legally
justified in this case, as you transfer your system to another PC.

2. Ifyou've installed several operating systems on one partition, we can only add drivers to the latest version of
0S. Microsoft highly recommends that you install an operating system on a separate partition.

3. Please note drivers are not cached during selection. That’s why if you select a driver to add to the system, but
it’s already unavailable during the operation, the program will end the operation with an error.

Paragon Hot Processing & Volume Shadow Copy Service

Offline versus Online Data Processing

In the course of time there have been developed various methods of data processing. Despite different work concept,
all of them can be divided into two principal groups: offline (cold) and online (hot) data processing techniques.

As the name infers, offline data processing can only be accomplished when the data is in consistent state (the operating
system and all the applications are completely shut down). Actually it is the most preferable way of image creation or
data cloning, since software can obtain an exclusive right to process data that guaranties high level of operating
efficiency. However, the offline data processing is absolutely out of question when dealing with 24/7 production
environments.

In contrast, online data processing enables to create a consistent snapshot even as the data is currently modified. It is
particularly useful for systems with high availability requirements, but it won’t be accomplished until all active
transactions are complete. The point is to provide a coherent state of all open files and databases involved in a process,
taking into account that applications may still keep writing to disks. As a result an online data processing cannot boast
high operating speed.

Our program supports both offline and online methods of data processing. As far as online method is concerned it offers
its own hot processing algorithm together with the possibility to use snapshot technologies provided by the Microsoft
VSS framework.
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Paragon Hot Processing Technology

Paragon Hot Processing is an online copy/backup technology for Windows NT+ family operating systems. Developed
back in 2001, nowadays it is integrated with all copy/backup solutions offered by the company.

Paragon Hot Processing is not exactly a snapshot technology, though it has much in common with it. During an online
copy/backup, the program uses the kernel mode driver HOTCORE.SYS to intercept and control disk write activity of
applications and the operating system. The hotcore driver as an integral part of the program is installed during the setup
procedure (that’s why the system reboot is required to complete the setup procedure). For the most part the driver is in
the idle mode until it is activated with the program. While in this mode it bypasses any calls having no effect on the
overall system performance, but a few kilobytes of the system memory.

Paragon Hot Processing technology offers copy/backup of locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

It is not recommended to use Paragon Hot Processing with active SQL Server, Exchange or
Oracle databases since the backup image contents may be corrupted.

Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) is designed to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistent point-in-
time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the leading
copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Initiated by a VSS aware copy/backup utility, VSS creates snapshots for the selected volumes and represents them as
virtual read-only devices, called volume shadow copies. Once the shadow copies are created, the copy/backup utility
starts processing the data while applications keep writing to original volumes.

Unlike Paragon Hot Processing the VSS technology provides a unique possibility to make a synchronous snapshot of
multiple volumes. This very feature can be particularly beneficial when backing up active SQL Server 2003, Exchange
2003 or Oracle databases located on multiple volumes the way it is recommended by Microsoft to improve the level of
database performance and reliability, thus providing 100-percent data consistency.

o To use VSS it is necessary to have a mounted 300 MB+ NTFS partition.

pVHD Support

Paragon introduces a pVHD (Paragon Virtual Hard Drive) format — a special VHD, optimized for storing backups of virtual
and physical machines. It’s very efficient in handling incremental chains, data de-duplication and synchronization. pVHD
allows obtaining backups that are up to four times smaller than original backup objects.

In the current version of the product backup images can be made either in the old PBF or the new pVHD. Please note
that the pVHD support has a promotional goal. In future releases pVHD will gradually take the primary role.

Below is the list of wizards that allow working with pVHD:

e Backup to VD Wizard (Linux, Windows, WinPE);

e Incremental Backup to VD Wizard (Linux, Windows, WinPE);
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e Restore from VD Wizard (Linux, Windows, WinPE).

What you get by using pVHD:
e Incremental imaging works much faster and rock-stable in comparison with the old PBF;
e Only pVHD images can be used to do immediate virtualization;

e With the new backup technology, available for customers as a new backup image format pVHD, Paragon has
also achieved easy support of any virtual containers (VMDK, VHD, etc.).

Dynamic Disks

As you probably know, MS-DOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008 support four
primary partitions per physical hard disk, one of which can be extended. Certainly there is the possibility to create
logical drives within the extended partition. Such types of disks are called basic. Windows XP Professional, Windows
2000, Windows Vista and Windows Server 2003/2008 follow the same strategy: You can have a maximum of four
primary partitions, one of which can be an extended partition with logical drives. However, these operating systems also
introduce a new disk configuration type - dynamic disk - which must be understood to effectively configure and manage
hard disks.

Dynamic disk is a physical disk that doesn't use partitions or logical drives. Instead, it contains only dynamic volumes.
Regardless of what format you use for the file system, only Win2K computers can access dynamic volumes directly.
However, computers that aren't running Win2K can access the dynamic volumes remotely when connected to the
shared folders over the network.

Dynamic disks can co-exist on a system with basic disks. The only limitation is that you cannot mix Basic and Dynamic
disks on the same hard drive.

There are five types of dynamic volumes: simple (uses free space from a single disk), spanned (created from free disk
space that is linked together from multiple disks), striped (a volume the data of which is interleaved across two or more
physical disks), mirrored (a fault-tolerant volume the data of which is duplicated on two physical disks, and RAID-5
volumes (a fault-tolerant volume the data of which is striped across an array of three or more disks).

With dynamic storage, you can perform disk and volume management without the need to restart Windows.
Limitations:

e Dynamic disks are not supported on portable computers.
e Dynamic disks are not supported on Windows XP Home Edition-based computers.

e You cannot create mirrored volumes or RAID-5 volumes on Windows XP Home Edition, Windows XP
Professional, or Windows XP 64-Bit Edition-based computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more management
flexibility without the partition limitation of basic disks. Dynamic disks can contain an unlimited number of volumes, but
they cannot contain partitions or logical drives. Dynamic storage can be particularly beneficial for large-scale businesses
when dealing with many physical hard disks involving complex setup.

GPT versus MBR

GUID Partition Table (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions of the
old MBR. Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intel to replace the outdated PC
BIOS, it offers a number of crucial benefits:

e Up to 128 primary partitions for the Windows implementation (only 4 in MBR);
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e The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);
e More reliable thanks to replication and cyclic redundancy check (CRC) protection of the partition table;

o A well defined and fully self-identifying partition format (data critical to the platform operation is located in
partitions, but not in un-partitioned or hidden sectors as this is the case with MBR)

uEFI Boot Challenges

Introduced back in 2005 by Intel to lift restrictions of the old MBR (Master Boot Record) and PC BIOS (Basic
Input/Output System), uEFI (Unified Extensible Firmware Interface) is now a recommended platform for new 64-bit
Windows 8 computers. And the reason is easy to catch — besides other unique features impossible for the traditional
tandem of BIOS+MBR, only a uEFl-based platform enables to accommodate Windows OS on a partition larger than
2.2TB.

Despite all uEFI advantages however, it has one quite naughty issue: a pretty standard operation with a bootable device
for instance involving its connection to another SATA port results in unbootable Windows. You’ll get the same result if
trying to boot from a cloned system hard disk or from a restored hard disk. All these problems originate from the way
UEFI+GPT bundle is organized.

Microsoft provides how-to guides to tackle this type of problems, but they demand a great deal of experience from the
user, involving the use of the cmd, diskpart and bcdedit tools.

Paragon has a better way! Introducing an elegant technology, realized at the user side as one simple option, you can
define a system GPT volume you’re willing to boot from.

Below is a list of wizards where the uEFI switch boot device option can be found:

e Copy Hard Disk Wizard;

e Copy Partition Wizard;

e Restore Wizard;

e Boot Corrector.

Apple Boot Camp

Boot Camp is a special utility to help you set up a dual boot system (Mac OS X and 32-bit Windows XP/Vista) on Intel-
based Macs. It enables to securely re-partition your hard disk (resize an existing HFS+ partition to create a separate
partition for Windows) and then launch the installation process. With Boot Camp all the necessary drivers will be at your
disposal. Moreover after Windows has been installed it will serve as a boot manager to choose what operating system
to start up.

It is strongly recommended not to modify the hard disk configuration with Windows Disk
Manager. Otherwise it may lead to unexpected consequences, right up to BSOD and

[D inability to boot in Windows XP/Vista. Please use our program to correctly update both
MBR and GPT.

64-bit Support

The bulk of software today is written for a 32-bit processor. It can meet the requirements of almost any end user.
However that is not the case when dealing with servers processing large amounts of data with complex calculations of
very large numbers. That is where 64-bit architecture comes into play.
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It can boast improved scalability for business applications that enables to support more customer databases and more
simultaneous users on each server. Besides a 64-bit kernel can access more system resources, such as memory
allocation per user. A 64-bit processor can handle over 4 billion times more memory addresses than a 32-bit processor.
With these resources, even a very large database can be cached in memory.

Although many business applications run without problems on 32-bit systems, others have grown so complex that they
use up the 4 GB memory limitation of a 32-bit address space. With this large amount of data, fewer memory resources
are available to meet memory needs. On a 64-bit server, most queries are able to perform in the buffers available to the
database.

Some 32-bit applications make the transition to the 64-bit environment seamlessly others do not. For instance, system-
level utilities and programs that provide direct hardware access are likely to fail. Our program offers a full-fledged
support of the 64-bit architecture providing fault-tolerant work for such system dependent modules as Hot Processing.

Copy Operations

Hard drive duplication nowadays is becoming highly popular among PC users. That is due to some definite advantages it
can offer. First of all, many people clone hard disks just to back up data for security reasons. The present day copy
utilities enable to successfully transfer all on-disk information including standard bootstrap code and other system
service structures, thus maintaining the operating system’s working capability. In case of a system malfunction, the user
can get the system back on track in minutes. No additional configuration is required, what is very convenient.

The second possible application is the upgrade of a hard disk to a new one. The capacity of a modern hard drive doubles
every two years, thus opening up new possibilities for software developers. As a result programs become more
complicated and require considerable amount of free space. One day the user realizes that there is no more free space
left on the hard disk and the only way out is to upgrade. Usually that means that besides purchasing a new hard disk,
the user is to face a large re-installation procedure spanning several days of tedious work. But all of this can be avoided
just by copying the contents of the old hard disk to a new one proportionally resizing the partitions.

And the last but not least is the copying of hard disks for cloning purposes. It may be of great use when setting up
similar computers. There is no need for a system administrator to install an operating system from scratch on every one
of them. It is enough just to configure one and then clone it to the others.

Drive Partitioning

As you probably know a hard drive is to be split into one or more partitions, since it cannot hold data until it is carved up
and space is set aside for an operating system. Until recently most PCs used to have just one partition, which filled the
entire hard disk and contained an OS. The situation has changed however, thanks to new cost-effective high capacity
hard drives, thus opening up numerous possibilities for PC users, such as editing video, archiving music, backing up CD
images, etc. Huge increase in space is great, but it poses a number of problems, most important of which are effective
data organization and speed.

Large drives are always going to take longer to search than smaller volumes, and an operating system is going to have its
work cut out both finding and organizing files. It is for this reason that many people decide to invest in multiple hard
drives, but there is an easy solution — drive partitioning. Partitioning lets you divide a single physical drive into a number
of logical drives, each of which servers as a container with its own drive letter and volume label, thus enabling the
operating system to process data more efficiently. Besides partitioning makes it possible to organize data so that it is
easy to find and manage. You can set aside, for instance, 40 GB of a 160 GB hard drive for the OS, 70 GB for storing
video and another 50 GB for your favorite music collections to provide transparent data storage.

It is also worth mentioning to that with a hard drive properly partitioned, such routine operations as files de-
fragmentation or consistency check will not be that annoying and time-consuming any more.
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By detaching the OS from the rest of the data you can tackle one more crucial issue — in case of a system malfunction,
you can get the system back on track in minutes by recovering it from a backup image located on the other partition of
the hard drive.

But that is not all drive partitioning may be used for. If you are willing to play games in Windows while browsing the
Internet in Linux, 100-percent sure that no virus will attack your PC, drive partitioning is a necessity. In order to run
several OSs on a single hard drive you are to create a corresponding number of partitions to effectively delineate the
boundaries of each OS.

Scheduling

The automation of operations is particularly effective when you have to repeat a sequence of actions on a regular basis.
For example, developing a specific project on a day-to-day basis and having to make a backup every evening so as not to
lose the valuable data, you will really appreciate, when this kind of routine operations will be carried out automatically
without your participation.

Another aspect of any automation process is that it allows an optimization of your computer’s work-load. This is
especially important when operations require a considerable amount of computer resources — processor time, memory
and more. A number of tasks, which can decrease the performance, can be run during the night or whenever the
computer has the least work-load to perform.

The program has a special tool for scheduling. You can set out a timetable for any operation and it will start at a
specified time without interrupting your current activity.

Windows BitLocker

BitLocker is a security feature that enables to protect data of your volumes with 128/256-bit AES (Advanced Encryption
Standard) encryption. It has first appeared in Windows Vista Enterprise and Vista Ultimate to protect contents of hard
disks from offline attacks for instance, when your hard disk is stolen and connected to another computer to retrieve
data it contains.

Our product enables to work with volumes encrypted by BitLocker, but only when they are unlocked. Until that locked
volumes will be recognized in the program’s interface as ‘Not formatted’. You can unlock this type of volumes only
through Windows-native facilities:

e Graphical user interface for Windows,
e manage-bde command line tool for Windows and the WinPE recovery media.

To know more on the subject, please consult the How to Work with Bitlocked Volumes chapter.

In the current version of our product the following operations are allowed to accomplish on volumes encrypted by
BitLocker:

e Backup Partition;

e Restore Partition;

o Copy Partition;

e Delete Partition;

e Change Volume Label;

e Add/Remove Drive Letter;

e Hide/Unhide Partition;

e Mark Partition as Active/Inactive;

e Change Serial Number;
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e Change Partition ID;
e Test Surface;
e Check File System Integrity;

e Properties.

Windows Components

In the given section you can find all the information necessary to successfully work with the Windows version of the
product.

Interface Overview

This chapter introduces the graphical interface of the program. The design of the interface precludes any mistake being
made on the part of the user. Most operations are performed through the system of wizards. Buttons and menus are
accompanied by easy understandable icons. Nevertheless, any problems that might occur while managing the program
can be tackled by reading this very chapter.

General Layout

When you start the program, the first component that is displayed is called the Launcher. It enables to run wizards and
dialogs, to specify program settings, to visualize the operating environment and the hard disk configuration.

The Launcher’s window can be conditionally subdivided into several sections that differ in their purpose and
functionality:
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Mew Backup Format  Paritioning  Copy & Migration  Archives  Schedule  Volume Bxplorer @ @

& [ E

Incremental  Create Fle  Create Incremental | Manage Synthetic Check Archive Cyclic
Backup  Complement... File Archive Capsule  Backup Integity ~ Backup

Backup ' Restore Advanced backup Backup utilities
& Apply Discard , View Changes Undo Redo @ Reload Disk Info | Generate Scrpt U Save to Scheduler ® Express Mode

Disk map 4 ®
Virtual Operations Bar Express Mode
Basic MBR Hard Disk 0 (VMware, Back Up Partlion... Button 8
System R i E Bum Partition on CO™8
350 ME NTFS ‘M 1936GE NTFS ||| Bestore Patition..
Format Partition
Basic MBR Hard Disk 1 (WVMware, VMware Virtual 5 SC5I Disk Dev) Delete Partition
{Unallocated) Chanae Volume Label Context-sensitive
499590GB Disk }Iap HIdE Part'rtion llen‘u
Mark Partition as Active
Basic MBR Hard Disk 2 (WVMware, VMware Virtual 5 SC5I Disk Dev) Change Serial Mumber .
(Unallocated) Change Partition ID...
74590GB TESt Surface
Check File System Inteqrity j
Basic MBR Hard Disk 3 (VMware, VMware Virtual 5 SCSI Disk Dev) R o~
Local Disk (C:) —
(Unallocated)
135GE .
Volume letter (C) Properties Panel
Volume label: [Mo label]
Type: Primary
File system: NTFS
Root entries: 16
Sectors per boot: 2 b
Disk and Partitions List Sectors per cluster 8
Serial number: 7C58-[1565-950 5088
Partition ID: [x07 NTFS, ExF, Status Bar
Disk and partitions list v NTFS version: 3.01 -
Volume size: 4336 GH
1. Tool Button
2. Ribbon Panel
3. Virtual Operations Bar
4, Express Mode Button
5. Disk Map
6. Disk and Partitions List
7. Context-sensitive Menu
8. Properties Panel
9. Status Bar

A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some of them
to simplify the interface management.

Tool Button
By clicking on this button the user can:

e Launch auxiliary wizards,
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e Get access to the program settings,
e Collect and send a log files package to the Support Team,

e Go to Paragon’s website to download a free update, register the product, visit Paragon’s Knowledge Base, etc.

Ribbon Panel

An area across the top of the program’s window is called the Ribbon Panel. It makes almost all the product capabilities
available to the user in a single place. A Ribbon Tab is an area on the panel that contains buttons organized in groups by
functionality. Each button corresponds to a certain program wizard or dialog.

o If you’d like to hide all ribbon tabs, click on the arrow button at the right top corner of the
program window.

Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operations (so-called
virtual mode of execution). In fact, when the virtual mode is enabled, the program does not accomplish operations
immediately, but places them on the List of Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

BUTTON FUNCTIONALITY

s

= Cancel the last virtual operation on the List of Pending Operations

-

c Cancel the last undo virtual operation on the List of Pending Operations

Display the List of Pending Operations

& Launch the real execution of virtual operations

b4 Cancel all virtual operations on the List of Pending Operations

Generate a script out of all pending operations

U Schedule pending operations

Virtual mode is an effective way of protection from any troubles, since no operations will
be executed until clicking the Apply button for confirmation, thus giving a second chance to

o weigh all pros and cons of this or that particular operation. The program politely reminds
the user that there are unsaved changes by showing the following window:

A ouw have unsaved changes,

Express Mode Button

By clicking on this button the user can switch to the express mode of operation at any time.
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Disk Map

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are represented with
rectangle bars that contain small-sized bars. These small-sized bars represent logical disks. Their color depends on the
file system of the appropriate partition. By looking at the size of the bar’s shaded area it is possible to estimate the used
disk space. For the selected at the moment object there’s the possibility to call a context-sensitive popup menu with
available operations.

Disk map -

EBasic MER Hard Disk 0 [YMware. YMware Yirtual 5 5C51 Disk Dev]
I I Local Disk [C:]
4396 GE NTFS

Large-sized bars display the following information about physical disks:

e Type (basic or dynamic MBR/GPT),
e Manufacturer,
e Model.
Small-sized bars display the following information about logical disks and blocks of free space:
e Volume label (if exists),
e Drive letter,
e Totalsize,
o File system.

The Disk Map is synchronized with the Context-sensitive Menu and the Properties Panel. Thus by selecting a disk on the

map, the two will automatically display detailed information on it. To know more on the subject, please consult the
Viewing Disk Properties chapter.

o Since the Disk Map and the Disk and Partitions List have the same purpose, the user is
allowed to extend only one at the moment by using a corresponding arrow button.

Disk and Partitions List

The Disk and Partitions List is another helpful tool that helps to get a clear-cut picture on the current state of the system
hard disks and partitions. All objects (disks, partitions, or blocks of free space) on the list are sorted according to their
starting position. For every item there is the possibility to call a context-sensitive popup menu with available operations.
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Disk and partitions list -
Hame File gpztem | Yolume size | Partition zize | Used Free Yolume label Hidden | Ag
D Bazic MBR Hard Dizk 0 [vViMware, Wikdware Virtual 5 SCSI Disk Dev) 500 GB
ﬁSystem Rezerved MTFS 350 MB I/OME 2868ME 59371 MEB System Reserved Mo Ve
ﬁanalDisk C] MTFS 4996 GB 4996GE  11.7GB 4879GE [Molabel] Mo Mi

5 (Unalocated] Back Up Hard Disk.. Bytes 4999GE [Nolabel] No N
[Z] Basic: MBR Hard Disk 2 [¥Mware, Whiware Virtual 5 SCSI| Disk Dev] Burn Hard Disk on CD, DVD ar BD...

@_[Unallocated] _ _ _ E:ll oy e i Bytez 749.9GE [MNolabel] Mo My
D Bazic MBR Hard Dizk 3 [VMware, Wkware Virtual S SCS1 Disk Dev]

S (Unsllocated] Restare Hard Disk... Bytes 119.9GE [Nolsbel] Na Ni

Update MBR

Carnwvertto GPT hard disk
@ Undelete Partitions...

YWfipe Hard Disk...

Edit e Sectors...

Properties...

The Disk and Partitions List provides detailed information on all hard disks and partitions found in the system including
the following properties:

- Name,

- Volume label (if exists),

- Drive letter,

- File system type,

- Volume size,

- Amount of used and unused (free) space,
- Active/Inactive attribute,

- Hidden/Unhidden attribute.

The Disk and Partitions List is synchronized with the Context-sensitive Menu and the Properties Panel. Thus by selecting
a disk on the list, the two will automatically display detailed information on it. To know more on the subject, please
consult the Viewing Disk Properties chapter.

Since the Disk Map and the Disk and Partitions List have the same purpose, the user is
allowed to extend only one at the moment by using a corresponding arrow button.

Context-sensitive Menu

The Context-sensitive Menu shows a list of operations available for an object (disk, partition, or block of free space)
selected either on the Disk Map or the Disk and Partitions List. If you click a corresponding record the appropriate

wizard or dialog will be started. All default values for the operation parameters will correspond to the object’s settings.
If there too many items on the list, type in the first word of the required command in the Search commands field to
filter the list.
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Back Up Partition. . —
Burn Partition on E0, DD or BD.

Copy Partition. ..
Restore Partition...
Format Partition
Delete Partition

Move/Resize Partition

Corrvert File Spstemn
Defragment Partition
Defragrent MFT
Compact MFT...
Change Wolurme Label
Hide Partition

tark Partition a3 Active j

Properties Panel

The Properties Panel provides information on the object (disk, partition, or block of free space) selected either on the
Disk Map or the Disk and Partitions List.

Local Disk (C:)

Yolume letter: [C:)
Yolume label: [Molabel
Type: Frimary
File spstem: MTFS
FRoot entries: 1
Sectors per boot: 2
Sectors per cluster: 5
Sernial number: 345E-4BCT-8E4B-3B1E
Partition 1D: 0«07 MTFS, ExFAT, HeFS
MNTFS version: 3.01
Yolume zize: 4595EGE
Partition size: 4356 GE
Used space: 11.7GE
Free space: 4579GE
Active: Mo
Hidden: Mo

The Properties Panel helps to obtain the following data:

For a hard disk

e Model,

e Serial number,

e Type of hard disk (basic or dynamic MBR/GPT),
e Total size (in GB),

e Information on geometry of the disk (amount of sectors per track, heads and cylinders).
For a partition

e Drive letter assigned to the disk,

e Volume label (if exists),

o Type of the logical disk,

o File system,

e Root entries,
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e Serial number,
e NTFS version,
e Partition ID,
e Total size, used space and free space (in GB), etc.
Besides you can modify practically any partition property by clicking on the required value.
For a block of free space

e Total size (in GB).

Status Bar

This is the bottom part of the main window. The Status Bar displays menu hints, for each item the cursor points to.

Settings Overview

To call the Settings dialog, please click Tool Button, then select Settings. All the settings are grouped into several
sections, which functions are described in the following paragraphs. The list of sections is placed on the left side of the
dialog. By selecting a section from the list, you can open a set of options.

o To get a detailed description to any setting, control, or field of the program just click the
hint button and then the object you need.

General Options

Q“\g General options

Partition Alignment kMode
| Yigta ﬂ

Allign partitions accarding ta the rules used in Windows Vista and later 0Ses.

Check FS integrity policy

| Ohce ﬂ

Standard protection from data lozsz with acceptable performance. The file spztem
integrity will be checked for each wolume only once just before accomplishing
data-zenzitive operations,

Liata Lozs Protection mode

| Reszet ﬂ

tedium protection from data logs,

This section contains a set of general options that will be taken into account during any operation carried out with the
program:

e Partition Alignment mode. There are three options you can choose from:

4

- Legacy. DOS and Windows OSes before Vista required that partitions had to be aligned to the “disk cylinder”
or 63 sectors to address and access sectors correctly. It was OK, until 4K hard drives came into scene. When
partitions are aligned this way on this type of disk, each logical cluster is linked to two physical 4K clusters,
thus resulting in a double read-write operation.
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- Vista. Since Windows Vista, operating systems do not use the archaic CHS (cylinder/head/sector) addressing
scheme, but the Logical Block Addressing (LBA), where sectors are addressed continuously over the whole
disk drive. It is optimal for both, 512B and new 4K disk drivers.

- Inheritance. Select the option to disable automatic alignment of partitions.

e Check FS integrity policy. Accomplishment of any data-sensitive operation (resize, move, merge, redistribute,
change cluster size, etc.) is potential with data loss. To minimize this risk, it'’s recommended to check integrity of
your file system before this type of operations, despite the fact that it’s quite time consuming. We offer you
several options to let you choose, which is best for you:

- Always. Maximum protection, but minimal performance. The file system integrity will be checked each time
it’s necessary to guarantee the maximum protection for the on-disk data.

- Once. Standard protection with acceptable performance. The file system integrity will be checked for each
volume only once just before accomplishing data-sensitive operations.

- Never. No protection, but maximum performance. If you're not 100% sure your disk is rock solid, please do
not use this option.

e Data Loss Protection mode. To guarantee safety for your information when a data-sensitive operation has been
abruptly interrupted as a result of a computer reset, or a power outage, there are several techniques, that
correspond to the options below:

- Do not protect. No protection, but maximum performance. If you’re not 100% sure you’re completely safe
from a power outage, or an accidental reset of your computer, please do not use this option.

- Reset. Standard protection with acceptable performance. Maintaining a special journal, our program
enables to automatically complete a data-sensitive operation interrupted by an accidental reset of your
computer from our bootable recovery media, thus reviving the corrupted partition.

- Power loss. Maximum protection, but minimal performance. Besides journaling, our program will also
disable cache of your disk when accomplishing data-sensitive operations to avoid data loss even in case of a
power outage.

Backup Image Options

@ Backup image options

v Caontral archive integrity

Chooge thiz option to allow writing of specific data that will later be uged during
restore to check the archive integrity, It can zlow down the backup operation,

v Setimage file names automatically
Choose thiz option to automatically name files in complex archive.

Compreszsion level

| Hormal compreszzion j

Good compression. Provides average speed with the reasonable image size.

Image =plit

[~ Enable image splitting
Choosze thiz option to enable splitting the archive to several files

W awimurn gplit size: |1 ME 3:

This section contains a set of options that will be taken into account during backup/restore operations:
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e Control archive integrity. Mark the checkbox to guarantee that all backup images created with the program are
100 percent flawless. If you decided not to control the archive integrity, the backup operation would take about
3-5% less time.

e Set image file names automatically. Mark the checkbox to make the program automatically set a file name for
every volume of a complex backup image. Otherwise you will need to do it manually during the backup
operation.

e Compression level. From the pull-down list you can select the desired compression level for backup images that
will be used by default.

e Enable image splitting. Mark the checkbox to automatically split every backup image to volumes of a particular
size.

o Splitting images enables to tackle problems caused by a maximum file size limitation of
some file systems.

e Maximum split size. With the spinner control you can specify a maximum size for backup volumes.
General Copy and Backup Options

% General copy and backup options

[~ HDD raw processing

Copy an entire hard digk sector by sector without taking into account itz partition
structure,

[~ Partition raw processing

Copw/Backup each partition zectar by sector. All sectors will be proceszed one by one
[even unused sectors). Requires more time to complete the operation.

[v Skip archive files stored in archive library

Chooge thiz option to skip archive filez stored in archive libram, Thiz will reduce operation
time and backup image size.

[v Automatic BCD update

Add boat entry for target partition ta BCD hive on copy'restare source partition

This section contains a set of options that will be taken into account during copy and backup operations:

e HDD raw processing. Mark the checkbox to copy/back up a hard disk in the sector-by-sector mode, thus
ignoring its information structure (e.g. unallocated space or unused sectors of existing partitions will be
processed as well). This can help to avoid problems with hidden data created by certain applications or the
system administrator. However, it will take more time to accomplish the operation.

e Partition raw processing. Mark the checkbox to copy a partition in the sector-by-sector mode to successfully
process unknown file systems. However it is not recommended to enable this option when working with
supported file systems as it takes more time to accomplish the operation.

e Skip OS auxiliary files. Mark the checkbox to skip OS auxiliary files (like pagefile.sys, hiberfil.sys, etc.), thus
reducing the operation time and the resulted size of the backup image.

e Skip archive files stored in archive library. Mark the checkbox to skip backup images registered in the archive
database, thus reducing the operation time and the resulted size of the backup image.

e Automatic BCD Update. Unmark the checkbox to suppress automatic update of BCD (Boot Configuration Data)
after copy/restore operations.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



41

By clicking the link at the bottom of the window you can jump to the Copy/Backup Exclude
Options.

CD/DVD/BD Recording Options

@ CD/DVD/BD recording options

[~ Bum every CD/OVD/BD disk to the end.
Chooge thiz option to allow the dizk to be copied by third party tools.

Becording zpeed

| b awirnurn recording zpeed ﬂ

Faszt recording. Chooge thiz option if pou hawve good quality disks and recorder.

Boot options

Specify a bootable 150 imaage to place on CO, DYD ar BD along with backup data:

Specify how would vou like to boot from CD, DVD or BD:
| Do not boat fram C0O, 0D or BD

IS0 image folder

|bnnlcd.iso Browse

The zpecified 150 image does not exist.

K

AN

Browse

Plzaze zelect a folder to place 150 images to when CO, DVD or BD 150 maker is used.

This section contains a set of options that will be taken into account during CD/DVD/BD burn operations:

Burn every CD/DVD/BD to the end. By default, the program does not create 1ISO 9660 compliant burning
sessions, as it processes data on-the-fly and can only estimate the resulted session size. That’s why no third
party tool will get access to the recorded data. To tackle the issue, mark the checkbox to make the program
create a standard Disk-at-Once session. It may slow down the burning process, as every CD/DVD/BD will be
recorded up to the end, no matter how much actual information to contain.

Recording speed. The user may define how fast a CD/DVD/BD will be recorded (minimum, normal and
maximum). Besides there is an automatic mode when the program will set the most appropriate speed for
every CD/DVD/BD.

Bootable ISO image. That’s the image to be placed together with the backup data. By default, the program
offers its own bootable ISO image, which contains a Linux/DOS recovery environment. However, the user is free
to use any bootable ISO image.

CD/DVD/BD boot capability. The program enables to choose whether any recorded CD/DVD/BD will be
bootable, or only the first one for a session, or without that function at all.

Folder where the ISO image is to be placed. When the user decides not to physically burn a CD/DVD/BD, but
create an ISO image file, this very folder will be used to contain these images.
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Hot Processing Options

%

Hot processing options

[v Enable hot processing

Hot proceszing technology

| Microzoft Yolume Shadow Copy Service J

ticrozoft Wolume Shadow Copy Service iz a reliable technology designed to back
up volumes being locked by numerous active tranzactionz of W55 supporting
applications. Microzoft W55 technology requires over 300 MB of free space on any
mounted MTFS volume for temporany data, This technology is provided for Windows
#P and newest Windows versions, but unavailable for old versions of Windows
[98MEMT A2000),

Additional options

™ Always use hot processing

* Usge hot proceszzing only when partition iz locked

Hat processzing termporary drive:

[c =]

Mumber of attempts bo start W55 3 =

ry

Timeout between attempts [in zeconds]. |120 3:

Chahge run during backup options

In this section you may configure the hot processing mode:

Enable hot processing. Mark the checkbox to enable the so called hot data processing mode that is specially
designed to process data without restarting your operating system.

Hot processing technology. From the pull-down list you can select the required hot processing technology.

Always use hot processing. Select the option to process partitions without making them locked. Thus you will
be able to keep working with them as usual.

Use hot processing only when partition is locked. Select the option to use the hot processing only when
partitions are locked and cannot be processed without restarting the computer. Please keep in mind, that once
you start any operation on a partition in this mode, it will automatically be locked by the program, thus you
won't be able to keep working with it as usual.

Hot processing temporary drive. Here you can select a disk drive that will be used to store the temporary hot
backup data (by default — C:).

Attempts to start VSS. Here you can set how many attempts to start Microsoft VSS the program is to do before
automatically rebooting the system and accomplishing the operation in a special boot-up mode.

Timeout between attempts (in seconds). Here you can set a time period between different attempts to start
Microsoft VSS.

Switch between hot processing technologies. Mark the checkbox to automatically switch between Paragon Hot
Processing and Microsoft VSS if one of them is unavailable at the moment.

By clicking the link at the bottom of the window you can jump to the Run during Backup
Options.
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Run during Backup Options

@ Run during backup options

For backup operationz in the Paragon Hot Processing mode pou have a pozsibility to run
external programs and commands at different stages of the backup process, The key point
to link, zuch esecution to iz a zhort period of time when a snapshot iz taken, [Snapshot iz a
map of uzed blocks; the system iz totally frozen for writing when it is taken].

Fleaze zpecify executable files for each stage if neceszan:

Execute at the beginning of the backup process before taking a znapshot

| Browse

Execute after taking a znapshat

| Browsze

Execute after finighing the backup process

Pk

| Browse

Change hot proceszing options

In this section you can specify external applications to execute at various phases of the backup process. It can be
particularly useful when imaging systems with high availability requirements (MS SQL, MS Exchange, etc.), since it
enables to create a consistent snapshot even as the data is currently modified. The point is to provide a coherent state
of all open files and databases involved in a backup, taking into account that applications may still keep writing to disks.

Actually the backup process consists of two phases: the preparation phase (snapshot) and the data-copying phase.
There are three points of the backup when external commands/programs can be launched:

e Execute at the beginning of the backup process before taking a snapshot. Here you can specify an executable
file that will help you to prepare running applications for taking a snapshot. It may contain specific
commands/programs to delete unnecessary files, suspend services, flush transactions or caches, etc. Everything

depends on the used applications.

o Execute after taking a snapshot. Here you can specify an executable file that will run just after taking a
snapshot. It may contain specific commands/programs, e.g. to resume the previously suspended services, etc.

Everything depends on the used applications.

e Execute after finishing the backup process. Here you can specify an executable file that will run after the
backup process has been accomplished. It may include commands/ programs that will move the backup image

to a particular location, etc.

o By clicking the link at the bottom of the window you can jump to the Hot Processing

Options.

By clicking the Browse button you can get into the browser-like window to choose an executable file.
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gﬁ M ame

Size
Disk Drives
+ - | RecoverpMedia
+ mb
gﬁ + scripts
Metwork, Places + scripts

+- [ uim
+- || verifped

+- [ VMuare

+ Windows Defender

+ Windows Journal

+ | Windows Mail

+ Windows Media Player

+ Windows Multimedia Platform
+ | Windows NT

+ Windows Phato YWiewer

+- | windows Portable Devices

- L WindowsPowerShell
Frogram Files [#86)

Users

w1 Windows

Date ﬂ
10/22/2013 5:04:34 AM
10/22/2013 5:01:15 AM
10/22/2013 5:01:21 AM
10/22/2013 5:01:21 AM
10/22/2013 5:01:15 AM
10/22/2013 5:01:22 AM
1042242013 5:01532 AM
3/3/2013 2:41:44 PM
8/22/201312:03:07 PM
B/22/2M 3127 2:42 PM
8/22/201312:03:07 PM
8/22/201312:03:07 PM
B8/22/2013 8:36:45 AM
8/22/2013 8:36:31 AM
8/22/201312:03:07 PM
B8/22/2013 8:36:45 AM
8/22/2013 8:36:31 AM
3/3/2013 2:54:48 PM
9/3/2013 248:22PH —
3/3/2013 10:43:00 AM j

File name: |

Filez of tupe: | Ewecutable Files

3

Open | Cancel ‘

The program provides the ability to work with three types of executable files (.exe, .bat, .cmd). It is up to the user to
write batch files to safely prepare applications for backup. There are some certain general requirements for that:

e All programs and commands must execute sequentially and finish before the .bat file completes its work.

e |tisrecommended to use external commands/programs in the following format - Start/wait program.exe. The

wait option will help to start an application and wait until it completes its work. This will guarantee that all

included commands/programs complete their execution before the batch file does.

This function is only available when the Hot Processing mode is enabled.

The program enables to set parameters for an executable file directly from the line.
o However, if the file path contains word gaps it is necessary to enclose it in quotes in order

to make the program distinguish between the path and the used parameters.

By clicking the link at the bottom of the window you can jump to the Hot Processing

Options.

Partitioning Options

f‘? Partitioning Options

Confirmnations

v &szk for volume label before partition delete

[ Ask confirmnation when converting FATTE to FAT 32,
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This section contains a set of options that will be taken into account during partitioning operations:

Request confirmation before partition deletion. Mark the checkbox to activate an additional security
mechanism. Thus when going to delete a partition you will be automatically requested to enter its label.

Request confirmation when converting FAT16 to FAT32. Mark the checkbox to automatically request
confirmation before converting FAT16 to FAT32. There are a number of situations when this kind of conversion
is the only way out to accomplish the operation. For instance, you are going to migrate your system to a larger
hard disk with the proportional resize of existing partitions, what is very convenient. As a result you can get
original FAT16 partitions go beyond the 4GB limit. Thus without conversion to FAT32, this operation will in no
way be possible to accomplish. The same goes for any copy hard disk/partition or restore hard disk/partition

operation involving an extra upsizing.

E-Mail Options

E@ E-mail options

Specify your e-mail account options:

Dutgoing mail gerver [SMTP] |

Ueer e-mail addrezs; |

SMTP port number: |EI

[~ My outgoing zerver requires authentication

Usger name:; |

Pazzwaord: |

Send test e-mail |

Click. thiz buttan to test e-mail account options. The progran will zend generated e-mail
mezsage to the address vou've specified in User e-mail address field.

Specify e-mail notification options:

[~ Send E-Mail natifization on apply

To |

™ Send mail in HTML format

™ Send complete [eport after applying operations

™ Send graphical view of the digk sub-system before and after apply

Select the operations vou would like bo be notified about

This section contains a set of options that will be taken into account during the Send log files and Send e-mail

notification operations:

Outgoing mail server (SMTP). To send messages by using the built-in mail client, it is necessary to have access to
a computer running an SMTP (Simple Mail Transfer Protocol) server. All outgoing messages are first sent to the
SMTP server, which in its turn delivers them to the required recipients. The address may be represented as a
traditional Internet host name (e.g.: mail.com) or as an IP numeric address (e.g. XXX.XXX.XXX.XX).

User e-mail address. Specify an e-mail address that has been assigned by the Internet Service Provider or

organization's e-mail administrator.

My outgoing server requires authentication. Activate the option to allow the program to make authentication

on the server before sending messages.

- User name. Enter the name that will be used to log in to the e-mail account.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



46

- Password. Enter the password that will be used to access the mail server.

When you're ready with the settings, click on the Send test e-mail button to check if everything is OK.

e Send e-mail notification on apply. Specify an e-mail to send notifications on the carried out operations.

- Send mail in HTML format. Activate the option to create messages in the HTML format instead of plain text.

- Send complete report after applying operations. Activate the option to create an in-depth report on the
carried out operations and send it after performing the last operation.

- Send graphical view of the disk sub-system before and after apply. Activate the option to allow the program
to attach two pictures of the disk layout made before and after the operation is completed.

o By clicking the link at the bottom of the window you can jump to the Operation
Dependency Options.

Operation Dependency Options

Operation dependency options

Pleaze select a tazk to be carmied out when one or mare of the following operations are
committed.

Perfarm the task: | Send e-mail natification ﬂ

Operation o
[v Adjust 05 to boot on rew hardware

[v Adjust 05 to boot on vitual hardware

[v Backup partitior or disk

|7 Backup partitions or dizks increment ta virtual containers

|7 Backup partitionz ar dizks ta wirtual containers

[v Boct record comection

[v Check file system

[v Compact $MFT

[v Corrvert Dynarmic Disk to Basic

[v Copy partitior

|7 Copy partition by files ta zip archive ﬂ

Select al | Clear all | Restore defaultz

This section contains a set of options that will be taken into account when the Send e-mail notification on apply function

is enabled. By marking/unmarking a checkbox opposite the required operation you can choose whether to receive an e-
mail notification on its completion or not.

o You won't be notified if an operation requires the system restart.
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Virtual Mode Options

@ Virtual mode options

Operationz mode

[v Allow vitual mode

Set thiz option on to camy out all the operations virtually. “Y'ou will be able to cormmit
the changes or rollback all of therm or the lazt one. If you switch thiz option off, the
operations will be carmied out immediately.

[~ Cloze progress dialog automatically

Set thiz option on to automatically cloge the progress dialog after committing the
changes.

In this section you may configure the virtual mode:

e Allow virtual mode. Mark the checkbox to enable the virtual mode. It is an effective way of protection from any
troubles, since no operation will be executed until confirmation, thus giving you a second chance to weigh all
pros and cons of this or that particular operation.

(D We strongly recommend you to enable this mode.

e Close progress dialog automatically. Mark the checkbox to automatically close the progress dialog after
accomplishing operations.

File System Conversion Options

@ Virtual mode options

Operationz mode

[v Allow vitual mode

Set thiz option on to camy out all the operations virtually. “Y'ou will be able to cormmit
the changes or rollback all of therm or the lazt one. If you switch thiz option off, the
operations will be carmied out immediately.

[~ Cloze progress dialog automatically

Set thiz option on to automatically cloge the progress dialog after committing the
changes.

This section contains a set of options that will be taken into account when converting FAT and NTFS file systems. By
default, the program takes locale (regional) settings from the system. Problems might occur however because of
different standards for file names and file time stamps (Created, Modified and Last Access Time) of NTFS and FATxx file
systems.

To tackle problems of that kind you can manually set:

o Time zone to use during the convert operation. NTFS keeps file timestamps in GMT (Greenwich Mean Time)
while FAT uses a fixed local date and time. The program takes proper account of these differences and enables
to adjust timestamp values.

[D An incorrectly chosen time zone might lead to inability to launch certain software.
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Language for file names to use during the convert operation. NTFS stores file names in Unicode while
FAT/FAT32 uses ANSI to save short file names (also called the DOS aliases). The codepage information is
required for the correct conversion of non-English file names from Unicode to ANSI and vice versa.

0

An incorrectly chosen codepage will certainly result in corruption of non-English file
names.

Request confirmation of settings before NTFS < - > FAT/FAT32 conversion. Mark the checkbox to automatically
display the local settings dialog to check and modify (if necessary) the default parameters before launching the
convert file system operation.

Copy/Backup Exclude Options

rg% Exclude from Copyf/Backup

Specify masks for files and folders that must be excluded from copy/backup operations:

= I

Add fiker  Bename cateqory  Delete categaory

Files that contains your e-mail data [9 filters)

_wab
.pab
_oah
_pst
.ozt
* dbx
*log

-TWZ

=dll
* exe
* ocK

* wad

Delete filker
Delete filker
Delete filker
Delete filker
Delete filker

Delete filker
Delete filker
Delete filker

*_contact Delete filker

= " Executable & Installations [8 filters)
Add filker Hename category  Delete category

Delete filker
Delete filber
Delete filker

Delete filber j

Add categony...

Change general backup options

In this section the program enables to specify what data should be automatically ignored during copy and sector-based

backup operations. You can filter certain files or folders either by the manual selection or by creating masks, what is

more preferable. Thus you will be able to effectively manage contents of your backup images or partition/hard disk

copies.

By default, there are no available filters. To create a filter, please click the Add Category... button.
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M ame: H
Filter: | Browse
Description: |

You can use wildcards 7 and * ag file name mask. Wildcards

in path are not allowed,
QK. | Cancel

In the opened dialog the program allows the user to define the following parameters:

e Name. Give to the filter any name you like, but try to use an informative one;

e Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask by
using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.

o By clicking the link at the bottom of the window you can jump to the General Copy and
Backup Options.

File Backup Exclude Options

Ek‘a Exclude from file backup archives

Specify mazks for files and folders that must be excluded from archives:

= " Executable & Installations [8 filters)
Add filker Hename category  Delete category

*dll  Delete filker
* exe Delete filter
* ocx Delete filker
* wad Delete filter
* cab Delete filker
* mzi Delete filter
* mep Delete filter
*.drv Delete filter

= Auxiliary files [18 filters)

Add filker Hename category  Delete category —

* bak Delete filker
*old [Delete filker
*tmp Delete filker
*_temp Delete filker
*em Delete fiker
*log Delete filker

*.dmp Delete filker j

Add categorny..

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



50

In this section you can find a lot of ready-made exclude filters to effectively control contents of your file-based backup
images. Please note, by selecting certain filters you specify what data will be ignored during file-based backup
operations, thus you specify the data you’d like not to be added to the resulted archives.

Anyway you’ve got the option to create your own filter by clicking the Add category... button.

M ame: H
Filter: | Browse
Description: |

You can use wildcards 7 and * ag file name mask. Wildcards

in path are not allowed,
QK. | Cancel

In the opened dialog the program allows the user to define the following parameters:

e Name. Give to the filter any name you like, but try to use an informative one;

e Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask by
using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.

File Backup Include Options

@% Include into file backup archive

Specify masks for files and falders that must be added to archives:

-1 I Readable files [44 filters)

Add filter Hename category  Delete categor

.chm Delete filter
*“htm Delete filter
= mht Delete filter
* html Delete filter
= pdf  Delete filter
“tut  Delete filter
“hlp Delete filter
“rtf  Delete filter
*doc Delete filker
* docx Delete filter
“xls Delete filker
*xlex Delete filter
“wii  Delete filker
* ppt Delete filter
= pptx Delete filter
*“wazd Delete filter
wdx  Delete filer
vzt Delete filter
wtx  Delete filker
_wgz  Delete filter j

T rnnen [Pt N H

Add cateqgary. ..
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In this section you can find a lot of ready-made include filters to effectively control contents of your file-based backup
images. Please note, by selecting certain filters you specify what data will be processed during file-based backup
operations, thus you automatically ignore files that do not match, so they won’t be added to the resulted archives.

Anyway you’ve got the option to create your own filter by clicking the Add category... button.

M ame: H
Filter: | Browse
Description: |

~ ‘rou can use wildcards 7 and * as file name mask. Wildcards

in path are not allowed,
QK. | Cancel

In the opened dialog the program allows the user to define the following parameters:

e Name. Give to the filter any name you like, but try to use an informative one;

o Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask by
using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.
Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.
Log Files Options

Log Log files options

Logs directany

|.\ Browsze

Pleaze zelect a folder name to place an engine log files (stubact log ete. ]

[ wiite logs in Bluescreen

Choosze thiz option ta allow engine operations logging when actions need to be
restarted and continued in Bluescreen mode

Stubact log file truncation

Choose a storage life span for the stubact log file. Please note, once the defined
period has been expired, the file will be emplied.

(s Irfinite
" Minimal

" Custom

|1 jl |hnurs J

LClean now

In this section you can set up the program logging engine:

e Logs directory to specify location of program log files. By default, all logs are placed to: C:\Program
Files\Paragon Software\product’s name\program\

o  Write logs in Bluescreen to enable the program logging in a special boot-up mode
e Stubact log file truncation to specify a storage life span for the stubact.log file:

- Infinite not to empty the file ever;
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- Minimal to have the file emptied all the time;

- Custom to set a certain storage life span for the file. Please note, once the defined period has been
expired, the file will be emptied.

0

We strongly recommend you not to choose the Minimal option, as in case of having
problems with the program, our Support Team won’t be able to study operation logs, thus
help you out.

FTP Sit

=)

Look in:

Address:

&

es Options
FTF site settings

P e o
- B T [ &
LR AN ?Jt

[ftp: ¢

Create FTR/SFTF location

[ Use SFTP connection

Addrezs: |sflp:h’sflp.hidrive.stratn.com ﬂ Part: |22

Pazzword: |

[ Anonymous login [ Allow OpenS5H key-bazed authentication

Login: |>::4>::4>::4>::4>::4>::4

xxxxxxxxxxxxxx

[ Sawe pazsword

MHarnne: |sftp.hidrive.strato.cnm

Coninect | Cancel

In this section you can manage online backup storages located on FTP or SFTP servers. By clicking on available buttons,

you can

create, modify, delete an FTP/SFTP location, etc.

To create an FTP/SFTP location, you've got to specify a number of options:

Use SFTP connection. Mark the option to connect to the desired SFTP server if necessary;
Address. Type in an address to the desired server;
Port. Specify the required port (21 for FPT and 22 for SFTP by default);

Anonymous login. Mark the option to set up anonymous connection. Typical username for this type of login is
“anonymous”;

Use Active Mode (only for FTP). Mark the option if your provider requires this type of authentication;

Allow Open SSH key-based authentication (only for SFTP). If your provider requires this type of authentication,
mark the option to specify public and private keys and a passphrase;

Public key file: | Browse
Private key file: | Browse
Fazzphraze: |

Login. Enter a login;

Password. Enter a password. Click Remember password to save it next time you back up to this location;
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o Name. By default, the program uses the provided address as the connection name, which can be modified
however.

o You need to check out yourself Windows Firewall or programs of this kind let our program
work with the required port (21 for FTP and 22 for SFTP by default).

By clicking the Connect button the provided location will be checked. If ok, you'll get a new item on the list named after
this location. By clicking the + icon you can browse it to specify a more exact location for your backups.

Viewing Disk Properties

The Disk Map and the Disk and Partitions List are the main tools to get information on the properties of hard disks and

partitions available in the system. To know more on the subject, please consult the corresponding chapters of the
Interface Overview chapter.

Viewing Image Properties

General information on backup archives can be obtained with the following tools:

Using the Restore Wizard

e Click the Backup & Restore tab on the Ribbon Panel, then select Restore.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

At first, the wizard displays the Welcome page — simply click the Next button at the foot of the dialog window.

The next page refers to Browse for Archive. By clicking the Switch to Archive List View link, you can see a list of images
contained in the Archive Database (if any).

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



54
i Restore Wizard ?

Browse for Archive

| % Show al = & B B

Type I Creation Date % I Source Object I Size

E 1020131003347 PM Bagic MER Hard Disk 1 [Whware, Yiware Yitual 5 SC51 Disk Dev) R00 GB
<] | i

Switch to File Yiew

— Archive File Details

Marme: Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

Comment: [Mao comment is available]

Type: Internal Hard Digk Drive
Total gize; 500 GE
File: C:/.larc_new.pfi

To contitue, click Next

< Back

Cancel |

Y

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e. Archive File
Details) display a short description, including:

e Information on a type of the archive contents (whether it is sector-based or file-based),
e Whether the archive is compressed or not,

e Whether the archive is password protected or not,

e The date, when the archive was created.

In addition, there are some special graphical flags to indicate crucial properties:

FLAG FUNCTIONALITY

E Disk archive

€] Partition archive

P File archive

ol MBR archive

-3 System archive

@ Encrypted archive
= Compressed archive
& Complex archive
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| Filtered archive

i Differential archive

] Incremental archive

i File increment to a partition
archive

To easily manage images in the Archive Database, the program provides the following functionality:

BUTTON FUNCTIONALITY

8 Refresh the contents of the database

5 Show only existing archives

e Add the selected archive to the database

% Delete the selected archive from the
database

Besides you may filter backup archives to decide whether to show only file, partition or hard disk archives. To do that,
please select the required filter in the left top corner of the page.

Browse for Archive

B Shaw al = & B B
= Show al |
"ﬂ Iu]

" el I Source Object

= Show partitions 0:42:04 P Mew Wolume [E:]

] Show file archives 04221 P HEW WOLUME [F)

@ 10/9/2013 1004154 PM - MEW WOLUME

= 10/9/201310:33:47 PM  Basic MBR Hard Digk 1 [WMware,

By clicking the Switch to File View link, you can find the required image in the browser-like window.
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i Restore Wizard ?

Browse for Archive

Look in: [ [5] Local Disk [C ] ¥ 2
Marme Size D ate i‘
= [5] Local Disk. [C:)
— | Efe_fiew 104342013 10:34:00 PM
E e Jam_new.phi 264.5KB 10/9/2013 10:34:00PM - |

Switch to Archive List Wiew

Archive File Details

Marme: Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

Comment: [Mao comment is available]

Type: Internal Hard Digk Drive
Total gize; 500 GE
File: C:/arc_new/arc_new.pbf

To contitue, click Next

< Back Cancel |

The section below (i.e. Archive File Details) displays a short description of the selected image, including:
e Information on a type of the archive contents (whether it is sector-based or file-based),
e  Whether the archive is compressed or not,
e Whether the archive is password protected or not,
e The date, when the archive was created.

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map network
drives by clicking the appropriate buttons.

The next page (i.e. What to restore) displays detailed information about the contents of the archive.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



57
i Restore Wizard ?

YWhat to restore

Flzaze select one of the object(z) to restare:

Mame Type File gystem | Size Jzed

=- [Z] Basic MBR Hard Disk 1 [Wiware, Yiware. . Intemal Hard Disk Drive 500 GE
+- @New Yolume [E:] Primary MTFS 924GE  41EMBE
+ @NEW WOLUME [F:] Frirnary FAT32 20,7 GB B0 KB
: a8 ILLIKME Frirnary Linus Ext2 291 GB 5129 MB

. @New Walume Primary Apple HFS 223GE 147 MB

Archive Detailz

M arme: HEwW YOLUME
Yolume label: WEW WOLUME
File system:  Linus Ext2 Total zize: 291 GE
Uzed space: 5129 MB Free zpace: 28.6 GE
To zelect where to restore the zelected object(z]. click Mext Data gize to regtore: 29.1 GB

< Back | Ment » | LCancel

If you want to restore the image contents, click the Next button. In order to cancel, click the Cancel button.

Using the Archive Database

To open the Archive Database, click the Archives tab on the Ribbon Panel. The database window can be conditionally
subdivided into several sections that differ in their purpose and functionality:
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Backup & Restore  Mew Backup Format  Partitioning  Copy & Migration — Archives © Schedule  Yolume Explorer G @
Add an Archive to the Archive Databaze Restore drchive Festore Files Incremental Backup Check drchive Integrity r:"; Mount Archive
Dielete from the drchive Databaze [31 Restore WD Archive Sunthetic Backup Incremental File Backup Restore File From dnchive Unmount Archive
Convert boWirtual Machine Differential Backup Create File Complement
Archives databaze tanage archives Mount options
Q‘?.&pply % Dizcard '3:_,_ Wiew Changes ﬂ_j Unda Fedao l:" Reload Dizk Info | Generate Script @ Save to Scheduler @ Express Mode
VD Archive of NTFS Volume (), New Volume 2| Hame N
4--@1. Basic data partition 350t
+ Bioot

Source Object Size: 53 GE

Archive Size: 1ME i )
Creation Date: 10/17/2013 31208 &M £)- el System Yolume Information

Comments: Increment 1 Chain 2 bootmgr 417.6

Flags: §  Increment/Differential b BOOTNXT 1By

=i Compressed BOOTSECT.BAK 8

+-[=_|Recavery

= a a 70~
MK ’

| W Show YD containers j | {2 Show partitions j S B B &k

Tupe | Creation D ate | Source Object | Size | Archive Size | Flagz | Comment | Mounted |
@ 10A17/2013312:08 &AM New Yolume 53 GB 1MB =L Increment 1 Chain 2
@ 101772013 3:08:48 AM  Local Digk 441 GB 279MB =L Increment 2
@ 10A7/2013 20214 AM Local Digk 441 GB 279MB =L Increment 1
@ 10/16/2013 8:41:21 P Recoveny 227 MB 47 GE 2 Backup_image_ 20131015 1639
@ 10AE/2013 8:41:21 PM - Mew Volume 53 GB 47 GB = Backup_image_20131015_1639
@ 10AE/2013 8:41:21 PM Local Digk 441 GB 47 GB = Backup_image_20131015_1639
@ 10AE/2013 8:41:21 P MO MAME 100 MB 47 GB = Backup_image_20131015_1639
@ 10AE/2013 8:41:21 PM Local Digk 128 MB 47 GB = Backup_image_20131015_1639

1. Properties Panel that displays properties of the selected image.

2. Volume Explorer that enables to access the selected image as a regular folder to explorer its contents or to retrieve
certain files.

3. Archive List that displays a list of images contained in the Archive Database (if any). Besides the program provides all
the necessary functionality to manage backup images in the database (add, delete, mount, refresh, etc.).

o All panels offer a synchronized layout and are separated by vertical and horizontal
expandable sliders, allowing the user to customize the screen layout.

Data Backup and Rescue

In this chapter you will find all the information necessary to establish a reliable data protection system.

Creating Backup Images

Depending on a type of information you need to protect and the way this information should be processed, the program
offers a number of handy backup wizards. To make your job with the program as easy and convenient as possible, all
backup wizards share similar work algorithm. By going through steps of the wizard, you configure all the necessary
settings to launch the backup operation. To minimize the possibility of making any mistake, the wizard provides auxiliary
information on every single option. Moreover you can get an in-depth description to any setting, control, or field of the
wizard just by clicking the hint button and then the object you need.
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Smart Backup Wizard Startup

e Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Smart Backup Wizard Setup
The wizard offers the following steps to accomplish the backup operation:

o The object to back up. Click on a section you find answering to your task.

Disks or Partitions
: Back up your hard digk or a separate partition

E-rnail
Back up email meszages, accounts and the address book of M5 Outloolk, Dutlook, Express,
and Windows b ail

Media Files

Back up pour photos, videos, music and other media files located in the uzer folder

Documeants
Back up documents of all major office formats located in the My Documents folder

Cither Files and Folders

Select files and folders to back up

- Disk or Partitions to create a sector-based backup of the whole disk system, or only separate partitions;

- E-mail to create a file-based backup of e-mail databases, accounts and address books of MS Outlook, MS
Express, and Windows Mail;

- Media Files to create a file-based backup of all media files (photo, video, music, etc) stored in the My
Documents folder;

- Documents to create a file-based backup of all office documents stored in the My Documents folder;

- Other Files and Folders to create a file-based backup of any files and folders.

If selecting Disk or Partitions or Other Files and Folders you will need to specify more
o exactly the object of operation. To know more on the subject, please consult the Backup
Scenarios chapter.

e Name and location of the resulted image. Provide a file name for the new image and its exact location. The
program automatically offers an easy to understand name containing the date and the time of the archive
creation, which can anyway be modified.
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Select a folder where archive should be placed and specify archive name. Archive name will be uzed az a sub-folder where
backup data files will be stored.

Archive location: |E:'\arc_test'\ L2 ?\?. .,'_i
M arme Size | Date
-EEI My Computer

+- [5] Local Disk [C:)

+ El MHew Yolume [E:]

+- [Z] MEW VOLUME [F:)
: ;--E]Hecoveryh’ledia [G:]
+- ] Metwark

Archive details

Archive name: |arc_tesl1
Estimated archive size: 2 MB

Space available on backup destination: 92.4 GB

The program automatically calculates size of the future archive and informs the user about
space available on the selected destination.

e Archive Comment. You can add some additional description to the archive that will later help to distinguish it
from the others.

Please enter & short comment to dezcribe the archive

[

|N|:| comment]
1

Result

After the backup operation is completed you receive an image of the selected object. This image is placed into the
specified destination, its features defined by the wizard.

Available operation scenarios:

e Backing up a hard disk or partition to the Backup Capsule

e Backing up a hard disk or partition to external media (CD/DVD)

e Backing up a hard disk or partition to a network drive

e Backing up files to an FTP/SFTP server

e Backing up a dual boot Mac to an external USB drive

e Backing up files to a local mounted/unmounted (without drive letter assigned) partition

e Creating a differential to a full partition backup

e (Creating a sector increment to a full partition backup

e Creating a file increment to a full partition backup

e Creating an increment to a full file backup
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e Creating a cyclic partition backup

e Merging a full partition backup with one of its differentials

Restoring System and Data

The program includes a convenient and reliable restore wizard. With its help you can restore all types of backup images
created with the program. It provides easy to understand instructions to configure and perform all the necessary
settings. Moreover you can get an in-depth description to any setting, control, or field of the wizard just by clicking the
hint button and then the object you need.

Startup

e C(lick the Backup & Restore tab on the Ribbon Panel, then select Restore.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the restore operation:
e A backup image to be restored. The Browse for Archive page enables to find a backup image you need.

By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive Database (if

any).
| & Show al = & B B

Type Creation D ate Source Object Si |
: 17} -hive
10M0/2013 7:18:24 M File-level Archive
|:| 1002013 71142 4 Bagic MER Hard Disk 3 [WMware, Yiware Yitual 5 SC51 Disk Dev)
|:| 1002013 70811 &b Basgic MER Hard Disk 3 [WMware, Yiware Yitual 5 SC51 Digk Dev)
10/M10/2013 7:00:47 &M File-level Archive
10102013 B:55:43 8M  File-level Archive
10/M10/2013 B:54:26 &M File-level Archive
10/M10/2073 B:48:07 &M File-level Archive o

ﬁ 10M0/2013 217498 Mew Volume [G))
ﬁ 10M0/2013 2171948 New Volume [G))
ﬁ 10/9/201311:29.07 PM  Local Disk [C:) q
10/9/201311:2219PM  File-level Archive
10/9/2013 111738 PM - File-level Archive Fr
1| ’

Switch to File Yiew

Archive File Detailz

Total zize: O Bytes Backup date: 10/10/2013 7:18:58 AM

Archive zize: 119 Bytes

Cormrngnt: [Mo comment iz available]

File: C:arc_101013141850711 /FLO0OODOOO00A0000000, archive. pfi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.
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below (i.e. Archive File Details) will also display a short description of the selected image.

Look in: [[5] Losal Disk () ] B R E
M ame Size Date ﬂ
S]] arc_091013125156058 10/3/2013 111727 FM
+o || arc_091013131559760 10/9/2013 10:37:14 PM
v | arc_091013133756622 10/9/2013 6:38:02 AM
+ | arc_091013140517551 10/10/2013 7.00:26 &M
+ | arc_091013140525501 10/10/2013 7.00:44 &M
D | arc_101013063218496 10/9/2013 10:32:29 PM

s arc_101013067434330
s arc_101013062303344

s are_101013141133475

104942013 11:14:51 PM
104942013 11:53:11 PM

- L are_ 10073091 536750 1010/2013 2:15:43 &M
+ s are_ 101013091 716250 1010/2013 217:49 &M
b~ | arc_10 0131 407590532 10/10/2003 7:03:19 &M

10/10/2013 7:11:52 &M

.an::_1 010131411294 75. pbf

264.5 KB 10/10/20132 7:11:52 &M ﬂ

Switch to Archive List Wiew

Archive File Detailz

Marme: Basic MBR Hard Dizk 3 WMware, YMware Virtual 5 SC51 Disk

Comment: [Mao comment is available]

Type: Internal Hard Digk Drive
Total gize; 120 GB
File: C:darc_101013141139475 arc_101013141139475 phf

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map

network drives by clicking the appropriate buttons.

o To know more on the subject, please consult the Viewing Image Properties chapter.

File Backup Restore

e Data to restore. You've got the option to restore not only the entire archive, but separate items of it (the so

called selective restore functionality) by marking checkboxes next to the data items you need.
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Click. the check box nest to any file or folder you vant to restore from

MHame Type Size

=5 |_|FE Archive File Level Archive 585.5 KB [E03,660 Eytes]
SHl=),
=¥ B
2 ¥ 5 arc_091013140825801

b [ arc_0910131 40825801 pfi File 576 KB
L W[ aic_09101 3140825801 pfm File 1.5KE
To continue, click Hext Data zize to restore; 5895 KB

e A place to restore. From the pull-down list you can choose whether to restore contents of the backup image to
its original location or specify some other one.

Restare files to: | Original location

The filez and fal I_Inglr-l lacation k. he place where they were archived from,
| Specitic folder
w'hen restoring MEE TRar eSOy SRET Th yaur caniputber

(* Leave existing files.

If a file exists in the original location, it won't be overwritten, Only miszing/deleted files will be restored from
backup.

" Replace existing files

ALL zelected files will be replaced with files from backup.

Besides if you select the Original location option, you can additionally define whether to replace already existing
files during the restore operation (good for recovering presumably corrupted files) or leave them intact (good
for recovering accidentally deleted files).

Sector Backup Restore

e Data to restore. You’'ve got the option to restore not only the entire archive, but separate items of it (the so
called selective restore functionality) by marking checkboxes next to the data items you need.
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Pleaze zelect one of the object(z] to restare:

Tupe File system | Size Uszed
WBR Hard Di % = Inkernal Hard Dk, Dirive 120 GB
+- [N ew Valume [G:] Primary MTFS 142GB 1E3EMB
+ MNE'W WOLUME [E:) Prirary Lirw Extd B3GE 281.9MB
;--@NEWVDLUME [H:] Prirary FAT1E 8ME  OBytes
i--@NEW WOLUME (1:) Prirary FAT32 5.8GB 4KB

Archive Details
MHame: Baszic MBR Hard Dizk 3 (VMware, YMware ¥irtual 5 5C51 Dis
Tupe: Internal Hard Digk, Drive
Tatal size: 120 GB

To select where to restore the selected object(z], click Mext Drata zize to restore: 120 GB

If you select separate files or folders to restore, the wizard will continue working as though
you’ve got to do with a file backup.

A place to restore. Selecting the destination, please note - all contents on the disk selected for restoring
purposes will be deleted during the operation.

Basic MBR Hard Disk 0 [WVMware, YMware Yirtual 5 SC51 Dizk Dev]

I I & Local Disk (C:) §) Backup Capsule
2803 GE MTFS 213.3GE

Basic MBR Hard Disk 1 [WMware, YMware Yirtual 5 SC51 Dizk Dev]

I W I @ (Unallocated)
914 . 380 GB

To help you get a clear-cut picture of the operation outcome, the program allows inspecting the resulted disk
layout.

Restoring Partition:

Size of the restored volume and free space before and after it on the disk.

Geametry FRestare Options
Fleaze zpecily the zize of the restored partition; 14607 < 167 ME - 7E7990 ME
Fleaze zpecily zsize of free zpace before the partition; |0 = OME - 753383 ME
Please specify size of free space after the partiion;  [F93383< 0ME - 753383 ME
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o Drive letter assignment after restore. The pull-down list contains vacant drive letters that can be associated
with the restored partition.

Fartition Restore Options

Azzign the following drive letter: | E: -

e Create new EFI boot entry for destination drive. If you’ve got to do with a 64-bit Windows configured to the
UEFI boot mode, the following option will become available for you to define what instance of Windows OS
you’d like to boot from once the operation is over. Anyway you can specify a bootable device at any time
through Boot Corrector.

[¥.. Create new EFI boot entry For destination drive

Mark the checkbox bo create new EFI boot entry called "windows Boot Manager” for destination
hard drive,

o The option above will be available to the user only if the target disk becomes Bootable GPT
as a result of the migration process.

Restoring Hard Disk:

All contents on the disk selected for restoring purposes will be deleted during the
operation.

Your hard disk. after the changes:

Basic MBR Hard Disk 1 [VYMware, YMware Virtual 5§ SCSI Disk Dev]

I I @ (Unallocated)
471 .4 GE

Hard Dizk Restore Options

[~ Copy data and rezize partitions proportionally

Ir thiz mode, the Wizard changes the size of partitions in the same proportion, with keeping intact their relative
order. Thiz option can be ugeful in restoring animage of hard digk to a larger one.

[ Perfarm suface test

Set thiz option if you want the Wizard to perform the suface test on the target hard disk. In thiz caze, if the
program finds bad and urreliable zectors it will mark them az unuzable ones.,

e Copy data and resize partitions proportionally. If this option is activated, the program proportionally changes
the size of partitions keeping their relative order intact. The option can be useful when restoring to a larger hard
disk.

e Perform surface test. Define whether the surface test will be accomplished during the operation or not.

e Create new EFI boot entry for destination drive. If you’ve got to do with a 64-bit Windows configured to the
UEFI boot mode, the following option will become available for you to define what instance of Windows OS
you’d like to boot from once the operation is over. Anyway you can specify a bootable device at any time
through Boot Corrector.
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Iﬁl\\SCreate new EFT boot entry For destination drive

Mark the checkbowx ko create new EFT boot entry called “wWindows Boot Manager” For destination
hard drive.

o The option above will be available to the user only if the target disk becomes Bootable GPT
as a result of the migration process.

Result

The wizard will restore the archived data, and make it available to use in the operating system.

o To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Available operation scenarios:

e Restoring a hard disk from the bootable Backup Capsule

e Restoring a system partition from external media (CD/DVD)

e Restoring a system partition from a network drive

e Restoring a system partition from a local drive

e Restoring a dual boot Mac from an external USB drive

e Restoring a file increment

e Restoring a file increment to a partition backup

e Restoring separate files and folders from a backup

Copy Tasks

In this chapter you will find all the information necessary to make a copy of a hard disk or a separate partition.

Cloning Hard Disks

You can clone a hard disk of any file system. During the hard disk copying process, the program moves controlling
records of used partitioning scheme, the bootstrap code and on-disk partitions. That’s why this operation cannot be
substituted by simply copying all on-disk partitions.

Copy Hard Disk Wizard

The Copy Hard Disk Wizard is a traditional-like wizard. By going through its steps, you configure all the necessary
settings to launch the copy operation. To minimize the possibility of making any mistake, the wizard provides auxiliary
information on every single option. Moreover you can get an in-depth description to any setting, control, or field of the
wizard just by clicking the hint button and then the object you need.

o You need at least two hard disks to carry out this operation.
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Startup
e Click the Copy & Migration tab on the Ribbon Panel, then select Copy Hard Disk.

o There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the copy hard disk operation:

e The hard disk to copy. Select a hard disk you want to copy.

On thiz page, you can choose a hard disk pou would like to copy. All partitions from thiz hard
dizk will be copied ta the destination you will choose on the next page.

EBasic MBR Hard Dizk 0 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

€9 Local Disk [C:]
4996 GEB MTFS

Baszic MBR Hard Dizk 1 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

@ - & DA... & Utils [G:)
.. 1144 GE ... 3105 GE MTFS

Baszic GPT Hard Dizsk 2 [WMware, YMware Yirtual 5 5C51 Dizk Dev) j

[v Usze exclude mazks

[~ Don't estimate size after excludes

td ark thiz option to zave time, needed for migration with excludes operation, if target hard
dizk iz larger than amount of uzed space in partitions on source disk. Dizsks of smaller zize
will hot be uzed az a pozsible destinations.

To chooze the destination hard disk, click Next

- Use exclude masks. By default the program doesn’t take into account exclude filters set in the Settings
dialog. If you need to use them, please mark the checkbox and see existing/specify additional filters on the

next page of the wizard.

- Don’t estimate size after excludes. You can save time by suppressing calculation of the resulted amount of
data to copy after using excludes. Please note however, if you use this option, drives that smaller in size

than the source disk will be unavailable to use as destination.

e The target hard disk. Select a hard disk (if several) where all data of the source disk will be copied to.

Select a target hard disk. All data from the source hard disk will be copied there. During copy operation, target dizk
content will be deleted.

éBasic MBR Hard Disk 0 [¥YMware, YMware Yirtual 5 SC51 Dizk Dev]

@ Local Disk [C:]
4996 GB MTFS

Basic MBR Hard Disk 2 [WMware, YMware Yirtual 5 SC51 Dizk Dev]

& New Yolume [H:] @ Backup Capsule
27 GEMNTFS 437 2GB

Basic MBR Hard Disk 3 [WMware, YMware Yirtual 5 SC51 Dizk Dev]

% (Unallocated) - - - -
195 GE |Basic MBR. Hard Disk 3 (vhware, Whiware Virtual § SCS Disk Dev)]

e Copy parameters. The wizard enables to specify the following options:

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



68

Choosze copy options that suit best your tazk:
Copy options:

[~ HDD raw copy

[~ Partitions raw copy

[ Perfarm incremental copy

[ iCreate new EF boot entry for destination drive

Resize options:
[~ Remove free blocks between partitions

[~ Copy data and resize partitions proportionally

7o Mark the checkbos to create new EFI boot entry called "wWindows Boat
Manager' for destination hard drive.

Copy options

- HDD raw copy to copy the hard disk in the sector-by-sector mode, thus ignoring its information structure (e.g.
unallocated space or unused sectors of existing partitions will be processed as well). This can help to avoid
problems with hidden data created by certain applications or the system administrator. However, it will take
more time to accomplish the operation.

- Partition raw copy to copy the on-disk partitions in the sector-by-sector mode to successfully process
unknown file systems. However it is not recommended to enable this option when working with supported file
systems as it takes more time to accomplish the operation.

- Create new EFl boot entry for destination drive. If you’ve got to do with a 64-bit Windows configured to the
UuEFI boot mode, the following option will become available for you to define what instance of Windows OS
you’d like to boot from once the operation is over. Anyway you can specify a bootable device at any time
through Boot Corrector.

0

The option above will be available to the user only if the target disk becomes Bootable GPT
as a result of the migration process.

Result

Resize options

- Remove free blocks between partitions not to keep blocks of free space between partitions on the targeted
hard disk.

- Copy data and resize partitions proportionally to make the program proportionally change the size of
partitions keeping their relative order intact. The option can be useful when upgrading the hard disk to a larger
one.

After the operation is completed, you receive a fully functional duplicate of the existing hard disk.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Available operation scenarios:

Migrating system to a new HDD (up to 2.2TB in size)
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Cloning Partitions

You can duplicate partitions to protect oneself from downtime in case of a system malfunction or for cloning sample
partitions. The program enables to duplicate all partition data including files, the exact structure of directories and file
system metadata (location of files, security information, access quotas, etc.).

The Copy Partition Wizard will help you copy a partition of any file system. To minimize the possibility of making any
mistake, the wizard provides auxiliary information on every single option. Moreover you can get an in-depth description
to any setting, control, or field of the wizard just by clicking the hint button and then the object you need.

Startup

e Click the Copy & Migration tab on the Ribbon Panel, then select Copy Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the copy partition operation:

e The partition to copy. Select a partition you want to copy.

On this page pou can chooge a volume o copy,

Basic MBR Hard Disk 0 [YMware, YMware Virtual 5 SCSI Dizk Dev]

I @) Local Disk [C:]
4996 GB MTFS

Basic MBR Hard Disk 1 [VYMware, YMware Virtual 5§ SCSI Disk Dev]

@) Local Disk (E:] I @) Local Dis._. I I @ (Unallocat. .
171.8GE FAT3Z 1546 GB MTFS 162 GB

e Destination disk. Select a hard disk with enough unallocated space to perform the operation.

The wizard will create a copy of Local Disk [F:] from Basic MBR Hard Disk 1 [WMware, YMware
¥irtual 5 5CS1 Disk Dev)

E gtimated gize of this volume after selected files and folders will be excluded from copy operation 23.3 GB
[25.124.719.616 Bytes).

The copy will be created on Bazic MBR Hard Disk 3 [WMware, YMware Yirtual 5 5C51 Disk Dev]

Please select where to create a copy:

Basic MBR Hard Disk 3 [WMware, YMware Yirtual 5 SC51 Dizk Dev]

I @) [Unallocated)
B 1139GE

o The program enables to copy a partition to a block of free space, which is smaller than the
partition itself, taking into account only actual amount of data.

e Copy parameters. The wizard enables to specify the following options:
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our hard dizk after changes:

Basic MBR Hard Dizk 3 WMware, YMware Virtual 5 SC51 Disk Dev)
€ Loc... ¥ (Unallocated)
234 GB ... 9.5 GB

where o place a copy
Fleaze specify the size of the new partition: 23962 = 76 MB - 122,879 MB.

Fleaze specity size of free space before the partition: |0 2! 0 MB - 122,803 MB.

Please specify size of free space after the partiion: [38317 | 0 MB - 122,802 MB.

- Partition size. Define the size (in Mb) of the copied partition.

- Free space before. Define the position (in Mb) of the copied partition relative to the beginning of the available
range of disk space.

- Free space after. Define the amount of trailing free space (in Mb) at the end of the available range of disk
space.

o Partition size and position may also be defined by using the drag-and-drop technique. To do
that, just carry out the required operation on the Disk Map.

- Create new EFI boot entry for destination drive. If you've got to do with a 64-bit Windows configured to the
UuEFI boot mode, the following option will become available for you to define what instance of Windows OS
you’d like to boot from once the operation is over. Anyway you can specify a bootable device at any time
through Boot Corrector.

o The option above will be available to the user only if the target disk becomes Bootable GPT
as a result of the migration process.

Result

After the operation is completed you receive a fully functional duplicate of the existing partition.

o To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Partition Management

In this chapter you will find all the information necessary to carry out partitioning operations supported by the program.

Basic Partitioning Operations

Here you can learn how to accomplish basic partitioning operations (create, format, delete).

Creating Partitions

The program provides the ability to create a new partition within a block of un-partitioned space.
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Restrictions
1. Do not use the Create Partition function in order to undelete the last deleted partition.

2. The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert a free
space on an existing partition to a new partition.

3. The program cannot create new partitions on Dynamic Disks.
Dialog Startup

1. Select a block of free space on the Disk Map;

2. Call a context menu for the selected object by the right mouse click, then select Create Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Dialog Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Yes
button to confirm the operation.

Are yoll sure you want 1o create a new partition on disk 37

r'ou are about bo create a new partition in [Unallocated]. 119.9 GB arca. Pleasze select size, pogtion and
file spgtem of the new partition.

Basic MBR Hard Disk 3 [VYMware, YMware Virtual 5 SCSI Disk Dev]

I I ©) New Volume (H:] I
114.7 GB MTFS

Create new partition az Frimary p
Fleasze specify new partition size: 117546+ SMB-122.879MB
Please specify size of free space before the partition; 2551 < 0ME - 122870 MB

Please specify size of free space after the partiion:  |2782 < OME - 122870 MB

Fleaze zelect file spetem for new partition; | HTFS j
Fleasze enter new volume label: |New Wolurme
Fleaze zpecify drive letter; H: -
¥ More optionz Tes | ‘ Mo

e Define whether the partition will be Primary, Extended or Logical. You can choose the desired partition type
from the pull-down list. As a matter of fact, the available alternatives fundamentally depend on the selected

block of free space - within the Logical free space, only Logical partitions can be created; Within the Primary free
space, both Primary partitions or the Extended Partition can be created.

e Partition Size. Define the size (in Mb) of the new partition.
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o Free space before. Define the position (in Mb) of the new partition relative to the beginning of the block of free

space.

e Free space after. Define the amount of trailing free space (in Mb) at the end of the new partition.

Partition size and position may also be defined by using the drag-and-drop technique. To do
that, just carry out the required operation on the Disk Map. The virtual operations are to be

=

available.

o File system for new partition. From the pull-down list select a file system the newly created partition will be
formatted to, otherwise the partition will remain unformatted (so that it will not be ready to use).

e Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually

used for drive identification.

e Drive letter assignment. The pull-down list contains vacant drive letters that can be associated with the newly

formatted partition.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on
the chosen file system, the following options become available:

v Usze 05 built in format routine

Please select number of sectors per cluster: |[ER0] +

Restore defaultz

e Use OS built-in routine. Mark the option to restrict the available values according to the used OS.

¢ The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.

o Number of available options depends on the selected file system type.

Result

After the operation is completed you receive a fully functional partition.

Formatting Partitions

Any partition should contain some file system to be used for keeping data. The process of installing a file system is
commonly known as formatting. A huge variety of file systems have been developed these days.

Supported File Systems

The program provides the ability to format partitions of the following file systems:
- FAT12 & FAT16
- FAT32
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- HFS+
- NTFS
- Ext2
- Ext3
- Ext4

- Linux Swap v. 2
Dialog Startup
1. Select a partition on the Disk Map;

2. Call a context menu for the selected object by the right mouse click, then select Format Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Dialog Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Format
button to confirm the operation.

@ Arg yoll sure you want to format volume [F)7

You are about to farmat valume [F:] Mew YWolume, HTFS. Your computer
may no longer boot or wark, correctly.

Please sslect new file spstern: -

Please enter new wolume label: |New Wolume

¥ Mare options Farmnat | MHa

o File system. From the pull-down list select the desired file system type. In fact, the program displays only those
file systems that can correctly be placed to the selected partition, taking its capacity into account.

e Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on
the chosen file system, the following options become available:

v Usze 05 built in format routine

Please select number of sectors per cluster: |[ER0] +

Restore defaultz

e Use OS built-in routine. Mark the checkbox to restrict the available values according to the used OS.

o The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.
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o Number of available options depends on the selected file system type.

Result

After the operation is completed you receive a fully functional partition formatted to the specified file system.
Deleting Partitions

Dialog Startup

In order to start the operation you should take the following steps:
1. Select a partition on the Disk Map;

2. Call a context menu for the selected object by the right mouse click, then select Create Delete Partition.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Dialog Setup

Initially the program suggests you just to remove references to the selected partition from the Partition Table.

% Are yoll sure you want 1o delete volume (F)7

rou are about to delete volume [F:] Local Digk, NTFS. vour computer may
i longer boot or work, conmectly,

Fleaze enter the wolume label to confirm deleting: |

[ iDa not azk volume label nest time!

¥ More options ‘ Yes | ‘ Mo

o Enter the volume label to confirm deleting. To confirm deletion of the selected partition, enter its Volume
Label. The current volume label is displayed above.

e Do not ask volume label next time. Mark the option to inhibit confirmation next time you start the dialog.

Result

By default, the operation takes only a fraction of a second. However, the program waits until Windows completes the
modification of the disk layout.

Advanced Partitioning Operations

Here you can learn how to accomplish advanced partitioning operations.

Undeleting Partitions

When simply deleting a partition (without additional wiping) disk management software only removes references to it in
the Partition Table, thus leaving the possibility to recover it later.
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The program enables to find and recover these partitions. A restored partition will be fully functional, as long as other
partitions were not created, moved or exceeded the disk space occupied by that partition. That is why the program
offers this function only for blocks of free space.

The operation can be accomplished with the Undelete Partition Wizard.

Startup

e Click the Partitioning tab on the Ribbon Panel, then select Undelete Partitions.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the undelete partition operation:

e Free blocks to scan for lost partitions. Choose a free block from a tree-like list of available hard disks.

Click the check box nest to any hard disk drive or free block you want to examine

Mame Tupe
=~ I My Computer My Computer
- |_ D Bazic MBR Hard Dizk 4 [VMware, Wkware Wirtual S SCS1 Dizk Dev) Intemal Hard D
Sl = (Unallocated] Fies space

( 2

The zummary zize of fragment(z) o analyze iz 7.9 GB.

e Search method. By default, the wizard selects the fastest search method for your operating system. In most
cases that will do to find any accidentally deleted partition. However if you're under Windows XP for instance
(the Conventional Search option is selected), but the deleted partition you're looking for has been created with
the Disk Management utility under Vista, the wizard won't be able to find this partition, unless you manually
select the appropriate option (Quick Search for Partitions Created by Vista or Later OS). Moreover if the wizard
still fails to find the partition you need, you can select the Thorough Search option to scan every single sector in
the specified search area to get the most accurate results.

Choose how to look for the deleted partitions:
" Quick, search for partitions, created by Vista or later 05
% Conventional search
" Thorough search

¥ Show file systems search options

To know more on the available search methods, please use the context sensitive hint
system.
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o File system filter. By default, the wizard will search for all known file systems. However, by clicking on the
appropriate option on the second page of the wizard, you can specify only those file systems you need.

% Hide file spstems search options

[~ FAT and FAT 32 file systems

W MNTFS file system

[T Linw file gystems [Ext2, Extd and Extd)
[~ Apple HFS

[~ Other (unlisted) file system

To begin search, click Next

e A partition to undelete (if several). By default, the program searches records of any deleted partition ever
existed on the selected block of free space. So you can get several partitions to choose from.

Search deleted partitions from sectar: 0x0000000000000307 to sector Dx0000000000FFE.

The following partitions have been found:

File syztem Tupe Capacity |Jzed Space % Uged
@NTFS Primary 79GE 339 MB 0

Most likely the required partition will be found first. If so, you may abort the search operation by pressing the
Stop search button.

Result

After the operation is completed you receive a fully functional partition.

Changing Partition Attributes

This chapter explains how you can change partition attributes (Active flag, Hidden flag, Volume Label, etc.).

Mark Partition Active/Inactive

The program enables to set an active/inactive flag for primary partitions of a hard disk. By default, an operating system
will boot only if its partition is active or bootable.

In order to mark a partition active/inactive you should take the following steps:
1. Select a primary partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Mark Partition as
Active/Inactive.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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1 Areyou sure you want to set the volume as active?

You are about to zet the volume [F:] [No label]l, NTFS az active. If vou already
hawe active volumes, this action might render your zystern unbootable.

Mo

3. The operation will be performed immediately after confirmation.

There can only be one active partition on a hard disk, otherwise your operating system will
fail to boot.

Hide/Unhide Partition

The program allows you to hide/unhide primary and logical partitions. By default, an operating system does not mount
hidden partitions, thus preventing access to their contents.

In order to hide/unhide a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Hide/Unhide Partition.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

It is strongly recommended not to hide the system partition. Otherwise your operating
system will fail to boot.

Set Label of a Partition

The Partition Label is a small textual field (up to 11 characters) that is located in the partition's boot sector. It is
detectable by any partitioning tool and is used for notification purposes only.

In order to change a partition label you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Change Volume Label.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Enter alabel for the selected partition.
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T Are you sure you want 1o chande label on
volurne (F7

S

Fleaze zpecify a volume label for eazier recognition of pour volume.

Please enter new volume Jabel: [New Yolurne]

Yes Ho

4. The operation will be performed immediately after confirmation.

Change Partition ID

Partition ID is a file system identifier. It is saved in the Partition Table and is used to quickly detect a partition of the
supported type. By manually changing its value, you can manipulate accessibility of partitions.

In order to change a partition ID you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Change Partition ID...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Set anew ID for the selected partition.

STy Are ol sure you want 1o change system 1D of the
\_/l ¥ ¥ ge Sy
partition (F:)7

Current gpztem 10 iz 0x0F MTFS, ExFAT. ReFS. Changing system [0 might
prevent some operating systems from working with the partition,

(* i Please select predefined 1D from the list:

| 0407 NTFS, E4FAT, ReFS |
" Pleaze enter 1D manually:

07 £

e Predefined ID. Select from the pull-down list the required ID.

e Enter ID manually. With the spinner control set the required ID value. It has to be a 1-2 digit hexadecimal
number.

4. The operation will be performed immediately after confirmation.

Change Serial Number of a Partition

FAT16, FAT32, and NTFS file systems include the Serial Number parameter. A partition's serial number is saved in the
boot sector. Its value is generated while formatting.

The program enables to modify the serial number parameter for FAT16, FAT32, or NTFS partitions without re-
formatting.

In order to change a serial number you should take the following steps:

1. Select a partition on the Disk Map.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



79

2. Call a context menu for the selected object by the right mouse click, then select Change Serial Number.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Enter a new serial number for the selected partition. It should contain 8 hexadecimal figures (0..9 or A..F). The
operation cannot proceed until you enter all 8 symbols.

@ Are yaoll sure yol want 1o chandge serial number
of volure (F)7?

Yo computer mag no longer boot or work, cormectly,

Please enter new zenial number it hexadecinal format:

|?E44-D 513-4404-CED|

4. The operation will be performed immediately after confirmation.

Hard Disk Management

In this chapter you will find all the information necessary to carry hard disk operations supported by the program.

Converting Dynamic MBR to Basic

The program allows you to convert a dynamic MBR disk containing simple volumes into a basic one while keeping its
contents intact.

In order to convert a dynamic MBR disk into basic you should take the following steps:
1. Select a dynamic MBR disk containing simple volumes on the Disk Map.
2. Call a context menu for the selected object by the right mouse click, then select Convert to Basic...

3. Set the required number of primary partitions if necessary. According to the DOS partitioning scheme a hard
disk can have up to four Primary partitions. If there is an Extended partition on the disk, only three primary
partitions are allowed. That is why if a dynamic disk contains several simple volumes the program enables to
choose the number of primary partitions. The rest of them if any will automatically be converted to logical disks
within the Extended partition.
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2 . . .
@ Corvert dynamic hard disk to basic?

It the dizk has mare than four gsimple volumes, the first three of them will become primary partitions,
and the rest will be converted to the logical ones.

The hard disk after conwvert;

Baszic MBR Hard Dizk 3 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

I Mew Yolume [H:]
119.59 GE NTFS

The resulting bazsic hard disk can have no more than 1 primary partitions.
Pleaze select how many primary partitions the basic dizk should hawe:

1 =

The program can only process dynamic disks containing solid simple volumes (without
extension).

Converting GPT to Basic MBR

The program allows you to convert a basic or a dynamic GPT disk containing simple volumes into a basic MBR disk while
keeping its contents intact.

In order to convert a basic or a dynamic GPT disk into a basic MBR disk you should take the following steps:
1. Select a basic or a dynamic GPT disk containing simple volumes on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Convert to Basic MBR Hard
Disk...

3. Set the required number of primary partitions if necessary. According to the DOS partitioning scheme a hard
disk can have up to four Primary partitions. If there is an Extended partition on the disk, only three primary
partitions are allowed. That is why if a GPT disk contains several volumes the program enables to choose the

number of primary partitions. The rest of them if any will automatically be converted to logical disks within the
Extended partition.

@ Convert the basic GFT hard disk 1o a basic MER hard disk?

|f there are mare than four volumes on the dizk, only the first thiee may becorne primary, and the rest -
logical.

The hard disk after conwvert;

Baszic MBR Hard Dizk 3 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

I Hew Yolume [H:]
119.8 GE MTFS

The resulted hard disk should have at least 1 primary partition(s).
Pleaze zelect how many primary partitions you need:

EI-

Convert | Mo
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o The program can only process dynamic GPT disks containing solid simple volumes (without
extension).

Converting Basic MBR to GPT

The program allows you to easily convert a basic MBR disk into a basic GPT disk while keeping its contents intact. The
operation is quite safe for the on-disk data, but you should know that only 64-bit Windows OSes since Vista are able to
boot from this type of disks. So if you've got a 32-bit Windows OS accommodated on a disk you’d like to convert to GPT,
it won’t start up after the operation is over.

In order to convert a basic MBR disk to a basic GPT you should take the following steps:
1. Select a basic MBR hard disk on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Hard Disk > Convert to GPT
hard disk.

@ Are ol sure you'd like to convert Basic MBR Hard Disk O
vMware, YWidware Virtual S SC51 Disk Dev) to GPT?

Flzaze Matel Despite the fact that all on-disk. contents remain intact during the
operation, your 05 may no longer boot corectly, for Windows <P 32-bit for instance
doez not support GPT digks.,

3. The operation will be performed immediately after confirmation.

o The program can only convert basic MBR disks.

Updating MBR

The program enables to overwrite the current bootable code in the MBR (Master Boot Record) by the standard
bootstrap code. This can help to repair a corrupted bootable code of a hard disk resulted from a boot virus attack or a
malfunction of boot management software.

In order to update MBR of a hard disk you should take the following steps:
1. Select a hard disk on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Update MBR.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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1 Areyou sure you want to update master boot record?

Current MER contents for hard dizk number O will be lost after this operation, vour
computer may no longer boot comectly.

& [x]

3. The operation will be performed immediately after confirmation.

Changing Primary Slot
Different operating systems apply different approaches to enumeration of the primary partitions.
In Linux:

In Linux, every partition has a special symbolic name that encodes a hard disk containing a partition, and a partition
itself. Partitions are addressed and accessed by using their symbolic names. Symbolic names are automatically
generated by Linux in accordance with the order of hard disks in BIOS and the order of partition records in the Partition
Table. Thus changing enumeration of the primary partitions can lead to changing of paths to some important resources.

In DOS:

The last versions of MS-DOS use a rather sophisticated algorithm for a drive letter assignment. A drive letter, which is
assigned to a partition, depends on the order of records in the Partition Table. Thus changing enumeration of the
primary partitions affects the drive letters assignment. In early versions of MS-DOS, it could even lead to the
unavailability of a partition.

The program provides the ability to change enumeration of the primary partitions. This feature will allow you to fix
problems concerning an inappropriate order of partitions.

In order to modify enumeration of the primary partitions you should take the following steps:
1. Select a hard disk on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Change Primary Slot.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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@ Are yoll sure yol want o chande primary slofs arder?

You are about to chanage primary zlots order on Basic MBR Hard Disk 1
WMware, YMware Yirtual 5 SCS1 Disk Dev] our computer may nio
lonager boat correctly.

Slat Mo Object type File: Spstermn Wolurne label
] Primary FAT32 MEW VOLUME
1 Primnary Hew Yolume
2 Primnany Lirus Ext3 HEW WOLUME
3 Primnany Linug Swap2 Mo label]
2| 8|
MHarnne: New Yolume [F:)

Wolume label: Mew Yolume

Tatal size: 3EGHE File systern: MTFS
|Jzed space: 38.8 ME Free zpace; 3.6 GE
Start sectar: BEA0192 End zector: 13273087
ez Mo
3. Inthe opened dialog you can see the current enumeration of the primary partitions of the selected hard disk in
the Partition Table. To help you distinguish partitions from one another, the program provides the following
parameters for every partition:
- Slot
- Volume
- Partition type
- File system
- Partition size
- Volume label
There are two buttons on the right to move the selected partition up and down within the primary part of the
Partition Table.
4. The operation will be performed immediately after confirmation.
Task Scheduling

Automation of operations can really help you out when you’ve got to accomplish certain routine operations on a regular

basis as it enables to execute them without your involvement while optimizing your computer’s work-load.

Setting a Timetable

Thanks to the embedded Scheduler, you can set a timetable for execution of any operation. It has two categories for
time settings (these correspond to appropriate items in the Schedule type menu):

Initiating the operation by an event:

- One time only (i.e. the Once item)

- When the system starts (i.e. the At System Startup item)
- When the user logs on (i.e. the At Logon item).

Initiating the operation periodically (i.e. Daily, Weekly, Monthly).
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Please zpecify how and vwhen would vou like to perform the task

Once -

|— S_',JS
Draily

Run thel 'weekly

tonthiy

You need to select one of the variants. Depending on your choice, the scheduler displays a form that enables to set a
timetable.

Plzaze specify how and when would you like to perfarm the task:

v Do not reboot if reboat iz required

[ System shutdown after backup

Start the task orc | 10/09/20135 at [12002M 3

Ewvem 1 3: vieekz)

are v Monday [ Tuesday [ Wednesday [ Thursday
[ Friday [~ Saturday [ Sunday

[~ Do not run the task after: 1040584201 33:

Specify uger name and password.

To run the task in the log-off mode, please specify administering login info by following the
0 appropriate link in the left lower corner of the page.

The Shutdown System on Complete option enables to automatically switch off the
computer on the successful accomplishment of the operation.

Managing Tasks

All scheduled tasks are placed in a separate list, which can be retrieved by clicking the Schedule tab on the Ribbon Panel:

Scheduled Tasks &) B %

Mame Script Mest Bun Time | Last Bun Time | Last Besult | Account
|7 Backup of Local Digk [C] = 3 945162 pel At g: b oy B wE30wentEden

Edit Script

Delete Task
Refresh List

Properties

On every task you can get in-depth information, including:
e The task name

e The full path to the generated script of the task
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e Scheduled time of launch
e Statistics on the last launch
e Scheduled time of the next launch
e Used account information
e Comments to the task

To easily manage tasks, the program enables to arrange them according to a certain characteristic just by clicking on the
required property.

o This feature can be particularly beneficial when the Scheduled Tasks list contains too many
items.

You can also enable/disable, rename, delete, refresh or modify properties of the selected task.

Task Editor

With the Task Editor you can easily modify properties of scheduled tasks. To do that, you should take the following
steps:

1. Select a task on the Scheduled Tasks list.
2. Click the Properties button on the Scheduled Tasks list.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

General lSchedule ]

Program: |I::'\F'mgram Filez'Paragon Softwareprogramscripts. exe
Script: |I::.n"F'mgram Filez/Paragon Software/ soripts/eor_ 23100131 32945163 pel
Edit... Browsze...
Comments: Backup haz been scheduled: 1042342013 5:29:45 AM
[v Enabled

Ok | Apply Cancel

3. Inthe opened dialog window you can see two tabs - General and Schedule. Click the General tab to modify:

e  Full path to the macro-command program-interpreter, which describes the scheduled task;
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e Command line for starting the interpreter (i.e. the task described in macro-language)
e Comments referring to the task
e The option of enabling/disabling the task.
By clicking the Schedule tab you can modify the task timetable.

In order to apply the changes, you need to click the Apply button at the foot of the dialog.

Creating a Scheduled Task

You can set a timetable for execution of any operation. For backup and copy operations the program offers handy
wizards, while all the others can be scheduled with the Save to Scheduler dialog.

To create a scheduled task you should take the following steps:

1. Make sure the virtual mode of execution is enabled;

2. Carry out with the program all operations you need to schedule;

3. Call the Save to Scheduler dialog by clicking its icon on the Virtual Operations Bar;

2% Schedule virtual operations?

Al virtual operationg pou have made will be saved to the scheduler. Mo operations will be

Task name: |Scheduled Task

Fleaze zpecify how and when would wou like to perform the task:

-

v Do not reboot if it is required

[ Shutdoven syzten after carmying out the tazks

Start the task orc | 10/13/20133] at [12008M 3

Ewvery 1 EI: daylz]
[~ Do not run the task after: 10132013 3:

Specify uger name and password.

[ Digcard all operations on close Yes Ma

4. Inthe opened dialog enter the required task name and specify the task timetable;

5. The operation will be performed immediately after confirmation.

o This command is unavailable if there are no operations on the List of Pending Operations.

Scripting

The program actions can also be represented in form of a script. The script describes the appropriate operation with
macro-language commands. There is an interpreter utility - SCRIPTS.exe, which is included in the program installation
package. This utility works in the unattended mode, which enables to automate operations.
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Startup

You have no need to write a script since the program has a convenient interface for such a task. In order to generate a
script on the base of the entered parameters of the required operation, you should take the following steps:

1. Make sure the virtual mode of execution is enabled;

2. Carry out with the program all operations you need to be scripted;

3. Call the Generate Script dialog by clicking its icon on the Virtual Operations Bar.

Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Generate
button to confirm the operation.

oo .
%% Generate script?

Al wirtual operationz vou have made will be written to the zonpt. Mo operations
will be applied.

Pleasze specify a name for the tagk script file;

|scri|:ut_1 41013_055711792 psl

[v Addto Tazk List

Wribe & goript comment here:

¥ Mare options Generate | Mo

e Script file name and location. By default, the program offers to add the script to the Task List with a name
containing its creation date and time. Unmark the Add to Task List checkbox to define an exact location and a
filename for the script file. The default file extension that is reserved for scripting files is .psl, which however can
be modified.

e Add to Task List. By default, the script will be automatically added to corresponding list. If necessary, add a
small comment to it.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page, so you will be
able to define:

Fleaze select zcrpt generation options:

[ Allow toinkeract with the user

Turn thiz option off if pou do ot vwant to get confirmation dialogs when the
zoipt iz being carried out,

v Commit after each operation

Turn thiz option on to enzure the changes will be committed after each
operation,

v Check for emars after each operation

Turn thiz option on to make zonpt inkerpreter to check, the result of each
operation,

[ Uszedizk ID

Turn thiz option on to uze a digk 1D ingtead of an index in the zonpt.

e Interaction with the user. Mark the option to pause the script interpreter during the execution to prompt the
user’s confirmation or other input. Otherwise the program will not stop using default values for parameters if
needed.

e Commit after each operation. Mark the option to commit changes after each operation.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



88

e Check for errors after each operation. Mark the option to insert a special code in script, which checks the status
of the last executed operation and stops the script processing if there are errors of any kind.

e Discard all operations on close. Mark the option to empty the List of Pending Operations after generating the
script.
Result

After the operation is completed you receive a new script file. It is placed into the specified destination, its features
defined in the dialog.

o This command is unavailable if there are no operations on the List of Pending Operations.

To learn more about scripts please consult the Paragon Scripting Language manual.

Extra Functionality

This chapter describes the supplementary functionality available in the program.

View Partition/Hard Disk Properties

The program enables to obtain in-depth information on the properties of hard disks and partitions. Besides the general
information, such as capacity, used space or file system type it provides the possibility to get info on hard disk geometry,
cluster size, exact partition location, etc.

To get properties on a partition/hard disk, please do the following:
1. Choose a partition/hard disk on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Properties...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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I File System Infa ] Advanced
Local Disk {C:)

Yolume label: [Mo label]
File zystem: MTFS
Type:  Frimary
Capacity: 4996 GB
R36.501,813,248 Bytes
1.047.855,104 Sectorz
Used by data: 125 GE [2%]
13,630,279,680 Bytes
26,621 540 Sectors
Free space: 4869 GB [38%]
R22.,871,533.568 Bytes
1,021,233 464 Sectors

Cloze

In the opened dialog information will be grouped according to its properties, thus by clicking tabs you can get
information you need.

Volume Explorer

Volume Explorer is a special tool to browse and export contents of the local mounted/unmounted volumes formatted to
FAT16, FAT32, NTFS, Ext2FS, Ext3FS, Ext4FS, reFS file systems. Besides it enables to access Paragon backups as regular
folders to explorer their contents or to retrieve certain files.

Click the Volume Explorer tab on the Ribbon Panel to open it:
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Name Size Modified |

(=541 Drives

#-[5]Z:¢ - PODL
=B Hard Disks
E-[E] 1. Whware, WMware Vitual § SCSI Disk Device 500 GB

1. Primany NTFS 350 MB
= @2. Prirnary NTFS [C:] 4996 GB
1 $Recycle.Bin 9/3/20131:49:11 PM
[ Documents and Settings 8/22/2013 B:45:52 Ak
] PerfLogs B/22/2013 7. 22:35 AM
[ Program Files T0/22/20013 4:01:15 AM
=1 Program Files [x55] 9/3/2013 1:54:48 P
m 10/22/2013 7:00:32 AM
1 System Yolume Infarmation Expart 102242003 4:00:53 Ak
o Uszers Refresh 94372013 1:48:22 PM
] windows 97372013 3:43:00 Ak
' | boatrngr ATEKE  8/21/2013 9:31:45 PM
| BOOTHE=T 1Bytes  B/A8/2013 4:18:29 AM
| pagefile.sps T1GE  10/22/2013 3:37:45 Ak
- || swapfile.sps 2BEMB  10/22/2013 3:37:46 AM

I'_—'IE 2. WMware, Wiware Vitual 5 SCS51 Disk Device 500 GB
E 3. WMware, Wiware Vitual 5 SCS51 Disk Device 750 GB
E 4 WMware, Wiware Vitual 5 SCS51 Disk Device 120 GB
-2 Virtual Drives

Call a context menu for the selected file/folder by the right mouse click to export it to some other location (local or

network drive, etc.).

W) Select a destination folder for the export operation ?

Lookin: | [F]LocalDik L] =] @l 9 &
; Address: Il::'\

Dizk Drives

MName Date
L:_| E Local O
; | PerfLogs

8/22/201312:80:47 AM

@ | Program Files 101442013 10:45:56 PM
Metwork Places - Users 9/3/2013 3:24:45 PM
- wiindoves 9/3/2013 10:55:03 AM

- (5)DVD Drive (D]
& [5] MEW WOLUME [E:)
[+ E Mew Walume [F:]

ak I Cahicel
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Available operation scenarios:

e Restoring separate files and folders from a backup

o The current version of the program does not enable to access pVHD images and file
archives with Volume Explorer.

File Transfer Wizard

File Transfer Wizard is designed to make such operations as copying of separate files/directories or burning of them to
CD/DVD as easy and convenient as possible. It may be of particular use in case of a system malfunction, caused either by
a virus attack or files corruption, in order to get the system back on track again. Besides it provides access to Paragon
backups as regular folders to browse through their contents or copy required files.

Startup

e Click Tool Button, then select File Transfer Wizard.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the transfer operation:
e Place to look for files/directories. Select a source disk from the pull-down list in the left pane of the page. The

program enables to process both mounted and unmounted (without drive letter assigned) partitions. Besides it
is possible to map a network drive.

Source

| [E] Lacal Disk [C:) x| &

-
Lot
i ]

(51 DVD R Drive (D7) PARAG
El Mew Wolume [E:]
[5] Lacal Disk ()
[5] NEw WOLUME (5]
&) Physical partitions
#, Syatem Reserved, Disk 0, p
w, NEW WOLUME, Disk 2, par
[ Network places
1 Network. | ﬂ

e Object(s) of operation. Choose files/directories you want to copy and place them to Clipboard by pressing the
Add button. To delete a file/directory from the Clipboard, select it in the Clipboard pane and press the Remove
button. You can also create a new folder, rename or irreversibly delete existing files/directories of the left pane
by pressing the appropriate buttons.
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Clipboard Source

M ame Source Path | | [Z] Local Disk (F:) j w K ='_'§
images F:himages'

%

+ |:| Mesa Wolume (E:]
- [Z] Local Disk [F)

+- | System Yolume Information ﬂ

Total data size: 1 GB

o Files/directories deleted from the Clipboard remain intact on source disks.

e Destination to store the object(s). The File Transfer Wizard allows copying data to local or network drives, to
physical partitions (without drive letters assigned), or burning them to CD/DVDs. Choose the way the data will
be stored.

There are several ways the Wizard can store pour data. Please select how would you like to zave the data:

(¥ {Save data to lacal/network drives.|

(" Save data to phyzical partitions.

" Bum the data to CD, DVD or BD.

e Revision of changes. The Transfer Summary page provides structurally divided information on all the actions
made in the wizard. Check the changes and come back to any step of the wizard (if necessary) by following the
required hyperlink.

Fleaze owerview the transfer options, ou can retum to the comesponding page and change the options by clicking on tite
hwiperink.z.

Objects ta transfer

Object(z] zelected: 1

Total data size: 1 GE [1,073.193,272 Bytes)
Tiansfer destination

Destination path: Ch

Space available on destination: 48593 GEB [521.742.041.083 Bytes]

Overwrite existing files: Mo

Result
After the operation is completed the required data will be placed into the specified destination.
Available operation scenarios:

e Copying of data from the corrupted system disk to another hard disk

e Burning of data from the corrupted system disk to CD/DVD

e Copying of data from a backup to the corrupted system partition

e Restoring separate files and folders from a backup

Mount Partition

The program enables to assign or remove drive letters of existing formatted partitions.
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Assign Drive Letter
In order to mount a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Assign Drive Letter...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Specify a drive letter for the selected partition. Initially the program suggests some consistent value for this
parameter. So you may just press the Yes button to confirm the operation.

5 [ i 7
@ Assign a drive letter”

Thiz allows access to the volume by uzing the diive letter azzigned. The azzignment
iz not recommended i the volume containg a file gystem not supported by pour
operating system,

Azzign the following drive letter: -

However you can manually define the required letter by selecting it from the pull-down list of available drive
letters.

4. The operation will be performed immediately after confirmation.

Remove Drive Letter
In order to un-mount a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Remove Drive Letter.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

Modifying drive letter of the system partition will result in inability to boot the operating

[D system.
After having processed partitions with installed software, some programs may not run
properly.

Mount Archive

The program provides the ability to assign a drive letter to a partition backup image. As a result of the operation you will
get a new read-only partition in the system to easily browse through its contents and copy the required information
even with the standard Windows tools.
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Assign Drive Letter
Before you start mounting backup images, please study the following limitations:

e Archives can be mounted at the partition-level only, thus please use the ‘Show partitions’ option to view all
partitions inside backup images;

e Archives will only be mounted for the current session and won’t be available after the system restart;

e Archives containing Windows Storage Spaces are not supported;

e Archives containing ReFS partitions are not supported;

e pVHD archives located on physical (unmounted) partitions or in the backup capsule cannot be mounted;
e pVHD encrypted archives are not supported;

e pVHD LVM/LDM archives are not supported.

In order to mount an archive you should take the following steps:
1. Select a backup image in the Archive Database.

2. Call a context menu for the selected object by the right mouse click, then select Mount the Selected Archive.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Specify a drive letter for the selected backup image. Initially the program suggests some consistent value for this
parameter. So you may just press the Yes button to confirm the operation.

5 [ i 7
@ Assign a drive letter”

Thiz allows access to the volume by uzing the diive letter azzigned. The azzignment
iz not recommended i the volume containg a file gystem not supported by pour
operating system,

Azzign the following drive letter: -

However you can manually define the required letter by selecting it from the pull-down list of available drive
letters.

4. The operation will be performed immediately after confirmation.

It is strongly recommended not to un-mount backup images with Windows Disk Manager
or other third side software.

Remove Drive Letter
In order to un-mount a backup image you should take the following steps:
1. Select a backup image in the Archive Database.

2. Call a context menu for the selected object by the right mouse click, then select Unmount the Selected Archive.
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o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

Test Surface

The program enables to test surface of existing partitions and blocks of free space for bad or unstable sectors. If found
any it automatically marks them unusable in the file system metadata, thus minimizing the risk of data loss.

In order to start the surface test you should take the following steps:
1. Select a partition or a block of free space on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Test Surface...

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. From the pull-down list choose the level of the surface check.

5 7
@ Test surface of volume [(C:)7

Teszting wolume suface allows to find bad blocks and other problems.

Flease select a suface test lewel: {1 E] A

Yes Mo

4. The operation will be performed immediately after confirmation.

Check File System Integrity

The program allows you to check integrity of a file system. It can be used to detect possible file system errors before
performing any operation on a partition.

To start the system integrity check you should take the following steps:
1. Select a partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Check File System Integrity

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



96

@ Check volume (C:) [No label], NTFS for errors?

Pleaze note that check operation needs excluzive access to the volume. You may
be azked to restart your computer to complete the operation.

Check disk options:

[~ Scan for and attempt recovery of bad sechars:

[ Automatically fis file system erors

3. The operation will be performed immediately after confirmation.

Check Archive Integrity

The program provides the ability to check integrity of a backup image. The function allows distinguishing between valid
and corrupted images before using them. The Check Archive Integrity Wizard will help you do that.

Startup
e Click the Backup & Restore tab on the Ribbon Panel, then select Check Archive Integrity.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the operation:
e An archive to verify. The Browse for Archive page enables to find a backup image you need.

By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive Database (if

any).
| [5 Show archives j | B Show 4l j S B B &
Type | Creation D ate | Source Object | Size Archive Size | Flags | Cu:umrr| tounted
E| 10/14/2013 2.20:44 AWM Basic MBR Hard Digk 1 [WMware, Wware Vitual 5 SCSI Disk Dev) 500 GB 18.7 ME = Mo.. 1%
@ 10414/2003 222015 M New Vaolume [F:) 4999 GE . = Mo.. 1%
' 10447201 q - File-lewvel Ar ] 4.2 ME _i -
10414/2003 21819 4M  File-level Archive 4.2 ME = 1
@ 10/9/2001310:26:43 P Local Digk [Z) 4996 GE ) ZI[® Mo. 17
E| 10/9/2003 10:26:07 PM  Basic MBR Hard Digk 1 [WMware, Wware Vitual 5 SCSI Disk Dev) 500 GB . = Mo.. 1%

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like window. The section
below (i.e. Archive File Details) will also display a short description of the selected image.
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Look in: | [Z] Mew valume [E:) j w K =

Marne Size Date ﬂ

S | arc_new 1062013 101435 PM

- || arc_new.pbf 2E45 KB 10M16/201310:14:36 PM

- || arc_new.phi 22MB 10M16/201310:14:36 PM

- || arc_new_0100p.000 EME 1011672013 10:74:24 PM

-~ aarc_new_0700p.pfm 1EKE 1062012 10:14:24 PM

- || arc_new_0101p.000 1.2MB 10M16/201310:14:26 PM

-~ arc_new 0107 p.pfm 1.2KB 1062012 10:14:26 P

- || arc_new_0102p.000 2B8.EME 10A16/2013 1007432 PM
-~ aarc_new 0102p.pfm 41 KB 1062012101431 PM j

Switch to Archive List View
Archive File Detailz

MHarnne: Basic MBR Hard Disk 1 [WMware, YMware Yirtual 5 SC51 Dizk Dev]
Comment; My hdd 1

Type: Internal Hard Disk Drive

Total zsize: 500 GB

File: E:/arc_rewarc_rew. pbf

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

o To know more on the subject, please consult the Viewing Image Properties chapter.

Result

After the operation is completed you can see results of the check.

Check Recovery Discs

You've got the ability to check whether backup media created with the program is 100 percent error-free and ready to
use. The Check Recovery Disc Wizard will help you do that.

Startup

o Click Tool Button, then select Check Recovery Discs...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Startup
The wizard offers the following steps to accomplish the operation:

- CD/DVD drive. Select from the pull-down list of available CD/DVD devices the required drive to use during the
operation.

@ Drive: | NECWMwdar Whiwaare IDE COR10 |

[~ Eject the dizc after check.

- Set whether to eject the disk after the operation is completed or not.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



98
Result

After the operation is completed you can see results of the check.

Edit/View Sectors

With the built-in Edit/View Sectors tool the program enables to view/edit sectors on existing partitions/hard disks
providing the possibility to directly access and modify sectors, save and restore sectors from specified files, navigate
through the system metadata, etc.

In order to edit/view sectors of a hard disk/partition you should take the following steps:
1. Select a hard disk/partition on the Disk Map.

2. Call a context menu for the selected object by the right mouse click, then select Edit/View Sectors.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

@I Edit sectors on Basic MER Hard Disk O (vMware, WMware Virtual S SCSI1 Disk Dev)
Current sector iz 0 of 1,048,575,999.

Flease select sector number: |0 3: EI B | Q- g I @ e
0=z00000000 00000000 33 cO0 8= dO0 be 00 7c 8= c0 8= df be 00 7c bf 00 34 PY. | A Ga
0=z00000000 00000010 06 B9 00 02 fc £3 a4 50 68 1c 06 cb fb B9 04 00 1. usfFh. .
O=z00000000 00000020 bd be 07 820 7= 00 00 7c Ob 0Of 85 0= 01 83 <5 10 ot
O=z00000000 o0ooon3n =2 f1 =d 18 88 56 00 55 -6 46 11 05 =6 46 10 00 afl. V. UEF.
O=z00000000 00000040 b4 41 bb aa 55 cd 13 5d 72 0f 81 fb 55 =a 75 09 “hn2UL L Jr ..
O=z00000000 o0ooonso £7 =1 01 00 74 03 f= 46 10 66 60 BO 7= 10 00 74 =4 .t . pF.f"
O=z00000000 oo00000&e0 26 66 B8 00 00 00 00 66 £f 76 02 &2 00 00 &2 00 Gfh. .. f¥w.
0=z00000000 00000070 %c 68 01 00 68 10 00 B4 42 8a 56 00 8Bb f4 =d 13 |lh. . h.. "B.¥
O=z00000000 00000080 9f 83 c4 10 9= b 14 b8 01 02 bk 00 7c 8a Ge 00 CALEL, e
0=00000000 00000090 8a 76 01 Ba 4= 02 Ba 6= 03 cod 13 66 61 73 1c fe= v, . H..n.T.
O=z00000000 000000A0 4 11 75 0Oc 80 7= 00 80 0Of 84 8a 00 b2 80 =b 84 Hou. .~ ...
0=z00000000 o0ooooBd 55 32 =4 Ba 56 00 =d 13 54 b 9= 81 3= f= 7?d L& uza.v.1.1&.
O=z00000000 00000020 aa 75 Ge ££f 76 00 =8 8d 00 75 17 fa b0 dl =6 64 fynyv.&. 0.
0=z00000000 000000D0 =8 83 00 bBO df =6 60 =8 7c 00 BO ff =6 64 =8 75 & . "Raee&| .
0=z00000000 000000ED 00 fb b8 00 bb cd 1a 66 23 o0 75 3L 66 81 fb G4 L eI f#hu
O=z00000000 o0ooooF0 43 50 41 %5 32 81 £9 02 01 72 2c 66 68 07 bBb 0O CPAu2 . u. .r,
O=z00000000 00000100 00 6e 68 00 02 00 00 66 &2 02 00 OO0 OO0 66 53 66 th. .. fh. .
0=z00000000 00000110 53 66 55 66 68 00 00 00 00 66 68 00 7c 00 OO0 66 SflUfh. .. .fth
O=z00000000 00000120 61 68 00 00 07 cd la S5a 32 f6 ea 00 7c 00 00 cd ah...1.Z288
0=z00000000 00000130 18 a0 BY 07 =b 08 a0 be 07 =b 03 a0 B 07 32 =4 e T.Ee.
O=z00000000 00000140 05 00 07 8b £0 ac 3c 00 74 09 bh 07 00 b4 Os= cd B R QP A
0=z00000000 00000150 10 b £2 f4 b fd 2b =9 =4 64 =b 00 24 02 =0 £8 . EooET+EadE
O=z00000000 oo0000led 24 02 c3 49 62 76 61 6c B9 64 20 70 61 72 74 69 $.&Invalid
0=z00000000 00000170 %4 69 6f 6= 20 74 61 62 6 6L 00 4L 72 72 Bf 72 tion table.
O=z00000000 00000180 20 6c 6f 61 64 69 6= 67 20 6f 70 &5 72 61 74 69 loading op
0=00000000 00000190 6= 67 20 73 79 73 74 65 6d 00 4d 69 73 73 69 6= hg =y=tem. M
O=z00000000 o00001Aa0 67 20 6f 70 65 72 61 74 69 ke 67 20 73 79 73 74 g operating
0=z00000000 000001B0 65 Ad OO OO0 OO0 63 %b 92 72 4c fb 18 00 00 80 20 em. . .cf. rli -

Cloze

[D Careless use of the Edit Sectors function may result in the irreversible data corruption.
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Send Log Files

The program enables to simplify the procedure of sending support requests to the Paragon Support Team. In case of
having difficulties with handling the program, you, with the help of this very function, can address the company support
engineers and provide them with all the information they need such as the disk layout, performed operations, etc. in
order to tackle the encountered problem. Information of that kind is stored in Log files.

In order to send log files to the Paragon Support Team you should take the following steps:
1. Click Tool Button, then select Send Log Files;
2. Provide a customer name and a product serial number;

3. Give a detailed description on the encountered problem.

f -
@ Send log files.
Please enter short dezcription of your problem and zend log files to support,

Custorner M arme:

|Jahin Srrith

Serial Mumber:

|EIEIfde-EEdec-adec-?dafE-23?a2

Content of inguine:

Helpl

Send Cahicel

By clicking the Send button the built-in mail client will generate a template request with attached compressed log files
and then send it to the Paragon Support Team.

Log files do not contain any confidential information on the operating system settings or
the user documents.

o The Send Log Files function is only available when outgoing mail server (SMTP) and the user
e-mail address are properly set. To learn more about it please consult the Settings
Overview chapter.

View Logs

With a handy dialog you can study logs on any operation carried by the program. To make this job as easy as possible, all
the information is structurally divided, besides there is the possibility to see the disk layout before and after an
operation, what is very convenient.

In order to view logs on carried out operations, click Tool Button, then select View Log Files.
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g & | 8§ 7| =

Seszion event Show Source "

- launcher exe
- Started 10/24/201 3 at 7:06: 32 &M,
&% 0plving at 7 4.

+ Operation parameters

“& Mount/Unmount partition, [virtual], succeeded

Start ime: 071431 Type of operation:  Yirtual
Result: Succesded

Show Source

+ Operation parameters

=« Create partition. [committed]. succeeded j
Tatal: 6 operations, 3 virtual and 3 committed '{Il:'
Warning: Thiz zeszion did not finizhed corectly. Mozt probably, the program was abnarmally terminated.
Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Dizl —|| Baszic MBR Hard Dizk 0 [WMware, YMware Yirtual 5 5C51 Disl
I @ 5. I @) Local Disk [C:) I @ 5. I @) Local Disk [C:)
MTFS MTFS MTFS MTFS
Baszic GPT Hard Dizk 1 [WMware, YMware Yirtual 5 5C51 Dish Baszic GPT Hard Dizk 1 [WMware, YMware Yirtual 5 5C51 Dish
I @ 5. I @) (Unallocated) | I @ 5. I @) Mew Yolume [E:) _
MTFS MTFS MTFS
Baszic MBR Hard Dizk 2 [VMware. YMware ¥irtual 5 5C51 Disl Baszic MBR Hard Dizk 2 [VMware. YMware ¥irtual 5 5C51 Disl
. @) [Unallocated) j . @) [Unallocated) I

Typical Scenarios
This chapter lists a number of the most frequently used scenarios that may be accomplished with the program. You can
find here useful recommendations and descriptions of operations.

Backup Scenarios

Creating the Backup Capsule
1. Click the Backup & Restore tab on the Ribbon Panel, then select Manage Capsule.
2. Onthe Wizard's Welcome page, click the Next button.

3. Select a place on the disk where the backup capsule will be created. It can be created as a primary partition or
as a logical drive within an extended partition. It can be inserted into any place on the hard disk: at the end
(preferable), at the beginning or somewhere in the middle between other partitions.
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On this page pou can gelect a hard digk where a backup capszule will be created az well ag the relative position of the capsule on
the hard digk.

éBasic GPT Hard Disk 0 [YMware, YMware Virtual 5 SCSI Disk Dev] ]

I I @ Local Disk [C:)
499.4 GB NTFS

Basic GPT Hard Disk 1 [YMware, YMware Virtual 5 SC51 Disk Dev]

I @ (Unallocated)
499.8 GE

Basic GPT Hard Disk 2 [VMware, YMware Virtual 5 SCS51 Disk Dev]

I @ (Unallocated)
7498 GE

Basic GPT Hard Disk 3 [VMware, YMware Virtual 5 SCS51 Disk Dev]

B & M Inallncatedl j
Uze the buttons to move the marker. Backup capzule will be created where the marker is. <:: E>

By default, the program allows the user to create the backup capsule only as the last

o primary or as the last logical drive within the extended partition. However, by activating
the advance mode on the first page of the wizard you can remove this restriction that in its
turn might result in some boot problems.

4. Activate the bootable recovery environment if needed. With its help you will get the choice to boot directly
from the backup capsule for maintenance or recovery purposes every time you start up the computer.

If you’re attempting to embed our bootable environment to a GPT disk (just our case), you will be prompted to
provide a path to an .ISO image of the WinPE recovery environment, which can be prepared either with
Paragon's Recovery Media Builder or Boot Media Builder, available in the My Account section (www.paragon-
software.com/my-account/). If you have to do with an MBR disk, no preliminary actions are required, as in this

case there will be used a Linux-based image, which is included to the product by default.

(* Allow to start recovery spgtem from backup capaule

Bootable backup capsule on selected GPT hard disk can be bazed on wWinPE RCD only. Pleaze buid WwinPE RCD
[150 file] either with the Boat Media Builder add-on or Recavery Media Builder add-on supplied with your product and
zpecify itz location;

|C: WU gershAdministratorhDesklopidest izo Browse. ..

Time to display the backup capsule startup message: |5 secnndsl EI:

Startup meszage praview:

|F'aragon Backup Capsule

" Do not allovs o gtart recoveny gpstem from backup capsule

Creation of the bootable backup capsule on an MBR disk will result in overwriting MBR,
(D thus in case of having a third side boot manager, it will be removed. To avoid that you can
save the current MBR with the help of the Edit/View Sectors tool.
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The backup capsule can only be bootable if it is located on the bootable device.

5. Preview the resulted hard disk layout and change size of the backup capsule if necessary by moving the
corresponding slider or manually entering the required value. It will be created at the expense of free space of
the selected disk.

Your hard disk before creation of backup capsule:

Basic GPT Hard Dizk 0 [¥Mware, YMware Virtual 5 SC51 Dizk Dev]

I I @ Local Disk (C:)
4934 GB MTFS

Your hard disk after creation of backup capsule:

Baszic GPT Hard Dizk 0 WMware, YMware Yirtual 5 5C51 Dizk Dev)

I I @) Local Disk [C:] ¥ Backup Capsule
M 2553 GB MTFS 2438 GE

Backup capsule - curent gize iz 244.1 GB

in capsule size: 340 MB 4\‘_5 250013 MB EI: EI Max capsule size: 4883 GB

There is no restriction on the size of the backup capsule, merely depending on the available space of the hard
disk and the capacity needed for the backup.

If the wizard cannot find enough free space in one block, it will redistribute free space, joining all free space
blocks together into one united block and moving partitions if necessary. If the total amount of free space is still
not enough, it is possible to split a fragment of space from one of the existing partitions, thus resizing it.

create the backup capsule and automatically boots the system again. The rebooting

ﬂ If the partition is locked and cannot be resized, the wizard makes the system reboot to
mechanism is different for different versions of Windows.

6. Start the operation (by clicking the Next button) or return to correct the settings.

After the operation is completed you can place backup archives into the created backup capsule.

o This operation can also be accomplished with our recovery media.

Backing up a hard disk or partition to the Backup Capsule

To back up an entire hard disk or a separate partition and then place the resulted image into the backup capsule, please
do the following:

1. Create the backup capsule with the Manage Backup Capsule Wizard.
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2. Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.

o There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

3. Onthe Wizard's Welcome page, click the Next button.

4. Onthe What to back up page, select Disk or Partitions to create a sector-based backup of the whole disk

system, or only separate partitions.

Disks or Partitions
: Back up your hard digk or a separate partition

E-rnail
Back up email meszages, accounts and the address book of M5 Outloolk, Dutlook, Express,
and Wwindows b ail

Media Files

Back up your phatoz, videos, muzsic and other media files located in the uzer folder

Docurnents
Back up documents of all major office formats located in the My Documents folder

Cither Files and Folders

Select files and folders to back up

5. On the next page, mark the appropriate option opposite a hard disk’s name or a partition’s name depending on

the chosen task.

Click the check box next to arw hard disk drive or partition you want to back up

M arme Type File: zyztenm
= E My Camputer rdy Computer
= ¥ [E] Basic MBR Hard Disk 0 [WMware, WMware Vitual 5 5C51 Disk Dev] Internal Hard Disk Drive
S| E23 First Hard Disk Track First Track
L[ @Master Boot Record MER
= Frimary NTFS
- | @iLocal Disk (L) Prirnary NTFS
=S El Basic MER Hard Disk 1 MWMware, WMware Vitual 5 SC51 Digk Dev] Internal Hard Disk, Drive
S| E23 First Hard Disk Track First Track
L[ @Master Boot Record MER
- | @iLocal Disk [F:) Prirnary NTFS
=N HEW WOLUME Primnany Lirw Extd
=S El Basic MER Hard Disk. 2 [WMware, WMware Vitual 5 SC51 Digk Dev] Internal Hard Disk, Drive
— [ F25 First Hard Disk Track First Track
¢ W[ [ESIMaster Boot Record MEBR

<

Size L~

B00 GE

0 Bytes

0 Bytes

3B0ME 2E
2803GE ¢

B00 GE

0 Bytes

QBytez I
4936 GB

3BOME £

70 GE

0 Bytes

OButes T
| f

The zize of objects to back up: 280.3 GB
Estimated archive size 48.3 GB

You’ve got the option to modify the default backup settings by marking the appropriate

o checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.
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6. On the Backup Destination page, select the Save data to the Backup Capsule option.

There are geveral ways the Wizard can store your data, Please select how would pou like to save the archive:

(¥ {Save data to the Backup Capsule;

(" Sawve data to local/netwark drives.
" Sawve data to physzical partitions,
(" Sawve data to FTP locations.

" Bum the data to CD, DVD or BD.
7. Edit the archive name if necessary.
Pleaze specify the archive name. Archive name will be used as a sub-folder where backup

data files will be stored.

Archive detailz

Archive name: |alc_091 013135008539
Eztimated archive size: 5 GHE

Space available on backup destination:  10.7 GB

Please take into account values of the parameters Estimated archive size and Space

o available on backup destination - if the archive size exceeds the available space, delete
outdated backups from the Backup Capsule or resize it with the Manage Backup Capsule
Wizard.

8. Add comments to your backup describing its contents.

Please enter & short comment to dezcribe the archive

[

|N|:| comment]
L

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Backing up a hard disk or partition to external media (CD/DVD)

To back up an entire hard disk or a separate partition and then burn the resulted image to CD/DVD, please do the
following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. On the What to back up page, select Disk or Partitions to create a sector-based backup of the whole disk
system, or only separate partitions.
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Disks or Partitions
: Back up your hard dizk or a separate partition

E-rnail
Back up email meszages, accounts and the address book of MS Outlook, Outlook Express,
and Windows b ail

Media Files

Back up your phatoz, videos, muzsic and other media files located in the uzer folder

Docurnents
Back up documents of all major office formats located in the My Documents folder

Cither Files and Folders

Select files and folders to back up

4. On the next page, mark the appropriate option opposite a hard disk’s name or a partition’s name depending on
the chosen task.

Click the check box nest to any hard disk drive or partition you want to back up

Mame Tupe File system | Size L: = |
= =1 by Computer ty Conputer
= |_ El Bazic MER Hard Dizk 0 [WbMware, Yhware Virtual 5 SCSI Disk Dev] Internal Hard Dizk Drive A00 GB
= [ F% First Hard Disk Track First Track 0 Bytes
|_ @Master Boot Record tMER 0 Bytes
- ]....., 5 alC Prrirnary NTFS 350 MB 2E
- ¥ @Lacal Disk () Prirmary NTFS JBO3GE
= |_ El Bazic MER Hard Dizk 1 [Whware, Yhware Virtual 5 SCSI Disk Dev] Internal Hard Dizk Drive A00 GB
= [ F% First Hard Disk Track First Track 0 Bytes
L @Master Boot Record MBR OBptes  —I
- [ @iLocal Disk [F) Primary MTFS 499 GB
|_ MHEW YOLUME Primary Linw Extd I|OME £
= |_ El Bazic MER Hard Dizk 2 [Whware, Yhware Virtual 5 SCSI Disk Dev] Internal Hard Dizk Drive 780 GB
— [ F29 First Hard Disk Track First Track 0 Bytes

L[ ESiMaster Boot Recard MBR |D Butesf
3

«

The zize of objects to back up: 280.3 GB
Estimated archive size 48.3 GB

You’ve got the option to modify the default backup settings by marking the appropriate

o checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

5. On the Backup Destination page, select the Burn the data to CD or DVD option.

There are several ways the Wizard can store vour data. Please select how would you like to zave the archive:

i ESave data to the Backup Capsuls:

" Save data to local/network drives.
(" Save data to physical partitions.
" Save datato FTF locations.

{*" Burr the data to CD, DWD or BD.

6. Select a recordable device on the list of available CD/DVD devices and edit the archive name, if necessary.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



106

Select a recorder to burm archive images o,

Disc types

ol are [DE CDR10 -
5% CD Burner Emulator CD-R/RW
i |5 DD Bumer Emulator DWD+R /R

Archive details

Archive name: |BF'EIE1 o3 [Mo more than 8 symbols and only in Englizh.]

Estimated archive size: 3.1 GB

Please take into account the Estimated archive size value. It can give you a hint about the
number of CD/DVD discs required for the operation.

7. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

P\\_ |Na commend

8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Backing up a hard disk or partition to a network drive
To back up an entire hard disk or a separate partition and then place the resulted image to a network share, please do
the following:
For PBF images
1. Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.
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3. Onthe What to back up page, select Disk or Partitions to create a sector-based backup of the whole disk
system, or only separate partitions.

Disks or Paritions
Back up your hard digk or a separate partition

E-rnail
Back up email meszages, accounts and the address book of M5 Outloolk, Dutlook, Express,
and Windows b ail

Media Files

Back up pour photos, videos, music and other media files located in the uzer folder

Documeants
Back up documents of all major office formats located in the My Documents folder

Cither Files and Folders

Select files and folders to back up

4. On the next page, mark the appropriate option opposite a hard disk’'s name or a partition’s name depending on
the chosen task.

Click the check box next to arw hard disk drive or partition you want to back up

Marme Type File syztem | Size L: =~ |
= E My Camputer rdy Computer
=8 El Basic MER Hard Disk 0 WMware, WMware Vitual 5 SC51 Digk Dev] Internal Hard Disk, Drive R00 GB
S| E23 First Hard Disk Track First Track 0 Byptes
L[ @Master Boot Record MER 0 Bytes
. = i Primary MNTFS 3B0ME 2E
- | @iLocal Disk (L) Primary NTFS 280.3GB
=S El Basic MER Hard Disk 1 MWMware, WMware Vitual 5 SC51 Digk Dev] Internal Hard Disk, Drive R00 GB
S| E23 First Hard Disk Track First Track 0 Byptes
L[ @Master Boot Record MER QBytez I
- | @iLocal Disk [F:) Primary NTFS 4396 GB
=N HEW WOLUME Primnany Lirw Extd J|0ME £
=S El Basic MER Hard Disk. 2 [WMware, WMware Vitual 5 SC51 Digk Dev] Internal Hard Disk, Drive TR0 GB
— [ F25 First Hard Disk Track First Track 0 Byptes
| ¢ W[ [ESIMaster Boot Record MEBR |D Butesf
4 3

The zize of objects to back up: 280.3 GB
Estimated archive size 48.3 GB

You’ve got the option to modify the default backup settings by marking the appropriate

o checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

5. On the Backup Destination page, select the Save data to local/network drives option.

There are several ways the ‘Wizard can store pour data. Please select how would you like to zave the archive:

(" Save data to the Backup Capsule

(* :Save data to local/network dives.:

(" Save data to phyzical partitions.
" Sawve data to FTP locations,

(" Burn the data to CD, DD or BD.
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6. Map a network disk to place your backup image to:

Call the Map Network Drive dialog by clicking the appropriate button;

Select a folder where archive should be placed and specify archive name. drchive name will be uged as a sub-folder where backup data files
will be stored.

Archive location: |C:haee 1010030721 02014 A ¥
— Map Netwark Drive :
M ame Size |Date
-Qj My Computer Femote location mapping
il El _ceal Ly A netwark share: | J

. 1 Metwork

Map to diive letter: |2 -

[~ Make permanent connection

Q. | Cancel

Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;
Define a letter from the pull-down list of available drive letters;

Mark the checkbox to make this connection permanent. Otherwise it will only be available for the current
Windows session;

Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

7. Edit the archive name if necessary.

Please specify the archive name. drchive name will be uged as a sub-folder where backup
data files will be stored,

Archive details

Archive namme: |arc_DS'| 013135006539
Eztimated archive size: 5 GHE

Space available on backup destination:  10.7 GB

Please take into account values of the parameters Estimated archive size and Space
available on backup destination - if the archive size exceeds the available space, another
network drive needs to be selected.

8. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

L=

|Na commend
)

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the

Next button to start the backup process.

For pVHD images

1. Click the New Backup Format tab on the Ribbon Panel, then select Backup to VD.
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o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Select partitions or entire hard disks you’d like to back up by using Shift or Ctrl to select several objects at once.
Click Next to proceed.

Fresz Shift or Chrl to gelect several objects at once.

Basm MBR Hard Disk 0 [\.'Hwale YMware Yirtual 5 SCS1 Disk Dev)

I I I New‘a’n e [E:]
478.4 GB MTFS

Basic GPT Hard Dizk 1 [VMware, YMware Virtual 5 SCS1 Dizk Dev]

I @ (Unallocated)
4339 GE

Basic MBR Hard Disk 2 [VMware, YMware Virtual 5 SCSI Disk Dev]

W [Unallocated]
7499 GE

Basic MBR Hard Disk 3 [VYMware, YMware Virtual 5 SCSI Disk Dev]

I @ (Unallocated)

1139 GE

[~ Change backup gettings
Mote: Thiz option iz recommended for advanced uzers only.

You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

4. Specify location of the resulted pVHD in the ‘Backup destination’ section. If you’d like to save it locally, either
enter a full path to the target folder in the corresponding field or use the Browse button to find it.

Backup destination

Backup location |C: WU gershAdministratorhDeskioph @

Available zpace 10 GB

If you’re going to save the backup image on a network share, or a physical partition (a partition that doesn’t
have a drive letter in the system), click on the Browse button. In the opened dialog you can see several options:
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Lockin: | [5] Local Disk [C:) | W R 2
Jm,
Addrezs: |C:\Users\.&dminislralor'\Desklop\ p=
@ Map MNetwork Drive
Disk D M ame Date -
LIk UIves ¥ || archive_db TO728720T3 70T 76 &M
@ +- || PerfLogs B8/22/2013 B:22:35 AM
5 L Proaran Files 10/22/20013 5:07:15 Ak
Partitions . B4
- | Proaran Files [=86) 9/3/2013 2:54:48 P
= | Users 97372013 2:48:22 PM
— | Adriniztrator 10423520013 6:36: 23 Ak
{ - L kchmviewer 10/23/2013 71213 4M
. Contacts 973,203 24842 PM
10/29/2013 B:45:32 AM
. Documents 973,203 24842 PM
. Downloads 973,203 24842 PM
. Favarites 973,203 24842 PM
LI P QMMM A0 47D Dk

- Select Disk Drives to use a local disk as backup destination;

- Select Partitions to use a physical partition as backup destination;

Click on the Map Network Drive icon to map a network share to use it as backup destination (our case).

5. To map a network share, please do the following:

Remate location mapping

A network, zhare: |k'\sewer2\pool\Network Storage] J

Map to drive letter: |22 -

[~ Make permanent connection

ak LCancel

- Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;

- Define a letter from the pull-down list of available drive letters;

- Mark the checkbox to make this connection permanent. Otherwise it will only be available for the current
Windows session;

- Specify a user name and password to access the selected network share if necessary.

Enter network credentials
Enter your credentials to connect to: server2

| guest |

| .........| :“""1 |

A f
Domain: WE30WENTG4ENM

[] Remember my credentials

Iié::i' Access is denied.

Cancel

e Click OK when ready.
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6. Edit the default archive name and description in the ‘Archive details’ section if necessary. Click Next to proceed.

Image details

Backup name |Backup_HDDEl_2El1 029 0713

Backup description |Backup_image_20131029_0713 ™

7. Click Finish to complete the wizard, then apply the pending changes.

o This operation can also be accomplished with our recovery media.

Backing up files to an FTP/SFTP server

With our program you can protect the entire system, separate partitions, or particular files by backing up directly to
online storages located on FTP or SFTP servers. Please note however, that due to certain limitations of the network
bandwidth, the use of FTP/SFTP locations for storing many GBs of data (OS together with all on-disk data) isn’t the best
choice, but it’s great for personal data, like your documents, email databases, photos, etc.

So let’s see how to back up all office documents of the My Documents folder to an SFTP server:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, select Documents to protect all office documents inside the My Documents
folder.

Disks or Fartitions
Back up your hard dizk or a separate partition

E-rnail
Back up email meszages, accounts and the address book of MS Outlook, Outlook Express,
and Windows b ail

Media Files

Back up your phatoz, videos, muzsic and other media files located in the uzer folder

Docurnents
Back up documents of all major office formatsh{:ated it the My Documents folder

Cither Files and Folders

Select files and folders to back up

4. On the next page, choose FTP Servers as backup storage.
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Look in: [[5] Local Disk T ] B R E
[F] Local Disk () -
Name | 5] Local Disk [F:) Date

E L El Mew Wolume [G:]
. El El pool [Maerver?] [v:]
El El pool [Vaerver?] [£1]
e &) Physical partitions
w, Spstem Reserved, Disk 0. partition 1 [Primary, MTFS)
1 Metwork places

1 Netwark,

Archive name: |arc_1 01013094249110

5. Click on the Create an FPT Location button to set up parameters for the required SFTP location.

Select a folder where archive should be placed and specify archive name. drchive name will be uged as a sub-folder where backup data files
will be stored.

Archive lazation: |ft|:li.-".-" @ @@ :ss?f’ o %@

b W
L
o & ?

Create FTR/SFTP location

[ Usze SFTP connection

Size | Date

Address:

idrive.strato.cnmx’ﬂ Fort; |21

[ Anonymouz login [ Usze Active Mode

s

Logir;

]

Fazzword: [v Save pazsword

Mame: |STRATO HiDrive

Connect | Cancel

- Use SFTP connection. Mark the option to connect to the desired SFTP server;

Archive detailz

- Address. Type in its address;
- Port. Specify the required port (22 by default);

- Anonymous login. Mark the option to set up anonymous connection. Typical username for this type of login is
“anonymous”;

- Allow Open SSH key-based authentication. If your SFTP provider requires this type of authentication, mark the
option to specify public and private keys and a passphrase;

Public key file: | Browse

Frivate key file; | Browse

Pazsphraze: |

- Login. Enter a login;
- Password. Enter a password. Click Remember password to save it next time you back up to this location;

- Name. By default, the program uses the provided address as the connection name, which can be modified
however.
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o You need to check out yourself Windows Firewall or programs of this kind let our program
work with the required port (21 for FTP and 22 for SFTP by default).

6. When ready, click the Connect button to check out you’ve got access to the provided location. If yes, you'll get a
new item on the list named after this location. By clicking the + icon you can browse it to specify a more exact
location for your backup. At this stage you can also edit the default archive name if necessary.

.

Archive location; |flp:a"a’master.palagon-soﬂware.comf!paragnm’ . \_vZ‘ @ B ¥

M ame Size | Date |~
=5 :,}STH.&TD HiDrivelmazter. paragon-zoftware, com)

2china

Zrwvidia
AST_Press
Biglobe

Carbonite

Cizco

Continuum
dialogic

Drofa
Focalbeo 34103

FR hd

Archive detailz

O ] o O O O OO O O B = e

Archive name: |arc:_1 110131 20862346

7. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

L=
o | Mo comment

8. To prevent unauthorized access to your personal data, we strongly recommend you to password protect your
backup.

[ Pratect archive with pazswaord

Please enter a pazzword...

Password: |
EMU

Canfirm password: |

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Backing up a dual boot Mac to an external USB drive

To back up a dual boot Mac (Mac OS X and Windows XP/Vista/7/8) and then place the resulted image to an external
USB drive, please do the following:

1. Start up the computer from our Linux/DOS recovery media.
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Please use Recovery Media Builder or Boot Media Builder to prepare Paragon's recovery

environments on CD/DVD, flash, or in an ISO-image. You can get these utilities here:
o www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set

up to boot from CD/USB first.

2. Connect an external USB drive to the computer.

3. Restart the computer. It will be automatically started up into the Linux recovery environment (Normal Mode),

since it’s the only mode that provides support for Mac computers.

4. Inthe Linux launch menu select Backup & Recovery.

5. Launch the Backup Wizard by selecting in the Main Menu of the program: Wizards > Backup Wizard.

Partition Help

Copy Hard Disk

One Button Copy Wizand

Backup Wizard %
Restore Wizand

Simple Backup/Restore

Backup to VD Wizard
Incremental Backup to VD Wizard
Restore from VD Wizard

Undelete Partitions
Wipe Wizand

Express Resize Wizand
Split Partition Wizard

File Transfer Wizand
DiskO Boot Corrector 0GE
Password Cleaner
e |Type ree Vaolume lak
rd Disk 0 (Siz Registry editor

Primary Netwaork Configurator B3.1 MB  System Ri

Primary | |nstall Windows OS utility 39GB  [Molabel

6. On the Wizard's Welcome page, click the Next button.

7. On the What to back up page, select your Mac hard disk.

Basic Hard Disk0D v | Model Vivware Virtual, Size 500 GB

M Volume Type File System Size Used Free Volume label Active |Hidden
| Basic Hard DiskO (Size 500 GB) |, |
o * Primary MNTFS b 350 MB 257 MB 931 ME  System Resen Yes Yes

1 * Primary MNTFS 500 GB 605 GBE 439 GB [Mo label] Mo Mo

8. On the Backup Destination page, select the Save data to any local drive or a network share option.
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Please select howwould you like to save the archive:

®) Save datato any local drives or a network share
Choose this option if youwant to save your data to local
mounted or physical parition, to USE or FireWare external
drives and to a mounted network share. Youwill be prompted
to choose a location youwant to save the archive to.

() Burn data to CDIDVDIBD

Choose this option if youwant the Wizard to burn the
archive to CD/DVDIBD. Youwill be prompted to choose a
drive.

9. Select an external USB drive as a backup destination.

Look in: *\ (NTFS, 0 on Disk 1) (UFSD disk)

) arc_091013125156055
) Documents and Settings
) PerfLogs

[ Program Files

[ Program Files (x86)

[h ProgramData

[ System Volume Information
[h Users

) Windows

Rename (F&) MNew folder (F7) Delete (F&)

File name: Img_D0 . phf Save

File type: Archive files (* pbf) Cancel

< Back Mext = Cancel

10. Edit the archive name if necessary.

Backup destination

Archive name:
(HDD1/Part0)img_0_1.phf

Space available on destination: 490 GB

Approximate archive size: 52.8 GB

Please take into account values of the parameters Estimated archive size and Space
o available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

11. Add comments to your backup describing its contents.

Archive text comment

Please enter backup comments to describe the archive:

Archive Img_0_1 pbf, created: 2013.10.10 05:23:24

12. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.
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o This operation can also be accomplished under Windows.

Backing up files to a local mounted /unmounted (without drive letter assigned) partition

To back up required files or folders and then place the resulted image to a local mounted/unmounted drive, please do
the following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Smart Backup.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, first take a look at the ready-made backup templates. If none of the options
meets you needs (just our case), then select Other Files and Folders to create a file-based backup of certain
data.

Disks or Partitions
Back up vour kard dizk or a zeparate partition

E-rnail
Back up emaill mezzages, accountz and the address book of M5 Outlook, Outlook, Express,
and Windows Mail

Media Files

Back up your phatoz, videos, music and other media files located in the uzer folder

Documents
Back up documents of all major office farmats located in the My Documents folder

Ither Files and Folders

Select files and folders to back up

4. On the What folders and files to back up page you can see a list of all partitions (both mounted and unmounted)
available in the system. Mark a checkbox opposite a file, folder or even a whole partition to build up contents of
the future backup image.
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M ame Size

arc_091013140825801
arc_101013053218496
arc_101013061434390
arc_101013062903344
arc_101013091536750
arc_1010130917162580
PerflLogs
Frogram Files
Frogram Files [#86)
FrogramD ata
Syztem Yolume [nformation
Users

: [ 1 Administratar

=9 Default

+ [ | AppData

- Degklop

F;w . Dacuments

Downloads

e et

[
[ Favorites
+-[ | Links
[ Muzic
[ Fictures

5. On the Backup Destination page, select a local mounted/unmounted (without drive letter assigned) disk as a

backup destination.

Lack in: | [Z] Local Disk [C:)

1049/2013 7:02:29 AM
10/9/2013 10:32:29 PM
10/3/201311:14:51 PM
10/3/201311:5311 PM
10A10/2013 215:43 AM
10A10/2013 21749 AM
8/22/2013 82235 AM
10492013 5:50:43 AM
10/3/201311:01:16 PM
10/3/201311:01:18 PM
10/9/2013 B:17:05 AM
9432013 2:48:22 PM
10/9/2013 10:26:37 PM
8/22/20131211:25 PM
8/22/2013 8:36:30 AM
8/22/2013 8:36:30 AM
8/22/2013 74552 AM
8/22/2013 8:36:30 AM
8/22/2013 8:36:30 AM
8/22/2013 8:36:30 AM
8/22/2013 8:36:30 AM
8/22/2013 8:36:30 AM

hd

MHame

=1- [Z] Local Disk [T

- | arc_091013125156058
arc_091013131555760
arc_(091013133756622
arc_091013140817551
arc_091013140825801
arc_101013053218496
arc_101013061434330
arc_101013062903344
arc_101013091536750
arc_101013091716250
PerfLogs

Proaran Files

Proaran Files [=86)
Uzers

SOy O OO o Ny O OO OO N o OO N O OO O

+- | Windows

+- [Z] Local Disk [F]

+ D Mewst Yalurme [G:]
+ D pool [Vaerver?] [v:]

6. Edit the archive name if necessary.

Archive name: |arc_'| 0101:3093650000

7. Specify include masks. The program includes a lot of ready-made filters to effectively control contents of your

backup images.
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10/9/201311:17:27 PM
10/9/2013 11:22:08 PM
104942013 6:38:02 AM
10/9/2013 11:08:51 PM
10/9/2013 7:08:29 AM
10/9/2013 10:32:29 PM
10/9/2013 11:14:51 PM
10/9/201311:53:11 PM
1041042013 215:43 AM
101042013 217:493 AM
8/22/2013 §:22:35 AM
10/9/2013 5:50:43 AM
10/9/201311:01:16 PM
94372013 2:43: 22 PM

10/9/201311:01:23 PM

hd
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Include masks manage filez and folders that will be added to the archive,
If include mask is specified, all the files that do not conform o the magk will be omitted and will not get
inta the archive,

" iDa not use include masks [al files will be included into the archive);

* Use include masks

- " Readable files [44 filters]

Add filker Hename category  Delete category

.chm Delete filker
* htm [Delete filker
*mht Delete filker
* html Delete filker
*pdf  Delete filker
*txt  Delete filker
*hlp Delete filker
otk Delete filker
*doc Delete filker
* docx Delete filker
*xls  Delete filker
* wlex Delete filker
*wri Delete filker
*ppt Delete filker

* ppta Delete filker j
Add category..

You can also create your own filter by clicking the Add category... button.

it ]

£ Create new category 6
Mame; |
Filter: | Browse
Description: |

i ou can uze wildoards * and 7 to specify the mazk,

ak. | Cancel ‘

e Name. Give to the filter any name you like, but try to use an informative one;

e Filter. Press the Browse button to select files or folders you would like to be included or specify a filter
mask by using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite
its name you can choose whether to use it or not.

[D By setting an include mask, you automatically ignore files that do not match to it, thus they
won’t be added to the backup image.

8. Specify exclude masks. The program includes a lot of ready-made filters to effectively control contents of your
backup images.
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Exclude magks manage files and folders that will be excluded from archive.
Specify exclude masks:

-1 I Executable & Installations (8 filters]
Add filter Hename category  Delete categor

=“dll Delete filker
* exe Delete fiter
* ocx Delete filker
* wxd Delete filter
* cab Delete filker
*mgi [elete filter
* mep Delete filter
* drv Delete filter

=N Auxiliary files [18 filters] e

Add filter Hename category  Delete categor

*bak Delete filter
“old Delete filter
“tmp Delete filter
*_temp Delete filter

cenr Delete filker J
- -

= r T

9. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

L=

|Na commend
\

10. To prevent unauthorized access to your personal data, we strongly recommend you to password protect your
backup.

[ Pratect archive with pazswaord

Please enter a pazzword...

Password: |
EMU

Canfirm password: |

11. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Creating a differential to a full partition backup

To update an image of the selected partition, please do the following:
1. Click the Backup & Restore tab on the Ribbon Panel, then select Differential Backup.
2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe Browse for Archive page, specify the required full (base) partition archive:
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e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive

Database (if any).

| Show al = & B B

| Type | Creation D ate | Source Object | Size Archive Size o

ﬁ 10/9/201311:25:07 PM  Local Disk [C:] 477.7 GE 26,7 GE
10/9/201311:2219PM  File-level Archive 24 KB 385 Bytes
10/9/2013 111738 PM File-level Archive BES.5KE 49KB
10/9/2003 111518 PM File-level Archive 2925 MB 165.5 ME

10/3/201311:09:.02 PM
<

File-level Archive

Switch to File Yiew
Archive File Details
Marme;

Comment:

Wolume label:
File syztem;

Usged space;

File:

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.

24 kB 339 Bytez -
| »

Local Dizk [C:)

[Mo comment is available]

[Ma label]
MTFS Total gize: 4777 GE
32 GB Free space; 4456 GB

C:4.Aarc_101013062303344. pbf

Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The

section below (i.e. Archive File Details) will also display a short description of the selected image.

Look i | [2] Local Disk [C)

x| R 2

MName
: + J arc_101013061434390
— J arc_101013062903344

+ -~ PerflLogs

Date ﬂ
10/9/2013 11:14:51 PM
10/9/2013 11:53:11 PM

26.7 GB 10/9/201311:5313 PM ~—d

B/22/2M3 82235 M ¥ |

Size

Files of tppe: | Archive files
Switch to Archive List Wiew

Archive File Details

Marme;

Comment:

File syztem;

File:

Used space; 22 GE

Il

Local Dizk [C:)

[Mo comment is available]

Yolume label: [Mo label]

MTFS 4777 GB
Free space; 4456 GB

C:4.Aarc_101013062303344. pbf

Total gize:

o To know more on the subject, please consult the Viewing Image Properties chapter.
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4. The Archive Content page displays detailed information about the contents of the archive. It includes a full
description of properties about the partition. In addition, there is the possibility to modify backup settings. To
activate the advance mode, you need to mark the appropriate option at the foot of the page.

Archive Content

Twpe | File system | Size

Frimary MTFS

Archive Details

MHame: Local Disk [C:]

Wolurne label: [Mo label]

File gysterm;  MTFS Total size; 4777 GB
Jezed zpace; 32 GE Free space; 4456 GB

[ Chanage backup settings

5. On the Backup Destination page, select where you want to place your backup image.

There are several wayps the Wizard can store pour data, Pleaze select how would you like to
zave the archive;

{* Save data to the Backup Capsule

(" {Save data to local/network. drives. |

(" Save data to phpgical partitions.
(" Save data to FTP locations.

™ Bum the data to CD, DD or BD.

6. Edit the archive name if necessary.

Please specify the archive name. drchive name will be uged as a sub-folder where backup
data files will be stored,

Archive details

Archive namme: |arc_DS'| 013135006539
Eztimated archive size: 5 GHE

Space available on backup destination:  10.7 GB

available on backup destination - if the archive size exceeds the available space, another

o Please take into account values of the parameters Estimated archive size and Space
drive needs to be selected.

7. Add comments to your backup describing its contents;

Please enter a short comment to describe the archive

L=
o | Mo comment
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8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive a differential backup of the selected partition. It is placed into the specified
destination (a local or network disk, the Backup Capsule or a CD/DVD disc), its features defined by the wizard.

o This operation can also be accomplished with our recovery media.

Creating a sector increment to pVHD

You’re allowed to do several incremental chains based on one base pVHD. To update a pVHD backup image, please do
the following:

1. Click the New Backup Format tab on the Ribbon Panel, then select Incremental Backup to VD.
2. Onthe Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required full (base) partition archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any). Please note that only sector-based images of the new type (with a .pfi index file) are
available to work with.

Specify a base image ta da an increment far

| & Show al = & B B

Source Object Archive Size

WD Cantainer 500 GEB

Type

Switch b File Wiew

Archive File Detailz

Marme: Backup HDDO 20031029 0713

Comment; Backup_image 20131029 0713

File: Z:/Backup_HDDO_20131029_0713/Backup_HDDO_20131029_0713.pfi
Type: Full %D Container

Farent: Mo

Creation date; 10/29/2013 80257 &M

Yiew archive detailed stiucture
To contitue, click Next

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.
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e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image. Please
note that only sector-based images of the new type (with a .pfi index file) are available to work with.

Specify a baze image to do an increment for

Look in: |E| Metwiork Storage [Maerver2vpoal] [£:] j o % :.T_S.

Hame Size | Date ﬂ
+- [Z] Mew Walume [E:]
=3 E Metwaork, Storage [Mweerver2ipool] [£:]
- | Backup HDDO_20131029_0713 10/29/2013 B:02:58 A
ackup HDDO_ 0713.pfi 48 KB 10/25/2013 B:02:58 AM -

Filez of wpe: |VD Container files j

Switch to Archive List View
Archive File Details

MHame: Backup HDODO 20131029 0713

Comment; Backup_image 20131023 0713

File: Z:/Backup_HDDO_20131029_0713/8 ackup_ HDDO_20031029_0713.pfi
Tupe: Full ¥T Container

Parent: Mo

Creation date: 10/25/2003 8:02:57 AM

Wiew archive detailed structure

o To know more on the subject, please consult the Viewing Image Properties chapter.

Our product enables to create several incremental chains based on one base pVHD, provided each chain
contains changed data of a particular backup object(s). This option allows much flexibility in managing backup
contents. In the wizard incremental chains will be automatically associated with their base image.

YWirual drives archive map

Pleaze specify either the base image or the latest increment of the required incremental chain.

Hame

:jIBase Image
— :jllncrement 1
P :jllncrement 2

Archive File Details

Mame: Increment 3

Comment: Increment 3

File: Z:/Backup_HDDO_20131029_07134inc_1_0_3/inc_3.pfi

Tupe: Incremental WD Contairer

Parent: Z:/Backup_HDDO_20131029_0713/8 ackup_ HDDO_20031029_0713.pfi

Creation date: 10/25/2003 8:18:16 AM
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4. The Archive Content page displays detailed information about the contents of the archive.

Specify backup objects [partitions ar entire hard disks)

Mame Type File gystem | Size Uszed
= :jBackup_HDDD_2D1 0290713 WD Archive 11.5 GB [12,362 862 592 Bytes]
3. [ [Z] Basic MBR Hard Disk 0. “irtual Hard Disk Drive 500 GB
|_ @System Rezerved Primary MTFS B0 MB 2663 ME
e Primary MTFS 21.2GB  105GB
@Ne lunne Primary MTFS 478.4 GE 490GE
Archive Details
Marme; Local Disk

Yolume label: [Mo label]

File syztem;  MTFS Total size; 21.2 0GB
Usged space; 105 GE Free space; 10.E GE
To specify increment properties, click Mext D ata gize to back up: 21.2 GB

o Advanced backup settings are unavailable for this type of backup.

5. Edit the default description to the created incremental image if necessary. Specify the required method of
acquiring information on changed data:

Incremental Imadge Properties

Cormment: |Increment 1

Diff compare method: | Compare metadata ﬂ

Compare metadata \b
Compare all data
Compare changed data

e Compare metadata (default). At first file system metadata on each source and backup volume will be
analyzed. As a result there will be built pairs of directory trees. If having to do with NTFS, directory trees will
be built directly on MFT, skipping the file system analysis. Next action will be comparison of file attributes
(e.g. creation/modification date) inside directory trees of the source and backup volumes to:

- Copy allfile clusters with changed attributes;
- Copy allfile clusters with changed location of cluster chains;
- Copy all clusters of new files;

- Copy all sectors with metadata, for instance all copies of directories and MFT for NTFS. Depending
on a file system and its occupation, a full metadata copy can take up to several hundreds of
megabytes.

This method is the fastest of all three, but increments will also be the largest.
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Compare all data. At first there will be created a list of all occupied cluster chains. After comparison with
the backup contents, all changed clusters will be copied. This method is slower, but more space saving than
the first one. Please note however that if an increment has been done after defragmentation, plenty of
redundant data might fall into it, as during the defragmentation process data is being moved, but not
changed.

Compare changed data. It's a combination of the mentioned above methods. After detection of
new/changed files, there will be created a list of clusters to copy. During the copying, clusters on source and
backup volumes will be compared in order to copy only changed clusters and clusters of new files, as well as
clusters of changed file system metadata (not all metadata). This method is the slowest of all three, but it
can guarantee increments will only contain changed/new data.

6. Click Finish to complete the wizard, then apply the pending changes.

After the operation is completed you receive an incremental update to the selected pVHD backup image, placed next to

the base image.

o This operation can also be accomplished with our recovery media.

Creating a sector increment to a full partition backup

Before you start, please take into account the following issues:

You should have a full backup of the new type (with a .pfi index file). Any of our flagship products since Hard
Disk Manager 12 supports this functionality;

Increments can only be created for full archives stored on a local mounted drive or a network share;
Increments will be stored together with the corresponding full archive;

Increments cannot be created for archives of entire GPT disks;

Increments can only be restored under Windows (if no restart is needed) or WinPE;

Increments can only be used with our software;

Increment cannot be encrypted, compressed, or splitted;

Increments cannot be browsed in Volume Explorer.

o To know more on the subject, please consult the Basic Concepts section.

To update an image of the selected partition, please do the following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Incremental Backup.

2. Onthe Wizard's Welcome page, click the Next button.

3. On the Browse for Archive page, specify the required full (base) partition archive:

By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any). Please note that only sector-based images of the new type (with a .pfi index file) are
available to work with.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



126

I@Show partitions j \’I-? He %

Tupe I Creation Date  ° I Source Object I Size Archive Size I Flags I EDI [
10/9/2013 7:08:28 &AM NEw WOLUME 350 MB 1.8 4B = 1

@ 10/9/2013 7:08:20 AM  Local Disk 3 MB 30.8KB = 1
10/9/2013 B:38:00 AM - New Walurne (E:) 10.9GB 47 B = 1

942013 61613 AM  Local Disk [C:) 477 7 GB 2GR i 1

@ 10/9/2013 5:52:57 AW Local Disk (C:) 4936 GB 5.1GE —ie 1
< | i

Switch to File Wiew

— &rchive File Details
MHame: Local Disk [C:]

Carnrnent: [Mo comment iz available]

Wolurne label: [Mo label]

File gysterm;  MTFS Total size; 4777 GB
Jzed zpace; 15.9GB Free space; 461.7 GB
File: C:darc_091013131559760/arc_091013131553760.pfi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image. Please
note that only sector-based images of the new type (with a .pfi index file) are available to work with.
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Look ir: I_ﬁpooll\'\seweﬂ][‘f:] j @ % i
Mame |Size |Date |i|

- (2] Local Disk (C:]
- (2)DVD Drive (D]
EI ﬁ pool Mserver2] )

- Audio IE2013 4:23:25 AW
- ! 4MB/201312:29:46 AM
£l | 1Backup Storage 10M0/201312:52:24 &AM

Larc_091013125156058 10A10/2013 12:51:36 AM
Larc_091013133756622 10M10/2013 12:52:27 &AM
| =rc_0310 B i 5YE KB 10/9/2013 B:38:02 AM LI

Filez of twpe: | drchive files ;I
Switch to Archive List View
— Archive File Detailz

M ame: Local Dizk
Comment; [Mo comment iz available]

Wolume label [Mo label]

File spsterm:  MTFS Total zize: 109 GE
Jzed zpace: 39 MEB Free zpace: 10.9 GE
File: o ABackup Storagesanc 0910131 33706622 arc_ 097107031 33786622 pfi

o To know more on the subject, please consult the Viewing Image Properties chapter.

4. The Archive Content page displays detailed information about the contents of the archive.

Archive Content

MHame File spstem

Primary MTFS

10.9 GE

—archive Details

Mame: Local Disk

Wolurne label: [Mo label]

File gysterm;  MTFS Total size: 103 GE
Jzed zpace; 39 MB Free space; 109 GE
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o Advanced backup settings are unavailable for sector-based increments due to the usage of
the new image container (.pVHD).

5. Add comments to your backup describing its contents;

Please enter a short comment to describe the archive

L=

|Na commend
\

6. Onthe Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive an incremental update to the selected pVHD backup image, placed next to
the base image.

o This operation can also be accomplished with the WinPE recovery media.

Creating a file increment to a full partition backup

To update only files you need since the last full partition backup, please do the following:
1. Click the Backup & Restore tab on the Ribbon Panel, then select Create File Complement.
2. Onthe Wizard's Welcome page, click the Next button.
3. On the Browse for Archive page, specify the required full (base) partition archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

Type | Creation D ate | Source Object | Size |Archive Size | Flags | E0| be

10/9/2003 7.08:28 & NEW WVOLUME 350 MB 1.8 ME = 1
@ 10/9/2003 7:08:20 A Local Disk 9 MB 30.8KE = 1
@ 10/9/20703 B:38:00 A New Vaolume [E:] 10.9GE 4.7 ME = 1
@ 10/9/2003 B16: 13 AM  Local Disk [IZ) 4777 GE R2GE = 1
@ 10/9/2003 55257 Ak Local Digk [Z] 4356 GE 51 GB = -1 1
< | i

Switch to File Wiew
Archive File Details

MHame: Local Disk [C:]
Carnrnent: [Mo comment iz available]

Wolurne label: [Mo label]

File gysterm;  MTFS Total sizer 4777 GE
Jzed zpace; 15.9GB Free space; 461.7 GB
File: C:darc_091013131559760/arc_091013131553760.pfi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.
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section below (i.e. Archive File Details) will also display a short description of the selected image.

Look in: [[5] Local Disk T ] B R E
Mame Size Date S
= [Z] Local Disk [C:)
| | arc_091013125156058 10/3/2013 55257 A
+- | arc_091013131559760 10/9/2013 B:2251 &M
' 10/3/2013 6:38:02 AM

— - arc_091013133756622

|| are_ 091013133756622.pf
=re N1 M3 IATRERTD rfen

Switch to Archive List Wiew

Archive File Details

M arme:
Comment:

Yolume label: Mew Yolume

Mew Yolume [E:]

[Mo comment iz available]

47 MB 10/3/2013 5:353:02 &M

576 KB 10/3/2013 6:35:02 AM
1TEKR 10907012 63007 Akd j

File systemn:  MTFS Total zize: 109 GE
Uzed space: 33 MB Free zpace: 10.9 GE
File: C:/arc_09100 31 33706622/ arc_09101 31 33756622, pbf

o To know more on the subject, please consult the Viewing Image Properties chapter.

4. Onthe What folders and files to back up page you can see contents of the selected partition archive. Mark a

checkbox opposite a file or folder to build up contents of the future incremental image.

Click. the check box nest to any file or folder you vwant to back up

M ame

,arc_091013140825801
arc_101013053218496
arc_1010130671434350
,arc_1010713062303344
arc_101013091536750
care_ 101013091 716250
. PerfLogs

. Proagrani Files

. Proagran Files [#86)

. ProgramD ata

. System Valurme [nfarmation

<

 Uszers
: |_ | Adminiztrataor
=8 |_ | Default

N

 AppData

#-[ | Desktop

|_ . Downloads
- L Favorites
f- [ | Lirks
- |_ | Muzic

|_ . Pictures

5. Specify include masks. The program includes a lot of ready-made filters to effectively control contents of your

backup images.
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Size

Date ﬂ

1049/2013 7:02:29 AM
10/9/2013 10:32:29 PM
10/9/2013 11:14:51 PM
10/9/201311:53:11 PM
1041042013 215:43 AM
101042013 217:493 AM
8/22/2013 §:22:35 AM
10/9/2013 5:50:43 AM
10/9/201311:01:16 PM
10/9/201311:01:18 PM
10/9/2013 B:17:05 AM
94372013 2:43: 22 PM
10/9/2013 102637 PW
B/22/20131211: 25 PM
8/22/2013 §:36:30 AM
8/22/2013 §:36:30 AM
8/22/2013 7:45:52 AM
8/22/2013 §:36:30 AM
8/22/2013 §:36:30 AM
8/22/2013 §:36:30 AM
8/22/2013 §:36:30 AM
8/22/2013 §:36:30 AM j
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Include masks manage filez and folders that will be added to the archive,
If include mask is specified, all the files that do not conform o the magk will be omitted and will not get
inta the archive,

" iDa not use include masks [al files will be included into the archive);

* Use include masks

- " Readable files [44 filters]

Add filker Hename category  Delete category

.chm Delete filker
* htm [Delete filker
*mht Delete filker
* html Delete filker
*pdf  Delete filker
*txt  Delete filker
*hlp Delete filker
otk Delete filker
*doc Delete filker
* docx Delete filker
*xls  Delete filker
* wlex Delete filker
*wri Delete filker
*ppt Delete filker

* ppta Delete filker j
Add category..

You can also create your own filter by clicking the Add category... button.

it ]

£ Create new category 6
Mame; |
Filter: | Browse
Description: |

i ou can uze wildoards * and 7 to specify the mazk,

ak. | Cancel ‘

e Name. Give to the filter any name you like, but try to use an informative one;

e Filter. Press the Browse button to select files or folders you would like to be included or specify a filter mask
by using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite
its name you can choose whether to use it or not.

[D By setting an include mask, you automatically ignore files that do not match to it, thus they
won’t be added to the backup image.

6. Specify exclude masks. The program includes a lot of ready-made filters to effectively control contents of your
backup images.

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



131

Exclude magks manage files and folders that will be excluded from archive.
Specify exclude masks:

-1 I Executable & Installations (8 filters]
Add filter Hename category  Delete categor

=“dll Delete filker
* exe Delete fiter
* ocx Delete filker
* wxd Delete filter
* cab Delete filker
*mgi [elete filter
* mep Delete filter
* drv Delete filter

=N Auxiliary files [18 filters] e

Add filter Hename category  Delete categor

*bak Delete filter
“old Delete filter
“tmp Delete filter
*_temp Delete filter

cenr Delete filker J
- -

= r T

7. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

L=

|Na commend
\

8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive an incremental backup of the selected partition archive containing
information specified in the wizard. It is placed into the same destination as the base image.

o This operation can also be accomplished with our recovery media.

Creating an increment to a full file backup

To update a file backup, please do the following:
1. Click the Backup & Restore tab on the Ribbon Panel, then select Create Incremental File Archive.
2. Onthe Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required full (base) file archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).
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S B
Type | Creation Date Source Object | Size | Flags | Comment [
4 10/9/201311:03:02 PM  File-level Archive 24 KB = 1
4 10/9/201311:15:18 PM File-level Archive 2935 MB = 1
File ive 24K i 1
= T

10/9/2013 111738 PM - File-level Archive 5835KE g

4| i
Switch to File Yiew

Archive File Details
Total size: 24 KB [24 576 Bytes] Backup date: 10/9/2013 11:22:19 PM

Archive zize; 389 Bytes
Cormrngnt: [Mo comment is available]

File: C:/arc_ 0910131869760/ /archive. pfi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Lack in: | [Z] Local Disk [C:) - @R 2
M ame Size Date -
- [5] Local Disk [C)
+- | arc_091013125156058 10/9/201311:17.27 PM
=+ | arc_091013131559760 10/9/2013 11:22:08 PM

- L arc_101013062156703 10/9/2013 11:22:08 PM
: 10/3/201311: 2219 PM

339 Bytes 10/9/2013 11:2219 PM
- || arc_D91013131559760 pfi 28.3MB 10972013 B:22:48 AM

+ Jarc_091013133756622 10/9/2013 B:38:02 AM j
Filez of tupe: | Archive filez ﬂ

Switch to Archive List View
Archive File Detailz
Total sizer 24 KB [24.576 Bytes] Backup date; 10/3/2001311: 2213 PM

Archive size: 389 Bytes
Comment; [Mo comment iz available]
File: Codarc 0910131 315597604 Aarchive. phi
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o To know more on the subject, please consult the Viewing Image Properties chapter.

After the operation is completed you receive an incremental backup of the selected file archive. It is placed into the
same destination as the base image.

o This operation can also be accomplished with our recovery media.

Creating a cyclic partition backup
To automate the partition backup process, please do the following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Cyclic Backup.
2. Onthe Wizard's Welcome page, click the Next button;
3. Onthe What to back up page, select a partition you want to make a cyclic backup of;

Click the check box next to arw hard disk drive or partition you want to back up

Marme Type File syztem | Size L: =~ |
= E My Camputer rdy Computer
=8 El Basic MER Hard Disk 0 WMware, WMware Vitual 5 SC51 Digk Dev] Internal Hard Disk, Drive R00 GB
S| E23 First Hard Disk Track First Track 0 Byptes
L[ @Master Boot Record MER 0 Bytes
= ik, Primnany MTFS [0 ME 2F
- | @iLocal Disk (L) Primary NTFS 280.3GB
=S El Basic MER Hard Disk 1 MWMware, WMware Vitual 5 SC51 Digk Dev] Internal Hard Disk, Drive R00 GB
S| E23 First Hard Disk Track First Track 0 Byptes
L[ @Master Boot Record MER QBytez I
- | @iLocal Disk [F:) Primary NTFS 4396 GB
=N HEW WOLUME Primnany Lirw Extd J|0ME £
=S El Basic MER Hard Disk. 2 [WMware, WMware Vitual 5 SC51 Digk Dev] Internal Hard Disk, Drive TR0 GB
— [ F25 First Hard Disk Track First Track 0 Byptes
| ¢ W[ [ESIMaster Boot Record MEBR |D Butesf
4 3

The zize of objects to back up: 280.3 GB
Estimated archive size 48.3 GB

o The current version of the program enables to make a cyclic backup of only one partition at
a time.

4. On the Backup Destination page, select a mounted/unmounted partition, a network share, or an FTP server to
place backup images to.
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Select a folder where archive should be placed and specify archive name. Archive name will be uzed az a sub-folder where backup data files

will be stored.
Archive location: |C:\arc_09'| M INA723327 & % n"_"’h
MHame Size | Date
—Qj My Compuiter
+- B Local Dis
+- I Network,

5. Edit the archive name if necessary.

Please specify the archive name. drchive name will be uged as a sub-folder where backup
data files will be stored,

Archive details

Archive name: |alc_091 013135006524
Estimated archive size; 5.5 GB

Space available on backup destination: 10.7 GB

Please take into account values of the parameters Estimated archive size and Space
available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

6. Add comments to your backup describing its contents.

Please enter a short comment to describe the archive

Q\\_ |Na commend

7. Set atimetable for the operation.
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Pleaze specify how and when would you like ta perfarm the task:

[v Do nat reboot if reboot iz required

[ Swatem shutdown after backup

Start the task o | 10/09/2013 3] &t [12008M £

Every 1 3: week(z]

ar W Monday [ Tuesday [ Wednesday [ Thursday
[ Friday [ Saturday [ Sunday

[~ Do nat run the task after: 10409/201 33:

Specify uzer name and password,

o To know more on the subject, please consult the Task Scheduling chapter.

8. On the Cyclic backup type page, choose the way of creating a cyclic backup:

There are zeveral types of the cpclic backup the Wizard can perform. Flease choose the one you wauld like to carry out:
Cyclic Backup Type
(* Basic type

Every image made during the operation will be created as a complete baze image.

" Differential type

Every first image will be made az a complete baze image, all the athers will be differentiated frarm it. & differential backup only contains
changes in the partition’s contents with rezpect to a complete image.

e Base type. Every image created during the operation will be made as a full archive.

o Differential type. Every first image will be made as a full (base) archive and all the others will be
differentiated from it. This operation requires much less space, thus considerably saving your system

resources.

By setting the Maximum disk space to store images and the Maximum number of images to store parameters
you may define when the operation will be cycled. That means that on exceeding these two parameters the
oldest archives will be automatically overwritten (if choosing the Differential type only differential images will
be overwritten).

b awirnurn dizk. space to store images: | 10000 EI: B,

b awirnurn nunber of images o store: |2 =

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

The operation will run according to the set timetable. The resulted backup images will be placed into the specified
destination (a local or a network disk), its features defined by the wizard.
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Merging a full partition backup with one of its differentials

To merge a full partition backup with one of its differentials, thus getting a new full partition archive, please do the
following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Synthetic Backup.
2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe Browse for Archive page, you only need to specify the required differential archive. The program then
will automatically find its base image:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

| & Show al = & B B

| Type | Creation D ate | Source Object | Size Archive Size | Fla

@ 10M0/20131:43:35 M Local Digk 10.9GE 25GE i

@ 10/9/201311:25:07 PM  Local Disk [C:] 477.7 GE 26,7 GE
10/9/201311:2219PM  File-level Archive 24 KB 385 Bytes
10/9/2013 111738 PM File-level Archive BES.5KE 49KB 3\1
10/9/2003 111518 PM File-level Archive 2925 MB 165.5 ME v

< | LH

Switch to File Wiew
Archive File Details
M ame: Local Disk
Caornment: Mo comment

Yolume label: [Mo label]

File syztem;  MTFS Total size: 103 GE
Used space; 8.7 GB Free space; 1.2 GB
File: i/ Adiff_101013084041587 phf

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Lok, in: | El pool [Maerver?] [v:] j o %’@ nf_g
M ame Size | Date ﬂ
P J arc_ 0910131 25156058 1041042013 12:51: 36 AM -
— J arc_ 0910131 33756622 101042013 1:43:35 AM
' — | diff_101013084041587 1041042013 2:00:08 Ak
..:Iir'f_‘l 01013084041587 . pbf 25GE 10/10/2013 2:00:09 Ak j

Files of tppe: | Archive filez j
Switch to Archive List Wiew

Archive File Details
M arme: Local Dizk
Comment: Mo comment

Yolume label Mo label]

File systemn:  MTFS Total zize: 109 GE
Uzed space: 9.7 GE Free zpace: 1.2 GE
File: . /ABackup Storaged.. Adiff_1001070 3084041587 pbf

o To know more on the subject, please consult the Viewing Image Properties chapter.

4. On the Synthesis Settings page you can additionally modify any property of the selected backup image if
necessary. To accomplish our task we have no need to change anything at all.

b mage op @ Backup image options —

Pazzword pratection
CO/DWD/BD recarding option
[v Contral archive integrity

Chooge thiz option to allow writing of zpecific data that
will later be uzed during restore to check the archive
integrity. It can zlow down the backup operation.

[v Setimage file names automatically
Choosze thiz option to automatically name files in comples
archive.

Carmpression level

| Mormal comprezsion ﬂ
Good compression. Provides average speed with the
reazonable image size.

Image zplit

[~ Enable image =plitting

Choose thiz option to enable splitting the archive to
zeveral files

M asirnum split size: | 2000 KE 3:
< | 2] [~ |

5. On the Synthetic Archive Destination page, select where you want to place the resulted backup image.
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There are geveral ways the Wizard can store your data, Please select how you vwould like to
zave the archive;

(" iSave data to the Backup Capsule]

(¢ Save data to local/netwark drives.
" Sawve data to physzical partitions,
(" Sawve data to FTP locations.

" Bum the data to CD, DVD or BD.

6. Edit the archive name if necessary.

Archive detailz

Archive name: |alc_1 1013091345391
Estimated archive size; 48.7 GB

Space available on backup destination:  417.2 GB

Please take into account values of the parameters Estimated archive size and Space
o available on backup destination - if the archive size exceeds the available space, another

drive needs to be selected.

7. Add comments to your backup describing its contents;

Please enter & short comment to dezcribe the archive

[

|N|:| comment]
L

8. On the Synthesis Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive a new full partition archive. It is placed into the specified destination (a
local or network disk, or a CD/DVD disc), its features defined by the wizard.

o This function is currently unavailable for modification of entire hard disk backups.

This operation can also be accomplished with our recovery media.

Recovery Scenarios

Correcting EFI parameters
To specify a bootable device in the EFIl boot entry, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
o get here: www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.
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2. Launch Boot Corrector.
3. Onthe Wizard's Welcome page, click the Next button.
4. Select Correct EFlI parameters to specify the required bootable device in the EFl boot entry.

gﬁ Windows installation to comect
View the list of all windows installations and comect boot parameters

gﬁ Comect the Master Boot Record (MBR)
View the list of all Hard Disks and comect MER executable code on some of them

gﬁ Edit/View Sectors

View, edit, backup and restore sectors or a group of sectars on the hard disk or partition of your choice

gﬁ Comect boot parameters (boot ini, BCD)
Automatically comect boot ini and BCD on all hard disks in system

gﬁ Comect EFl boot parameters
...........En;.EEI.b.I:u.ni..emrx..l:-r..sw'rtch.EEI.b.l:u.l:ll..emrx.1m..annihan.(tl;]f.b.l:u.l:llahla.hard..dn'.v.a..wilh..}’.'.-!imdms.QS..imsialled

o The option above will be available for the user, only if the operation is accomplished
through the 64-bit WinPE media.

5. The wizard will detect and list all available GPT partitions that accommodate 64-bit Windows OS. Choose the
one you need to boot from, to let the wizard modify the EFl boot entry correspondingly.

The wizard has searched your computer for valid Windows installations. You can see results of the operation below. Mote: The status
“System” stays for a system partition, “Boatable™ - for a boot partition.

- ¥ Microsoft Windows 8 x64 (Destination: Disk 1, Partition 1; Status: Bootable)

Cumehrvalues: Registry volume letter : C; Partition 1D: 1

= | Microsoft Windows 8 x64 (Destination: Disk 2, Partition 3; Status: Bootable)

Curment values: Registry volume letter : C; Partition 10 1

6. Confirm the operation.
7. Click the Finish button to close Boot Corrector.

8. Restart the computer.

Correcting BCD (Boot Configuration Data)
To automatically correct Windows BCD, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
o get here: www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
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up to boot from CD/USB first.

2. Launch Boot Corrector.
3. Onthe Wizard's Welcome page, click the Next button.

4. Select Correct boot parameters... to let the wizard fix BCD in all found Windows installations.

Windows installation to comect
CI— Mg the list.of all windnws. installations.and comect. hoot pammetans

gﬁ Comect the Master Boot Record (MBR)
View the list of all Hard Disks and comect MER executable code on some of them

gﬁ Edit/View Sectors

View, edit, backup and restore sectors or a group of sectars on the hard disk or partition of your choice

gﬁ Comect boot parameters (boot ini, BCD)
Automatically comect boot ini and BCD on all hard disks in system

gﬁ Comect EFl boot parameters
Fiox EF| boot entry or switch EFI boot entry to another GPT bootable hard drive with Windows OS5 installed

5. Confirm the operation.
6. Click the Finish button to close Boot Corrector.

7. Restart the computer.

Fixing Windows startup ability

Let’s assume that due to an unknown reason your Windows fails to complete the startup procedure. At first everything
seems quite OK, you can see the standard startup messages on the screen, but at some moment it hangs up.

To fix your Windows startup ability, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder or Boot Media Builder to prepare Paragon's recovery
environments on CD/DVD, flash, or in an ISO-image. You can get these utilities here:
o www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.
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3. Inthe Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

4. On the Wizard's Welcome page, select the Search for Windows installations to correct option.
Flease choose the operation:

@ Search for Windows installations to correct
() Correct Master Boot Record (MER)

) correct partition boot record

() correct boot parameters (boot.ini, BCD)

() Modily partition parameters

To begin, click Mext.

5. On the next page choose the required Windows installation from the list of found installations (if several), then
select the Edit the Boot.ini file option. If you’re not sure which installation you need, please use the Properties
button to get more info on the selected item.

Correct Windows installations

Program has searched for valid Windows installations on your
computer. The results of the search you can see below. Status S
refers to a system partition {you can edit the Boot.inifile). B - a
boot partition (you can correct the System Registry).

M |Partition Status |Root System
1 DiskO, Parition 0  S+B WINDOWS WinxXP

For the highlighted Windows installation, please ;
point out the operation to perform: Froperties

() Correctdrive letters in the System Registry
® Editthe Boot.ini file
() Correct partition boot recard

() Adjust OS to booton new handware

To continue, click Mext.

6. Examine the file — maybe that’s where the problem is. If it contains a mistake, correct it by using the appropriate
buttons.

Edit the Boot.ini file on Hard Disk 0. Partition 0

[boot loader]

timeout=30

default=multi{0)disk({0)rdisk(0)partition{1)WIND OWS

[operating systems]

multii0)disk{0)rdiski0)partition (1)WINDOWS="Microsoft Windows XP Professional" Inoexecute=

Copy Insert Aulel DE‘!E‘tE‘

Edit Insert the sample Add the sample

7. If the Boot.ini file does not contain any mistake, please return to the Correct Windows Installations page to
correct drive letters in the Windows System Registry.
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Correct Windows installations
Program has searched for valid Windows installations on your
computer. The results of the search you can see below. Status S

refers to a system partition (you can edit the Boot.inifile). B - a
boot partition (you can correct the System Reqgistry).

N |Partition Status |Root
1 DiskO, Partiton0 S+B

System
WINDOWS  WinXP

For the highlighted Windows installation, please -
point out the operation to perform: Properties

Correct drive letters in the System Registry
) Editthe Boot.ini file

) Correct partition boot recard

() Adjust OS to boot on new hardware

To continue, click Next.

On the next page choose a hard disk from the pull-down list (if several), then the required partition. If you're not
sure which installation you need, please use the Properties button to get more info on the selected item.

Partitions List | Letters Map

Below you can choose a hard disk drive and see all partitions on it. Information about drive letters
assigned to these partitions is taken from the System Registry of the Windows installation

selected.
Basic Hard Disk 0 W | 500 GB, VMware Virtual
Mo Type Active File System  |Volume label Size Crive letters
0 Primary Yes System Resel 350 MB =Mone>
1 Primary Mo MNTFS [Mo label] 478 GB C:
2 Primary Mo Free 21.9GBE <Mone=
Properies

Edit letters

9. Click the Edit Letters button to correct an existing drive letter or assign a new one in the Windows System
Registry.

Partitions List Letters Map

Below you can choose a hard disk drive and see all partitions on it. Infformation about drive letters
assigned to these partitions is taken from the System Registry of the Windows installation

selected.

Basic Hard Disk 0

Mo Type Active

0 Primary Yes

1 Primary Mo

2 Primary Mo Change
Release
Aule]

Properies Close

Edit letters

10. Once you’ve assigned the appropriate drive letter, close the dialog, then click the Apply button.
11. Confirm the operation.
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A 3 pending operations

Apply changes?
Yes Mo Details
12. After the operation is completed click the Report button to see a well informative summary page. The program

also enables to store the resulted report. To do that, just press the Save button and choose the exact location in

the opened dialog.

Reporting

. To view the
Operations performed:
Operation #1: Correct partition boot record
Partition targeted: Hard disk 0. Partition O
Status: Successful
Date and Time: 2013 Oct 10 Thd 15:27:52 your computer.
he program

Operation #2: Change drive letters
Partition targeted: Hard disk 0. Partition O
Info: System Root folder is "WINDOWS"
Status: Successful

Date and Time: 2013 Oct 10 Thd 15:28:39

Save

13. Click the Finish button to close Boot Corrector.

14. Reboot the computer.

Restoring a hard disk from the bootable Backup Capsule

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got the bootable backup capsule containing a backup of your hard disk. That’s just enough to easily get your
system back on track again.

To restore your hard disk from a backup image contained in the backup capsule when the current OS is down, please do

the following:

1. Start up the computer from the bootable backup capsule. By default, the program offers to use the F1 hot key to
boot from it.

o This scenario implies that the backup capsule is bootable.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux).

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the Simple Restore Wizard. You can find the same wizard in PTS DOS as well.
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4. On the Wizard's Welcome page, click the Next button.

5. On the What to Restore page, you can see a list of available images (if several). Most likely the required archive

will be there too. If not, click the standard browse button [...] to find it. When you find your image, double click
on it to proceed.

Please select the file with partition or hard disk image.

You can select image from list below (on Double click):

* | Created on Type Archive path
@ 2013 Octl1l1 11:33:52 Partition [\farc_lllOlSllll &

@ 20130ct1111:17:06 Pariton  Jarc_111013111
@ 2013 Oct1111:16:55 Disk Jarc_111013111
@ 2013 Oct1111:16:55 Disk Jarc_111013111
@ 2013 Oct1102:49:50 Disk Img_D0.pfi v
£ >

Select Image

(HDDO/Part2)/arc_111013111635639/arc_11101311

6. Onthe Image Properties page, make sure that you select the correct image by viewing the provided information
about the archive.

Disk preview

. I

Volume |Type File System Size Used Volume label
Basic Hard Disk 3 (Size 120 GB)

*: Primary NTFS 143 GE 164 MB Mew Volume

*: Primary NTFS 84 GB 2.8 MB Mew Volume
Archive details: ~
Type: Image of the hard disk
Archive path: Imntidiskizdb2/img_D3.pbf
Created: 2013 Oct 10 Thd 04:49:39

To continue restore process. click Next.

7. On the next page specify a hard disk to restore the image to (if several in your computer). By default, the
program offers to restore the archive exactly where it belongs. That’s what we actually need.
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Basic Hard Disk O (WMware Virtual) - 500 GB

| e I: s _

Basic Hard Disk 1 (WNMware Virtual) - 500 GB

*: NTFS New Volume D: NTFS New Volume

Basic Hard Disk 2 (WNMware Virtual) - 750 GB

*: NTFS _

Basic GPT Hard Disk 3 (WNMware Virtual) - 120 GB

Basic Hard Disk0 v | Model Viware Virtual, Size 500 GB

N Volume Type File System Size Used Free Volume label | Active |Hidden
Basic Hard Disk 0 (Size 500 GE)

o ™ Primary NTFS 350 MB 257 MB 931 MB  System Resen MNo Mo

1 E: Primary MNTFS 191 GB 60.9 GE 130 GB [Mo label] Mo Mo

2 o~ Primary BackupCapsule 141 GB 7.6 GB 133 GB BC Yes Yes

3 o~ Primary Free 168 GB Mo Mo

You can also make the program resize the on-disk partitions proportionally if necessary by marking the
appropriate checkbox.

@ All contents on the disk selected for restoring purposes will be deleted during the
operation.

8. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.

View changes on Basic Hard Disk O

Yourdisk before operations:

C: NTFS -p:ul: BC

Yourdisk after operations:
* NTES -p:ul: BC

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.
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Operations list Suboperation progress

1: Restore partition ordisk

Operation progress

Copied so far,  527.5 MB Read so far: 582.0 MB (44.8 MBis)
To copy: 10.0GB Write so far: 582.0 MB (38.8 MBis)

Overall progress

Time elapsed: 00:00:22 Time to finish: 00:08:48

Restore Primary partition O (disk 2) from file: Jarc_091013125156058/arc_091013125156058.pfi
Datawriting...

10. After completing the operation close the wizard and reboot the computer.

o To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Restoring a system partition from external media (CD/DVD)

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got a backup of your system partition on a bootable DVD disc. That’s just enough to easily get your system back
on track again.

To restore your system partition from a backup image located on CD/DVD when the current OS is down, please do the
following:

1. Insert a CD/DVD disc containing the previously prepared backup image into a CD/DVD drive (the BIOS must be
enabled to boot the system from the CD/DVD device).

o This scenario implies that you have got a bootable archive on your CD/DVD.

In case the backup image is stored on several CD/DVD disks, please insert the first one.

2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. Inthe PTS DOS launch menu select the Simple Restore Wizard. You can find the same wizard in Linux as well.

5. On the Wizard's Welcome page, click the Next button.
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6. On the What to Restore page, you can see a list of available images (if several). Most likely the required archive
will be there too. If not, click the standard browse button [...] to find it. When you find your image, double click
on it to proceed.

Please select the filewith partition or hard disk image.

You can select image from list below (on Double click):

* | Created on Type Archive path
© 2013 Oct14 11:48:28 Partition Imedia/CDL:linux: 1
< >

Select Image

Imedia/CD1:linux:1IMG_D1.PEF

7. Onthe Image Properties page, make sure that you select the correct image by viewing the provided information
about the archive.

Partition preview

*: NTFS

Archive details: ~
Type: Image of the partition

Archive path: larc_091013125156058/arc_091013125156058 pbf
Created: 2013 Oct 9 Wed 12:52.,57

File system: MNTFS

Drive letter: *

Volume label:

Size (capacity): 500 GB (536.501.813.248 Bytes)

Used space: 10.5 GB (2%)

Free space: 489 GB (98%)

Sectors/Cluster: 2

= T v £ A e amey W

8. On the next page specify a hard disk, then one of its partitions to restore the image to (if several in your
computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Basic Hard Disk O (WMware Virtual) - 500 GB

| * NTFS -p:m: BC

Basic Hard Disk0 Model Wiviware Virtual, Size 500 GB

N Volume Type File System Size Volume label | Active |Hidden
o ™ Primary 350 MB System Resen Yes Mo

1 * Primary MNTFS 280 GB [Mo label] Mo Mo

@ All contents on the partition selected for restoring purposes will be deleted during the
operation.

9. On the Partition Start and Size page you can change size of the partition and its location if necessary.
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Partition preview

*: NTFS

MNew size: (10263 - 511649) MB

-
511649 | MB

Free space before: (0 - 501386) MB

Free space after. (0 - 501386) MB

10. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next

button to initiate the restore process.

View changes on Basic Hard Disk0

Yourdisk before operations:

* NTFS -p:ul: BC

Yourdisk after operations:

* NTFS -p:ul: BC

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Restore partition or disk

QOperation progress

H

Copied so far. 376.4AMB Read so far: 430.0 MB (86.0 MB/s)

To copy: 10.2GB 'Write so far: 430.0 MB (47.8 MBI/s)
Overall progress

H

Time elapsed: 00:00:12 Time to finish: 00:06:28

Restore Primary partition 0 (disk 1) from file: Jarc_091013125156058/arc_091013125156058 pbf
Datawriting...

12. After completing the operation close the wizard, and then reboot the computer.

Adjust OS Wizard.

Restoring a system partition from a network drive

To make Windows bootable on different hardware, please additionally complete the P2P

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got a backup of your hard disk on a remote backup server. That’s just enough to easily get your system back on

track again.

To restore your system partition from a backup image located on a network drive, please do the following:
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For PBF images

1. Start up the computer from the WinPE recovery media.

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
o get here: www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch the Restore Wizard.
3. Onthe Restore Wizard's Welcome page, click the Next button.

4. On the Browse for Archive page you need to specify the required backup image. So you should take the
following steps to do that:

o Select Network as a backup destination;

Look ir: |Qj Metwark j @ % ¢
= Disk Drives
Niame D Local Disk [C:) Size | Date
-l (5) DD Drive [D:)
) Physical partitions
%, System Reserved, Disk 0, partition 1 (Primary, NTFS)

§ Backup Capsules
ﬂ Backup Capsule on Hard Disk 0
= Metwork places

CHFTP Servers !!

e Map a network disk where your archives are placed:

- Call the Map Network Drive dialog by clicking the appropriate button;

Loak, ir: |Q:1 Mebwork j K ni
MName - Size Date
o T Metwork
K Map Network Drive ?

Remate location mapping

A network share; | J

Map to drive letter: |«

[~ Make permanent connection

ak. LCancel

- Click the standard browse button [...] to browse for the required network share or manually enter a path
toit;

- Define a letter from the pull-down list of available drive letters;
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- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

o You can also map a network disk with Network Configurator.

e Choose the required archive in the browser-like window. The Archive File Details section displays a short
description of the selected image.

Mame Size Date ﬂ
- |_| pool [Yhserver?] [£2) —
Lo || Audio 3/6/2013 4:23:75 &M
+ 0l A6/2013 12:29:46 AM

— . IBackup Storage 10/70/2013 126224 Ak

, arc_091013125156058 101042013 12:51:36 Ak
, arc_091013133756622 101042013 1:43:35 AM
+ , diff_1010713084041587 1041042013 2:00:08 AM
E arc_091013133756622 pbf 47 MB 10/5/2013 5:38:02 Ak
: arc_091013133756622 pfi I} 5YEKEB 10/9/2013 B:38:02 AM
P -|a |arc_091013133756622 pfm 1.6KB 104972013 6:35:02 Ak j
Switch to Archive List Wiew
Archive File Details
MHarnne: New Yolume [E:]
Comment; [Mo comment iz available]
Volume label: Mew Yolume
File spsterm:  MTFS Total zize: 109 GE
Jzed zpace: 39 MEB Free zpace: 10.9 GE
File: ZMBackup Storage/... farc_ 0910031 33786622 pbf

5. The What to Restore page displays detailed information about the contents of the archive. Select the required
item to restore. In our case it is the first partition of the disk.
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Flzaze select one of the object(z) to restare:

Mame Tupe File system | Size Uszed
=8 El Bazic MBR Hard Disk 2 [WMware, YMware Yitual 5 SCSI Digk D, Internal Hard Digk Drive 750 GB

5. Prirrary NTFS 4996GB 9.7 GB
+- @ Local Disk | Prirrary NTFS 250.3GB 725 MB

Archive Details
Marme; Local Disk
Yolume label: [Mo label]

File syztem;  MTFS Total size; 4996 GB
Used space; 8.7 GB Free space; 489.9 GB

6. On the Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in

your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Pleaze zelect a place you would like to restare the archive to. Mobe that if you select an existing hard disk ar partition, its content will be
deleted and replaced with the one from the archive.

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

I I @) Local Disml::] &) Backup Capsule
2803 BB NS o Size: 2803 GB || =13.3GE
Used: 60.6 GB
Basic MBER Hard Disk 1|F;ee: 2196 5B Virtual 5 5C51 Disk Dev)

@ All contents on the partition selected for restoring purposes will be deleted during the
operation.

7. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter. If you’ve got to do with a
64-bit Windows configured to the uEFI boot mode, the Switch EFI to boot from destination drive option will
become available for you to define what instance of Windows OS you’d like to boot from once the operation is
over. Anyway you can specify a bootable device at any time through Boot Corrector.
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Your hard disk. after the changes:

Basic MBR Hard Disk 0 [YMware, YMware Virtual 5 SCSI Dizk Dev]

I I @ Local . I ) Local Disk [H:) ) Backup Capsule
B7.9GE M. 1923 GB MTFS 219.3GE

Geametry FRestare Options

Fleaze zpecily the zize of the restored partition; 196996 10263 ME - 196996 ME
Fleaze zpecily zsize of free zpace before the partition; |0 = OME

Fleaze zpecily zsize of free zpace after the partition; {0 3: 0O MEe

Partition Restare Options

Azzign the following drive letter: -

8. On the next page of the wizard confirm the operation by selecting the appropriate option.

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.
Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful
accomplishment of the restore operation.

10. After completing the operation close the wizard, and then reboot the computer.

For pVHD images

1. Start up the computer from the WinPE recovery media.

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
o get here: www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Select Switch to Full Scale Launcher, then click the Restore from VD item of the Wizards menu.
3. Onthe Restore Wizard's Welcome page, click the Next button.
4. On the Browse for Archive page you need to specify the required backup image:

e Map a network disk where your archives are placed:

- Call the Map Network Drive dialog by clicking the appropriate button;
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Specify 3 WD Container Lo restore

Lack in: | [Z] Local Disk [C:) ~ B R

L
oty
o

Mame

£ Map Network Drive ? -

x

Femote location mapping

A network, share: |

F Map to drive letter: |7 -

[~ Make permanent connection

Ir i1

ar. Cancel

<Ma archive selected:

- Click the standard browse button [...] to browse for the required network share or manually enter a path
to it;

- Define a letter from the pull-down list of available drive letters;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

o You can also map a network disk with Network Configurator.

e Choose the required archive in the browser-like window. The Archive File Details section displays a short
description of the selected image. If you need more information on the selected backup object, please click
the corresponding link at the bottom of the section. Click Next to proceed.

Specify 3 WD Container Lo restore

Look in: | El Metwiork Storage [Maerver2vpoal] [£:] j o % :.T_S.
Mame Size | Date ﬂ
+ 10/29/2013 8:15:03 &M
10/29/2013 81817 &M
10/29/2013 817.37 &M

95 KB 10/29/2013 31818 8M

Files of type: |VD Container files ﬂ

Switch to Archive List Wiew
Archive File Details

MHarnne: Backup HDDO_20131029 0713

Carnrnent: Backup_image 20131029 0713

File: Z:/Backup HDDO_20131029_0713/Backup HDDO 20131029 0713.pf
Type: Full’D' Contairer

Parent: Mo

Creation dater 1042342013 8:02:57 Ak

Wiew WD container detailed structure
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5. The What to Restore page displays detailed information about the contents of the archive. Select the required
item to restore.

Flzaze zelect hard dizsk or partition to restore. I you need to restore zeveral objects at once please uze Linux-bazed Recovery Media.

Mame Tupe File system | Size Jzed
= :]IBackup_HDDD_2D1 0290713 WD Archive 11.5GB [12,362,911.744 Bytes)
=8 El Bazic MBR Hard Disk 0 [PYHD 1. Wirtual Hard Disk Drive 500 GB
@System Rezerved Primary MTFS B0 MB 256.8 MB
Prirnary MTFS 21.2GB  105GE
@New Walume Primary MTFS 478.4 GE 49GHE

Archive Details

Marme; Local Disk
Yolume label: [Mo label]

File syztem;  MTFS Total size; 21.2 0GB
Usged space; 105 GE Free space; 10.E GE
To continue, click Next Data size to restore; 21.2 GB

If you need to restore several backup objects from a pVHD image in one operation, please
use the Linux-based recovery media.

6. On the Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in
your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Specify where pou'd like to restore

Basic MBR Hard Dizk 0 WMware, YMware VYirtual 5 SC51 Disk Dev) =

I @) Hew Volume [E:]
478.4 GB MTFS

Basic GPT Hard Dizk 1 [VMware, YMware Virtual 5 SCS1 Dizk Dev]

I @) (Unallocated)
4339 GE

Basic MBR Hard Disk 2 [VMware, YMware Virtual 5 SCSI Disk Dev]

I @) (Unallocated)

7499 GE —
Basic MBR Hard Disk 3 [VYMware, YMware Virtual 5 SCSI Disk Dev] J
Object detailz
Marme: Local Dizk [C:)
Yolume label: [Mo label]
File syztem;  MTFS Total size; 21.2 0GB
Usged space; 106 GB Free space; 105 GE
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[D All contents on the partition selected for restoring purposes will be deleted during the
operation.

7. Onthe Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter. If you've got to do with a
64-bit Windows configured to the uEFI boot mode, the Switch EFI to boot from destination drive option will
become available for you to define what instance of Windows OS you’d like to boot from once the operation is
over. Anyway you can specify a bootable device at any time through Boot Corrector.

Basic MBR Hard Disk 0 [WMware, YiMware Yirtual 5 SC51 Dizk Dev]
I I I i@ New Volume (E:)
478 4 GB NTFS
Geametry Restare Options
Please specify the size of the restored partition; 21721+ 10835 MB - 21721 MB

Please specify zize of free space before the partition; [0 = OMB

Please specify size of free space after the partition; [0 3: 0 MBe

Partition Restore Options

8. Click Finish to complete the wizard, then apply the pending changes.

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.
Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful
accomplishment of the restore operation.

10. After completing the operation, please reboot the computer.

o To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Restoring a system partition from a local drive

Let’s assume that your operating system gives trouble after having installed brand new software. But you've got a
backup of the system partition on a local disk. That’s just enough to easily roll it back to the point when run smoothly.

To restore your system partition from a backup image located on a local disk, please do the following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Restore.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Restore Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

Copyright© 1994-2014 Paragon Software GmbH. All rights reserved.



156

| Show al = & B

Tupe | Creation Date | Source Object | Size Archive Size ~ |
10/10/2013 7:18:58 AW File-level Archive 0 Bytes 118
10/410/2013 7:18:24 AWM File-level Archive 13KB 24t

El 1010/2013 7:11:42 AW Basic MBR Hard Dizk 3 [Viware, Wikware Virtual 5 SCSI Disk Dev) 120 GB 4

El 101042013 7:08:11 A Basic MBR Hard Dizk 3 [Viware, Wiware Virtual 5 SCSI Disk Dev) 120 GB 1}
1041042013 7:00:47 A File-level Archive 71.9MB .
10/10/2013 B:55:43 AM  File-level Archive 24KB 38¢
10/10/2013 6:54:26 AM  File-level Archive 71.9MB g
10/10/2013 B:48:07 AM  File-level Archive 71.9MB e

@ 10/410/2013 217:49 A New Valume [G:] 14.2GE

@ 10410/2013 21719 AM  New Valume [G:] 14.2GE Z

@ 104972013 11:23:07 PM  Local Dizk [C:) 4777 GB 2
10/9/201311: 2219 PM  File-level Archive 24KB 38t
10/9/201311:17:38 PM  File-level Archive 5B9.5 KB Jﬂ

< | ’

Switch bo File Wiew

Archive File Details

MHarnne: Local Disk [C:]
Comment; [Mo comment iz available]

Wolume label [Mo label]

File spsterm:  MTFS Tatal size: 4777 GE
Jzed space: 32 GB Free space: 4456 GB
File: Codarc_101013062303344 /arc_101013062903344. pbit

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Look in: | [5] Local Disk (C) T R E
M ame Size Date ﬂ
[ Jarc_ 0910131 25156058 pbf 51GE 10/9/2013 60028 AM
|| are_0910131 25156058 pf 28.9MB 10/3/2013 E:00:23 AM
L Lol arc_0910131 25156058 pfm 110.3KB 10/3/2013 B:00:27 AM
+- | arc_091013131559760 10/9/2013 10:37:14 PM
+- | arc_091013133756622 10/9/2013 6:38:02 AM
+- | arc_091013140817551 10/10/2013 7:17:43 AM
+- | arc_091013140825801 10/10/2013 7:18:23 AM
+- | arc_101013053218436 10/9/2013 10:32:29 PM
+- | arc_101013061434330 10/9/2013 11:14:51 PM
+- | arc_101013062903344 10/9/2013 11:5311 PM
+- | arc_101013091536750 10/10/2013 2:15:43 AM
+- | arc_101013091716250 10/10/2013 2:17:43 AM
+- | arc_101013140759053 10/10/2013 7:22:40 4M
+- | arc_101013141139475 10/10/20137:12584M = |

Switch to Archive List Wiew

Archive File Detailz

Marne: Local Disk [C:]
Comment; [Mo comment iz available]

Yolume label Mo label]

File systemn:  MTFS Total size: 4996 GB
Uzed space: 10.5GE Free zpace: 489.1 GB
File: C:/arc_09101 31 25156058/ arc_09101 31 25156058, pbf

o To know more on the subject, please consult the Viewing Image Properties chapter.

4. Onthe Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in
your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Flzaze zelect a place you would like to restore the archive to. Mote that if pou select an existing hard disk or partition, its content will be
deleted and replaced with the one fram the archive.

Basic MBR Hard Dizk 0 WMware, YMware Virtual 5 SC51 Disk Devy]

I I @) Local Disk [C:] ) Backup Capsule
2803 GB MTFS 2193 GE

[D All contents on the partition selected for restoring purposes will be deleted during the
operation.

5. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.
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Your hard disk. after the changes:

Basic MBR Hard Disk 2 [VMware, YMware Virtual 5 SCSI Disk Dev]

) Local Dizk
7499 GE MTFS

Geametry FRestare Options

Fleaze zpecily the zize of the restored partition; TE7I99 10263 ME - 767999 ME
Fleaze zpecily zsize of free zpace before the partition; |0 = OME
Fleaze zpecily zsize of free zpace after the partition; {0 3: 0O MEe

6. Complete the wizard and then apply the pending changes.

7. The program will require the system restart to accomplish the operation in a special boot-up mode. Click the
appropriate button to agree.

8. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

After completing the operation the program will automatically reboot the computer.

This operation can also be accomplished with our recovery media.

o To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Restoring a dual boot Mac from an external USB drive

Let’s assume that your Mac fails to boot because of a hard disk malfunction. But you’ve got a backup of your hard disk
on an external USB drive. Just replace the failed disk with a new one and carry out a bare metal restore.

To restore a dual boot Mac from a backup image located on an external USB drive, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder or Boot Media Builder to prepare Paragon's recovery
environments on CD/DVD, flash, or in an ISO-image. You can get these utilities here:
o www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Connect an external USB drive to the computer.
3. Restart the computer.

4. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that
enables to work with USB devices.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

5. Inthe Linux launch menu select the Simple Restore Wizard.
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6. On the Wizard's Welcome page, click the Next button.

7. Onthe What to Restore page, click the standard browse button [...] to find the required archive. When done,
double click on it to select.

Look in: arc_091013131559760

o

[ arc_101013062156703

e grc_091013131559760.pbf

File name: |arc_O91013131559?60.|J|Jf

File type: |A|'chi'.fe files (* pbf)

8. On the Image Properties page, make sure that you select the correct image by viewing the provided information

about the archive.

Disk preview

i '

Volume |Type |File System |size |Used |Volume label |
Basic Hard Disk 3 (Size 120 GB)

* Primary MNTFS 143 GE 164 MB MNew Volume

* Primary MNTFS 24 GB 8.9 MB MNew Volume
Archive details: ™
Type: Image of the hard disk

Archive path: Imntidisk/sdb2/lmg_D3.pbf

Created: 2013 Oct 10 Thd 04:49:39 "

To continue restore process, click Next.

9. On the next page specify a hard disk to restore the image to.

Basic Hard Disk 2 (VMware Virtual) - 750 GB 2
Basic Hard Disk 3 (Whware Virtual) - 120 GB
v

|Eia~;ic. Hard Disk 3 vl Model Wiviware Virtual, Size 120 GB

N |Volume [Type |File System |size |Volume label |Active |Hidden |

o * Primary MNTFS 143 GE MNewVolume Mo Mo

1 * Primary MNTFS 24 GB Mew Volume Mo Mo

2 o~ Primary Free 973 GB Mo Mo
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@ All contents on disk selected for restoring purposes will be deleted during the operation.

10. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.

View changes on Basic Hard Disk 3

Yourdisk before operations:

. I

Yourdisk after operations:
- I

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress
1. Restore partition ordisk

Operation progress

Copied sofar, 8.9MB Read so far: 14.0 MB (14.0 MBls)
Write so far: 14.0 MB (14.0 MBls)

Overall progress

Time elapsed: 00:00:06 Time to finish: 00:00:00

Restore Disk 3 from file: /Imntidisk/sdb2/img_D3.pbf

Opening archive Img_D3_0300p.000...

Restore Primary partition O (disk 3) from file: /mntidisk/sdb2/lmg_D3_0300p.000
Datawriting...

Opening archive Img_D3_0301p.000...

Restore Primary partition 1 (disk 3) from file: /mntidisk/sdb2/lmg_D3_0301p.000
Datawriting...

Closze
12. After completing the operation close the wizard, and then reboot the computer.

Restoring a file increment

Let’s assume that you’re busy with developing some project and you make file increments of it on a day-to-day basis not
to lose valuable information. So you’ve got a file backup chain. One day you understand that the job of the last three
days is a complete and utter failure. Don’t give up — recover your project to the state when everything’s ok.

To restore a file increment, please do the following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Restore.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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2. Onthe Restore Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required file increment:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

| & Show all = & B
Tupe Creation Date Source Object Size Archive Size Flags [~
3 File-lewel Archive 389Bytes T i
1010/2M3 B:54:26 AM  File-level Archive 71.9MB 859kB § =X
1010/2013 B:48:07 AM  File-lewel Archive 71.9MB 48ME = I
@ 1010/2M3 21743 AM  Mew Walume [G:) 14.2 GB W|KE § = |
@ 10A10/2M3 21719 AM  Mew Walume [G:) 14.2 GB 227 MB =
@ 10/9/201311:29:07 PM  Lacal Disk [C:) 4777 GB 26.7 GB —ie
10/9/201311:2219 PM  File-level Archive 24 KB 389 Bytes =
10/9/201311:17:38 PM  File-lewel Archive RB9.5 KB 49KB Eu- =
10/9/2013 111518 PM  File-level Archive 2935 MB 165.5 MB =
10/9/201311:09:02 PM  File-level Archive 24 KB 389 Bytes =
10/9/2013 7:08:28 AW NEW WOLUME 350 MB 1.8 4B = o
@ 10/9/2013 7:08:20 AW Local Disk 3 MB 30.8KB =
@ 10/9/2013 B:38:00 A Mew Wolume [E:) 10.9GB 47 B =

e

-

Switch bo File Wiew

Archive File Details
Total sizer 24 KB [24.576 Bytes] Backup date: 10/10,/2013 6:55:43 AM
Archive size: 389 Bytes

Comment; [Mo comment iz available]
File: C:/arc_091013140817851 /... farchive. phi
Base archive; 0817551 farc_1010130608357439,/FLODOOOOAOO0A000A000, archive. pfi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Lookin: [ [5] Local Disk [ | B R 2
Marme Size Date Pl
- [5] Local Disk [C:)
+ J arc_09107 31 251560658 10/3/20311:17:27 PM
+ J arc_ 0310731 31559760 10/9/200310:37:14 PM
+ J arc_ 0910131 33756622 10/9/20703 B:38:02 A
+ J arc_ 0910731 4081 7551 10/9/2003 17:08:51 PM
+ J arc_ 09107 3 40825801 10/10/2003 B:51:48 AM
+ Jarc_ 10107 3053218496 10/9/200 3103229 P —
+ Jarc_ 107007 3061434390 10/9/200311:14:51 PM
+ Jarc_ 10107 3062303344 10/9/2001311:53:11 PM
+ J arc_ 107107 30915367580 10A10/2003 215:43 AM
_ Jarc_ 107073091 7162580 1041072003 217:49 AM
COE- L dif_101013091 744875 104107203 217:.52 AM
.n:liff_1 01013 [ JBKE 104052003 217.52 AM
©b ey diff 101013091 744875, pim 3TEE 1041052013 217.52 Ak ﬂ
Switch to Archive List Wiew
Archive File Detailz
Marme: Hew Yolume [G:]
LCarnnignt: Mo comment
Yolume label Mew Waolume
File syztem;  MTFS Total size; 14.2 0GB
Used space; 162.8MBE Free space; 14.1 GB
File: C:/arc_101013091 716250/ /diff_101013091744875. pbf

o To know more on the subject, please consult the Viewing Image Properties chapter.

4. Onthe How to Restore page specify the way your archive will be restored. In our case we’d rather restore
contents of the backup to its original location with replacing existing files as well.

Restore filez tor | Original location =

The filez and fal I_Irlglr.l Iacation [he place whers they were archived from.
| Specific folder
w'hen restoring METTRET STESO SRET 0N wour computer

{* Leave existing files.

If & file exrists in the arginal location, it won't be ovenwritten. Only mizsing/deleted files will be restared friom
backup.

~ Replace existing files
ALL zelected files will be replaced with files from backup.

5. Complete the wizard and then apply the pending changes.

6. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

o This operation can also be accomplished with our recovery media.
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Restoring a file increment to a partition backup

Let’s assume that your operating system gives trouble because of a virus attack. But you’ve got a backup of your system
partition on a local disk. Besides you make file increments of your documents and e-mail database to that backup on a
regular basis. That’s just enough to easily roll everything back to the point when run smoothly.

To restore your system partition with a file increment from a backup image located on a local disk, please do the
following:

1. Click the Backup & Restore tab on the Ribbon Panel, then select Restore.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Restore Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required file increment archive to your system partition backup:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

| & Show al = & B B

Type | Creation Date | Source Object Size Archive Size | Flags | Cnmmenl| Mounted
101042013 B:48:07 &AM File-level Archive 71.9MB 48MB J L 1"
101042013 21749 4M  Mew Volume [G) 14.2GB B/EKE B = Moco.. 17
101042013 2171948 Mew Volume [G) 14.2GB 227 MB = 1"

@ 10/9/201311:23:07 PM  Local Disk [C2) 477 7GR 26.7 GB -1 1"
10/9/201311:2219PM - File-level Archive 24 KB 389 Bytes = 1"
10/9/2013 111738 PM - File-level Archive 5895 KR 49KB j» =L 1"
10/9/201311:15:18 PM - File-level Archive 2935 MB 1655 MB = 1"
10/9/201311:03:02 PM  File-level Archive 24 KB 389 Bytes = 1"
10/9/2013 7:08:28 A MEW VOLUME 3B0 MB 1.8MB = 1"

@ 10/9/2013 7:08:20 AW Local Disk 9B INBKB = 1"

@ 10/9/2013 B:38:00 M Mew Volume [E:) 10.9GB 47 MB = 1"

@ 10/9/2013 B:16:13AaM  Local Disk [C2) 477 7GR 5.2GB -1 1"

@ 10/9/2013 56257 AW Local Disk [C2) 4396 GR 5.1GB -1 1"

Switch b File Wiew

Archive File Detailz
Total gize:  ¥1.9 MB [75,470,833 Buytes) Backup date: 10/10/2013 E:48:07 AM
Archive size: 4.8 MB [5,134 266 Eytes]

Comment; [Mo comment iz available]
File: C:/arc_ 091013140825301/... farchive. pfi
Baze archive: C:/arc_ 091013140825201 /arc_09101 3140825201 . pbf

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.
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Look in: [[5] Local Disk () ] B R E
M ame Size Date ﬂ
+ || are_ 0910131 31559760 104942013 10:37:14 PM
+ arc_(1910131 33756622 10/3/2013 B:35:02 AM
w1 arc_ 09101314081 7551 104942013 11:08:51 PM
S | sre_D31013140825801 101042013 E:48:04 AM
- | DIFF130258864840000000 10/10/2013 E:48:04 &M
{2 | FLOD0O0O000000000000 10/10/2013 E:48:07 &M
| b [ archive.pfi 48MB 101042013 E:48:07 AM
| | archive.pip Z3KB 10/10/2013 B:48:07 AM
b | task_fie pit 40 Bytes 10/10/2013 B:48:04 AM
|| are_0910131 40925801 phi 1.8MB 10/9/2013 7:08:29 AM
| ] are_ 0910131 40825801 pi B76 KB 10/9/2013 7:08:29 AM
~ |4 |are_091013140825801. pfm 1.5KB 10/9/2013 7:08:29 AM
+- || arc_10101 3053218496 104942013 10:32:29 P ~|

Switch to Archive List Wiew

Archive File Detailz
Total gize:  ¥1.9 MB [75,470,833 Buytes) Backup date: 10/10/2013 E:48:07 AM
Archive size: 4.8 MB [5,134 266 Eytes]

Comment; [Mo comment iz available]
File: C:/arc_ 091071 3140825801 /DIFF1 30258264840000000/ .. Aarchive. phi
Baze archive: C:/arc_ 091013140825201 /arc_09101 3140825201 . pbf

o To know more on the subject, please consult the Viewing Image Properties chapter.

4. On the How to Restore File Complement page select whether you want to restore both, the partition archive
and the desired file increment or just the file increment. In our case we choose the first option.

You have selected file complement to a valume arhchive. This archive can be restored together with the volume, or you can anly
restore the filez, zaved in the file archive.

(+ :Restore all volume data, then files:

" Restore anly files

1, Mote: if you choose to restore archive together with a volume, all data on the target volume will be lost. The contents of
the volume will be completely replaced from archive,

5. Onthe Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in
your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Fleaze zelect a place you would like to restore the archive to. Mote that if you select an exizting hard disk or partition,
itz content will be deleted and replaced with the one from the archive.

Basic MBR Hard Disk 0 [YMware, YMware Virtual 5 SCSI Dizk Dev]

I @) Local Disk [C:] I ©) [Unallocated]
2803 GB MTFS 2193 GE

Basic MBR Hard Disk 1 [VYMware, YMware Virtual 5§ SCSI Disk Dev]

I @) Local Disk [F:]
4936 GB MTFS

[D All contents on the partition selected for restoring purposes will be deleted during the
operation.
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6. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.

Your hard disk. after the changes:

Basic MBR Hard Disk 3 [VYMware, YMware Virtual 5 SCSI Disk Dev]

I W - I ) NEW YOLUME @ (Unallocated)
14 44 9 GE Linus Extd 2 3GE

Geametry FRestare Options

Fleaze zpecily the zize of the restored partition; 460415 11 MB - 99654 MB
Fleaze zpecily zsize of free zpace before the partition; |0 = OME -53642 MB
Please specify size of free space after the partiion:  [536425 0 ME - 53642 MB

7. Complete the wizard and then apply the pending changes.

8. The program will require the system restart to accomplish the operation in a special boot-up mode. Click the
appropriate button to agree.

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

After completing the operation the program will automatically reboot the computer.

o This operation can also be accomplished with our recovery media.
?)

Copying of data from the corrupted system disk to another hard disk

To retrieve valuable information from your hard disk and copy it to another hard disk when the system fails to boot,
please do the following:

1. Connect the second hard disk to the computer.

2. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder or Boot Media Builder to prepare Paragon's recovery
environments on CD/DVD, flash, or in an ISO-image. You can get these utilities here:
o www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.
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4. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.
5. Onthe Wizard's Welcome page, click the Next button.

6. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

C\ (Ext4FS, 1 on Disk 1) (NEW VOLUME) w

-J My computer &)

W | (Root dir)

W Ny Computer (My computer)

W imnt (Mounted resources)

W imntidisk (Local disks)

W imedia (Removahble disks)

é IDE CD/DVD (MECVMWa Viware IDE
“#|C\ (Ext4FS, 1 on Disk 1) (NEW VOLUI
@ *\ (NTF5, 0on Disk0) (UFSEﬁﬁsk - Sy
“# *\ (NTFS, 1 on Disk0) (UFSD disk)

s e [OF | mbe (2
Fenzarmes (FD) Dslstz (F)

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source

) MWindows/System (HDDO/Partl) Windows
I2) SoftwareDistribution
I2) Speech
IC2) System

[+ IC2) System3z2

IC0) SystemResources

) syswows4

) TAPI

I2) Tasks

) Temp

IC0) ToastData

I2) tracing e

Total data size: nla Calc Rename (F&) Delete (F&)

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

Please select howwould you like to save the archive:

(®) Savedatato any local drives or a network share

Choose this option if youwant to save your data to local
mounted or physical partition, to USEB or FireWare external
drives and to a mounted network share. Youwill be prompted
to choose a location youwant to save the archive to.

() Burn data to CDIDVDIBD

Choose this option if youwant the Wizard to burn the
archive to CD/DVD/ED. Youwill be prompted to choose a
drive.

9. On the Select Destination Path page, select a hard disk to copy the data to by pressing the standard browse
button [...].
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Select path
Imntidiski/sdb2

Space available on destination: 321 MB

Total data size: nla Calc

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Transfer userdata

Operation progress

Copied so far,.  11.8 MB

Overall progress

Time elapsed: 00:00:03 Time to finish: 00:00:00

Transferring "/mntidislkdsdb2/img_D3.pbf" to "(HDDO/Partl)/arc_091013131559760/" - ltem 1 of 2
Transferring "/mntidislk/sdb2/img_D3_0300p.000" to "(HDDO/Partl)/arc_091013131559760/™ - ltem 2«
All operations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Turn off the computer.

o This operation can also be accomplished with our recovery media.

Burning of data from the corrupted system disk to CD/DVD

To retrieve valuable information from your hard disk and burn it to CD/DVD when the system fails to boot, please do the
following:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder or Boot Media Builder to prepare Paragon's recovery
environments on CD/DVD, flash, or in an ISO-image. You can get these utilities here:
o www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that
enables to burn CD/DVD discs.
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o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.
4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

C\ (Ext4FS. 1 on Disk 1) (NEW VOLUME) w

4 My computer &

W | (Root dir)

W Ny Computer (My computer)

W imnt (Mounted resources)

W imntidisk (Local disks)

W imedia (Removahble disks)

é IDE CD/DVD (MECVMWa Viware IDE
“#|C\ (Ext4FS, 1 on Disk 1) (NEW VOLUI
@ *\ (NTF5, 0on Disk0) (UFSEﬁﬁsk - Sy
“# *\ (NTFS, 1 on Disk0) (UFSD disk)

s e [OF | mbe (2
Fenzarmes (FD) Dslstz (F)

6. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source

) MWindows/System (HDDO/Part1) Windows
I2) SoftwareDistribution
I2) Speech
IC2) System

[+ IC2) System3z2

IC0) SystemResources

) syswows4

) TAPI

I2) Tasks

) Temp

IC0) ToastData

I2) tracing e

Total data size: nla Calc Rename (F&) Delete (F&)

Click the Calc button to estimate the resulted data size.

7. On the Select Destination Type, choose the way the data will be stored. Select the Burn data to CD/DVD item.

Please select howwould you like to save the archive:

() save data to any local drives or a network share

Choose this option if youwant to save your data to local
mounted or physical partition, to USEB or FireWare external
drives and to a mounted network share. Youwill be prompted
to choose a location youwant to save the archive to.

(® Burn data to CDIDVDIBD

Choose this option if youwant the Wizard to burn the
archive to CD/DVD/ED. Youwill be prompted to choose a
drive.

8. On the Choose a Recorder page, select a recorder from the list of available devices and then set a volume label
by entering it in the appropriate field.
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Select a recorder to burn data to:

Vendor Product Type
NECWVMWar Viware IDE COR10 CD-R;:CD-RW.C
Paragon CD Burner Emulator CD-R:CD-RW
Paragon DWVD Burner Emulator DVD+R:DVD+F
< >
Volume label: My Datd

9. Onthe Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

10. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Transfer user data

QOperation progress

Copied so far.  0.02 MB

Overall progress

Time elapsed: 00:00:00 Time to finish: 00:00:00

Creating compilation image...

Used burner: Viware IDE CDR10 Vendor: NECVMWar
Quick media erasing (it may take about a minute)...
Session opening...

Data burning...

11. After the operation is completed, close the wizard by pressing the appropriate button.

12. Turn off the computer.

o This operation can also be accomplished with our recovery media.

Copying of data from a backup to the corrupted system partition

The system fails to boot since some files are damaged. If you have a backup of the system partition, you can recopy
these files to make the system be operable again:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder or Boot Media Builder to prepare Paragon's recovery
environments on CD/DVD, flash, or in an ISO-image. You can get these utilities here:
o www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
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option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.
4. On the Wizard's Welcome page, click the Next button.
5. Select a disk where the system backup is stored from the pull-down list in the right pane of the page.

Look in: arc_091013131559760 v

o I

[C3) arc_101013062156703
mini| arc_091013131559760. pbf

Rename (FG) Mew folder (F7) Delete (F&)

6. Double click on the required backup to open.

Source
*\ (NTFS, 1 on Disk0) (UFSD disk) v
[C3) arc_101013091536750 &

2 arc_101013091716250

IC5) Documents and Settings

IC5) Partition_0_2

I3 PerfLogs

IC3) Program Files

IC5) Program Files (x86)

I3 ProgramData

IL2) System Volume Information

) Users

1) Windows e

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source

) MWindows/System (HDDO/Partl) Windows

I3 SoftwareDistribution
I2) Speech

IC2) System

4= | IC2) System3z2

IC0) SystemResources
L2 SysWowe4d

) TAPI

I2) Tasks

) Temp

IC0) ToastData

I2) tracing w

Total data size: 30.3 KB Rename (F&) Delete (F&)
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Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

Please select howwould you like to save the archive:

(®) save data to any local drives or a network share

Choose this option if youwant to save your data to local
mounted ar physical partition, to USE or FireWare external
drives and to a mounted network share. You will be prompted
to choose a location youwant to save the archive to.

) Burn data to CD/DVDIBD

Choose this option if youwant the Wizand to burn the
archive to CD/DVDJ/ED. Youwill be prompted to choose a
drive.

9. On the Select Destination Path page, select your system disk to copy the data to by pressing the standard
browse button [...].

Look in: DA (NTFS, 0 on Disk 3) (Mew Volume)

=8 N
[C3) SRECYCLE.BIN L
) System Vaolume Information

) Users

Fenzmse (Fa) New folder (F7) Dzlsts (Fa)

File name: Imntidiskisdd1/ Select

File type: All files (*.%) Cancel

Help (F1) < Back Mext = Cancel

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Transfer userdata

Operation progress

Copied so far,. 0.1 MB

Overall progress

Time elapsed: 00:00:00 Time to finish: 00:00:00

Transferring "/mntidislk/sdb2/img_D3.pbf" to "(HDDO/Partl)" - tem 1 of 1
All operations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.
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13. Turn off the computer.

o This operation can also be accomplished with our recovery media.

Restoring separate files and folders from a backup

The program provides a very convenient option to access backup archives and restore only data you need (the so called
selective restore functionality).

Restore Wizard

To restore separate files and folders from a backup image with the Restore Wizard, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
o get here: www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch the Restore Wizard.
3. Onthe Restore Wizard's Welcome page, click the Next button.

4. On the Browse for Archive page choose the required archive in the browser-like window. The Archive File
Details section displays a short description of the selected image.

Look ir: | § Backup Capsule on Hard Disk 0 j w5
MHame Size Date -
=5 Backup Capsule on Hard Disk O
2 [ arc_091013125156058 101042013 B:55:53 PM
+ CIFF13025853001 0000000 101042013 B:55:52 PM
+- 7] DIFF1 302585944 70000000 1041042013 B:55:54 PM
arc_091013125156058 pht 11GE 10410/2013 B:53:54 PM
arc_091013125156058.pfi 28.9MB 1041042013 6:53:56 P
arc_091013125156058. pm 10.3KE 10/10/2013 B:53:57 PM
= [=arc_111013111635639 101042013 9:33:56 PM
arc_111013111635639. pht 2158KB 101042013 3:33:57 PM
arc_111013111635639.pfi 29.2 B 1041042013 3:33:56 P
arc_1110131116835639_0200p.000 11GE 104102013 9:33:49 PM
arc_111013111635639_0200p. pfm T03KE 101042013 9:33:49 PM
arc_1110131116835639_0201p.000 8.7 MB 10/10/2013 3:33:56 PM ﬂ

Switch to Archive List Wiew

Archive File Details

MHame: Local Disk [C:]
Carnrnent: [Mo comment iz available]

Wolurne label: [Mo label]

File gysterm;  MTFS Total sizer 4996 GE
Jzed zpace; 10.5GB Free space; 4851 GB
File: /. farc_091013125156058. phf
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5. On the next page specify what you need to extract from the backup by marking checkboxes next to the required
data items. At the right lower corner of the window you can see the resulted amount of the selected data.

Click the check box next to any file or folder you want to restore from

Name Type Size Bl
- @ Local Disk (E:) Partiion 439.6 GB
3. |— /
+ [ £Recycle.Bin
- Elare_111013105844785
+ [ Documents and Settings
+ [ ImageStorage
+ [ PerfLogs
+ [ Program Files
- ProgramData
A System Volume Information
e ]
| Windows
=N autoexec bat File 24 Bytes
- [ [ bootmgr File 4176 KB
- [ [ BOOTNXT File 1 Bytes
=N checkvendor.mst File 20 KB
=N corfig sys File 10 Bytes
- | [] pagefile sys File 1GB
=N PAT_Dell_GUI_EME_ea_xU.msi File TBEME T
[ [ awardile eus Fil= IRE MR ﬂ
To continue, click MNext Data size to restore: less than 14.8 GB

6. On the How to Restore page specify the way the selected data will be restored. In our case we’d rather restore
contents of the backup to its original location with replacing existing files as well.

Restore filez tor | Original location =

- Original location
The filez and fal =
| Specific folder k“

0N your computer

he place where they were archived from.

w'hen restoring
{* Leave existing files.

If & file existz in the anginal location, it won't be overwritten. Only missing/deleted files will be restored from backup.
~ Replace existing files

ALL zelected files will be replaced with files from backup.

7. On the Restore Summary page review all parameters of the operation and modify them if necessary.

Fleaze owerview the restore optionz. v'ou can return to the conezponding page and change the optiong by clicking on title hwperinks.

Objects to Restore
Object(z] zelected: 1
Total data size: 71.9ME (75,470,833 Eytes]

Specified restore destination

Destination path: Ch
Space available on destination: 2194 GB [235,588,853, 760 Bytes)

8. On the next page of the wizard confirm the operation by selecting the appropriate option.
9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

10. After completing the operation close the wizard, and then reboot the computer.

o This operation can also be accomplished under Windows.
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File Transfer Wizard
To restore separate files and folders from a backup image with the File Transfer Wizard, please do the following:

1. Callthe popup menu for the required backup image (right click of the mouse button) in the Archive Database
and then select the menu item: Restore File from Archive. Thus you automatically open it with the File Transfer
Wizard.

||I'_'g|5how archives j I’?Show al j S B B %

Type I Creation Date " I Source Object I Size Archive Size I Flags
E 1041142013 1655 AM  Basic MBR Hard Digk 2 YMware, WMware Vitual 5 SCS1 Disk Devy) 750 GB 5.1GE =
F 1041042013 718:58 AM  File-level Archive " 3 119 Bytes i
[J 101072013 71824 8M - File-level Archive Add an Archive to the Database... 8 Bytes for
E 101072013 7:11:42 M Basic MER Hard Digk 3 [w Delete the Archive frorm the Database... 44 7 MB 3
E 1041042013 7:08:11 &M Basic MBR Hard Disk 3 [v o . 57.8MB =
0D 10/10/2013 7-00:47 &M File-devel Archive ! Restog s, 18MB Jo =
J 10A10/2013 B:E5 43 AM  Filelevel Archive [&® Incremental File Backup... I|IBytes § =
D 10/10/2013 B:54:26 AM - File-level Archive PP Restore File From Archive 859kB § =X
[ 10/10/2013 B 4807 M Filelevel Archive = 48ME fo I
@ 1041042013 21743 AM - Mew Volumne [G) 142 GB W|KE § =
@ 101042013 21713 AM  MNew Volumne [G) 142 GB 227 MB =
2. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.
Clipboard Source
Mame I Source Path I I_E Local Disk [C:) j E_J b4 J_’:.
= ]images C:\Uzers\administrator,Desktophimagess
Mame |;|
O L D RELETIT A UL T AT
E| ) Uszers —
2 || Administrator

J &ppD ata

[* &

| Application D ata
| Contacts

| Cookies
, Desktop

Images

hd

Total data size: 15.9 MB

3. Onthe Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

There are geveral ways the Wizard can store your data, Please select how would pou like to save the data;

& i Save data to local/networl dives. |

" Save data to physical partitions.
" Bum the data to CD, D%D or BD.

4. On the Select Destination Path page, specify the exact place to copy the data to.
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Pleaze zelect the destination path where ta save the data from clipboard.

Lokin: | [2] LocalDisk(C) »| Rl $¢ &

Address: |EI:\

=F H LocalD ]

- arc_091013125156058
+ arc_091013121555760
+ carc_09101313375662:
+ Carc_091013140817551
a1 arc_091013140825801

Tatal data size: 15.9MB
Space avalable oh destination: 219.6 GB

5. Onthe Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

Fleaze owverview the transfer options. au can return to the corezponding page and change the optiohs by clicking on tite
hyperlinks.

Objects ta transfer

Object{s] selected: 1

Total data size: 7.E GE [B,248,732 638 Buytes)
Tranzfer destination

Destination path: Ch

Space available on destination: 2194 GB [235,588,853, 760 Bytes)

Overwrite existing Files: Mo

6. After the operation is completed, close the wizard by pressing the appropriate button.

Volume Explorer
To restore separate files and folders from a backup image with Volume Explorer, please do the following:

1. Click the Volume Explorer tab on the Ribbon Panel;

Backup & Restore  MewBackup Format  Partitioning Copy & Migration Archives Schedule | Yolume Explorer

= Refresh volumes information @

Wolume Explorer

Apply Dizeard Wiew Changes Undo Redo L‘I" Reload Digk Info | Generate Script Save to Scheduler @ Enpre
M ame Size M odified
+Eﬁ Dirivers

=Bl Hard Disks

§meE] WMware, VMware Vitual § SC5| Disk Device | 500 GB

H- =] 2. WMware, YMware Vitual 5 SCS1 Disk Device 4339 GE
+-[Z] 3. WMware, YMware Vitual § $C51 Disk Device 750 GB

¢ - [E] 4. WMware. VMware Vitual § SCSI Disk Device 120 GB

+- ] Wirtual Drives

2. Browse for the required archive and then open it by double click of the left mouse button.
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Name Size | Madified

-] Drrives

-Gl Hard Disks

B-[E] 1. Whware, WMware Vitual S SCSI Disk Device 500 GB

EIEl 2 WMware, Wiware Vitual 5 SCS1 Disk Device 500 GB

=&, Primany NTFS [E:] 726G

e ] are_dlisk3 10/16/20139:02:11 P

] are_doc 10/M6/2013 9:00:23 PM
I____| arc_image 101642013 9:00:56 PM
Ell____| arc_system 101642013 8:57:56 PM

#- [ ine_171013045750552 10/16/2013 8:57:56 PM
57MB  10/16/2013 8:57:20 PM

576 KB 10/16/2013 8:53:18 PM

| arc_systerm.pfi

i | arc_systerm.pfm 72KE 10162013 8:5719 PM
I____| Syztem Yolume Information 101642013 8:23:03 PM
[]--@2. Prirmary FAT 32 [F:] 20.9GE
[]--@3. Prinary Ext2/E«t3/E xt4/Feizer 13GE
[]--@4. Prinary Ext2/E«t3/E xt4/Feizer 19.2GE

[]--El 3. WMware, Wiware Vitual 5 SCS1 Disk Device /A0 GB
[]--El 4 Whdware, Whiware Virtual S SCSI Disk Device 120 GB
- irtual Drives

3. Call a context menu (right click of the mouse button) for a file/folder you need and then select the Export item.

Name [size | Modified |
4 EH Drives
I Hard Disks

=1 [F]1. WMware, ViMware Vittual S SCSI Disk Device 500 GB
51, Primary NTFS 350 MB
-@2. Primary NTFS (C:) 4396 GB

e [ $Recycle.Bin 9/3/20131:49:11 PM

§'22/2013 6:45:52 &M
2242013 7:22:35 AM
[~ Program Files Refresh  D/16/2013 8:18:50 PM
+-[= | Program Files (x86) 9/3/2013 1:54:48 PM

| ProgramD ata 1041672013 8:21:08 PM

E38 I Documents and Settings

1 PerfLogs

1 System Volume Information 1041672013 8:18:29 PM
- Users 9/3/20131:48:22 PM
IWindows 9/3/2013 3:43:00 &M

4. Select a place on the disk where the file/folder will be extracted to.

Laak in | [5] Local Disk [T vl [
@ Address: Il::'\

Dizk Drives LRI E
- Itils 10

@ -- | ErC_new 10
Metwork Places . Peiflogs 84
) Program Files 10

| Program Files [=E86] 9/

| Uzers 34

| o 34

5. Click the OK button to accomplish the operation.

The current version of the program does not enable to access pVHD images and file
archives with Volume Explorer.
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System Migration Scenarios

Migrating system to a new HDD (up to 2.2TB in size)

Let’s assume that you’ve bought a new hard disk that is up to 2.2TB in capacity. It's faster and of much higher capacity
than your current system disk, so it’s quite natural you start thinking about system migration. We can help you do that.

To migrate your system to a hard disk that doesn’t exceed the 2.2TB capacity limit, please do the following:
1. Connect both source and destination disks to the computer.
2. Turn on the computer.

3. Click the Copy & Migration tab on the Ribbon Panel, then select Copy Hard Disk.

o There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

4. On the Wizard's Welcome page, click the Next button.

5. On the Select Hard Disk to Copy page, select a source disk (a hard disk you want to copy).

On thiz page, you can choose a hard disk pou would like to copy. All partitions from this hard disk.
will be copied to the destination you will choose on the next page.

EBasic MBR Hard Dizk 0 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

I I & Local Disk (C:)

4336 GB MTFS

Baszic MBR Hard Dizk 1 [VMware, YMware ¥irtual 5 5C51 Disk Dev]
I @ - I €9 (Unallocated)
924 .. 3346 GE

6. On the Select Target Hard Disk page, select a destination disk (a hard disk to copy contents of the source disk).

Select a target hard disk. All data from the source hard disk will be copied there. During copy
operation, target disk content will be deleted.

éBasic MBR Hard Disk 1 [WMware, YMware Yirtual 5 SC51 Dizk Dev]

I W I @ (Unallocated)
L _E-r 3346 GE

Basic MBR Hard Disk 2 [WMware, YMware Yirtual 5 SC51 Dizk Dev]

I @ (Unallocated)
7499 GE

Baszic MBR Hard Dizk 3 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

I ¥ (Unallocated)
119.5GE

[D During the operation all contents of the destination disk will be deleted.

7. Onthe next page of the wizard, define the copy options. In our case we’d rather copy data with a proportional
resize to occupy the entire disk. If you’ve got to do with a 64-bit Windows configured to the uEFI boot mode, the
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Create new EFI boot entry for destination drive option will become available for you to define what instance of
Windows OS you’d like to boot from once the operation is over. Anyway you can specify a bootable device at
any time through Boot Corrector.

Choosze copy options that suit best your tazk:

Copy options:

[~ Partitions raw copy
Resize oplions:
v Remove free blocks between partitions

v Copy data and rezize partitions proportionally

Mark the checkbos to copy the hard disk in the secforfi-zecfor mode, thus
O ignoning ite information structure (e.g. unallocated zpace or unuzed sectors of
1

exizting partitions will be proceszed az welll. Thiz can help to avoid problems
with hidden data created by certain applications or the system adminiztrator,
Howwerver, it will take more time to accomplish the operation.

o The ‘Create new EFIl boot entry for destination drive’ option will be available to the user
only if the target disk becomes Bootable GPT as a result of the migration process.

8. On the Revise Copy Results page review all parameters of the operation.
Original hard dizk:

Baszic MBR Hard Dizk 0 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

€9 Local Disk [C:]
4996 GE MTFS

Hard dizk copy:

Baszic MBR Hard Dizk 2 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

@ Local Dizk
VA9 B GE MTFS

Froportional regize - the copy will take 780 GB (100 % of target disk zpace)

tin Copy Size; 10.8 GB Max Copy Size: 7A0GEB

Select the range of the dizsk gspace that will be occupied on the destination digk with
copied partitions,

9. Complete the wizard and then apply the pending changes.
10. When copying is completed, shut down the computer.
11. Disconnect (physically) the source hard disk.

12. Boot the computer from the destination hard disk.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.
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Making system bootable on different hardware (P2P Adjust OS)

Let’s assume you had to migrate to a new hardware platform. You connected your system hard disk to the brand new
PC and tried to start up the operating system - you do know for sure now that this operation had been doomed to
failure from the very beginning. With our program you can easily tackle this naughty problem.

Before you start, please make sure the following conditions are met:
e You've got drivers for the new hardware ready to use, not zipped or in .exe files.
e Your OSis unrolled on the new computer, not in a backup image.
To make a Windows physical system bootable on different hardware, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
o get here: www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch the P2P Adjust OS Wizard.

The WinPE based environment offers excellent hardware support. However in case it
doesn’t have a driver for your disk controller, your hard disks will be unavailable. Please
consult the Adding specific drivers scenario to know how to tackle this issue.

3. Onthe Wizard's Welcome page, click the Next button.

4. From the list of all found Windows systems (if several) select one you need to adjust to the new hardware. If
you’re willing to adjust them all, just re-launch this wizard for each.

Valume Capacity

= Microsoft Windows XP Local Disk (C:) [Nolabel] 20GB

5. There are two execution modes to choose from: fully automatic and advance. Below we will go set-by-step
through the automatic scenario to show the whole process, and then take a closer look at specifics of the
advance scenario.

n automatic mode. The wizard will automatical W Sel

paral

_@ Adjust the OS to the new hardware autpatically
LW paip t

Set parameters for the OS5 adjustment.
¥ Perform the 05 adjustment in advanced maode. You will be able to manually set
parameters and inject drivers.

6. Select Adjust the OS to the new hardware automatically.

7. The wizard will automatically accomplish all the necessary actions.
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Process driver ' nfhecwandd.inf' from *Windows driver repogitory...

8. The only action that might be required from your side is to set a path to an additional driver repository in case
the wizard has failed to find drivers for some boot critical devices in the built-in Windows repository. Generally
together with new hardware you get its drivers for different operating systems on removable media (mostly CD
or DVD). By collecting all these drivers in one folder you can let the wizard automatically pick and install only
those required for your OS. Select Search for drivers in a specific folder.

The wizard has failed 1o find drivers for sorme devices.

What would you like ta da?

Search for drivers in a specific folder.
Specify a lozal or network, path to the mizging drivers.

lgnore all missing drivers.
Continue to adjust the 035 without injecting the mizging drivers.

Which devices have mizsing drivers?

Click on the link at the bottom of the page to see what boot critical devices have no drivers.
o The wizard names all devices according to their model description, not some alphanumeric
code, which is very convenient.

9. Though you've got the option to continue without injecting missing drivers for boot critical devices (The Ignore

all missing drivers option), we strongly recommend you not to do it. Otherwise we cannot guarantee your
Windows will start up on the new hardware.
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There are no drivers for the following devices:

*VMware SCSI Controller

* Intel[R] B2371AB/ER PCl Bus Master IDE Contraller

* Primary IDE Channel
* Secondary IDE Channel

~ rou have chozen to ignore these devices and continue with the 05 adjustment. Your
:"r! : 05 will not start up on the new hardware if there are no drivers for boot
critical devices.

Are you sure you want to continug?

[ iYes, continue to adjust the 05 without injecting drivers for these devices!

10. The wizard can search for drivers on a local disk or a mapped network share. In our case it’s on a network share,
this is why we need to map it first.

Please specily an additional path to the missing drivers:

ﬁﬂx

|.-!.|:I|:I a folder to the drivers source list

Look in: I [ Floppy Disk: Drive ::.ﬁ.:]j o 5 %

Y

@ Address: |~ \

Digk Drives r\:lame | Date |
= E Floppy Disk Drive (A)

G- [5] Local Disk ()

) T —— 2/

MNetwar Plz

Remote location mapping

Anetwork share |"-."-.sewerE"-pooI"-—.Driver Repository _I

Map to drive letter : IZ: VI

= Make pemanent connection

(¥) Connect as user oK Cancel

Windows Security |

Enter Network Password
Enter your password to connect to: server2

ain: 7-32-ENTERPRIZE

emember my credentials

-@n Acress is denied.

oK I Cancel

11. When done, we can select it as target.
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Address: IZ

=

Digk Drives

=,

MNetwork Flaces

MName Date
E| |E1 Floppy Disk Drive (A)

& [5] Local Disk {T:)

S)CD Drive (D)

[5] Local Disk (E3)
58 Bl Driver Direc

Please specily an additional path to the missing drivers:

4 X

o The wizard enables to specify several driver repositories.

12. If the wizard has found all missing drivers, it will ask you to confirm the operation. Apply the changes to
complete.

After the operation is completed the system will be bootable on the new hardware. After the startup, Windows will
initiate reconfiguration of all Plug'n'Play devices. It’s a standard procedure, so please don’t worry and prepare the latest
drivers at this step to get the most out of the system.

Advance scenario specifics

1. To launch the advance mode, select Set parameters for the OS adjustment.

Adjust the OS to the new hardware automatically
DY Parform the OS5 adjustment in automatic mode. The wizard will automatically set
parameters and inject drivers.

Set parameters for the OS5 adjustment.
v Perform the 05 adjustment in advanced maode. ou will be able to manually set

parameters and inject drivers. &

g

2. When setting additional driver repositories, you can specify how to process drivers for found hardware.

Please specify an additional path to the missing drivers:

4 X

[~ Inject all necessary drivers from the specified driver repository

[T Keepthe latest driver version
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e Inject all necessary drivers... Mark the checkbox to force injection of all drivers for your devices from the
given driver repository(s), even if there are already installed drivers for some hardware. Please use this
option if you suspect any of the installed drivers of not matching your hardware.

e Keep the latest driver version. Mark the checkbox to keep the latest version of drivers during the forced re-
injection. You can use this option only when the above option is active.

3. Just before the OS adjustment, you can additionally:
e View all found hardware devices and their driver status by clicking ** '. The wizard names all devices
according to their model description, not some alphanumeric code, which is very convenient. So you can

compare the listed devices with the given hardware to make sure the wizard has analyzed your system
correctly.

‘*'.rx‘_—':lg

* Intel(R) ggishow already supported hardware| Controller

Driver not found. Click here to find a driver for this device.

Intel(R) PRO/1000 MT Network Connection

Driver not found. Click here to find a driver for this device.

-ﬁ IDE Channel

Driver not found. Click here to find a driver for this device.

-if LS| Adapter, SAS 3000 series, 8-port with 1068

Diriver is already installed.

e Filter devices without drivers by clicking . Unlike the automatic mode, where only boot critical devices
(storage controllers) without drivers are being reported, here you can view and inject drivers for network
cards as well.

%X € &

* ||,tddOnIy show devices without drivers [/ Show all devicesL

Driver not found. Click here to find a driver for this device.

Intel(R) PRO/1000 MT Network Connection

Driver not found. Click here to find a driver for this device.

-ﬁ IDE Channel

Driver not found. Click here to find a driver for this device.

* LSI Adapter. SAS 3000 series, 8-port with 1068

Driver not found. Click here to find a driver for this device.

e Add a driver for each device that lacks it by clicking on the device, then browsing for the required location.
The wizard will then match the device with drivers inside the given location and pick the right one.
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Name | Date
El- [Z] Local Disk (C3)

- || archive_db 8/7/2013 1:23:35 PM
| Perflogs 7/14/2009 6:37:05 AM
| Program Files 8772013 10:38:32 AM
| Python31 11/3/2009 3:32:46 FM
| Users 11/3/2009 3:.01:47 PM
| Windows 11/3/2009 3:31:23 FM

[~ (2)CD Drive (D7)
il [5] Local Disk (E3)
2% B Driver Directory (\\arvd37) (77

A device driver has been found. Press OKto install this driver...

©t, X € 8

* Secondary IDE Channel

Diriveer niok found. Click. here to find & driver for thiz device.

* Primary IDE Channel

Diriveer niok found. Click. here to find & driver for thiz device.

* Intel(R) 82371AB/EB PCl Bus Master IDE Controller
Diriveer niok found. Click. here to find & driver for thiz device.
YMware Accelerated AMD PCHet Adapter

Diriveer niok found. Click. here to find & driver for thiz device.

"\, YMware SC51 Controller

a:hwinnthinfscsi ing

e Manually add a driver for a device that has not been found by our wizard by clicking <, then specifying
the required .INF file.

/% ¥ &

skl 0 O AB/EB PCI Bus Master IDE Controll -
Add a driver manually e or J

Driver not found. Click here to find a driver for this device.

Intel(R) PRO/1000 MT Network Connection

Driver not found. Click here to find a driver for this device.

-& IDE Channel

Driver not found. Click here to find a driver for this device.
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Please select an INF file:

Lookin: | [5] Local Disk (C:) x| R E
Name | Size Date |;|
- {5 | nettpsmp inf 44KB 5/15/2001 £:00:00 PM
- | nettsbrt inf 32KE 5/15/2001 4:00:00 PM
- | netupgrd inf 45KB 5/15/2001 £:00:00 PM
- | netvt 86 inf 41KB 5/15/2001 £:00:00 PM
- | netw840.inf 54 KB 5/15/2001 4:00:00 PM
- | netw 926 inf 21KB 5/15/2001 £:00:00 PM
- | netw340int 24KB 5/15/2001 £:00:00 PM
- | netwlan Zinf 8KB 6/19/2003 12:05:04 PM —
- | netwy48.inf S8 KB 5/15/2001 4:00:00 PM
- i | netwze inf ITKE 6/19/2003 12:0504 PM x|
Files of type: | INF files {*irf) =l

Please select hardware the driver is designed for:

| g—%‘."a'inbond WESC540 PCI Bthemet Adapter

[~ Onty show hzrdware found on this computer

SeledanINFﬁleI Cancel |

When selecting an .INF file that contains several driver records for hardware you both, have
in the system and don’t have, you can filter the list by marking the appropriate checkbox.

e Remove a driver for a device, which has not been found in the system.
“ %€ @&
ﬁ JRemove the selecked device from the installation list =

Diriver nat found. Click here to find a driver for thiz device.

‘}B Secondary IDE Channel

q:sinnthinfumshde. inf

"\, Primary IDE Channel

q:sinnthinfumshde. inf
‘}B Intel(R] 82371AB/EB PCl Bus Master IDE Controller

q:sinnthinfumshde. inf

‘}B VMware SCS1 Controller -

hd
PETLIPTETRET LY LR 4

Extra Scenarios for WinPE

o Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
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get here: www.paragon-software.com/my-account/.

Adding specific drivers

The WInPE based recovery environment offers excellent hardware support. Anyway you’ve got the option to add drivers

for specific hardware with a handy dialog.

To add drivers for specific hardware, please do the following:

1. Click Load Drivers.

2. Inthe opened dialog browse for an .INF file of the required driver package located on a floppy disk, local disk,
CD/DVD or a network share. Then click the Open button to initiate the operation

Lookin: [ [ Local Disk (C)

o B R E

@ MName | Size | Date
Diisk Diives B |I| Local Disk ()
-- J archive_db 7/201311:57.35 PM
El- J Drivers 2012 111210 FM
5 TS (G /15200254410 A
Metwors Places | Oemsetup inf 640 Bytes 10 2002 7:28.08 AM
- | ImageStorage 872013 10:45:.00 PM
- | Perflogs 13/2005 7:20:08 FM
[~ . Program Files
[~ J. Program Files (c86)
- |y Users
- |y Windows
- {8) CD Drive (D) CO_ROM
[+ |:| Boot X3)
File name: INETDLKHT.INF

Files of type: I Inf Files

||

Cpen I

Cancel |

o To know how to map a network share, please consult the Configuring network scenario.

3. You will be notified on the successful accomplishment of the operation. Click Yes to load another driver or No to

close the dialog.

Driver "c\drivers\netdlkrt.inf" has been loaded
successfully. Would you like to load another

driver(s)?
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o The WinPE recovery environment can either be 32- or 64-bit, so are to be drivers for
injection.

Configuring network

If your local network has a DHCP server, a network connection will be automatically configured once the WinPE
recovery environment has been started up. Otherwise you will need to do it manually with a handy dialog by providing
an IP address, a network mask, default gateway, etc. Besides with its help you can easily map network shares.

To manually set up a network connection and map a network share, please do the following:

1. Click Configure Network.

2. Inthe opened dialog provide an IP address, a network mask, default gateway, etc. for your network device.

Ethemet adapter: | Intel(R) FRO,/1000 MT Network Connection |

IP address configuration b

{~ Obtain an P address automaticaty.

Renew address | Release address

{* Ise the following IP address

IP Address : |152.1EE.£3 70

Subnet Mask : |255.255.255.3

Default Gateway : |152.1EE.13 2 Advanced...
DNSANVINS configuration

[¥ Obtain DNS server address automaticaly

.

DMNS server I 152.168.40 2 Advanced...

[ Obtain WINS server address automaticaly

Primary WINS server : |132.1EE.13 2

Secondary WINS server : IE 000

Loadfromfilel Save to file | QK I Apply Cancel

3. Click the Network drivers tab to map a network share.

Drive Metworlc path Map Metwor Drive |

Disconnect Drive ... |

4. Click Map Network Drive and provide all the necessary information to map a network share in the opened
dialog:
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Remate location mapping
A network share I _I
Map to drive letter : I Z vI

[T Make pemanent connection

¥ Connect as user oK I Cancel

e Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;

e Define a letter from the pull-down list of available drive letters;

e Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

By clicking Disconnect Drive... you can delete an existing network share if necessary.

5. Click the Network identification tab to change a network name of your computer (generated automatically) and
a workgroup name.

28 Network denficaion TSN,

Computer Mame : II'v'IINII‘JT-DGKLISF."V"

Warkgroup : I".’-;'ORKG ROP

Primary DMS suffoc I

6. By default, the wizard saves all network settings in the netconf.ini file located on the WinPE RAM drive, thus it
will only be available until you restart the computer. However, you can just once configure your network device
and then save this file to some other destination, for instance a local drive, and this way avoid constant re-
configuration, just by providing a path to it. So Click Save to file to save the netconfig.ini file to the required
destination.

Network troubleshooter

Network Configurator includes a traceroute/ping utility that enables to get detailed information on particular routes and
measure transit delays of packets across an Internet Protocol (IP) network. So with its help you can easily track down
problematic nodes.

1. If you need to ping some network host, please select Ping, then type in the required IP address or its name. Click
Start when ready.
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g Network utilties

Lility: I PFing ;I

Target: I'f\"f\"f\' .google.com b

[~ Ping the specified host until stopped

Cl utput
[~ Resolve addresses to hostnames SR

[~ Number of echo requests to send: |1 = Start

il

Running ping www google.com.
Pinging www google.com [173.194.71.103] with 32 bytes of data:
Reply from 173.154.71.103: bytes=32 time=21ms TTL=128
Reply from 173.154.71.103: bytes=32 time=20ms TTL=128
Reply from 173.154.71.103: bytes=32 time=18ms TTL=128
Reply from 173.154.71.103; bytes=32 time=24ms TTL=128
Ping statistics for 173.154.71.103:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in mili-seconds:
Minimum = 18ms, Maximum = 24ms, Average = 20ms

ping www .google.com done.

e Ping the specified host until stopped. Mark the option to ping the chosen host for indefinite time;
e Resolve addresses to hostnames. Mark the option to display hostnames instead of IP addresses.

e Number of echo requests to send. By default the utility sends 4 echo requests, which you can modify
however.

2. If you need to trace a route to some network host, please select Trace route, then type in the required IP
address or its name. Click Start when ready.

g Network utilities

Litility: ITmc:e route LI
Target: |172.30.10.73

[~ Do not resolve addresses to hostnames

[~ Masimum number of hops to search fortarget: |1 = ml

[~ Wait timeout miliseconds for each reply: 1

& L

Running tracert 172 .30.10.73.

Tracing route to sb345 paragon-software .com [172.30.10.73]
over a maximum of 30 hops:

1 «1ms <1ms <1ms sb345 paragon-software com [172.30.10.73]

Trace complete.

tracert 172.30.10.73 done.

Load from file Save tofile QK Applhy Cancel
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e Do not resolve addresses to hostnames. Mark the option to display IP addresses instead of hostnames.

e Maximum number of hops to search for target. By default the utility goes through maximum 30 hops when
searching for the target host, which you can modify however.

e Wait timeout milliseconds for each reply. By default the utility waits 4 seconds for each echo reply
message. If not received within the timeout, an asterisk (*) is displayed.

Saving log files

The program enables to simplify the procedure of sending support requests to the Paragon Support Team. In case of
having difficulties with handling the program, you, with the help of this very function, can address the company support
engineers and provide them with all the information they need such as the disk layout, performed operations, etc. in
order to tackle the encountered problem. Information of that kind is stored in log files.

To prepare a log files package, please do the following:
1. Click Log Saver.

2. Provide an e-mail address used for registering the product, then give a detailed description on the encountered
problem in the corresponding text fields. Please don’t worry - we respect your privacy, so none of your
confidential data will be exposed. This utility only collects the program’s operation logs to help our Support
Team find and tackle your problem. Click Next to continue.

Welcome to Log Saver Wizard

Fleaze enter e-mail addrezs which was uzed while registering thiz product. *With itz help Paragon
Support Department will be able to azzociate pour log files with vour request thiough on-line request
spstern.

TEST_USER®@gmail com

Fleaze enter description of encountered issue:

o Log files do not contain any confidential information on the operating system settings or
the user documents.

3. Browse for the required location of the log files package or manually provide a full path to it. Click Save to
initiate the operation.
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Specify folder and file name for ZIP archive
Loak, in: [Z] Mew Yalume [E:) E| w B ;9;

Hame Size Date
[Z] Local Disk [T
(5)DVD Drive (D)
=8 B New Valume [E:]
[Z] NEw VOLUME [F)

File name: TEST_USER[gmail. com] 2003-03-06_23-24.zip

Files of tppe: | ZIF archives E

o This function is also available under Windows.

How to Work with Bitlocked Volumes

Our product allows you to accomplish a number of operations on volumes encrypted by Windows BitLocker, but only
when they are unlocked. Until that locked volumes will be recognized in the program’s interface as ‘Not formatted’. You
can unlock this type of volumes only through Windows-native facilities:

e Graphical user interface for Windows,
e manage-bde command line tool for Windows and the WinPE recovery media.

Let’s see how to unlock a volume encrypted by BitLocker in Windows and the WinPE recovery media.

In Windows

1. |Initially we’ve got a bitlocked data volume F:, displayed as a volume under lock in Windows Explorer.
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Drive Tools

Computer View Manage ~ 0

> - P ‘\ - @ B4 Uninstall o change a program

1® System properties
Properties Open Rename  Access Map network Add 3 network  Open Control

media~ drive ~ location Panel 3‘ Manage
T % ThisPC v & | SearchThis PC r
3 Favorites 4 Folders (6)

[ Desktop

& Downloads . Desktop

Documents

2 Recent places

i i k Downloads b Music

1% This PC k Pictures Videos
€ Network 4 Devices and drives (5)
H Floppy Disk Drive (A:) = i w
= 9.49 GB free of 19.6 GB
4 System Reserved (E:)
$ OVD RW Diive (D) o —

it
B Local Disk (F:)

1items  1item selected

If going to the main launcher of our program right now (Open Advanced Interface), this very volume will be
detected as 'Not formatted’, thus no backup, restore, or copy operation will be available for it.

' Basic MBR Hard Disk 0 (VMware, VMware Vittual $ SCS1 Disk Dev)
System Reserved (E:) Local Disk (C:)
M 350 ME NTFS || 196GB NTFS

.ﬂﬁcmﬂl-hd[ld('lm,mm 5 5CS51 Disk Dewv)

[ Local Disk (F:) (Unallocated)
19,5 GB Net fomatted M 4G
Total size: 19.5 GB
Used: 0 Bytes
Free: 19.5 GB

2. To unlock it, please right click of the mouse on the corresponding volume in Windows Explorer, then select
Unlock Volume... or use the corresponding option of the main launcher (Partition > Unlock Volume).

o There are other ways to unlock a volume encrypted by BitLocker. For more information,
please consult documentation provided by Microsoft.

3. Enter an unlock password.
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BitLocker (F:)

Enter password to unlock this drive,

| T L)

More options

4. As aresult, the volume should be unlocked.

4 Devices and drives (5)

H am % Local Disk (C:)
r____.:& Floppy Disk Drive (A:) n _Jg ?cr -
[ Systern Reserved (E:)
'ﬂg DVD RW Drive (Dx) . -i"" *
[+ é DATA (F)
- o 19.4GB free of 19.5 GB

H

If going to the main launcher of our program right now (Open Advanced Interface), the volume will be correctly
detected and become available for operation.

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

System Reserved (E:) Local Disk (C:)
350 MB NTFS 196 GB NTFS

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

DATA (F)) (Unallocated)
19.5GB NTFS. || s04G8

The same action can also be accomplished through the ‘manage-bde’ command line tool.
For more information, please consult the next scenario.

In WinPE

1. Start up the computer from the WinPE recovery media.

o To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Go to the Security and BitLocker Encryption section, then select List of Volumes.

3. Define volumes encrypted by BitLocker (will be detected as ‘Unknown’). If having several bitlocked volumes (just
our case), you can pinpoint the required volume by its size.
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o XAwindows\SYSTEM32\cmd.exe = B

284 MB althy
3

He :
2 ME Healthy
no B Healthy
Unkno Partition ? G Healthy

k

If going to the main launcher of our program right now (Open Advanced Interface), you can see all unknown
volumes detected as ‘Not formatted’, just like it was under Windows.

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)
I System Reserved (C:) Local Disk (E:)
350 MB NTFS 19.6 GB Not formatted
Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

Local Disk (D:) (Unallocated)
19.5 GB Not formatted 404GB

0¥

o Drive letters in Windows and WinPE may differ, so please do not use them as identifiers.

4. Close the dialog, then select Unlock Encrypted Volumes.

5. Use provided examples and grammar to unlock the required volume. If you’d like to see all commands of the
manage-bde tool, please run it with the ‘—help’ parameter (manage-bde -help).

= Administrator: X\windows\SYSTEM32\cmd.exe |
e " e~ bl - yr BRCEypte nume ¢ -

manage—hde —unlock <{Drive? —RecoveryPazsword {RecoveryPazsword?

lon.
vy key File that can he used to unlock

pword > recovery password that can be uszed to unlock the deive.

nlock C: —pk "E:R iy K
: =R BI-316217-3

Sof twaresprogramnanage—-bde —unlock e: -rk

k

As you can see on the screenshot above, we’re attempting to unlock volume E: by providing a path to the
corresponding recovery key (recoverykey.bek), which is placed on System Reserved (volume C:).

o The same dialog can also be called from the main launcher (right click of the mouse on the
required volume, then select ‘Unlock Volume’).

6. As aresult, the volume should be unlocked.
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= Administrator: X\windows\SYSTEM32\cmd.exe = B[]

vo lume :

27426-216348-3

ke y |

If going to the main launcher of our program now (Open Advanced Interface), the volume will be correctly
detected and become available for operation.

Basic MBR Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

System Reserved (C:) Local Disk (E:)
350 MB NTFS 19.6 GB NTES 5
Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)  [Total size: 19.6 GB
Used: 10.1 GB
Local Disk (D:) (Unalloge, o 9,568
19.5GB Not formatted 404GB
Troubleshooter

Here you can find answers to the most frequently asked questions that might arise while using the program.
1. Itryto run an operation, but the program claims my partition is in use and suggests restarting the computer.

There are a number of operations that cannot be performed while your partition is in use (or locked in other
words). Please agree to reboot your machine to make the program accomplish the operation in a special boot-
up mode.

2. lrun an operation and restart the machine as required, but it just boots back into Windows without
accomplishing the operation.

Please run 'chkdsk /f' for the partition in question.
3. | cannot create a new partition on the disk.
There can be a number of reasons for that:
e The program cannot create a new partition on a dynamic disk.

e The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert
a free space on an existing partition to a new partition.

4. | cannot copy a partition.
There can be a number of reasons for that:
- The source or target disk you select is a dynamic disk;
- 4 primary partitions (or three primary partitions and an extended one) already exist on the target disk.

5. Ineed to copy a partition. But when selecting a place where to make a copy, | always get a crossed circle sign no
matter which partition is selected.

The program enables to copy a partition only to a block of un-partitioned space. If you don’t have a block of free
space on your hard disk, please delete or reduce an existing partition to accomplish the operation.
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6. | cannot do anything with my USB flash drive. | get a crossed circle sign when trying to select any area on it.

Some USB flash drives don't have the MBR (Master Boot Record), that’s the cause of your problem. To fix the
issue please use the Update MBR function of our program or 'fixmbr' of the Windows installation disc to write a
standard code to your flash drive.

7. When trying to back up my system the program asks to restart the computer.
Most likely the Hot Processing mode is disabled. Please make it active in the program settings.

8. When backing up a partition with the VSS (Volume Shadow Copy Service) mode, the program throws "VSS could
not be started for processed volume".

Most likely you try to back up a FAT32 partition, which is not supported by VSS. Please use the Paragon Hot
Processing mode instead.

9. | cannot back up my hard disk to an external hard drive. Once started, the operation is aborted with the
following error: Hard Disk management, Error Code 0x1100a. What is wrong here?

The problem is that the Microsoft VSS service is set as the default Hot Processing mode in the program. But this
service has not been started in your WindowsXP/Windows2003/Vista. Please start this service (right click on My
Computer > Manage > Services > find Microsoft Volume Shadow Copy Service and make it active. Set also to
start it automatically).

10. When running a backup operation with the Paragon Hot Processing mode enabled, | get an error: error code
0x1200e "Internal error during Hot Backup"

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

11. When running a backup operation with the Microsoft VSS mode enabled, | get the following error: error code
0x12016 "VSS: can't read volume data”

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

12. When trying to back up to a network share, | get the following error: "i/o error" or "can't open/create file"
Please check whether you’ve got a permission to write to the selected destination or not.

13. When trying to restore a backup archive, | get the following error: "Can't restore to current selection" or
"Archive does not fit"

Most likely you're trying to restore a backup of the whole hard disk to a partition or vice versa.
14. | set up a timetable for a task, but it fails to execute.
There can be a number of reasons for that:

- Windows Task Scheduler does not work properly. Check whether it is so or not by scheduling a simple task (call
Notepad through scheduling);

- You don’t have permission to write to the selected backup destination.

Glossary

Active Partition is a partition from which an x86-based computer starts up. The active partition must be a primary
partition on a basic disk. If you use Windows exclusively, the active partition can be the same as the system volume.

In the DOS partitioning scheme, only primary partitions can be active due to limitations of the standard bootstrap.
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The term backup originates from the time when the best way to protect valuable information was to store it in form of
archives on external media. It's become now a general notion to mean making duplications of data for protection
purposes.

Bootable Archive is created by adding a special bootable section when backing up the data to CD/DVDs. Thus you will
be able to restore the data from these archives without having to run the program, but by simply booting from these
CD/DVDs.

Cluster is the smallest amount of disk space that can be allocated to hold a file. All file systems used by Windows
organize hard disks based on clusters, which consist of one or more contiguous sectors. The smaller the cluster size, the
more efficiently a disk stores information. If no cluster size is specified during formatting, Windows picks defaults based
on the size of the volume. These defaults are selected to reduce the amount of space that is lost and the amount of
fragmentation on the volume. A cluster is also called an allocation unit.

Extended Partition is a partition type you create only on a basic MBR (Master Boot Record) disk. Extended partition is
used if you want to create more than four volumes on a disk, since it may contain multiple logical drives.

File System Metadata. The servicing structures of a file system, which contain information about allocating files and
directories, security information etc, are named the file system metadata. It is invisible for users and regular
applications because its accidental modification usually makes a partition unusable.

Hard Disk Geometry. Traditionally, the usable space of a hard disk is logically divided into cylinders, cylinders are
divided into tracks (or heads), and tracks are divided into sectors.

The triad of values {[Sectors-per-Track], [Tracks-per-Cylinder], [Amount-of-Cylinders]} is usually named the Hard Disk
Geometry or C/H/S geometry.

Tracks and cylinders are enumerated from "0", while sectors are enumerated from "1". These disk parameters play an
essential role in the DOS Partitioning scheme.

Modern hardware uses an advanced scheme for the linear addressing of sectors, which assumes that all on-disk sectors
are continuously enumerated from “0”. To allow backward compatibility with older standards, modern hard disks can
additionally emulate the C/H/S geometry.

Hidden Partition. The concept of a "hidden" partition was introduced in the IBM OS/2 Boot Manager. By default, an
operating system does not mount a hidden partition, thus preventing access to its contents.

A method of hiding a partition consists in changing the partition ID value saved in the Partition Table. This is achieved by
XOR-ing the partition ID with a 0x10 hexadecimal value.

Master File Table (MFT) is a relational database that consists of rows of file records and columns of file attributes. It
contains at least one entry for every file on an NTFS volume, including the MFT itself. MFT is similar to a FAT table in a
FAT file system.

MBR & 1st track of the hard disk is the Oth sector of the disk. MBR (Master Boot Record) contains important
information about the disk layout:

- The used partitioning scheme;

- The starting records of the Partition Table;

- The standard bootstrap code (or the initial code of boot managers, disk overlay software or boot viruses).
Generally, the Oth sector is used for similar purposes in all existing partitioning schemes.

The MBR capacity is not sufficient to contain sophisticated boot programs. That’s why the on-boot software is allowed
to use the entire Oth track of the disk. For example, boot managing utilities such as LILO, GRUB and Paragon Boot
Manager are located in the Oth track.
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Partition ID (or File system ID) is a file system identifier that is placed in the partition. It is used to quickly detect
partitions of supported types. A number of operating systems completely rely on it to distinguish supported partitions.

Partition ID is saved in appropriate entries of the Partition Table and takes only 1 byte of space.

Partition Label (or Volume Label) is a small textual field (up to 11 characters) that is located in the partition's boot
sector. This value is used for notification purposes only. It is detectable by any partitioning tool including the DOS FDISK
utility.

Modern operating systems save it within a file system, e.g. as a special hidden file. Thus it is able to contain a relatively
large amount of text in multiple languages.

Partitioning Scheme is a set of rules, constraints and format of the on-disk structures to keep information on partitions
located on a hard disk.

There are known several partitioning schemes. The most popular of them is the so-called DOS partitioning scheme. It
was introduced by IBM and Microsoft to use multiple partitions in the disk subsystems on IBM PC compatible
computers.

Another popular partitioning scheme is the so-called Logical Disks Model (LDM) that originates from the UNIX
mainframe systems. Veritas Executive accommodates a simplified version of LDM to the Windows 2000 operating
system.

Windows 2000 and XP support two quite different partitioning schemes: the old DOS partitioning scheme and the new
Dynamic Disk Management (DDM). The problem is that earlier versions of Windows do not support DDM. In addition,
most hard disk utilities do not support it as well.

Recovery Media is a CD/DVD disc, a USB flash card or even a floppy disk from which you can boot for maintenance or
recovery purposes.

Root Directory is the top-level directory of a formatted logical drive to include other files and directories. In modern file
systems (Ext2/Ext3, NTFS and even FAT32) it does not differ from other directories. This is not the case for old FAT12
and FAT16 file systems.

Serial Number. In the DOS partitioning scheme, every hard disk and every partition has a 32-bit serial number
represented by an 8-figure hexadecimal value. It is stored in the MBR and its value is assigned when the MBR sector is
initialized by Microsoft standard disk managing tools, such as Windows Disk Administrator and the FDISK utility.

In fact, a hard disk's serial number is not important for most operating systems and software. It is known that Windows
NT, 2000 and XP store its value in the database of assigned drive letters.

A partition's serial number is stored in its boot sector (in FAT16, FAT32 and NFTS file systems). Its value is assignhed when
the partition is formatted. It does not play an important role for most operating systems and software as well.
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