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Introduction

Paragon Hard Disk Manager™ 12 Professional is an integrated set of powerful tools that is specially designed to tackle
most of the problems you might face while using PC. Its functionality covers all aspects of a computer life cycle
beginning from carrying out all the necessary partitioning operations to install the system from scratch and providing its
data reliable protection to secure utilization of an outdated hard disk.

In this manual you will find the answers to many of the technical questions, which might arise while using the program.

images shown in this manual may be different from what you see on your screen.

o Our company is constantly releasing new versions and updates to its software, that's why

What's New in Hard Disk Manager 12

e Split Partition Wizard helps you separate OS and data or different types of data by splitting one partition to two
different partitions of the same type and file system.

e Incremental backup to a sector image is a further way of optimizing the process of disk imaging. Unlike
differentials, it may not only contain data changed since the time of creating a full sector-based archive, but one
of its increments as well, thus allowing to save more time and the backup storage. Introduction of a special

index file that stores backup meta-information minimizes time and resources to create this type of archives.

e Improved Connect VD to connect a virtual disk as if it's an ordinary physical disk, thus opening up all
functionality available for physical disks to virtual. You’ve now got the option to:

- Mount Paragon’s backups (.pbf images).

- Mount a virtual disk in the non-destructive mode. It’s a special read/write mode, when all changes on the
connected disk are being saved to a snapshot, thus providing complete safety for the original disk’s
contents. If needed, this snapshot can later be merged with its parental disk by using standard tools of
virtualization software vendor.

- Mount a virtual disk in the read-only mode to make sure no data will be changed on the virtual disk during
copy or any other operation on it.

e Support of Oracle VirtualBox 4.0.

e Better performance for backup operations by employing asynchronous data transfer.

e Automatic backup/restore of ACL (Access Control List) for file backups to inherit access permissions for backup
contents when restoring to a different location.

e Password protection for file backups to prevent unauthorized access to your personal data.

e WIinPE traceroute/ping utility to get detailed information on particular routes and measure transit delays of

packets across an Internet Protocol (IP) network.
e Convert NTFS <> HFS file systems without reformatting.
e Support of Windows 8.

e Support of the restart-free installation.
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Product Components

In order to cope with different tasks, the product contains several components:

Windows based set of utilities is the crucial part of the product. With the help of an easy to use launcher you

may find and run tasks of any complexity in the field of data and system protection, hard disk partitioning and
cloning, etc.

Linux/DOS based recovery environment is a multi-platform bootable media that enables to run utilities under

Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery purposes. Both
platforms have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or USB
devices. It enables to burn CD/DVD discs. However there can be some difficulties with detecting new hardware.
DOS in its turn has no problems of that kind but is limited in features. The Linux/DOS recovery environment
requires no installation and can be of great help when the system fails to boot. Besides it offers a Windows XP
like environment.

WIinPE based recovery environment. Especially for keen followers of Windows, our product offers the option to

prepare a WinPE based bootable media. Unlike the Linux/DOS recovery environment it can boast an excellent
hardware support and the same interface as the Windows version can. However its system requirements are
much tougher.

Features Overview

This chapter dwells upon key benefits and technical highlights of the product.

Features

Let us list some of the features:

User Friendly Fault Minimizing Interface

Graphical representation of the data to gain a better understanding.

A handy Launcher to easily find and run the required tasks.

Comprehensive wizards to simplify even the most complex operations.
Resize partitions directly on the Disk Map with the drag-and-drop technique.
A context sensitive hint system for all functions of the program.

Previewing the resulting layout of hard disks before actually executing operations (so-called virtual

operations).

Backup Facilities

Archive Database to help the user easily manage backup images (get properties, add, delete, mount, etc.).

o This feature is only available for the Windows installation of the program.

Available location for backup images:

- Backup to local mounted partitions.

- Backup to local unmounted (without drive letter assigned) partitions.
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- Backup to an external mounted storage to provide for a higher level of data protection and system
independence.

- Backup to a special secured place on the hard disk called the Backup Capsule that has an independent system
layout (e.g. a separate partition) and will stay operable should the active file system be damaged. To avoid an
accidental removing or unauthorized access of the backup data, this partition is hidden and thus cannot be
mounted in the operating system.

- Backup to external media (CD/DVD) to guarantee a high level of data protection as long as the backup media is
kept secure.

- Backup to a network drive to stand a better chance of success in case of a hard disk failure.
- Backup to an FTP/SFTP server to provide a new level of system and data protection.

Smart Backup Wizard to secure system and data with the minimal efforts possible. With a unique intelligent

work algorithm and a highly intuitive user interface, you can easily back up exactly what you need - the whole
system, e-mail databases (MS Outlook, Express, Windows Mail) media files or office documents of the My
Documents folder, or any other files and folders.

Differential backup to a sector image to only archive changes since the last full sector-based image, thus
considerably saving the backup storage space. To restore this kind of backup you will require a full image and
one of its differentials.

Incremental backup to a sector image is a further way of optimizing the process of disk imaging. Unlike

differentials, it may not only contain data changed since the time of creating a full sector-based archive, but one
of its increments as well, thus allowing to save more time and the backup storage. Introduction of a special
index file that stores backup meta-information minimizes time and resources to create this type of archives.

Incremental backup to a file image to only archive changes since the last full or incremental file-based image.
An incremental image is smaller and takes less time to create, but you will require the initial full image and all of
its incrementals to restore the latest point of this kind of backup.

File backup to a sector image. It is a unique technology on the market so far that bridges two principally
different approaches of the data backup: the file-based backup and the disk imaging backup. With its help you
can now create a sector-based backup of your system to get it back on track in minutes in case of a virus attack

or a hardware malfunction and then just make file-based incremental images to the previously created sector-
based backup to keep updated only information that is critical for you. Thus you will considerably save your
system resources.

Cyclic backup to automate the backup of separate partitions. It is an ideal option if you want to establish a self-
acting data protection system.

o This feature is only available for the Windows installation of the program.

Synthetic backup to change any property (merge a given differential image with its full image, split/un-split,

compress/de-compress, etc.) of an existing backup image without carrying out a physical backup operation.

Bootable Backup Capsule to get the choice to launch the Linux or PTS DOS recovery environment every time
you start up the computer. With its help you will be able to run utilities under Linux or PTS DOS, and that way to
get access to your hard disk for maintenance or recovery purposes.
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Restore Facilities
e Restore an entire disk, separate partitions or only files you need from the previously created backup image.

e Restore with Shrink to restore a backup image to a free block of smaller size taking into account only the
amount of actual data of the image.

e Adaptive Restore to successfully migrate a Windows physical system to a different hardware platform (P2P) by

allowing automatic injection of all required drivers and the other actions crucial for a migration of this kind.

o This feature is only available for the bootable recovery environment.

Copy Facilities

e Migrate OS to SSD to move any Windows OS since XP from a regular hard disk to a fast SSD (Solid State Drive)
even of a smaller capacity, thanks to advanced data exclusion capabilities.

e Partition/hard disk copy to successfully transfer all on-disk information including standard bootstrap code and

other system service structures, thus maintaining the operating system’s working capability.

o Copy functionality can also be used as an alternative way of data protection.

Virtualization Facilities

e Connect VD to connect a virtual disk as if it’s an ordinary physical disk, thus opening up all functionality available
for physical disks to virtual.

e P2V Copy to migrate a Windows physical system to a virtual environment in the online mode.

e P2V Restore to migrate a Windows physical system backed up with a Paragon disaster recovery tool to a virtual
environment.

e P2V Adjust to recover the startup ability after unsuccessful virtualization with a 3rd party tool.

e (Create VD to create an empty virtual disk or with specific data of one of the supported virtualization vendors.

o Virtualization is the latest trend in the system migration, protection, and evaluation.

Boot Management Facilities

e Boot Manager Setup Wizard to easily manage several operating systems on one computer.

Partition/Hard Disk Management Facilities

e Basic functions for initializing, partitioning and formatting hard disks (create, format, delete). Instead of the
standard Windows disk tools, the program supports all popular file systems.
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Express Create Partition Wizard to create a new partition in the most appropriate place of a hard disk, format it

to NTFS and then make it available in the system by assigning a drive letter.

Split Partition Wizard helps you separate OS and data or different types of data by splitting one partition to two

different partitions of the same type and file system.

Merge Partitions Wizard to consolidate the disk space, which originally belongs to two adjacent partitions
(NTFS, FAT16/FAT32), into a single, larger partition.

Redistribute Free Space Wizard to increase free space on one partition by up-taking the on-disk unallocated

space and the unused space of other partitions.

Express Resize Partitions Wizard to increase free space on one partition by up-taking the unused space of an

adjacent partition of a hard disk (including partitions of Apple Boot Camp).

NTFS hot resize upward to enlarge an NTFS partition (system, locked) without rebooting Windows and
interrupting its work.

Convert a file system (FAT16/32, NTFS, Apple HFS) without reformatting.

Mount a partition (assign a drive letter) of any file system type to make it available for your operating system.

Modify file system parameters (make active/inactive, hide/unhide, etc.).

Install New OS Wizard to make a system ready to install a new operating system.

Undelete Partitions Wizard to recover an accidentally deleted partition.

File System Optimization Facilities

MFT defragmentation and shrinking to improve performance of NTFS.

Wipe Facilities

Data wiping to successfully destroy all on-disk information including the standard bootstrap code and other
system service structures.

Free space clearing to destroy any remnants of deleted files/directories left on disk without affecting the used
data.

Automatization Facilities

Task scheduling to automate routine operations. It can be particularly effective when you have to repeat a
sequence of actions on a regular basis.

o Scheduling is only available for the Windows installation of the program.

Scripting to make the program create a script of any set of operations you need. Besides support of all
operations available in the interactive mode, the unattended mode provides some additional features, such as
conditional execution, subroutines, repeatable iterations, disk/partition properties analysis, errors
management, etc.

Auxiliary Facilities

GPT Loader is a special system driver to allow use of all space of modern ultra high capacity drives (larger than
2.2TB) on systems that don't support it.
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Conversion of basic MBR disks to basic GPT to enjoy all benefits of the newest partitioning scheme with

minimal effort.

File Transfer Wizard to make such operations as transferring of files/directories or burning of them to CD/DVD
as easy and convenient as possible. Providing access to Paragon backups as regular folders, it may also help to

replace corrupted data from a previously created image in case of an operating system failure.

Volume Explorer is a handy tool when you have different file systems on the disk, whether they contain an

operating system or just data. Volume Explorer will let you explore a file system of any type and provide access
to the necessary files and directories regardless of their security attributes.

Recovery Media Builder to create a bootable recovery media on a CD, DVD disc, or flash memory, which can

later be used to boot and recover your computer in case of an operating system failure. Moreover, with its help
you can save data from partitions of your hard disk directly to compact discs or burn ISO-images. The utility
supports various formats of laser discs: CD-R/RW, DVD-R/RW, DVD+R/RW, DVD-R, DVD+R double layer, Blu-ray
and can handle multi-session burning.

Network Configuration Wizard to establish a network connection on a bootable recovery media either to save a

backup of a partition/hard disk or just several files on a network computer or retrieve a previously made backup
from a network computer for recovery purposes.

Boot Corrector to fix most of the system boot problems that can be a result of a human factor, program error or
a boot virus activity.

o Boot Corrector is only available for the bootable recovery environment.

Supported Data Erasure Algorithms

US DoD 5220.22-M

US Navy standards NAVSO P-5239-26
British HMG Infosec Standard No.5
German VSItR Standard

Australian ASCI 33

Russian GOST R 50739-95

Peter Gutmann's algorithm

Bruce Schneier's algorithm

Paragon's algorithm

Custom algorithm

o To know more on the subject, please consult the Data Security Standards section.
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Supported Technologies

Along with using innovative technologies from outside, Paragon has developed a number of its own original

technologies that make its products unique and attractive for customers:

Paragon Hot Backup™ technology to back up locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

Paragon Hot Copy™ technology to copy locked partitions and hard disks under Windows NT+ family operating
systems providing both high operating efficiency as well as low hardware requirements.

Paragon Adaptive Restore™ technology to successfully migrate a Windows physical system to a different
hardware platform (P2P).

Paragon Power Shield™ technology to provide data consistency in case of a hardware malfunction, power
outages or an operating system failure.

Paragon UFSD™ technology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folders, etc.

Paragon Hot Resize™ technology to enlarge NTFS partitions (system, locked) without rebooting Windows and
interrupting its work.

Paragon Restore with Shrink™ technology to restore a backup image to a free block of smaller size taking into
account only the amount of actual data of the image.

Paragon Smart Partition™ technology to securely perform hard disk partitioning operations of any complexity.

Paragon BTE™ technology to set tasks for execution during the system restart, thus saving from the need to use
a bootable media when modifying system partitions.

Paragon VIM™ (Virtual Image Management) technology that enables Paragon products work with virtual disks
as though they are physical hard disks.

Microsoft Volume Shadow Copy Service (VSS) to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/7/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistent
point-in-time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the
leading copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Microsoft Dynamic Disk (simple, spanned, striped, mirrored, RAID-5) to offer more management flexibility
without the partition limitation of basic disks. Dynamic storage can be particularly beneficial for large-scale
businesses when dealing with many physical hard disks involving complex setup.

GUID Partition Table (GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and Linux.

Supported Virtual Machines

Microsoft Virtual PC
VMware Workstation
VMware Fusion

Oracle VirtualBox 4.0

Additionally for Connect VD and P2V Adjust OS only

MS Windows backups (.vhd images)

Additionally for Connect VD only
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e Paragon’s backups (.pbf images)
e Parallels Workstation
e XenServer (.vhd only)

Supported File Systems
e Full read/write access to FAT16/FAT32 partitions.

e Full read/write access to NTFS (Basic Disks) under Windows, Linux and PTS DOS. Compressed NTFS files are also
supported.

e Full read/write access to Ext2FS/Ext3FS/Ext4FS partitions.

e Limited read/write access to Apple HFS+ partitions.

Unfortunately, support of non-Roman characters for the HFS+ file system is unavailable at
the moment. The company is about to implement it in the nearest future.

Supported Media
e Support of both MBR and GPT hard disks (2.2TB+ disks included)
e |DE, SCSI and SATA hard disks
e SSD (Solid State Drive)
e AFD (Advanced Format Drive)
e Non-512B sector size drives
e C(CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-ray discs
e FireWire (i.e. IEEE1394), USB 1.0, USB 2.0, USB 3.0 hard disks

e PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

Distribution
Paragon Hard Disk Manager 12 is distributed in two ways:
e Boxed package from Paragon Software GmbH and resellers

e Downloadable package over the Internet at the company’s web-site

Distributive CD

The boxed package includes a distributive CD that is in fact a bootable recovery environment with auto-run of the
Windows installation, thus it can be used as a ready-made solution. But if you’re going to run the Windows components,
you need to install them first (see Installation).

If you want to download an update/upgrade of the product, it will be in form of the downloadable installation package
as described in Online Distribution).
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Online Distribution

Hard Disk Manager 12 purchased over the Internet will be in form of an MSI package. After installing the product you
can launch the Recovery Media Builder to prepare a recovery media.

Registration

Paragon Software GmbH provides a wide range of online services through its web-portal - www.paragon-
software.com/support/:

e Registration of new users;
e Registration of purchased products for registered users;

e Available around-the-clock downloading center, where registered users can get product updates/upgrades as
well as all the necessary documentation;

e Downloadable free demo versions and open documentation for all users.

o It is recommended to use Internet Explorer 5+ or any compatible browser.

To register as a new user
To register as a new user, please do the following:

1. Run an Internet browser and visit the page: www.paragon-software.com/my-account/;

2. Click Create of the Create a Paragon Account section;
3. Fill out a registration form;
4. Click Register.
The most important field in the form is an E-mail address, as it serves as a login to enter the system. Besides your access
password will be sent to this address as well.
To register a new product
If you are a registered user and would like to register Hard Disk Manager 12, please do the following:

1. Run an Internet browser and visit the page: www.paragon-software.com/my-account/;

In the Email field of the Authorization section, enter an E-mail used for registration;
In the Password field enter a password received after registration;
Click Sign in;

2
3
4
5. If the user name and password are valid, you will get to your account;
6. Click Register new product of the Products section;

7

Enter your product serial number in the Serial Number field. You can find it in the product box or obtain from
your reseller. Click Next;

8. On the next page you will be asked to provide some additional data. Also you will need to decide whether you
want to get confirmation on registering the product by E-mail or not. Click Next, and then click Finish.

That is all. The product is now registered.
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How to Download Updates/Upgrades

Downloading of updates/upgrades can be fulfilled in the following way:

1.
2.

N o o ~ow

Run an Internet browser and visit the page: www.paragon-software.com/my-account/;

In the Email field of the Authorization section, enter an E-mail used for registration;

In the Password field enter a password received after registration;

Click Sign in;

If the user name and password are valid, you will get to your account;

Select My Downloads of the Products section to see what updates are available for you;

Select the desired update and click Download.

Contacting Paragon Software GmbH

If you have any questions about the company products, please do not hesitate to contact Paragon Software GmbH.

Service Contact

Visit Paragon Software web site WWW.paragon-software.com

Registration & updates web-service www.paragon-software.com/support

Knowledge Base & Technical Support kb.paragon-software.com

Pre-sale information sales@paragon-software.com

System Requirements

For the Windows installation package

Operating systems:

- Windows 2000 Professional (32 bit only)

- Windows XP (32 and 64 bit)

- Windows Vista (32 and 64 bit)

- Windows 7 (32 and 64 bit)

- Windows 8 Consumers/Developers Preview

Internet Explorer 5.0 or higher

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
128 MB of RAM (256+ recommended)

Hard disk drive with 250 MB of available space

SVGA video adapter and monitor

Keyboard

Mouse
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o During the installation additional free space (up to 1GB) will be required.

For the Linux bootable environment
e Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
e 256 MB of RAM
e SVGA video adapter and monitor
e Keyboard
e Mouse
For the WinPE bootable environment
e Intel Pentium Ill CPU or its equivalent, with 1000 MHz processor clock speed
e Atleast 512 MB of RAM
e SVGA video adapter and monitor
e Keyboard
e Mouse
Additional requirements
e Network card to send/retrieve data to/from a network computer
e Recordable CD/DVD drive to burn data to compact discs

e External USB hard drive to store data.

Installation
To install Paragon Hard Disk Manager 12, please do the following:

1. Run Setup Application. Click on the *.MSlI file. This application will guide you through the process of the
program installation. The setup utility is compiled with the InstallShield SDK, hence it contains the standard user
interface and set of installation steps.

In case there is some previous version of the program installed on the computer, the
program will offer the user to uninstall it first.

2. Starting Setup. The Welcome page informs that the application is being installed. Click the Next button to
continue.

3. Confirm License Agreement. The License Agreement page displays the Paragon License Agreement. Read the
agreement and then select the appropriate option to accept. If you do not agree with any conditions stated
there, the installation process will be interrupted. By clicking the Print button, the License Agreement may also
be printed out.

4. Provide Registration Information. On the Registration page you are to provide your product key and serial
number.

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



19

5. Provide Customer Information. On the Customer Information page you are to provide the standard
information, i.e. a user name and an organization. Besides you need to decide whether to make the program
available for all users of this computer (if several) or only for the current one.

6. Select an Installation Folder. The Destination Folder page allows you to choose a folder where the program will
be installed. By default, the installation folder will be created as:

C:\Program Files\Paragon\Paragon Hard Disk Manager 12. To select another folder, click the Change... button.

After you have selected the required folder, click the Next button to continue.

Do not install the program on network drives. Do not use Terminal Server sessions to install
and run the program. In both cases, the program functionality will be limited.

7. Confirm Installation. On the Ready to Install the Program page click the Install button to start the installation or
the Back button to return to any of the previous pages and modify the installation settings.

8. Copying Files. The Copying Files page shows the overall progress of the installation. Click the Cancel button to
abort the setup.

9. Finishing the Installation. The Final page reports the end of the setup process. Click the Finish button to
complete the wizard.

First Start

To start Paragon Hard Disk Manager 12 under Windows, please click the Windows Start button and then select
Programs > Paragon Hard Disk Manager™ 12 > Paragon Hard Disk Manager™.

just to be on the safe side, please make a backup of your data before carrying out any

[D The program provides wide opportunities in the field of hard disk structure modification, so
operation.

The first component that will be displayed is called the Express Launcher. Thanks to a well thought-out categorization
and hint system, it provides quick and easy access to wizards and utilities that we consider worth using on a regular
basis. With its help you can also start up the traditional launcher, the help system or go to the program’s home page.
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&) Paragon Hard Disk Manager™ 12 Professional e
Paragon Hard Disk Manager™ 12 : S‘Par

[SOFTWARE GrOUP]

@ Feritoning Partitioning

= Backup and Recovery » Create Partition
- - E.\ ; Oaaoanewpmmadtwmomm

S coovi d Miarati # Format Partition
(= opying an igration A Fomat partition to a file system of your choice. Note, all data this partition contains
wil be deleted
4 SRCINNY, S # Delete Partition
2 Optimization & Delete existing patition and all data & contains __
*  Virtualization # Resize Partitions

Move border of adiacent parttions of the same type both logical or both pramary) to
redistribute space between them. Note: this wizard covers only basic resize
scenanios, f resize operation cant be camied cut with Express Resize Wizard,
please swich to Advanced Interface, right cick on a parttion you would ke to

o
/‘ Tools resize and select "Move/Resize Pation”
# Merge Partitions
G Support Contacts L Merge two adjacent partitions with the same file system and the same type pimary
to primary oc logical to logical)

@ Help € Open Advanced Intedface

please consult the Windows Components chapter.

o To know more on how to handle the product’s interface and accomplish typical operations,

Building Recovery Media
Recovery Media Builder can help you accomplish the following operations:

e Prepare the Linux/DOS recovery environment (included in the installation package) on external media (CD, DVD,
or flash memory) to boot and run utilities under Linux or PTS DOS, and that way to get access to your hard disk
for maintenance or recovery purposes (strongly recommended);

e Prepare a custom Linux/DOS recovery environment by adding any data you like to the standard image;

e Prepare a bootable recovery environment from any I1SO image;

e Create from the master CD the Linux/DOS recovery environment on a CD/DVD disc, or flash memory.
Below you can find how to build our Linux/DOS based recovery environment on a thumb drive:

1. Plugin athumb drive of at least 250 MBs in size. Please note all data on that drive will be deleted.

2. Inthe Main Menu: select Tools > Recovery Media Builder...
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There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Onthe Wizard's Welcome page, click the Next button.
4. Select the Flash Memory option.

@ HRash Memory
Select this option to create the recovery envionment on a flash memory media. Thus you will get al
recovery features avaiable in the program on a compact. reliable, and fast device fecommended)
CD/DVD
Selact this option to create the recovery environment on 3 CD/DVD. Thus you wil also get a bootable

CD or DVD with all recovery features avadable in the program (ndispensable in case your computer
does not support booting from USB dives)

5. Select the Typical option.

Lisa the standand Recovery Madia image suppliad with the program

User specified CO/VOVD image (iso file)

Lise CO/DVD image from specific location

ogram Fles./Pamgon Software/booted o Browse
Copy from a CD/DVD

Choase a source CO/DVD drive

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
get here: www.paragon-software.com/my-account/.

6. Select the required thumb drive from the list of flash memory devices available in the system at the moment (if
several).

Failable dives:

[ Drive Supported Formats

7. You will have to confirm the operation.

WARNING: As a result of this operation ALL DATA on the flash memory media will be ERASED.
Click "OK" if you agree or "Cancel' if you do not.

LOK ] { Cancel

Booting from the Linux/DOS Recovery Media

The Linux/DOS recovery environment can be used to boot your computer into Linux or PTS DOS to get access to your
hard disk for maintenance or recovery purposes. It also has the PTS DOS safe mode, which may help in a number of non-
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standard situations such as interfering hardware settings or serious problems on the hardware level. In this case, only

basic files and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup
To start working with the Linux/DOS recovery environment, please take the following steps:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare our recovery environment either on a

CD/DVD disc or a thumb drive.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch a boot mode you need (Normal, Safe, Low-Graphics Safe) in the Boot menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints on the selected at the moment item will help you make the right
choice.

4. Consult the help system by pressing ALT+F1 to know more on the subject.

Boot menu

The Boot menu contains the following commands:

-« Hormal Hode Main recovery
& Safe Mode environnent

& Lou-Graphics Safle Mode

& Floppy disk

& Hard disk B HER

& Find 05es on your hard disks

e Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);

e Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode if it
fails to work properly;

e Low-Graphics Safe Mode. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will be
included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu;

o Floppy Disk. Reboot the computer from a system floppy disk;
e Hard Disk 0. Boot from the primary hard disk;

e Find OS(s) on your hard disks. The program will scan hard disks of your computer to find any bootable operating
system.

To move within the menu, please use the arrow keys of the computer keyboard.
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While working with the recovery environment you might experience some inconvenience
caused by possible video artifacts. It is just a result of changing video modes and in no way
will affect the program functionality. If this is the case, please wait a bit and everything will
be OK.

Normal Mode

When the Normal mode is selected, the Linux launch menu appears:

. ~ * |You can copy an entire hard disk or its
5 | Paragon Hard Disk Hﬂ"-«“ﬁ'ﬁ'f paritons o new catins, You can also save
ivem as image files for later resioration

] Disk Copy Wizard operation needed.

Simple Restane Wizard Please select the drive, its parition if
P necessary, and then activate the Hard Disk’

or ‘Partition’ puldown menu and select the

Undelete Parition

Wipe Wzard

Express Resze Wizard
File Transfer Wizard
Boot Comector
Metwork Configurator
Log Saver

Eject COYDVD
L

Hard Disk Manager (enables to run wizards and dialogs, to specify program settings, to visualize the operating
environment and the hard disk configuration);

Simple Restore Wizard (allows restoring hard disks and partitions);

Disk Copy Wizard (helps to clone a hard disk);

Undelete Partition (allows recovery of accidentally deleted partitions);

Wipe Wizard (enables to destroy all on-disk information or only remnants of deleted files/directories);

Express Resize Wizard (enables to increase free space on one partition by up-taking the unused space of an
adjacent partition);

File Transfer Wizard (allows coping files/folders to another disk or a partition as well as recording them to
CD/DVD);

Boot Corrector (helps to correct the Windows System Registry without Windows being loaded);

Network Configurator (enables to establish a network connection under Linux);

If you are going to use network resources, first launch the Network Configuration Wizard to
establish a network connection.

Log Saver (helps to collect and send the necessary log files to the Technical Support);
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View the mounted partitions (the list of all mounted partitions will be displayed);

The Linux/DOS recovery environment assigns drive letters to partitions the way it is done in
DOS, i.e. one after another, primary partitions at first. Thus mounted partitions may have
different drive letters from Windows.

e Eject CD/DVD;

e Command Line (allows experienced users to execute any operation);
e Reboot the computer;

e Power off the computer.

To move within the menu, please use the arrow keys of the computer keyboard.

Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the
Normal mode except for the Network Configurator and Log Saver commands. Besides due to certain limitations of the
PTS DOS environment, there is no possibility to burn CD/DVD discs.

Low Graphics Safe Mode

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and looks
similar to the Safe mode but graphically simpler.

k¢ Hard Disk Manager 12 You can create, delete and

# Simple Restore Hizard format hard disk partitions
U8 File Transfer MWizard using this program, which
[E] Boot Corrector will start now.

Upon the start, please
B Start the command line select the drive and one of
® Reboot the computer its partitions or its free

space. Then activate the
'Partition’ pull-down menu
and select one of the
partitioning operations.

Booting from the WinPE Recovery Media

The WiInPE recovery environment can be a real alternative to the Linux/DOS recovery environment. Providing nearly the
same level of functionality it offers an excellent hardware support and the same interface as the Windows version does.
Startup

To start working with the WinPE recovery environment, please take the following steps:

1. Start up the computer from the WinPE recovery media.

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
get here: www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.
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2. Once it has been loaded, you will see the Universal Application Launcher. In general it enables to run
components of the product, load drivers for undefined hardware or establish a network connection.

i -
Paragon Hard Disk Manager™ 12 | S‘Prason
“»’; ‘: 3 (\1”‘1 ” SOHNAIIUH [3
‘ Partitioning Pan'tlonlng
| Rl Backup and Recovery ' #) Create Partition
-e ;\ Create 3 new pattion and set 25 properties
=] : P # Format Partition
@ Copying and Migration S Fommat parttion to 3 fle system of your choice. Note. o data this parttion contans wil be
deleted.
4 SHAy, # Delete Partition
W Optimization & Delete enisting parttion and al data t contains.
* —— # Resize Partitions
_ Virtualization & Move border of adjacent pantitions of the same type (both logical or both pimary) to
redastribute space between them. Note: this wizard covers only basic resize scenanos, f
resize operation cant be camed out with Express Resize Wizard, please switch to
s Advanced Interface. right click on 2 partiion you would like to resize and sefect
A Tools "Move/Resize Partition”
# Merge Partitions
o Suppor[ Contacts L Merge two adjacent parttions with the same fle system and the same type {prmary to
pamary oc logical to logical). :l
© Help € Open Advanced Interface & EiectCD [ Restan [@) Shutdown

3. Click on the required operation to start. Hints on the selected at the moment item will help you make the right
choice.

4. Consult the help system by pressing ALT+F1 to know more on the subject.

The WinPE based recovery environment offers excellent hardware support. However in
o case it doesn’t have a driver for your disk controller, your hard disks will be unavailable.

Please consult the Adding specific drivers scenario to know how to tackle this issue.

Basic Concepts

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a general
notion of the operation performance and makes it easier for the user to operate the program.

System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today. Indeed, it is hardly to find a
person who will be particularly happy when all precious information on the hard disk is irreversible lost as a result of its
malfunction. So how this tragedy can be prevented?
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File Backup versus Sector Backup

Since the advent of the computer age people were in the search of ways to guarantee data safety. As a result we’ve got
now two principal approaches: the file-based backup and the sector-based backup. The main difference between the
two lies in the way data is treated.

A sector-based backup operates with an image (or a snapshot) of the whole disk system or its separate partitions. It not
only includes the contents of all user-made files, but additionally contains the exact structure of directories, information
about file allocation, file attributes and other related data. Thus it enables to successfully process system or encrypted
partitions of any file system type, no matter what kind of information they contain.

In contrast, a file-based backup takes into account a file system structure and only functions on a file or folder level. So
it is very efficient when archiving separate files or folders, but in no way will help you back up a system partition.

You should understand pretty well that each of the two approaches is only good when properly chosen. In the
comparison table below you can see when this or that approach will suit you at most.

Sector-Based Backup File-Based Backup

Merits

It does not dependent on a particular file system. Functioning on a file/folder level, it is ideal for
Thus it can successfully process system or archiving separate files or folders.

encrypted partitions of any file system type, no

matter what kind of information they contain.

It can create an exact image of a partition, It enables to automatically build up contents of
including its service data. Thus it is ideal for a the future backup image by using an advanced
backup/restore of a system partition or a fast system of filters.

deployment to a bunch of identical computers.

It allows archiving data of the same volume with
different backup policies.

It is easy and efficient when creating backup

chains.
Demerits
Resulted backup images may contain a lot of It depends on a file system structure, so you
redundant data. won’t be able to process unknown file systems.

It is ineffective when trying to maintain a backup It cannot be used to back up a system partition.
chain, especially when little amount of data is
being changed.

It is much slower when processing large amount
of data.

Backup Types

At the present moment the market is offering various types of backup imaging to meet the needs of any user. Besides
supporting them all, our program offers a unique backup type, called File Increment to a Sector Backup.
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Full, Differential, and Incremental Sector Backups

A full sector-based backup image includes all contents of a partition or a hard disk at the moment of its creation. If you
roll back your system to the initial state on a regular basis, that’s exactly what you’re looking for. But if you want to have
multiple backup archives of the same partition reflecting certain time stamps, unchanged data will inevitable be
duplicated in all archives and take additional space on backup media. To tackle this issue there has been developed a
supplementary technique called Differential Sector Backup.

A differential archive only contains data changed since the time of creating a full archive, which forms a base (or a
parental image) in this case, thus considerably saving your system resources. It is realized by the exact bit-wise
comparison of the previous partition's data (saved in the parental image) with the current data (that is actually the
partition itself). To restore this kind of backup you will require a full image and one of its differentials, what is very
convenient.

Differential Base to a Sector Backup
Sunday Monday Tuesday Saturday

Full Sector
Backup

l L Y
—
.....

— Monday restore point —

——————— Tuesday restore point S—

Saturday restore point

o This function is only available for single primary and logical partitions.

Incremental archive is a further way of optimizing the process of disk imaging. Unlike differentials, it may not only
contain data changed since the time of creating a full sector-based archive, but one of its increments as well, thus
allowing to save more time and the backup storage. The main principal here is the shorter the interval between
increments, the less data is backed up. In general this type of backup is great except for one thing — when you restore an
incremental archive there will be processed the initial full image and all increments between, which depending on the
size of your backup chain, may take plenty of time. Anyway unlike backups, the restore operation is an emergency,
which might not happen at all.

Paragon’s incremental sector-based archive employs an innovative technology that significantly improves the backup
performance. Its core is in introduction of a special index file (.pfi) that keeps meta-information on the corresponding
incremental image. It’s much smaller than the image itself and is used to calculate the difference between the current
and previous state of a backup object. Thus, when you’re going to do an increment to a full archive of your system
partition stored on the network, only its index file is processed over the net (a couple of megabytes at most), not the
entire image, which minimizes both, the network traffic and backup time. Another new thing is change of a backup
format — all increments are saved in .vhd (Virtual Hard Drive) containers.

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



28

Incremental Chain to a Sector Backup

Sunday Monday Tuesday Saturday

e — e — e —
Increment #1 Increment #£2 | Increment #n

— Monday restore point -

Tuesday restore point S

Base Sector
Backup

Saturday restore point |

Please note that the current version of the product has a number of limitations regarding sector-based increments:

e Increments can only be created for full archives of the new type (with a .pfi index file). Any of our flagship
products since Hard Disk Manager 12 supports this functionality;

e Increments can only be created for full archives stored on a local mounted drive or a network share;
e Increments cannot be created for archives of entire GPT disks;

e Increments can only be restored under Windows (if no restart is needed) or WinPE;

e Increments cannot be processed with the Synthetic Backup Wizard;

e Increments cannot be processed with the Check Archive Integrity Wizard;

e Increments cannot be processed with the Create File Complement Wizard;

e Increments cannot be browsed in Volume Explorer;

e Increments can only be used with our software;

e Increments cannot be compressed;

e Increments cannot be encrypted;

e Increments cannot be splitted.

Full and Incremental File Backups

A full file-based archive only contains files and folders. It is really efficient when backing up an e-mail database or
particular documents, as no redundant data is processed. But if you care about maintaining a files history, you can
benefit from one more supplementary technique called Incremental File Backup.

An incremental archive only contains data changed since the time of creating a full or incremental file-based archive. It
is smaller and takes less time to create, but you will require the initial full image and all of its increments to restore the
latest point of this kind of backup.
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Incremental Chain to a File Backup

Sunday Monday Tuesday Saturday

 —  ——  —
Base File IRerement £1 Increment £2 —®| Increment #n
Backwp | L} I .

— Monday restore point -

Tuesday restore point S

Saturday restore point

File Increment to a Sector Backup

File Increment to a Sector Backup is a unique technology on the market so far that bridges two principally different
approaches of the data backup: the file-based backup and the sector-based backup. With its help you can now create a
sector-based backup of your system to get it back on track in minutes in case of a virus attack or a hardware malfunction
and then just make file-based incremental images to the previously created sector-based backup to keep updated only
information that is critical for you. Thus you will considerably save your system resources.

Backup Storage
Our program supports several techniques of storing backup images. Let’s take a closer look at them all to understand

what kind of storage is able to provide better security:

e You can place a backup image to a local partition. Despite the fact that it is the most convenient way, try not to
use it. You can delete your backup just by accident or lose it as a result of a hardware malfunction, or a virus
attack;

e You can place a backup image to an external mounted storage to provide for a higher level of data protection
and system independence;

e You can place a backup image to a special secured place on the hard disk called the Backup Capsule that has an
independent system layout (e.g. a separate partition) and will stay operable should the active file system be
damaged. To avoid an accidental removing or unauthorized access of the backup data, this partition is hidden
and thus cannot be mounted in the operating system. However it won’t help you in case of a hardware
malfunction;

e You can place a backup image to external media (CD/DVD) to guarantee a high level of data protection as long
as the backup media is kept secure;

e You can place a backup image to a network drive to stand a better chance of success in case of a hard disk
failure. Moreover, by storing it on a special-purpose server you may be pretty sure nothing will happen to it;

e Finally you can place a backup image to an FTP server to provide a new level of system and data protection.

Known Issues on FTP/SFTP
1. You need to check out yourself Windows Firewall or programs of this kind let our program work with the
required port (21 by default).

2. You cannot restore data selectively (with Restore Wizard) from an FTP/SFTP server.

3. You can browse an FTP server in the passive mode only.
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4. Parallel access to several FTP/SFTP servers is limited - only one password for all servers is available.
Adaptive Restore

Technology Background

Windows family operating systems are notorious for their excessive sensibility to hardware, especially when it turns to
replacement of such a crucial device as HDD controller or motherboard — actually Windows will most likely fail to boot
as a result of this operation.

In 2008 our company came with an exclusive technology called Paragon Adaptive Restore™. Initially aimed at restore of
Windows Vista or Server 2008 from a backup to a different hardware configuration, its current realization, available in
the P2P Adjust OS Wizard, enables to make any Windows OS since XP bootable on dissimilar hardware by allowing
automatic injection of all required drivers and the other actions crucial for this type of migration.

Technology Concept

Let’s take a closer look at how Paragon Adaptive Restore works.

Source anvirosnment

Maodifying OS
internal setlings

Adjusting HAL

Adjusting kermnel

Maodifying additional
settings

asatting CP

Devices parameters

k|

Injecting drivers for
boot critical devices
and NICs

From the Windows
Repository

From additional
driver repositories

r

Dastination
Emvironment

As you see, successful migration of a Windows system to a different hardware platform involves several actions:

1. Change of the Windows kernel settings according to the new configuration. The program detects the given
hardware profile and automatically installs the appropriate Windows HAL and kernel.

2. Installation of drivers for boot critical devices. The program detects those without drivers and automatically
tries to install lacking drivers from the built-in Windows repository. If there’s no driver in the repository, it
prompts the user to set a path to an additional driver repository, strongly recommending not to proceed until all
drivers for the found boot critical devices are installed. In case drivers for these devices are installed, but
disabled, they will be enabled.

3. Installation of drivers for a PS/2 mouse and keyboard. This action will only be accomplished for Windows
XP/Server 2003.
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4. Installation of drivers for network cards. The program detects those without drivers and automatically tries to
install lacking drivers from the built-in Windows repository. If there’s no driver in the repository, it prompts the
user to set a path to an additional driver repository.

These actions guarantee a Windows system will start up on dissimilar hardware. After the startup, Windows will initiate
reconfiguration of all Plug'n'Play devices. It’s a standard procedure, so please don’t worry and prepare the latest drivers
at this step to get the most out of the system.

additional drivers when dealing with Windows XP/Server 2003, because for these systems

o Though all Windows systems have built-in driver repositories, please be prepared to have
they are very modest.

Technology Application

Let’s consider a number of situations when the Adaptive Restore technology can help you out:
e If you need to migrate to a different hardware platform with minimal effort
e If you need to upgrade hardware while keeping all programs and settings intact

e If you need to replace failed hardware and cannot find an exact match for original system specifications

Known Issues

1. After transferring Microsoft Vista and later versions to different hardware, you will need to re-activate license of
the system. It's normal behavior as these systems keep tracking any change of hardware. Re-activation is legally
justified in this case, as you transfer your system to another PC.

2. If you've installed several operating systems on one partition, we can only add drivers to the latest version of
0S. Microsoft highly recommends that you install an operating system on a separate partition.

3. Please note drivers are not cached during selection. That’s why if you select a driver to add to the system, but
it’s already unavailable during the operation, the program will end the operation with an error.

System Virtualization

With new powerful x86 computers, system virtualization has become extremely popular. It’s a software technology that
enables to run several virtual machines on one physical machine, providing resources of that single computer are shared
across several environments. As a result one and the same physical computer can have multiple OSs and applications
operating simultaneously, thus opening up enormous opportunities for both, business and home users, exactly:

e Avoid underutilization of up-to-date powerful computers;

e Increase flexibility of a physical infrastructure;

e Provide for increased availability of hardware and applications;

e Cut expenses on hardware and energy;

e Guarantee smooth and cost saving system migration;

e Enjoy working with old applications you can’t launch on your current PC;

e Take advantage of having multiple operating systems on one Windows PC, including Linux, Mac OS X, etc.;
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e Forget about hunting for replacement of the failed hardware, and many more...

Known Issues
1. You should install integration services (e.g. VMware Tools) on the virtual system yourself. We only guarantee its
smooth startup.

2. After transferring Microsoft Vista and later versions to a virtual disk, you will need to re-activate license of the
system. It’s normal behavior as these systems keep tracking any change of hardware. Re-activation is legally
justified in this case, as you transfer your system to another PC.

3. If your system hosts several Windows OSes, our program will find them all and automatically patch to runin a
virtual environment. However we cannot guarantee smooth startup of all found Windows systems, but the
guest OS, for its configuration parameters may be incompatible with the others.

Paragon Hot Processing & Volume Shadow Copy Service

Offline versus Online Data Processing

In the course of time there have been developed various methods of data processing. Despite different work concept,
all of them can be divided into two principal groups: offline (cold) and online (hot) data processing techniques.

As the name infers, offline data processing can only be accomplished when the data is in consistent state (the operating
system and all the applications are completely shut down). Actually it is the most preferable way of image creation or
data cloning, since software can obtain an exclusive right to process data that guaranties high level of operating
efficiency. However, the offline data processing is absolutely out of question when dealing with 24/7 production
environments.

In contrast, online data processing enables to create a consistent snapshot even as the data is currently modified. It is
particularly useful for systems with high availability requirements, but it won’t be accomplished until all active
transactions are complete. The point is to provide a coherent state of all open files and databases involved in a process,
taking into account that applications may still keep writing to disks. As a result an online data processing cannot boast
high operating speed.

Our program supports both offline and online methods of data processing. As far as online method is concerned it offers
its own hot processing algorithm together with the possibility to use snapshot technologies provided by the Microsoft
VSS framework.

Paragon Hot Processing Technology

Paragon Hot Processing is an online copy/backup technology for Windows NT+ family operating systems. Developed
back in 2001, nowadays it is integrated with all copy/backup solutions offered by the company.

Paragon Hot Processing is not exactly a snapshot technology, though it has much in common with it. During an online
copy/backup, the program uses the kernel mode driver HOTCORE.SYS to intercept and control disk write activity of
applications and the operating system. The hotcore driver as an integral part of the program is installed during the setup
procedure (that’s why the system reboot is required to complete the setup procedure). For the most part the driver is in
the idle mode until it is activated with the program. While in this mode it bypasses any calls having no effect on the
overall system performance, but a few kilobytes of the system memory.

Paragon Hot Processing technology offers copy/backup of locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.
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It is not recommended to use Paragon Hot Processing with active SQL Server, Exchange or
Oracle databases since the backup image contents may be corrupted.

Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) is designed to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistent point-in-
time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the leading
copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Initiated by a VSS aware copy/backup utility, VSS creates snapshots for the selected volumes and represents them as
virtual read-only devices, called volume shadow copies. Once the shadow copies are created, the copy/backup utility
starts processing the data while applications keep writing to original volumes.

Unlike Paragon Hot Processing the VSS technology provides a unique possibility to make a synchronous snapshot of
multiple volumes. This very feature can be particularly beneficial when backing up active SQL Server 2003, Exchange
2003 or Oracle databases located on multiple volumes the way it is recommended by Microsoft to improve the level of
database performance and reliability, thus providing 100-percent data consistency.

o To use VSS it is necessary to have a mounted 300 MB+ NTFS partition.

Dynamic Disks

As you probably know, MS-DOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008 support four
primary partitions per physical hard disk, one of which can be extended. Certainly there is the possibility to create
logical drives within the extended partition. Such types of disks are called basic. Windows XP Professional, Windows
2000, Windows Vista and Windows Server 2003/2008 follow the same strategy: You can have a maximum of four
primary partitions, one of which can be an extended partition with logical drives. However, these operating systems also
introduce a new disk configuration type - dynamic disk - which must be understood to effectively configure and manage
hard disks.

Dynamic disk is a physical disk that doesn't use partitions or logical drives. Instead, it contains only dynamic volumes.
Regardless of what format you use for the file system, only Win2K computers can access dynamic volumes directly.
However, computers that aren't running Win2K can access the dynamic volumes remotely when connected to the
shared folders over the network.

Dynamic disks can co-exist on a system with basic disks. The only limitation is that you cannot mix Basic and Dynamic
disks on the same hard drive.

There are five types of dynamic volumes: simple (uses free space from a single disk), spanned (created from free disk
space that is linked together from multiple disks), striped (a volume the data of which is interleaved across two or more
physical disks), mirrored (a fault-tolerant volume the data of which is duplicated on two physical disks, and RAID-5
volumes (a fault-tolerant volume the data of which is striped across an array of three or more disks).

With dynamic storage, you can perform disk and volume management without the need to restart Windows.
Limitations:

e Dynamic disks are not supported on portable computers.
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e Dynamic disks are not supported on Windows XP Home Edition-based computers.

e You cannot create mirrored volumes or RAID-5 volumes on Windows XP Home Edition, Windows XP
Professional, or Windows XP 64-Bit Edition-based computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more management
flexibility without the partition limitation of basic disks. Dynamic disks can contain an unlimited number of volumes, but
they cannot contain partitions or logical drives. Dynamic storage can be particularly beneficial for large-scale businesses
when dealing with many physical hard disks involving complex setup.

GPT versus MBR

GUID Partition Table (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions of the
old MBR. Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intel to replace the outdated PC
BIOS, it offers a number of crucial benefits:

e Up to 128 primary partitions for the Windows implementation (only 4 in MBR);
e The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);
e More reliable thanks to replication and cyclic redundancy check (CRC) protection of the partition table;

e A well defined and fully self-identifying partition format (data critical to the platform operation is located in
partitions, but not in un-partitioned or hidden sectors as this is the case with MBR)

Apple Boot Camp

Boot Camp is a special utility to help you set up a dual boot system (Mac OS X and 32-bit Windows XP/Vista) on Intel-
based Macs. It enables to securely re-partition your hard disk (resize an existing HFS+ partition to create a separate
partition for Windows) and then launch the installation process. With Boot Camp all the necessary drivers will be at your
disposal. Moreover after Windows has been installed it will serve as a boot manager to choose what operating system
to start up.

It is strongly recommended not to modify the hard disk configuration with Windows Disk
Manager. Otherwise it may lead to unexpected consequences, right up to BSOD and
inability to boot in Windows XP/Vista. Please use our program to correctly update both
MBR and GPT.

64-bit Support

The bulk of software today is written for a 32-bit processor. It can meet the requirements of almost any end user.
However that is not the case when dealing with servers processing large amounts of data with complex calculations of
very large numbers. That is where 64-bit architecture comes into play.

It can boast improved scalability for business applications that enables to support more customer databases and more
simultaneous users on each server. Besides a 64-bit kernel can access more system resources, such as memory
allocation per user. A 64-bit processor can handle over 4 billion times more memory addresses than a 32-bit processor.
With these resources, even a very large database can be cached in memory.

Although many business applications run without problems on 32-bit systems, others have grown so complex that they
use up the 4 GB memory limitation of a 32-bit address space. With this large amount of data, fewer memory resources
are available to meet memory needs. On a 64-bit server, most queries are able to perform in the buffers available to the
database.
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Some 32-bit applications make the transition to the 64-bit environment seamlessly others do not. For instance, system-
level utilities and programs that provide direct hardware access are likely to fail. Our program offers a full-fledged
support of the 64-bit architecture providing fault-tolerant work for such system dependent modules as Hot Processing.

Copy Operations

Hard drive duplication nowadays is becoming highly popular among PC users. That is due to some definite advantages it
can offer. First of all, many people clone hard disks just to back up data for security reasons. The present day copy
utilities enable to successfully transfer all on-disk information including standard bootstrap code and other system
service structures, thus maintaining the operating system’s working capability. In case of a system malfunction, the user
can get the system back on track in minutes. No additional configuration is required, what is very convenient.

The second possible application is the upgrade of a hard disk to a new one. The capacity of a modern hard drive doubles
every two years, thus opening up new possibilities for software developers. As a result programs become more
complicated and require considerable amount of free space. One day the user realizes that there is no more free space
left on the hard disk and the only way out is to upgrade. Usually that means that besides purchasing a new hard disk,
the user is to face a large re-installation procedure spanning several days of tedious work. But all of this can be avoided
just by copying the contents of the old hard disk to a new one proportionally resizing the partitions.

And the last but not least is the copying of hard disks for cloning purposes. It may be of great use when setting up
similar computers. There is no need for a system administrator to install an operating system from scratch on every one
of them. It is enough just to configure one and then clone it to the others.

Drive Partitioning

As you probably know a hard drive is to be split into one or more partitions, since it cannot hold data until it is carved up
and space is set aside for an operating system. Until recently most PCs used to have just one partition, which filled the
entire hard disk and contained an OS. The situation has changed however, thanks to new cost-effective high capacity
hard drives, thus opening up numerous possibilities for PC users, such as editing video, archiving music, backing up CD
images, etc. Huge increase in space is great, but it poses a number of problems, most important of which are effective
data organization and speed.

Large drives are always going to take longer to search than smaller volumes, and an operating system is going to have its
work cut out both finding and organizing files. It is for this reason that many people decide to invest in multiple hard
drives, but there is an easy solution — drive partitioning. Partitioning lets you divide a single physical drive into a number
of logical drives, each of which servers as a container with its own drive letter and volume label, thus enabling the
operating system to process data more efficiently. Besides partitioning makes it possible to organize data so that it is
easy to find and manage. You can set aside, for instance, 40 GB of a 160 GB hard drive for the OS, 70 GB for storing
video and another 50 GB for your favorite music collections to provide transparent data storage.

It is also worth mentioning to that with a hard drive properly partitioned, such routine operations as files de-
fragmentation or consistency check will not be that annoying and time-consuming any more.

By detaching the OS from the rest of the data you can tackle one more crucial issue — in case of a system malfunction,
you can get the system back on track in minutes by recovering it from a backup image located on the other partition of
the hard drive.

But that is not all drive partitioning may be used for. If you are willing to play games in Windows while browsing the
Internet in Linux, 100-percent sure that no virus will attack your PC, drive partitioning is a necessity. In order to run
several OSs on a single hard drive you are to create a corresponding number of partitions to effectively delineate the
boundaries of each OS.
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Data Sanitization

Data security is a two-sided problem. It is to be made clear, that providing confidentiality implies not only information to
be stored properly, but also be destroyed according to certain rules. The first step to protecting yourself is to know
exactly which security precautions work and which do not.

Many people believe the misconception that repartitioning a disk will result in complete destruction of its contents.
Actually that is not quite so. Repartitioning the drive only alters references to partitions in the Partition Table, leaving all
file data intact. In fact, there are a number of programs available to successfully recover previously deleted partitions.

Formatting a drive also does not guarantee data destruction. Formatting procedure implies modification of the Master
File Table (MFT) that keeps track of where file contents are stored on the disk and verification of each sector for
consistency. Even a low-level format does not actually erase the file contents for good, since they can still be
resurrected from their deleted state with minimal effort by using the popular today Magnetic Force Microscopy
technology.

The only way to make sure that all the data has been erased from a hard drive is to overwrite all on-disk sectors with
random patterns of ones and zeros. Although this sounds complex, there is an easy way to do this.

The process of deliberately, irreversibly removing or destroying the data stored on a memory device (magnetic disks,
flash memory drives, etc.) is generally known as Data Sanitization. A device that has been sanitized has no usable
residual data and even advanced forensic tools should not ever be able to recover it, thus providing maximum level of
security.

Data Security Standards
To irreversibly destroy all on-disk information there have been developed a number of disk sanitizing standards. They

are distinguished by wiping patterns and number of passes:

1. US DoD 5220.22-M. US Department of Defense recommends to overwrite all addressable locations with a
character, its complement and then a random character. Finally, the target data area is to be verified;

2. US Navy standards NAVSO P-5239-26.

e NAVSO P-5239-26 for RLL encoded drives. At first to write the fixed value (Oxffffffff) to the target data area,
then the fixed value (0x27ffffff), and then random values. Finally, the target data area is to be verified;

e NAVSO P-5239-26 for MFM encoded drives. At first to write the fixed value (Oxffffffff) to the target data

area, then the fixed value (Oxbfffffff), and then random values. Finally, the target data area is to be verified,;

3. British HMG Infosec Standard No.5. At first to write a single character pattern, then its complement and then a
random character. Finally, the target data area is to be verified;

4. German VSItR Standard. Overwrite the deleted information 7 times, consistently filling it with the following
patterns: 0x00, OxFF, 0x00, OxFF, 0x00, OxFF, OxAA. Finally, the target data area is to be verified;

5. Australian ASCI 33. Overwrite with a character (C), then verify. Overwrite with —C (the first pass character’s
inverse), then verify again. Overwrite everything with both C and —C once again but without verification. Fill
everything with random characters;

6. Russian GOST R 50739-95. Destroy information by a single pass with writing random characters into each sector
byte;

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



37
7. Peter Gutmann's algorithm. A whopping 35 passes, with 27 random-order passes using specific patterns

combined with eight passes using random patterns;

8. Bruce Schneier's algorithm. Two passes of specific patterns followed by five passes using a cryptographically
secure pseudo-random sequence;

9. Paragon's algorithm.
e Overwrite each sector with a forcefully randomized 512-byte string, new for each sector, using CSPRNG
(cryptographically secure pseudo-random number generator);
e Overwrite each erased sector with its complement;

e Overwrite each sector with a 512-byte string (CSPRNG), again forcefully randomized and different from the
first pass, and new for each sector;

e Fill each erased sector with OxAA value. Finally, the target data area is to be verified.

Military and government standards always require 100 percent residual data verification. It
is necessary to make sure that the operation has been properly accomplished. Besides
corrupted sectors discovered during the operation are to be logged to keep the user
informed, since these sectors may contain classified information.

o The list of supported military and government standards may vary for your product.
Anyway you’ve always got the possibility to create a customized algorithm, defining up to 4
wiping patterns, number of passes for each wiping pattern and for the group of patterns,
thus providing the maximum possible security level.

Scheduling

The automation of operations is particularly effective when you have to repeat a sequence of actions on a regular basis.
For example, developing a specific project on a day-to-day basis and having to make a backup every evening so as not to
lose the valuable data, you will really appreciate, when this kind of routine operations will be carried out automatically
without your participation.

Another aspect of any automation process is that it allows an optimization of your computer’s work-load. This is
especially important when operations require a considerable amount of computer resources — processor time, memory
and more. A number of tasks, which can decrease the performance, can be run during the night or whenever the
computer has the least work-load to perform.

The program has a special tool for scheduling. You can set out a timetable for any operation and it will start at a
specified time without interrupting your current activity.

Windows Components

In the given section you can find all the information necessary to successfully work with the Windows version of the
product.

Interface Overview

This chapter introduces the graphical interface of the program. The design of the interface precludes any mistake being
made on the part of the user. Most operations are performed through the system of wizards. Buttons and menus are
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accompanied by easy understandable icons. Nevertheless, any problems that might occur while managing the program
can be tackled by reading this very chapter.

General Layout

When you start the program, the first component that is displayed is called the Launcher. It enables to run wizards and
dialogs, to specify program settings, to visualize the operating environment and the hard disk configuration.

The Launcher’s window can be conditionally subdivided into several sections that differ in their purpose and
functionality:

Tocls Changes Wizards Hard Disk Partition Archa

Main Menu
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. Tool Bar
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. Common Tasks Bar

. Explorer Bar

. Disk Map

. Partition List

. Properties Bar

. Legend Bar
10. Status Bar
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A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some of them
to simplify the interface management.

All panels are separated by vertical and horizontal expandable sliders, allowing the user to customize the screen layout.

Main Menu

The Main Menu provides access to the entire functionality of the program. The available functions are as listed below:

MENU ITEM FUNCTIONALITY

Tools

View Log Files View logs on the carried out operations

Send Log Files Compress and send the log to the Paragon Support Team

Log Saver A wizard will help you collect and send logs to the Paragon Support Team

Setup Boot Manager... Manage several operating systems on one computer

Recovery Media Builder... Restore the system even when the current operating system cannot boot
anymore

Check Recovery Discs... Verify the recovery media for integrity and ability to boot from

File Transfer Wizard... Transfer data from any media

Settings... Edit the general settings of the program

Exit Exit the program

Changes

Generate Script... Generate a script for the task

Save to Scheduler... Schedule pending operations

Undo “the last virtual Cancel the last virtual operation on the List of Pending Operations

operation’

Redo “the last virtual Cancel the last undo virtual operation on the List of Pending Operations

operation’

View Changes... Display the List of Pending Operations

Apply Changes Launch the real execution of virtual operations

Discard All Changes Cancel all virtual operations on the List of Pending Operations

Reload Disk Info Refresh the current information about disks

Wizards

Express Create Partition... Create an NTFS partition and make it ready for work

Create Partition... Create a partition of any file system
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Format Partition...

Format a partition of any file system

Delete Partition...

Delete a partition of any file system

Wipe Hard Disk or
Partition...

Destroy all on-disk information or only remnants of deleted files/directories

Express Resize Partitions...

Increase free space on one partition by up-taking the unused space of an
adjacent partition

Undelete Partitions...

Recover an accidentally deleted partition

Merge Partitions...

Merge adjacent partitions of NTFS, FAT or FAT32 file systems

Split Partition Wizard...

Separate OS and data or different types of data by splitting one partition to two
different partitions of the same type and file system

Redistribute Free Space...

Redistribute available disk space of existed partitions

Install New OS... Make your system ready to install a new operating system

Smart Backup... Back up exactly what you need - the whole system, e-mail databases (MS
Outlook, Express, Windows Mail) media files or office documents of the My
Documents folder, or any other files and folders

Differential Backup... Create a differential to a partition backup

Incremental Backup... Create an increment to a full or incremental backup of a partition or hard disk

Create a File Complement...

Create a file increment to a full partition backup

Create a File Increment...

Create an increment to a file backup

Restore...

Restore an entire hard disk, separate partitions, or files from the backup image

Manage Backup Capsule...

Create and manage the backup capsule

Check Archive Integrity...

Perform integrity check for the required backup image

Cyclic Backup...

Automate a partition backup

Synthetic Backup...

Change any property of an existing archive (splitting, password protection,
compression level, etc.) without accomplishing the backup operation

Create Virtual Disk... Create an empty virtual disk or with specific data of one of the supported
virtualization vendors

P2V Copy... Migrate a live Windows physical system to a virtual environment

P2V Restore... Migrate a Windows physical system backed up with a Paragon disaster

recovery tool to a virtual environment

P2V Adjust OS...

Make Windows Vista/7 backups bootable on virtual hardware; recover the
startup ability after unsuccessful virtualization with a 3" party tool
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Migrate OS...

Move any Windows OS since XP from a regular hard disk to a fast SSD

Copy Hard Disk...

Create a hard disk copy

Schedule Hard Disk Copy...

Set a timetable for a hard disk copy

Copy Partition...

Create a partition copy

Schedule Partition Copy... Set a timetable for a partition copy

Hard Disk

Back Up Hard Disk... Create a backup archive of the selected hard disk

Burn Hard Disk to CD or Back up the selected hard disk and burn the resulted image to CD/DVD
DVD...

Restore Hard Disk... Restore the selected hard disk from a backup image

Convert to Basic...

Convert a dynamic MBR disk containing simple volume(s) into a basic MBR disk

Convert to Basic MBR hard
disk...

Convert a basic or a dynamic GPT disk containing simple volume(s) into a basic
MBR disk

Convert to GPT hard disk Convert a basic MBR disk into a basic GPT disk
Update MBR Update MBR (Master Boot Record) of the selected hard disk

Change Primary Slots...

Modify the primary partitions enumeration for the selected hard disk

Wipe Hard Disk...

Irreversibly destroy all on-disk information

Edit/View Sectors...

View/edit sectors of the selected hard disk

Connect a Virtual Disk

Connect a virtual disk to work with it as if it’s a physical disk

Disconnect a Virtual Disk

Disconnect a virtual disk

Properties...

Get in-depth information on the properties of selected hard disk

Partition

Create Partition...

Create a partition

Format Partition...

Format a partition

Delete Partition...

Delete a partition

Back Up Partition...

Create a backup archive of the selected partition

Burn Partition to CD or
DVD...

Back up the selected partition and burn the resulted image to CD/DVD

Restore Partition...

Restore the selected partition from a backup image

Move/Resize...

Move/Resize the selected partition
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Convert File System...

Convert file system of the selected partition

Assign Drive Letter...

Assign drive letter to the selected partition

Remove Drive Letter...

Remove drive letter for the selected partition

Hide Partition...

Make the selected partition unavailable for the operating system

Unhide Partition...

Make the selected partition available for the operating system

Mark Partition as Active

Make the selected partition bootable by default

Mark Partition as Inactive

Make the selected partition non-bootable by default

Change Volume Label...

Change volume label of the selected partition

Change Cluster Size...

Change cluster size of the selected partition

Change Serial Number...

Change serial number of the selected partition

Downgrade NTFS version...

Decrease version of the selected NTFS partition

Change Partition ID...

Change identifier of the selected partition

Make Partition Primary...

Make the selected partition Primary

Make Partition Logical...

Make the selected partition Logical

Defragment MFT...

Defragment MFT (Master File Table) of the selected NTFS partition

Compact MFT...

Shrink MFT (Master File Table) of the selected NTFS partition

Wipe Partition...

Irreversibly destroy all on-partition information

Clear Free Space...

Destroy any remnants of deleted files/directories left on disk

Test Surface...

Test surface of the selected partition/block of free space

Check File System
Integrity...

Check the selected partition for possible file system errors

Edit/View Sectors...

View/edit sectors of the selected partition

Properties...

Get in-depth information on the properties of selected partition

View

Layouts Manage the Launcher layout with several predefined profiles

Toolbar Manage the Tool Bar representation: show / hide standard and navigation
buttons, text labels and large icons

Status Bar Display the Status Bar

Common Tasks Bar

Display the Common Tasks Bar

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.




43

Disk Map Legend Display the Disk Map legend

Properties and Commands Display the Explorer Bar

Disk Map Location Select whether the Disk Map will be located on the top of the main window or
at the bottom

Help
Help Open the Help system (you can also do it by pressing F1)
About Open the dialog with information about the program

The Main Menu contents available at the moment may vary depending on the selected
object.

Tool Bar

The Toolbar provides fast access to the most frequently used operations:

BUTTON FUNCTIONALITY

@g Back up exactly what you need with
Smart Backup Wizard

(Y Increase free space on one partition
S by up-taking the unused space of an
adjacent partition

Copy a hard disk

- Migrate OS to SSD

Collect and send logs to Support

@ Switch to Express launcher
[

Open the Help system

Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operations (so-called
virtual mode of execution). In fact, when the virtual mode is enabled, the program does not accomplish operations
immediately, but places them on the List of Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.
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BUTTON FUNCTIONALITY

fé:j Cancel the last virtual operation on the List of Pending Operations
@”& Cancel the last undo virtual operation on the List of Pending
Operations

Display the List of Pending Operations

,QQ Launch the real execution of virtual operations

% Cancel all virtual operations on the List of Pending Operations

Virtual mode is an effective way of protection from any troubles, since no operations will
be executed until clicking the Apply button for confirmation, thus giving a second chance to
weigh all pros and cons of this or that particular operation. The program politely reminds

the user that there are unsaved changes by showing the following window:
o [ I There are unsaved changes.

Please use the 4 Apply command to commet the changas and the ® Discard
command 1o permanently undo the changes,

You can view the changes history via the . View Changes command and

luwotaiymdootredomeomr&mbymeaudh") Undo and ' Redo
commands:

Common Tasks Bar

The Common Tasks Bar is located on the left side of the main window. It is intended for easy access to the program's
wizards.

The bar contains several tabs. Each tab includes a separate button bar which can be folded by clicking it.

Basic Partitioning Tasks

@ Starting the Express Create Partition Wizard to create an NTFS partition and make
Express Create
it ready for work.
@ Create Partition Starting the Create Partition Wizard to create a partition of any file system.
@.é Format Partition Starting the Format Partition Wizard to format an existing partition to one of the
file systems supported by the program.
2 » Starting the Delete Partition Wizard to delete a partition of any file system.
'Hé Delete Partition
Advanced Partitioning Tasks
EIE; Express Resize Starting the Express Resize Partitions Wizard to redistribute free space between
two adjacent partitions.
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== |
Ef_{“_ Merge Partitions

Starting the Merge Partitions Wizard to merge adjacent partitions of NTFS, FAT,
FAT32 file systems.

ﬁ Redistibute Free Space

Starting the Redistribute Free Space Wizard to redistribute available disk space of
existing partitions.

[ )
@ Undelete Partitions

Starting the Undelete Partitions Wizard to recover accidentally deleted partitions.

Copying Tasks

6 Migrate OS

Starting the Migrate OS to SSD Wizard to migrate Windows OS to a fast SSD.

: r | Copy Disk

Starting the Copy Hard Disk Wizard to copy a hard disk.

e
(€= Copy Partition

Starting the Copy Partition Wizard to copy a partition.

Backup Tasks

Eﬁ, Smart Backup

Starting the Smart Backup Wizard to back up exactly what you need - the whole
system, e-mail databases (MS Outlook, Express, Windows Mail) media files or
office documents of the My Documents folder, or any other files and folders.

j L'j Manage Backup Capsule

Starting the Manage Backup Capsule Wizard to create, resize or delete the backup
capsule.

e,
[,a':t- Restare

Starting the Restore Wizard to restore a hard disk, separate partition, or files from
the backup image.

Tools

¥ File Transfer Wizard

Starting the File Transfer Wizard to transfer data from any media. Besides it
provides access to Paragon backups as regular folders to browse through their
contents or copy required files.

E!I Boot Manager Wizard

Starting the Boot Manager Setup Wizard to easily manage several operating
systems on one computer.

=
W™ Install new 05 wizard

Starting the Install New OS Wizard to install a new operating system.

«7 Log Saver

Starting the Log Saver Wizard to collect and send logs to Support.

Help and Documentation

\? Hard Disk Manager™ Help

Launching the help system (you can also do it by pressing F1).

'\ﬁ About Hard Disk Manager™

Opening the page which contains information about the program. This page will
be displayed in the Explorer Bar.
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E_E?f Seript Manual Opening a brief review on the Paragon Scripting Language.
— cri anua

Disk Map

The Disk Map is displayed in the Explorer Bar when the Disk View tab is selected. It is located either at the top or at the
bottom of the window, depending on the state of the Disk Map Location option (Main Menu: View > Disk Map
Location).

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are represented with
rectangle bars that contain small-sized bars. These small-sized bars represent logical disks. Their color depends on the
file system of the appropriate partition.

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev) -

Local Disk (C:)
4399 GB NTFS
Large-sized bars display the following information about physical disks:
e Manufacturer,
e Model.
Small-sized bars display the following information about logical disks:
e Serial number,
e Drive letter,
e Totalsize,
o File system.

Furthermore, it is possible to estimate the used disk space by looking at the size of the bar’s shaded area. The program
offers to choose from several types of the disk layout scaling. It's done especially to increase the program usability. For
instance, if you’ve got a high capacity hard drive containing both very large (more than 100 GB) and rather small (less
than 10 GB) partitions, you can select the logarithmic type to make all partitions readable, otherwise (selecting the
linear type) you won’t be able to see small partitions at all, but thing strips. On the other hand, if the proportional disk
layout is critical for you, the linear type is exactly what you need.

Nevertheless there’s a compromise solution — linear scaling with the minimal limit to small partitions. So if a partition is
too small it will remain readable.

Just click on the arrow icon on the top right side of the Disk Map to select the desired scaling type.

v Linear
Linear Scaling Min Width
Loganthmic Scaling
i

=

Lirnex Exta ReizerFS

Disk Map is synchronized with the Explorer Bar. Thus by selecting a disk on the Disk Map, the Explorer Bar will
automatically display detailed information on it.
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The drag-and-drop functionality is not available when the logarithmic type of the disk
layout is selected.

Explorer Bar

The Explorer Bar is located in the center of the main window which emphasizes its importance. The bar displays
reference information including:

e The help system

e General information on the product including its name, version and a list of helpful links

e Detailed information about disks selected on the Disk Map

e List of scheduled operations

e List of archives

e Volume Explorer utility

e Disk Editor utility

According to these categories the Explorer Bar has several tabs:

e Disk View, which offers the user the following options:
- Partition List to get a clear-cut picture of the current state of the system hard disks/partitions
- Disk Editor to view/edit sectors of the selected partition/hard disk

- Volume Explorer to browse and export contents of the selected partition/hard disk

- Properties to view detailed information on the selected partition/hard disk in the bright graphical form

o You can switch between these components by clicking tabs on the left side of the Explorer
Bar.

o Scheduled Tasks, which gives the user the possibility of browsing and editing scheduled operations and the
program scripts.

e Archives, which enables to manage the Archive Database.
e Help, which contains the program help and general information on the product.
You can access the desired information by clicking on the appropriate tab.

The Explorer Bar is a fully-functional embedded HTML browser, which offers the possibility to address, for example, the
company's website to look through important technical notes or download the latest updates without having to close
the program.

The program help is also HTML-oriented. You can read it and follow external links from to get additional information.

To easily navigate through browsed pages, the program provides the following functionality:

BUTTON FUNCTIONALITY

"t:fr’ Return to the previously browsed
. page
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__,;._'___;. Open the next browsed page

o Stop loading the current page

Refresh the contents of the current
page

Partition List

The Partition List is another helpful tool that enables you to get a clear-cut picture of the current state of the system
hard disks/partitions. Partitions are sorted according to their starting position. For every item of the list there is the
possibility to call the context-sensitive popup menu with available operations. Besides, the program provides detailed
information on all hard disks/partitions found in the system including the following properties:

- Name,

- Volume label (if exists),

- Partition type (Primary/Extended /Logical),
- File system type,

- Size,

- Amount of used and unused (free) space,
- Start/End cylinder,

- Start/End head,

- Start/End sector

- Free size in sectors/bytes

- Active/Inactive attribute

- Hidden/Unhidden attribute

You may customize outlook of the Partition List by clicking on the arrow icon on the top right side of the panel.
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Please select properties to display.
Please select properdies you would Bke 1o display in the Disks and Partllions view
Mame
Size (sactors)
F5 Size (sactons) Mowe down
Usad jsactors)
Start (seciors)
End {sactors)
Start CHS )
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Jioe] (][] ] [ (] [ [

] File systam
| Vishana labal
| Partkion size
] Size
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| Free fsectons)
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] Active
] Hiddan
] Letier
| Padtion 1D
| Sactiom per Cluster
] Siet

By marking a checkbox opposite the required item you can choose whether to display it or not. Besides, you can change
its order by pressing the Move up or Move down buttons.

If you don’t need the Disk Map, please click the shown below icon to disable it:

Sant fsectors) | End [secions) | Stad CHSheot) | End CHShex)

80 2I5FETF 02027 502D &7 12
235FES00h  GETFEFFRn 304D 1 15 FEFE 34 1E
300h  3IETFEFFR 02021 FEFE 34 1E

Properties Bar

The Properties Bar provides information on the selected at the moment partition/hard disk:
For a hard disk

e Model,

e Serial number,

e Type of hard disk (basic or dynamic),

e Total size (in GB),

e Information on geometry of the disk (amount of sectors per track, heads and cylinders).
For a partition

e Drive letter assigned to the disk,

e Volume label (if available),

e Type of the logical disk,

e File system (represented by the color of the graph and the selected bar),
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e Total size, used space and free space (in GB or MB).

Besides you can modify practically any partition property by clicking on the required value.

Legend Bar

The Legend Bar explains the color scheme used for disk and partition presentation. You can hide (or show) the bar with
the appropriate Main Menu item: View > Disk Map Legend. When it is activated it can be found at the bottom of the

Explorer Bar.

The program distinguishes between the following types of known file systems:
- FAT16/32
- NTFS
- Linux Ext2/3/4
- Linux ReiserFS

- Apple HFS

Status Bar

This is the bottom part of the main window. The Status Bar displays menu hints, for each item the cursor points to.

The user can hide (or show) the bar with the appropriate Main Menu item: View > Status Bar.

Settings Overview

The Settings dialog is available from the Main Menu: Tools > Settings. All the settings are grouped into several sections,
which functions are described in the following paragraphs. The list of sections is placed on the left side of the dialog. By
selecting a section from the list, you can open a set of options.

To get a detailed description to any setting, control, or field of the program just click the

o

hint button and then the object you need.

General Options

Qﬁfg General options

Partition Abgrment Mode

Wista El
Align partitions according to the nues usad in Windows Vista and later 0S5as.

Check: F5 integrity policy

Oz 3

Standand protection from data loss with acceptable pesformance. The file system
inbegrity will be checked for each volume only once just before accomplshing
data-senstive operations

Dtz Loss Protectssn mods

Mediam protection from data loss
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This section contains a set of general options that will be taken into account during any operation carried out with the

program:

Partition Alignment mode. There are three options you can choose from:

4

Legacy. DOS and Windows OSes before Vista required that partitions had to be aligned to the “disk cylinder’
or 63 sectors to address and access sectors correctly. It was OK, until 4K hard drives came into scene. When
partitions are aligned this way on this type of disk, each logical cluster is linked to two physical 4K clusters,
thus resulting in a double read-write operation.

Vista. Since Windows Vista, operating systems do not use the archaic CHS (cylinder/head/sector) addressing
scheme, but the Logical Block Addressing (LBA), where sectors are addressed continuously over the whole
disk drive. It is optimal for both, 512B and new 4K disk drivers.

Inheritance. Select the option to disable automatic alignment of partitions.

Check FS integrity policy. Accomplishment of any data-sensitive operation (resize, move, merge, redistribute,
change cluster size, etc.) is potential with data loss. To minimize this risk, it's recommended to check integrity of

your file system before this type of operations, despite the fact that it’s quite time consuming. We offer you

several options to let you choose, which is best for you:

Always. Maximum protection, but minimal performance. The file system integrity will be checked each time
it’s necessary to guarantee the maximum protection for the on-disk data.

Once. Standard protection with acceptable performance. The file system integrity will be checked for each
volume only once just before accomplishing data-sensitive operations.

Never. No protection, but maximum performance. If you’re not 100% sure your disk is rock solid, please do
not use this option.

Data Loss Protection mode. To guarantee safety for your information when a data-sensitive operation has been

abruptly interrupted as a result of a computer reset, or a power outage, there are several techniques, that

correspond to the options below:

Do not protect. No protection, but maximum performance. If you’re not 100% sure you’re completely safe
from a power outage, or an accidental reset of your computer, please do not use this option.

Reset. Standard protection with acceptable performance. Maintaining a special journal, our program
enables to automatically complete a data-sensitive operation interrupted by an accidental reset of your
computer from our bootable recovery media, thus reviving the corrupted partition.

Power loss. Maximum protection, but minimal performance. Besides journaling, our program will also
disable cache of your disk when accomplishing data-sensitive operations to avoid data loss even in case of a
power outage.
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Backup Image Options

Eﬁ Backup image options

| Control archivve inlegrity

Choose this option to allow waiting of specific data thal wil later be used during
resione to check the anchive integrity. k can slow down the backup opemtion.

/| Set image fie names sutomaticaly
Choosa this oplion to aulcmatically name files in complex anchive.

Compression level
Homal compression El
Good compression. Provides average speed with the reasonable image size

Image spit
| Enable image spitting
Chooss this option to snable spliting the archive to several files

Maximum splt sira: | 4000 MB

This section contains a set of options that will be taken into account during backup/restore operations:

e Control archive integrity. Mark the checkbox to guarantee that all backup images created with the program are
100 percent flawless. If you decided not to control the archive integrity, the backup operation would take about
3-5% less time.

e Set image file names automatically. Mark the checkbox to make the program automatically set a file name for
every volume of a complex backup image. Otherwise you will need to do it manually during the backup

operation.

e Compression level. From the pull-down list you can select the desired compression level for backup images that
will be used by default.

e Enable image splitting. Mark the checkbox to automatically split every backup image to volumes of a particular

size.

Splitting images enables to tackle problems caused by a maximum file size limitation of
some file systems.

e Maximum split size. With the spinner control you can specify a maximum size for backup volumes.

General Copy and Backup Options

Hdd raw processing
Copy an ertire hard disk secior by secior without taking into socount B5 parition stnucture

7| Partibon mw processng
Copy/Backup each partition sector by sactor, Al sactors will be processad one by one (aven unused
secions). Requires more time to complete the operation

| Skip OS5 aundbary files,
Choose this option 1o skip 05 awdiary files filke pagefie sys, hibedi sys etc ). This will reduce operation
timee: 8rd backup image size

| Skip archive files stored in archive lbrarny
Choose this option o skip archive files stored in archive ibrary, This will reduce cperation tme and backup

mage size
| Automatc BCD update

Add boot entry for target partition to BCID hive on copy'restone sounce parition
Addisst exchyde from copvibackup options
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This section contains a set of options that will be taken into account during copy and backup operations:

HDD raw processing. Mark the checkbox to copy/back up a hard disk in the sector-by-sector mode, thus
ignoring its information structure (e.g. unallocated space or unused sectors of existing partitions will be
processed as well). This can help to avoid problems with hidden data created by certain applications or the
system administrator. However, it will take more time to accomplish the operation.

Partition raw processing. Mark the checkbox to copy a partition in the sector-by-sector mode to successfully
process unknown file systems. However it is not recommended to enable this option when working with
supported file systems as it takes more time to accomplish the operation.

Skip OS auxiliary files. Mark the checkbox to skip OS aukxiliary files (like pagefile.sys, hiberfil.sys, etc.), thus
reducing the operation time and the resulted size of the backup image.

Skip archive files stored in archive library. Mark the checkbox to skip backup images registered in the archive
database, thus reducing the operation time and the resulted size of the backup image.

Automatic BCD Update. Unmark the checkbox to suppress automatic update of BCD (Boot Configuration Data)
after copy/restore operations.

By clicking the link at the bottom of the window you can jump to the Copy/Backup Exclude
Options.

CD/DVD/BD Recording Options

Bum every CD/DVD/BD disk to the end
Choose this option allow the disk to be copied by third party tools
Recording speed
Selact speed automaticaly =
Auto recording speed. Choose this option to allow the recorder to choose the best

speed

Boot options
Specfy a bootable ISO image to place on CD, DVD or BD along with backup data

\..\ISO\bootcd s20 ‘ Browse

Specfy how would you like to boot from CD, DVD or BD

Boot from any CD. DVD or BD lJ

IS0 image folder

Browse

Please selact a folder to place 1SO images to when CD, DVD or BD SO maker is

used

This section contains a set of options that will be taken into account during CD/DVD/BD burn operations:

Burn every CD/DVD/BD to the end. By default, the program does not create 1ISO 9660 compliant burning
sessions, as it processes data on-the-fly and can only estimate the resulted session size. That’s why no third
party tool will get access to the recorded data. To tackle the issue, mark the checkbox to make the program
create a standard Disk-at-Once session. It may slow down the burning process, as every CD/DVD/BD will be
recorded up to the end, no matter how much actual information to contain.

Recording speed. The user may define how fast a CD/DVD/BD will be recorded (minimum, normal and
maximum). Besides there is an automatic mode when the program will set the most appropriate speed for
every CD/DVD/BD.
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Bootable ISO image. That’s the image to be placed together with the backup data. By default, the program
offers its own bootable ISO image, which contains a Linux/DOS recovery environment. However, the user is free
to use any bootable ISO image.

CD/DVD/BD boot capability. The program enables to choose whether any recorded CD/DVD/BD will be
bootable, or only the first one for a session, or without that function at all.

Folder where the I1SO image is to be placed. When the user decides not to physically burn a CD/DVD/BD, but
create an ISO image file, this very folder will be used to contain these images.

Hot Processing Options

V| Enable hot processing

Hot processing technology
Microsoft Volume Shadow Copy Senvice =

Microsoft Volume Shadow Copy Service is a relisble technology designed to back

uwp volumes being locked by numerous active transactions of VSS suppoting

applications. Microsoft VSS technology requires over 300 MB of free space on

any mounted NTFS volume for temporary data. This technology is provided for
Windows XP and naewest Windows versions, but unavadable for old versions of
Vindows (38/ME/NT/2000)

Addtional options

Always use hot processing

@ Use hot processing only when parttion is locked

Hot processing temporary dive

c

=]

Number of attempts to stat VSS: 3

Timeout between attempts (n seconds). 120
V| Switch between Hot Procassing technologies

In this section you may configure the hot processing mode:

Enable hot processing. Mark the checkbox to enable the so called hot data processing mode that is specially
designed to process data without restarting your operating system.

Hot processing technology. From the pull-down list you can select the required hot processing technology.

Always use hot processing. Select the option to process partitions without making them locked. Thus you will
be able to keep working with them as usual.

Use hot processing only when partition is locked. Select the option to use the hot processing only when
partitions are locked and cannot be processed without restarting the computer. Please keep in mind, that once
you start any operation on a partition in this mode, it will automatically be locked by the program, thus you
won't be able to keep working with it as usual.

Hot processing temporary drive. Here you can select a disk drive that will be used to store the temporary hot
backup data (by default — C:).

Attempts to start VSS. Here you can set how many attempts to start Microsoft VSS the program is to do before
automatically rebooting the system and accomplishing the operation in a special boot-up mode.

Timeout between attempts (in seconds). Here you can set a time period between different attempts to start
Microsoft VSS.

Switch between hot processing technologies. Mark the checkbox to automatically switch between Paragon Hot
Processing and Microsoft VSS if one of them is unavailable at the moment.
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By clicking the link at the bottom of the window you can jump to the Run during Backup
Options.

Run during Backup Options

@ Run during backup oplions

For backup operations in the Paragon Hot Processing mode you hawve a possibilty to run edemal
programs and commands ol different stages of the backup process. The key point to link such
execution to is a short period of time when a snapshot is taken. (Snapshot is a map of used
blocks; the system is totally frozen for wiiting when & is takoen).

Plaase spacily executable files for each stage f necessany:
Exmcute at the begirning of the backup process bafore taking a snapshot

Browae:
Execute after taking a snapshot

Browse:
Execute after finishing the backup process

Browse:

Change hot processing options

In this section you can specify external applications to execute at various phases of the backup process. It can be
particularly useful when imaging systems with high availability requirements (MS SQL, MS Exchange, etc.), since it
enables to create a consistent snapshot even as the data is currently modified. The point is to provide a coherent state
of all open files and databases involved in a backup, taking into account that applications may still keep writing to disks.

Actually the backup process consists of two phases: the preparation phase (snapshot) and the data-copying phase.
There are three points of the backup when external commands/programs can be launched:

e Execute at the beginning of the backup process before taking a snapshot. Here you can specify an executable
file that will help you to prepare running applications for taking a snapshot. It may contain specific
commands/programs to delete unnecessary files, suspend services, flush transactions or caches, etc. Everything
depends on the used applications.

o Execute after taking a snapshot. Here you can specify an executable file that will run just after taking a
snapshot. It may contain specific commands/programs, e.g. to resume the previously suspended services, etc.
Everything depends on the used applications.

e Execute after finishing the backup process. Here you can specify an executable file that will run after the
backup process has been accomplished. It may include commands/ programs that will move the backup image
to a particular location, etc.

By clicking the link at the bottom of the window you can jump to the Hot Processing
Options.

By clicking the Browse button you can get into the browser-like window to choose an executable file.
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'@, Select a file to run. @@'
Lock in: (=] Local Disk () Z o X ¥
@ Hame Size Date
=1 [5] Local Disk (C)
Disk Drives 1 |, archive_db 9/2/2009 5:359:22 FM
i || Pedlogs 7/13/2009 7:37:05 PM
# |, Program Files 8/2/2009 5:38:26 FM
@ ) Users &/11/2009 1218:49 PM
Netwodk Flaces 0 ) s 8/11/2009 1:32:53 AM
# | Windews 9/2/2009 5:38:40 PM
T mutoexes bat 24 Bytes /10072009 2:42:20 PM
OBytes $/2/2109 554 00 PM

+ BO-ROM Drive (D) QFFICE12

File name: somecmd cmd

Fies of ype: | Execidable Fles -

S -

The program provides the ability to work with three types of executable files (.exe, .bat, .cmd). It is up to the user to
write batch files to safely prepare applications for backup. There are some certain general requirements for that:

e All programs and commands must execute sequentially and finish before the .bat file completes its work.
e |tisrecommended to use external commands/programs in the following format - Start/wait program.exe. The

wait option will help to start an application and wait until it completes its work. This will guarantee that all
included commands/programs complete their execution before the batch file does.

This function is only available when the Hot Processing mode is enabled.

The program enables to set parameters for an executable file directly from the line.
However, if the file path contains word gaps it is necessary to enclose it in quotes in order
to make the program distinguish between the path and the used parameters.

By clicking the link at the bottom of the window you can jump to the Hot Processing
Options.

Wipe Options

H Wipe options

Diefaudt wipe method
US Dol 5220.22-M []

Crvenwrite al addressabls locations with a chamacier, s complement, then a random
character and verfy

Here you can set a specific data erasure algorithm that will be used by default during wipe operations.
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The list of supported military and government standards may vary for your product.

Wipe Report Options

m Wipe report structure options

Please enter customer information to put in data sanitization reports:

Customer name

Customer onganisation
¥ you did not provide any information in these fields the default system data wil
be displayed

Please mark the issues to be placed in data sanitization reports:

V| System information

Choose this option to put system information in report. System information
includes a computer name, OS and BIOS versions

V| Hardware information

Choose this option to put information about hardware used in your computerin
report. This section inchudes information about processors, disk dives. network
and USB adapters etc.

V| Bad blocks information

Choose this option to put information about found bad blocks. This includes
total bad blocks count and a bad sectors kst

Supervisor Approval

Please choose this option £ wipe reports require mandatory formal approval from
an executive or supervisor. i enabled, every wipe report will contain a signature
field for a person responsible for duly data santtisation procedures in your
Company

Font size to use when penting report: | Middle forts (12 pts) [

In this section you can specify contents and properties of generated wipe reports:

System information. Mark the option to include a computer name, BIOS version and the used operating system.

Hardware Information. Mark the option to include information on the used processor, disk drivers, network and
USB adapters, etc.

Bad blocks information. Mark the option to include information on the found bad blocks.

Supervisor Approval. Mark the option to add a signature field for an executive or supervisor responsible for
data sanitization procedures in your company.

Font size... Select the most suitable font size from the list (12 pts by default).

Partitioning Options

Confirmations
| Ask for volume label before parition dalate

Ask confirmation wien converting FAT16to FAT32.

This section contains a set of options that will be taken into account during partitioning operations:

Request confirmation before partition deletion. Mark the checkbox to activate an additional security
mechanism. Thus when going to delete a partition you will be automatically requested to enter its label.

Request confirmation when converting FAT16 to FAT32. Mark the checkbox to automatically request
confirmation before converting FAT16 to FAT32. There are a number of situations when this kind of conversion
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is the only way out to accomplish the operation. For instance, you are going to migrate your system to a larger
hard disk with the proportional resize of existing partitions, what is very convenient. As a result you can get
original FAT16 partitions go beyond the 4GB limit. Thus without conversion to FAT32, this operation will in no
way be possible to accomplish. The same goes for any copy hard disk/partition or restore hard disk/partition
operation involving an extra upsizing.

E-Mail Options

Specify your e-mail account options:
Outgoing mald sarver (SMTP)

User emai address

SMTP port rnumber 25

My outgoing server requires authentication

Send test emai

Cick this button to test e-mall account options. The program will send generated e-mal message to
the address you've specfied in User e-mall address field

Specify e-mail notification options:
Send E-Mal natification on apply

This section contains a set of options that will be taken into account during the Send log files and Send e-mail

notification operations:

Outgoing mail server (SMTP). To send messages by using the built-in mail client, it is necessary to have access to
a computer running an SMTP (Simple Mail Transfer Protocol) server. All outgoing messages are first sent to the
SMTP server, which in its turn delivers them to the required recipients. The address may be represented as a
traditional Internet host name (e.g.: mail.com) or as an IP numeric address (e.g. XXX.XXX.XXX.XX).

User e-mail address. Specify an e-mail address that has been assigned by the Internet Service Provider or
organization's e-mail administrator.

My outgoing server requires authentication. Activate the option to allow the program to make authentication
on the server before sending messages.

- User name. Enter the name that will be used to log in to the e-mail account.

- Password. Enter the password that will be used to access the mail server.

When you're ready with the settings, click on the Send test e-mail button to check if everything is OK.

Send e-mail notification on apply. Specify an e-mail to send notifications on the carried out operations.

- Send mail in HTML format. Activate the option to create messages in the HTML format instead of plain text.

- Send complete report after applying operations. Activate the option to create an in-depth report on the
carried out operations and send it after performing the last operation.

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



59

- Send graphical view of the disk sub-system before and after apply. Activate the option to allow the program
to attach two pictures of the disk layout made before and after the operation is completed.

By clicking the link at the bottom of the window you can jump to the Operation
Dependency Options.

Operation Dependency Options

@ Operation dependency oplions

Flease select & task to be camed out when one or mone of the following operations are
commitbed .

Perdom the task: | Send e-mall notfication [ =]

Operation =
Adust 05 to boot on new hardwans
Adust 05 to beot on vitual hardware
Backup parttion or disk

Boot record comaction
Changa NTFS vemsion

Change SID

Check fie system

Compact SMFT

Comneert Dynamec Disk: 1o Basic
Copy partition

Copy parition with fles exchusion =

el A S A S

Salact ol ][ Clear all nmmd.fm

This section contains a set of options that will be taken into account when the Send e-mail notification on apply function
is enabled. By marking/unmarking a checkbox opposite the required operation you can choose whether to receive an e-
mail notification on its completion or not.

You won't be notified if an operation requires the system restart.

Virtual Mode Options

Operations mode
V| Allow vitual mode

Set this option on to cany out all the operations vitually. You will be able to
commit the changes or rolback al of them or the last one. ¥ you switch this
option off, the operations will be camed out mmediately

Close progress dialog automatically

Set this option on to automatically close the progress dialog after commiting the
changes

In this section you may configure the virtual mode:

e Allow virtual mode. Mark the checkbox to enable the virtual mode. It is an effective way of protection from any
troubles, since no operation will be executed until confirmation, thus giving you a second chance to weigh all
pros and cons of this or that particular operation.
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[D We strongly recommend you to enable this mode.

e Close progress dialog automatically. Mark the checkbox to automatically close the progress dialog after
accomplishing operations.

File System Conversion Options
"\{g File system conversion options

Sedect 3 time zone

{GMT) Greenwich Mean Time; Dublin, Ednburgh, London, Lisbon v
Select language for file names

English {CP-850)

This language wil be used to specfy national symbols in file names

4]

Confirm settings before NTFS <> FAT/FAT32 conversion

Choose this option to make the program to allow 10 customize these sattings each
time when converting fie systems

This section contains a set of options that will be taken into account when converting FAT and NTFS file systems. By
default, the program takes locale (regional) settings from the system. Problems might occur however because of
different standards for file names and file time stamps (Created, Modified and Last Access Time) of NTFS and FATxx file
systems.

To tackle problems of that kind you can manually set:

e Time zone to use during the convert operation. NTFS keeps file timestamps in GMT (Greenwich Mean Time)
while FAT uses a fixed local date and time. The program takes proper account of these differences and enables
to adjust timestamp values.

[D An incorrectly chosen time zone might lead to inability to launch certain software.

e Language for file names to use during the convert operation. NTFS stores file names in Unicode while
FAT/FAT32 uses ANSI to save short file names (also called the DOS aliases). The codepage information is
required for the correct conversion of non-English file names from Unicode to ANSI and vice versa.

[D An incorrectly chosen codepage will certainly result in corruption of non-English file
names.

e Request confirmation of settings before NTFS < - > FAT/FAT32 conversion. Mark the checkbox to automatically
display the local settings dialog to check and modify (if necessary) the default parameters before launching the
convert file system operation.
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Copy/Backup Exclude Options

#E. Exclude from Copy/Backup

Specly masks for fies and folders that must be excluded from copy/backup operations

Files that contains your e-mail data (3 fifers)

Addflter Hename calegory [elste category

= wab Delate filter
“pob  Delete fiter

*.oab Delate filtar
“pat  [Doletefiter =
*ost  [elatefiter
= dbx Delate filtar
*log Delate filer
*wE Delets filter
“.contact [elete fiter
Executable & Installations (£ fiters)

Add fiter FAename category  Delste category

In this section the program enables to specify what data should be automatically ignored during copy and sector-based
backup operations. You can filter certain files or folders either by the manual selection or by creating masks, what is
more preferable. Thus you will be able to effectively manage contents of your backup images or partition/hard disk
copies.

By default, there are no available filters. To create a filter, please click the Add Category... button.

%.- Creste new category ] @
Nama: |
Fiter: [ Erowse
Diescription:

You can use wiklcards 7 and * as file name mask. Wildcands

in path are not allowed.
[0k ][ Canos

In the opened dialog the program allows the user to define the following parameters:
e Name. Give to the filter any name you like, but try to use an informative one;

o Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask by

using * or ? wildcards;
e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.

By clicking the link at the bottom of the window you can jump to the General Copy and
Backup Options.
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File Backup Exclude Options

#E. Exclude from file backup archives
Specify masks for files and folders that must be excluded from archives:

Executable & installations (8 fiters)
Add fiter Fename category [leiete category

“.dl [Dalets filter
“exe Delets fiter
*.ocx [Delefs filter
“wxd Dolete fiter
*scab Delete fiter
“mai [alefs flter
“msp [Delete fiter
*drv [alets filter

m

= PAupdliary files (18 fiters)

Add filter Rename category Delete category

“bak [alee fiter
“old  [elets fiter

“tmp  Delele fller b

Ly L}

In this section you can find a lot of ready-made exclude filters to effectively control contents of your file-based backup
images. Please note, by selecting certain filters you specify what data will be ignored during file-based backup
operations, thus you specify the data you’d like not to be added to the resulted archives.

Anyway you’ve got the option to create your own filter by clicking the Add category... button.

Q: Create new categony @@ 1
Mame: |
Diescription:

You can use wikdcards 7 and * as file name mask. Widcards

in path are not allowed.
ok ][ conce

In the opened dialog the program allows the user to define the following parameters:
e Name. Give to the filter any name you like, but try to use an informative one;

e Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask by

using * or ? wildcards;
e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.
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File Backup Include Options

#E. include into file backup archive

Specy masks for files and folders that must be added ko archives:

Readable files (44 fiters)

A flter Bename category [ielete category =

“chm [Delete fiter
“htm  Delete fiter
*miht Delsts filter
“himl [elete fiter
“pdi  Delete fiter
i | Dajate fitar
“hip [Delete fiter
=i Dielets filtar
“doc  [elete fter
*.docx Delee fiter
“xis  Delete fiter
*adsx  [elete filter
“wml  Delats filter
“ppt el fiter
“wad [alsts fiter

In this section you can find a lot of ready-made include filters to effectively control contents of your file-based backup
images. Please note, by selecting certain filters you specify what data will be processed during file-based backup
operations, thus you automatically ignore files that do not match, so they won’t be added to the resulted archives.

Anyway you’ve got the option to create your own filter by clicking the Add category... button.

. Create new category

Hama: |

Filter-
Diescription:

in path are not allowed.

You can use wiklcards 7 and * as file name mask. Wildcands

Co e |

| Browse

f—T—

In the opened dialog the program allows the user to define the following parameters:

e Name. Give to the filter any name you like, but try to use an informative one;

o Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask by

using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its

name you can choose whether to use it or not.
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Defragmentation Options

Defragmentation mode
Sefe mode pecommended) [=]

Slow but relable. In this mode the program requires free space on the defragmented
&t the moment padition 1o guarantes protection of your data in case of a power
cutage, hardwane mafunction or a system faiure.

In this section you may set the preferable defragmentation mode:

e Fast mode. Partitions will be defragmented rather fast (a 10-30% gain depending on the fragmentation level),
but a power outage, hardware malfunction or a system failure during the operation might lead to the data loss.

e Safe mode. To guarantee protection of your data during the operation, the program will allocate some free
space (not less than the on-disk largest file) on the defragmented at the moment partition to make a duplicate
of every processed file. Thus we strongly recommend you to use this very mode.

Log Files Options

“og Log files options

Chocse a storage e span for the stubact log file. Please nate. once the defined period
s bean eqired | the fibe will be smplied.
@ Infinie
Mirurnal

Custom

In this section you can specify a storage life span for the stubact.log file:
¢ Infinite not to empty the file ever;
e Minimal to have the file emptied all the time;

e Custom to set a certain storage life span for the file. Please note, once the defined period has been expired, the
file will be emptied.

problems with the program, our Support Team won’t be able to study operation logs, thus

[D We strongly recommend you not to choose the Minimal option, as in case of having
help you out.
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FTP Sites Options

% FTP site settings

lockin: @FTPSenen [>] @ @ @ & ®
Address:  fipt/
Name Size | Date
e —
(7 )fusa)
Create FTP/SFTP location
| Use SFTP connaction
Address: | sitp.//dip hidrive strato.com (| Pot: 22
Anomymous login Alow Opean55H keybased authentication
o ——
Password: ssssssssss o Savepa.ﬁwm'd
Name: STRATO HiDrive
.

In this section you can manage online backup storages located on FTP or SFTP servers. By clicking on available buttons,
you can create, modify, delete an FTP/SFTP location, etc.

To create an FTP/SFTP location, you’ve got to specify a number of options:

Use SFTP connection. Mark the option to connect to the desired SFTP server if necessary;
Address. Type in an address to the desired server;
Port. Specify the required port (21 for FPT and 22 for SFTP by default);

Anonymous login. Mark the option to set up anonymous connection. Typical username for this type of login is
“anonymous”;

Use Active Mode (only for FTP). Mark the option if your provider requires this type of authentication;

Allow Open SSH key-based authentication (only for SFTP). If your provider requires this type of authentication,
mark the option to specify public and private keys and a passphrase;

Public key fils Browse
Frivate key fis [ Browse
Paszsphrase

Login. Enter a login;
Password. Enter a password. Click Remember password to save it next time you back up to this location;

Name. By default, the program uses the provided address as the connection name, which can be modified
however.

You need to check out yourself Windows Firewall or programs of this kind let our program
work with the required port (21 for FTP and 22 for SFTP by default).
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By clicking the Connect button the provided location will be checked. If ok, you'll get a new item on the list named after
this location. By clicking the + icon you can browse it to specify a more exact location for your backups.

Viewing Disk Properties

The main tool to view in-depth information on the properties of hard disks is the Disk Map. It represents the actual state
of the computer’s hard disks.

Generally the hard disks are represented on the map by rectangular bars, which also contain small-sized bars. The small-
sized bars represent logical disks (partitions). When you select a large-sized bar, the Explorer Bar displays information
about the disk in a bright, graphical form.

Basic Hard Disk 1 {(FUJITSU MPF3102AT)

Type: Basic Hard Disk Drive
Total size: 95GB
Seclors per track: &3
Heads: 295
Cylinders: 1245

Create an image of the entire disk
Back up 3l the data this hatd disk containg, All the partiions on this disk will be added to the archive.

Restore an image of the entire disk
Warning: This operation wil delete all the data on this haid disk. All the pattitions will be replaced with cnes from
the image you have chasen. You may also be asked to restaet pour computer during this operation

Copy the entire hard disk
Create a copy of the entire haed dick
Al the patitions on this disk will be copiad on the specified targat disk,

a2
€
&

The model and serial number of the disk serve as the title of the browsed page. The disk layout is shown in form of a
circular graph, where the color of a sector corresponds to a file system of an appropriate partition. On the right you may
see a table, which contains the following information:

e Type of hard disk (basic or dynamic),
e Total size (in GB),
e Information on geometry of the disk (amount of sectors per track, heads and cylinders).

Below there is a list of available wizards. If you click a corresponding record the appropriate wizard will be started. All
default values for the operation parameters will correspond to the disk’s settings. The list of wizards contains a detailed
description of tasks that can be performed by the wizard. This nullifies the possibility of selecting the wrong wizard.
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' Logical Disk (G:)

Volume letter: [G:) Serial number: 7493E48F
Volume label: FAT32LIN Partition ID: 0:08 FAT32
Type: Primary Total size: 63GB
File system; FAT32 Used space: 57GB
Sectors per boot: 36 Free space: 1GB
Sectors per cluster: 8 Aclivity: Inaclive

Hidden state: Not hidden

- ‘] Create an image of the logical disk
g Back up all the data this logical disk contains.
g Restore the logical disk from an imaqe

4

Warning: This operation will delete all the data on this logical disk and replace them from the image you have
chosen. You may also be asked to restat your computer during this operation.

% Copy the selected partition
e Create a copy of the patition. A new pastition wil be created and all the data wil be copied there.
-~ You can create an exact copy. of copy only the area that is occupied by data.

When you select a small-sized bar (i.e. corresponding to a logical disk) the Explorer Bar will display information on it as
well. The page title will contain a drive letter, which is assigned to the disk. The disk layout graph will be colored in
accordance with the volume ratio of the used space to the free space (the light colored sector). The table on the right
will contain the following information:

e Volume label (if available),

e Type of the logical disk,

e File system (represented by the color of the graph and the selected bar),

e Total size, used space and free space (in GB or MB).
Below there is a list of wizards, which may be called for this disk. All default values of parameters will correspond to the
disk settings.
Viewing Image Properties

General information on backup archives can be obtained with the following tools:

Using the Restore Wizard

e |nthe Main menu: select Wizards > Restore...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

At first, the wizard displays the Welcome page — simply click the Next button at the foot of the dialog window.

The next page refers to Browse for Archive. By clicking the Switch to Archive List View link, you can see a list of images
contained in the Archive Database (if any).
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(% Restore Wizard
Browse for Archive 7
Flaase sebact an archive to nestons.
) Show =] & & &
Type Creation Date Seurce Object Size P

S/2/2005 2:21:01 AM  Basic Hard Disk 1 (VMware, VMware Vidual 5 SCS5I Disk Dev) 10GE

Archive Fie Details
| Hame: Basic Hard Disk 1 (Unknown Model)
Commed; My hdd2
Type: Irtemal Hard Disk Deve
Total size: 10GE
Fle: C.farc_new/arc_new.PEF

To continus, click Next

| <Back | Nea> | [ cancel

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e. Archive File
Details) display a short description, including:

e Information on a type of the archive contents (whether it is sector-based or file-based),
e Whether the archive is compressed or not,

e Whether the archive is password protected or not,

e The date, when the archive was created.

In addition, there are some special graphical flags to indicate crucial properties:

FLAG FUNCTIONALITY

E Disk archive

& Partition archive

File archive

o MBR archive

(e System archive

& Encrypted archive

= Compressed archive

F Complex archive

a4 Filtered archive
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i Differential archive

i Incremental archive

e File increment to a partition
archive

To easily manage images in the Archive Database, the program provides the following functionality:

BUTTON FUNCTIONALITY

& Refresh the contents of the database

F3 Show only existing archives

s Add the selected archive to the database

% Delete the selected archive from the
database

Besides you may filter backup archives to decide whether to show only file, partition or hard disk archives. To do that,
please select the required filter in the left top corner of the page.

Birowse for Archive
Fleaze select an achive bo sl

¥ S e bR
Souwrce Object
Master Book Reca
: Master Book Reco
J 20.05.2008 16:05:43  File-bevel Archive
0 20.05.2008 16:05:48  Filedevel dichive
= 14122007 200219 Master Book Feco

By clicking the Switch to File View link, you can find the required image in the browser-like window.
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(% Restore Wizard -8 [l
Browse for Archive : 1
Flaase sebact an archive to nestons.
Lookin: | [5] Local Disk () =] @ ® 2
Name [5ze | Dete Tl
7 [5] Local Desk IC2)
= s arc_new Q272008 2:21:21 AM
arc_new PBF SBEKB 97272009 2:21:28 AM -
Files of type: | Archinve files El
Sueitch to Archive List View
Archive Fie Details
Name: Basic Hard Disk 1 (Unknown Model)
Commert;, My hdd2
Type Irtemal Hard Disk Drve
Total size: 10GE
Fle C/'anc_neve/arc_new.PEF

To continus, click Next

(oo J[ee> ) [[oowe

The section below (i.e. Archive File Details) displays a short description of the selected image, including:
e Information on a type of the archive contents (whether it is sector-based or file-based),
e Whether the archive is compressed or not,
o Whether the archive is password protected or not,
e The date, when the archive was created.

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map network
drives by clicking the appropriate buttons.

The next page (i.e. What to restore) displays detailed information about the contents of the archive.
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Restore Wizard 2 )
What to restore |
Plaase sedact an archive tem to restors.
[Pleaza salact one of the objact (s) 10 restons:
Hame | Type _Fiemtm | Size | Used
B [=] Basic Hard Disk 1 (Unknown Model] Irtemal Hard Disk Drive 10GE
5 Local Disk (7 Primary Linwee Swap? 509.8 ME LKE
o) &= Local Disk (1) Primary Linuo: B3 14GE 58.1MB
& [P New Volume (F:) Primary NTES 24GE 3561 MB
& [ NEW VOLUME (E) Primary FATIZ 34GE LKB
Archive Details
M Local Disk (%)
Viohume label: [Mo labesl]
Fie system:  Linux Ext3 Total size: 1.4 GH
Used space: 581 ME Free space: 1.3GE
To sedect whene to restore the selected objectis), click Next Data size to restore: 1.4 GB
[ <Back | Nea> | [ cance |

If you want to restore the image contents, click the Next button. In order to cancel, click the Cancel button.

Using the Archive Database

To open the Archive Database, click the appropriate tab in the Explorer Bar. The database window can be conditionally
subdivided into several sections that differ in their purpose and functionality:

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



72

Archive of Basic Hard Disk 1 (VMware, VMware Vir © '™ :
SCSI Disk Dev) 7 @CO/VD Dives
4 (9)CD/OVD Dave D
—_— = G} Hard Disks
Source Object Size: 10GB 3 [E] 1. VMware, VMware Vitual S SCS! Disl
Archive Size: 2226 ME = @ 1. Pamary NTFS (C)
Location: C./arc_new/arc_new f 3 B SRocyce.Bn

Creation Date: 3/2/2009 221:01 AM
Comments: My hdd2
Rags: ] Compressed ac_new PBF 3

arc_new pim
arc_new_0100p.000
{ arc_new_0100p pfm

1 ) arc_new_0107p.000

o arc_new

@ Restors the sslacted archive arc_new_0101p pfm
arc_new_0102p.000
Check Archive Integrity _ arc_new_0102p plm
B‘T‘; This wizard helps you to test existing archives. The wizard will check #
7] the archive is vald and makes you sure the archive integrty is not arc_new_0103p.000
violated arc_new_0103p pfm
Differential Backup # £ archive_db
; Use this command to create a diferential image of the selected archive ¥ 2 Boot
Create Incremental File Archive e Documents wd Stos
@ Use this command to create an incremental file archive. #) [ Pardlogs
¢ & Program Fies

Synthetic Backup -
@ Thes wizard alows you to peform a range of cperations on the selected # [ ProgramData

archive to create 3 new backup entty. that i, to synthesize new backup # £ Recovery

archives without doing backup physically. + 5 System Volume nformation
< » < . i »
%) Show af B 3
Type Creation Date  ~ Source Object Size Rags Co Mounted
T $/2/2009 2.33:00 AM  Local Disk (C) 4599GB - M
a8 9727200922101 AM  Basic Hard Disk 1 (Viware, VMware Vitual S SCS1 Disk Dav) 10GB

1. Explorer Bar that displays properties of the selected image.

2. Volume Explorer that enables to access the selected image as a regular folder to

explorer its contents or to retrieve certain files.

3. Archive List that displays a list of images contained in the Archive Database (if any).
Besides the program provides all the necessary functionality to manage backup images in
the database (add, delete, mount, refresh, etc.)

All panels offer a synchronized layout and are separated by vertical and horizontal
expandable sliders, allowing the user to customize the screen layout.

Data Backup and Rescue

In this chapter you will find all the information necessary to establish a reliable data protection system.

Creating Backup Images

Depending on a type of information you need to protect and the way this information should be processed, the program
offers a number of handy backup wizards. To make your job with the program as easy and convenient as possible, all
backup wizards share similar work algorithm. By going through steps of the wizard, you configure all the necessary
settings to launch the backup operation. To minimize the possibility of making any mistake, the wizard provides auxiliary
information on every single option. Moreover you can get an in-depth description to any setting, control, or field of the
wizard just by clicking the hint button and then the object you need.
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Smart Backup Wizard Startup

e In the Main Menu: select Wizards > Smart Backup

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Smart Backup Wizard Setup

The wizard offers the following steps to accomplish the backup operation:

e The object to back up. Click on a section you find answering to your task.

Disks or Partitions
Back up your hard disk or a separate partition

E-mail
w Back up emad messages, accourts and the address book of MS Outlook, Outlook Express, and
Windows Mail

N7 Media Fles
Back up your photos, videos, music and other medsa files located in the My Documents folder

Documents
Back up documents of all major office formats located in the My Documents folder

Other Fles and Folders
Select files and folders to back up

- Disk or Partitions to create a sector-based backup of the whole disk system, or only separate partitions;

- E-mail to create a file-based backup of e-mail databases, accounts and address books of MS Outlook, MS
Express, and Windows Mail;

- Media Files to create a file-based backup of all media files (photo, video, music, etc) stored in the My
Documents folder;

- Documents to create a file-based backup of all office documents stored in the My Documents folder;

- Other Files and Folders to create a file-based backup of any files and folders.

If selecting Disk or Partitions or Other Files and Folders you will need to specify more
o exactly the object of operation. To know more on the subject, please consult the Backup
Scenarios chapter.

e Name and location of the resulted image. Provide a file name for the new image and its exact location. The
program automatically offers an easy to understand name containing the date and the time of the archive
creation, which can anyway be modified.
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Select a folder wherne archive should be placed and speciy archive name. Archive name wil be used as a
subfolder where backup data files will be stored

Avchive location | G/arc_test/ o X 4
Name Size | Date
=1 ] My Computer

4[] Local Disk (C))

#- 5] Local Disk ()

1 [5] Archives 1G9

4 [5] images (\200.001.164'e) (2

31 ] Metwerk
Archive detais
Archive name are_tes)|
Estimated archive size: 2MB

Space available on backup destination: 38 GB

The program automatically calculates size of the future archive and informs the user about
space available on the selected destination.

e Archive Comment. You can add some additional description to the archive that will later help to distinguish it
from the others.

Please enter a shof comment bo describa the archive

F
» Mo comment

Result

After the backup operation is completed you receive an image of the selected object. This image is placed into the
specified destination, its features defined by the wizard.

Available operation scenarios:

e Backing up a hard disk or partition to the Backup Capsule

e Backing up a hard disk or partition to external media (CD/DVD)

e Backing up a hard disk or partition to a network drive

e Backing up files to an FTP/SFTP server

e Backing up a dual boot Mac to an external USB drive

e Backing up files to a local mounted/unmounted (without drive letter assigned) partition

e Creating a differential to a full partition backup

e Creating a sector increment to a full partition backup

e Creating a file increment to a full partition backup

e Creating an increment to a full file backup

e Creating a cyclic partition backup
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e Merging a full partition backup with one of its differentials

Restoring System and Data

The program includes a convenient and reliable restore wizard. With its help you can restore all types of backup images
created with the program. It provides easy to understand instructions to configure and perform all the necessary
settings. Moreover you can get an in-depth description to any setting, control, or field of the wizard just by clicking the
hint button and then the object you need.

Startup

e Inthe Main Menu: select Wizards > Restore...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the restore operation:
e A backup image to be restored. The Browse for Archive page enables to find a backup image you need.

By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive Database (if
any).

%) Show al -] & & %

Type Creation Dafte Source Object Size
97272009 50603 AM  Filedevel Archive 4 KB

E 97272008 23300 AM  Local Disk (T 453.9GEB
a 9272008 22101 AM  Basic Hard Disk: 1 (Viware, Wihware Vitual S SCS1 Disk Dav) 10GB
‘ »
owitch to File View

Archive File Detals

Comment: My documents

Eaclup date: 57272009 5:06:03 AM Total siza- 4 KB (4,096 Bytes)

Archive size: 445 Byles
Fila G/ arc_doc/FLOODO00000000000000, archive pfi
Base archive

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

o To know more on the subject, please consult the Viewing Image Properties chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like window. The section
below (i.e. Archive File Details) will also display a short description of the selected image.
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Lockin: | [Z] Local Disk IC) E| 2 X ¥
| Name | 5ze | Date s
3 [5] Local Disk IC2) £
= | anc_new 97272009 2:26:04 AM
B o< _rew PEF SEKE /22009 221:28 AM
#- || archive_db /272009 5:39:22 PM
|| Pedlogs TANA0ITITOSPM -
Fles of type: | Archive fles [=]
Swilch to Archive Lig View
Archive File Detais
Hame: Basic Hard Disk 1 (Unknown Model)
Commert; My hdd2
Type:  Intemal Hard Disk Drive
Total size: 10 GB
[Fle: C-farc_new/arc_new PEF

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

To know more on the subject, please consult the Viewing Image Properties chapter.

File Backup Restore

e Data to restore. You've got the option to restore not only the entire archive, but separate items of it (the so
called selective restore functionality) by marking checkboxes next to the data items you need.

Cick the check box next to any file or folder you want to restore from

Name Type Size
= ), FB Archive File Level Arcchive  113.1 KB (115,869 Bytes) |
= =/
2 [l &C
= |l £ Users
= W 5 user
| =) Desktop
M fSimages |
v databackupandrescu. .. File 3KB
v databackupandrescu... Fie 135KB
restoresystemanddata.., File 239KB
restoresystemanddata..  Fie UEKB
To continue, cick Next Data size to restore: 46.5 KB

e A place to restore. From the pull-down list you can choose whether to restore contents of the backup image to
its original location or specify some other one.
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place where they were archived from
B your computer

Besides if you select the Original location option, you can additionally define whether to replace already existing
files during the restore operation (good for recovering presumably corrupted files) or leave them intact (good

for recovering accidentally deleted files).

Sector Backup Restore

e Data to restore. You’ve got the option to restore not only the entire archive, but separate items of it (the so
called selective restore functionality) by marking checkboxes next to the data items you need.

Please select one of the object(s) to restore

Name Type Fle system ' Size Used
| &[] Basic MBR Hard Disk 1 (VMware, VMware Vitual... Intemal Hard Disk Drive 160GB
Qo) [ NS 39GB B63Me
¢ @P0ata (F) Primary NTFS 78.1GB 88.1M8B
@ is G) Prmary NTES 428GB  87MB
Archive Detads

Name System (E:)
Volume label: System

Fle system:  NTFS Totalsize: 39GB
Used space: 86.9MB Free space: 3835GB
To select where to restors the selected object(s). chick Next Data size to restore: 39 GB

If you select separate files or folders to restore, the wizard will continue working as though

you’ve got to do with a file backup.

e A place to restore. Selecting the destination, please note - all contents on the disk selected for restoring

purposes will be deleted during the operation.

Basic Hard Disk 0 (VMware, VMware Virtual S SCS1 Disk Dev)
I @) Local Disk (C:)
495.9GB NTFS
Basic Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

R Xy e e
I ©) Local Disk (E:) ©) local Disk.... | @) ... I l @) (Unalioc..
34GBFAT2 24GB NTFS 14G.. 2268

To help you get a clear-cut picture of the operation outcome, the program allows inspecting the resulted disk

layout.

Restoring Partition:

o Size of the restored volume and free space before and after it on the disk.
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Geometry Restore Options

Please specfy the size of the restored parttion 2470 5| 36 MB-2470 MB
Pleasa specfy size of free space before the parttion: 0 * OMB-2434 MB
Pleasa specfy size of free space after the parttion 0 * OMB-2434 MB

o Drive letter assignment after restore. The pull-down list contains vacant drive letters that can be associated
with the restored partition.

Partition Restors Options
Aasign the following drive letter: | F -

Restoring Hard Disk:

e Copy data and resize partitions proportionally. If this option is activated, the program proportionally changes
the size of partitions keeping their relative order intact. The option can be useful when restoring to a larger hard
disk.

e Perform surface test. Define whether the surface test will be accomplished during the operation or not.

Your hard disk after the changes

Basic Hard Disk 1 (VMware. VMware Vidual S SCSI Disk Dey)

I ©) Local Disk (%) I ©) Local Disk ©) I I ©) (Unalloc.
34 GB FAT32 2AGBNTFS 14G 22G8B
Hard Disk Restore Options

Copy data and resize pattitions proportionally

In this mode, the Wizard changes the size of partitions in the same proportion, with keeping intact their
relative order. This option can be useful in restring an image of hard disk to a larger one.

Perfoem suface test

Set this option f you want the Wizard to perform the suface test on the target hard disk. In this case, £ the
program finds bad and unreliable sectors @ will mark them as unusable ones

All contents on the disk selected for restoring purposes will be deleted during the
operation.

Result

The wizard will restore the archived data, and make it available to use in the operating system.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Available operation scenarios:

e Restoring a hard disk from the bootable Backup Capsule

e Restoring a system partition from external media (CD/DVD)

e Restoring a system partition from a network drive

e Restoring a system partition from a local drive

e Restoring a dual boot Mac from an external USB drive

e Restoring a file increment
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e Restoring a file increment to a partition backup

e Restoring separate files and folders from a backup

Copy Tasks

In this chapter you will find all the information necessary to make a copy of a hard disk or a separate partition.

Cloning Hard Disks

You can clone a hard disk of any file system. During the hard disk copying process, the program moves controlling
records of used partitioning scheme, the bootstrap code and on-disk partitions. That’s why this operation cannot be
substituted by simply copying all on-disk partitions.

Copy Hard Disk Wizard

The Copy Hard Disk Wizard is a traditional-like wizard. By going through its steps, you configure all the necessary
settings to launch the copy operation. To minimize the possibility of making any mistake, the wizard provides auxiliary
information on every single option. Moreover you can get an in-depth description to any setting, control, or field of the
wizard just by clicking the hint button and then the object you need.

o You need at least two hard disks to carry out this operation.

Startup
e Inthe Main Menu: select Wizards > Copy Hard Disk...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the copy hard disk operation:

e The hard disk to copy. Select a hard disk you want to copy.
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On this page. you ¢an choose a hard disk you would ke to copy, Al parttions from this haed disk wil be
copied to the destination you will choose on the next page

@) Local Disk (C))

P s
59 GEBNIES

| Basic MBR Hard Disk 0 (VMware, VMware Vittual S SCSI Disk Dev) ] -
! |

|
.
m

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)
I @) System l @) Data (F) @) Lils (G))

39GENTFS

8. 1GBNTFS 428 GENTFS

Basic GPT Hard Disk 2 (VMware, VMware Virtual S SCSI Disk Dev)

V| Use exclude masks
Dont estimate size after exchudes
Mark this option to save time, needed for migration with excludes operation, f target hard disk is larger

then amount of used space in partitions on source disk. Disks of smaller size wil not be used as a
possbie destinations

To choose the destination hard disk, click Next

- Use exclude masks. By default the program doesn’t take into account exclude filters set in the Settings
dialog. If you need to use them, please mark the checkbox and see existing/specify additional filters on the
next page of the wizard.

- Don’t estimate size after excludes. You can save time by suppressing calculation of the resulted amount of
data to copy after using excludes. Please note however, if you use this option, drives that smaller in size
than the source disk will be unavailable to use as destination.

o The target hard disk. Select a hard disk (if several) where all data of the source disk will be copied to.

Select 3 target hard disk. Al data from the source hard disk will be copied there. During copy operation, target
disk cortent will be deleted.

| Basic Hard Disk 0 (VMware ; VMware Virttual S SCS! Disk Dev)

49389 GB NTFS

! s
‘ I @) Local Diskc (C) IBasic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)l

-

o Copy parameters. The wizard enables to specify the following options:

Choose copy options that sut best your task
Copy options:

| Partitions raw copy |
Resize options:
V| Remove free blocks between parttions
V' Copy data and resize parttions proportionally

Mark the checkbox to copy the on-dsk pattions in the secfordy-sacformode to process
s '\ unused space of those pantitions as well, This can helb 1o avoid problems with hidden data
1 created by cedan appications or the system administrator. However, @ will take more time
to accomplish the operation

Copy options

- HDD raw copy to copy the hard disk in the sector-by-sector mode, thus ignoring its information structure (e.g.
unallocated space or unused sectors of existing partitions will be processed as well). This can help to avoid
problems with hidden data created by certain applications or the system administrator. However, it will take
more time to accomplish the operation.

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



81

- Partition raw copy to copy the on-disk partitions in the sector-by-sector mode to successfully process
unknown file systems. However it is not recommended to enable this option when working with supported file
systems as it takes more time to accomplish the operation.

Resize options

- Remove free blocks between partitions not to keep blocks of free space between partitions on the targeted
hard disk.

- Copy data and resize partitions proportionally to make the program proportionally change the size of
partitions keeping their relative order intact. The option can be useful when upgrading the hard disk to a larger
one.

Result

After the operation is completed, you receive a fully functional duplicate of the existing hard disk.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Available operation scenarios:

e Migrating system to a new HDD (up to 2.2TB in size)

Cloning Partitions

You can duplicate partitions to protect oneself from downtime in case of a system malfunction or for cloning sample
partitions. The program enables to duplicate all partition data including files, the exact structure of directories and file
system metadata (location of files, security information, access quotas, etc.).

The Copy Partition Wizard will help you copy a partition of any file system. To minimize the possibility of making any
mistake, the wizard provides auxiliary information on every single option. Moreover you can get an in-depth description
to any setting, control, or field of the wizard just by clicking the hint button and then the object you need.

Startup

e Inthe Main Menu: select Wizards > Copy Partition...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the copy partition operation:

o The partition to copy. Select a partition you want to copy.
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On this page you can choose a volume to copy

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dey)
l ©) Local Disk (C:)
433 9GB NTFS

Basic Hard Disk 1 (VMware, VMware Virtual S SCS1 Disk Devy)

@) Local Disk (E2) ©) Local Dis.... Q) - I . @) (Unallo
WS 34GBFAT32 | 24GBNTFS 14G.., 22GB

Destination disk. Select a hard disk with enough unallocated space to perform the operation.

The wizard will creste a copy of Local Disk (F:) from Basic Hard Disk 1 (VMware, VMware Virtual 5
SCS1 Disk Dev)

The copy will be created on Basic Hard Disk 3 (VMware, VMware Virual 5 SCS51 Disk Dev)
Plaasa sslect whene to create a copy:

Basic Hard Disk 3 (VMware, VMware Virual 5 SC51 Disk Dev)

I &) (Unallocated)
| 13.3GB

The program enables to copy a partition to a block of free space, which is smaller than the
partition itself, taking into account only actual amount of data.

e Copy parameters. The wizard enables to specify the following options:

Your hard disk after changes

Basic Hard Disk 3 (VMware, VMware Vifdual 5 SC51 Disk Dev)

I ) (Unallocated)

Tl

.'Mmlu:hmnm

Please specy the size of the new partition 3524+ 39 MB - 20473 MB
Please specdy size of free space before the parition: | [ * 0 ME - 20,434 MB.
Flease speciy size of free space after the partition: 16845 & 0 MEB - 20,426 MB.

- Partition size. Define the size (in Mb) of the copied partition.

- Free space before. Define the position (in Mb) of the copied partition relative to the beginning of the available
range of disk space.

- Free space after. Define the amount of trailing free space (in Mb) at the end of the available range of disk
space.

Partition size and position may also be defined by using the drag-and-drop technique. To do
that, just carry out the required operation on the Disk Map.

Result

After the operation is completed you receive a fully functional duplicate of the existing partition.
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To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Boot Management

Our program enables to easily manage several operating systems on one computer with the help of the Boot Manager
Setup Wizard. Among the key features of the wizard the following should be mentioned:

Up to 16 operating systems on one PC;
Secure adding/removing of the Boot Manager startup record to/from the MBR;
Auto Boot option to automatically start up the previously chosen OS after a certain time period;

Hiding of any primary partition except selected at the moment.

Startup
e Inthe Main menu: select Tools > Setup Boot Manager...
There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
Setup

The wizard offers the following steps to accomplish the operation:

Boot menu options. In this section you can switch between the following modes:

- Normal mode. Choose this mode to display the boot menu every time the computer starts up and define a
timeout on the expiry of which the program will automatically select the previously chosen item of the menu.

- Hidden mode. Choose this mode not to display the boot menu until pressing a hot key. For this mode you
should define a hot key used to enable the Boot Manager and a time period in seconds the startup message will
be displayed.

Boot menu options

v op

@ Nommal mode
V| Timaout for booting last used configuration 15 seconds
Hidden mode
Time to display the BootManager stadup message

Choose a hot key for startup BootManager.

Deactivating/Configuring the Boot Manager. These two options will only be available once the wizard has been
completed and launched again. Select the Deactivate option to remove the Boot Manager from the MBR
(Master Boot Record) or Configure to modify the previously set parameters of the startup process.
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o | Configure
Choosa this option to anter Settings page. You will be abla to configure BootManager appearances and Boot
Menu cpbtions

Deactivate

Choose this option to deactivate BootManager. This will remove BootManager and restors boot procass to s

previous state

Result

After the Boot Manager Setup Wizard is completed the program updates the original record in the MBR to get control of
the booting process and to be able to display the boot menu.

Available operation scenarios:

e Creating Dual Boot Systems

Partition Management

In this chapter you will find all the information necessary to carry out partitioning operations supported by the program.

Basic Partitioning Operations

Here you can learn how to accomplish basic partitioning operations (create, format, delete).

Creating Partitions

The program provides the ability to create a new partition within a block of un-partitioned space.
Restrictions
1. Do not use the Create Partition function in order to undelete the last deleted partition.

2. The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert a free
space on an existing partition to a new partition.

3. The program cannot create new partitions on Dynamic Disks.
Express Create Partition Wizard Startup

e Inthe Main menu: select Wizards > Express Create Partition...

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

Create Partition Wizard Startup

e Inthe Main menu: select Wizards > Create Partition...

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



85

Dialog Startup
1. Select a block of free space on the Disk Map;

2. Select in the Main Menu: Partition > Create Partition.

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

Express Create Partition Wizard Setup

Thanks to a highly intelligent work algorithm, the wizard requires minimal involvement in the operation, thus you only

need to choose a method you find the most suitable to create the partition (if several available), which actually differ in
the amount of space to allocate. For easy perception, you can see the resulted disk layout on the disk map by selecting
this or that mode.

The result you wil get after applying the changes

Basic Hard Disk 0 (VMware, VMware Virtual S SCS| Disk Dev)

I ©) Local Disk (C:) I @) dita (Z:) l Q) New V

Please select the method of new partition creation
Smart Mode (Usa 182.1 GBto craate a parttion ) More nfo
9 | Advanced Mode | (Usa 108 5 GB o create a pattion ) Mere nfo

The number of available methods depends on your disk layout.

To learn more on the way the wizard works, please click the corresponding link on the first

page of the wizard.

Create Partition Wizard Setup

The wizard offers the following steps to accomplish the operation:

e Partition destination. Select a hard disk (if the computer has several hard disks) and then choose position for
the future partition on the disk: at the end (preferable), at the beginning or somewhere in the middle between
other partitions.
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Ot this page you can Saact MAM s BN INe pLBcE whnene |0 Cresle & new panton
Basic Hard Disk 0 (VMware, YMware Vidual 5 SC51 Disk Dev) -
@) Local Disk (C:) I @) data ()
2323GB NTFS 217 GE NTF5

Basic Hard Dizk 1 (VMware, VMware Virftual 5 5C51 Disk Dav)

I @) Local Disk (7]

SE NTFS
'Basic GPT Hard Disk 2 (VMware, VMware Virtual S SCSI Disk Dev)

I h. I r_JJ \Un allocated)
The pﬂr‘lltlcn il be created "u:n:] |

Lisa the buthons 1o mowe the maddesr or drag mardoss by mouse. A new padition will ba created whers
the marker s,

By default, the program allows you to create a new partition only as the last primary or as
the last logical drive within the extended partition. However, by activating the advance

mode on the first page of the wizard you can remove this restriction that in its turn might
result in some boot problems.

e Partition size. There is no restriction on size of the future partition, merely depending on space available on the
hard disk.

If there is not enough free space in one block, the wizard enables to redistribute free space, joining all free
space blocks together into one united block and moving partitions when necessary. If the total amount of free
space is still not enough, it is possible to split a fragment of space from one of the existing partitions, thus
resizing it.

Your hard disiz bafore the changes

§ I I @) (Unallocated)

our hard disk after the changes

Basic GPT Hard Disk 2 (WVMware, Viware Vidoal 5 5051 Disk Dev)

I I ) Local Disk (%)

If a partition to resize is locked and cannot be processed, the wizard makes the system
reboot to create the partition and then automatically boots the system again. (The
rebooting mechanism is different for different versions of Windows.)

You can also choose whether the future partition will be primary or logical by marking the appropriate
checkbox.

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



87

e Partition properties. On the next page of the wizard you can set a number of additional parameters:

Your hard disk sfler the changes

Basic GPT Hard Disk 2 (VMware, VMware Virtual 5 5C51 Disk Dev)

I I ) New Volume (E)

Wolume |abeal: | New Volume

Aazsign the folowing drive letter- | E ':l
- Partition type. From the pull-down list select a file system the newly created partition will be formatted to,
otherwise the partition will remain unformatted (so that it will not be ready to use).

- Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.

- Surface test level. Define the level of the surface check to make the program find bad and unstable sectors and
mark them unusable in the file system metadata.
Dialog Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Yes
button to confirm the operation.

(-7 s
Are you sure you wanlt lo create a new parlition on disk 37
You are about to create a new parition in (Unallocated). 19.9 GB arca. Flease select size.
position and file sysiem of the new partition.
Basic Hard Disk 3 (WVMware, VMware Virtual 5 5C5] Disk Dev)
I 1) New Volume (H:) I
19.9GE NTFS
Create new parttion as: Primary parttion [
Flease spacify new partibon size 20479 - TMB-20473 MB
Please speciy size of free space befors the parition: 0 * OMB - 20,465 MB
Please specify size of free space afterthe patition: 0 % OMB-20472 ME
Please select file system for new partition: | NTFS EI
Flease anter new volume label: HNeaw Voluma
Flaasa spacify dive letter H EI
%) [More options l Yes ][ Mo I

o Define whether the partition will be Primary, Extended or Logical. You can choose the desired partition type
from the pull-down list. As a matter of fact, the available alternatives fundamentally depend on the selected
block of free space - within the Logical free space, only Logical partitions can be created; Within the Primary free
space, both Primary partitions or the Extended Partition can be created.

e Partition Size. Define the size (in Mb) of the new partition.

e Free space before. Define the position (in Mb) of the new partition relative to the beginning of the block of free
space.
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e Free space after. Define the amount of trailing free space (in Mb) at the end of the new partition.

that, just carry out the required operation on the Disk Map. The virtual operations are to be

o Partition size and position may also be defined by using the drag-and-drop technique. To do
available.

o File system for new partition. From the pull-down list select a file system the newly created partition will be
formatted to, otherwise the partition will remain unformatted (so that it will not be ready to use).

o Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.

e Drive letter assignment. The pull-down list contains vacant drive letters that can be associated with the newly
formatted partition.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on
the chosen file system, the following options become available:

o Use 05 buikt in format routine

Please select number of sectors per chuster: | § [

Reslom defaults

e Use OS built-in routine. Mark the option to restrict the available values according to the used OS.

o The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.

o Number of available options depends on the selected file system type.

Result
After the operation is completed you receive a fully functional partition.
Available operation scenarios:

e Creating a new partition to detach operating system from the rest of data

Formatting Partitions

Any partition should contain some file system to be used for keeping data. The process of installing a file system is
commonly known as formatting. A huge variety of file systems have been developed these days.

Supported File Systems

The program provides the ability to format partitions of the following file systems:

- FAT12 & FAT16
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- FAT32
- HFS+
- NTFS
- Ext2
- Ext3
- Ext4

- Linux Swap v. 2
Wizard Startup

e Inthe Main menu: select Wizards > Format Partition...

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

Dialog Startup
1. Select a partition on the Disk Map;

2. Select in the Main Menu: Partition > Format Partition.

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

Wizard Setup

The wizard offers the following steps to accomplish the operation:

e Partition to format. Select a hard disk (if the computer has several hard disks) and then the required partition to
format.

On this page, you can choose a volume you would like to format
Basic Hard Disk 0 (VMware, VMware Vitual S SCS1 Disk Dev)

'. @) Local Disk (C) o

282 3 GB NTFS 217GB NTFS

Basic Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Devy)

l ©) Local Disk (%)
4333 GB NTFS

Basic GPT Hard Disk 2 (VMware, VMware Virtual S SCSI Disk Dev)

I l @) (Unallocated)
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[D As a result of this operation contents of the selected partition will be lost.

e Partition properties. On the next page of the wizard you can set the following partition parameters:
Yowr hard disk after the changas
Basic Hard Disk 0 (WVMware, Viware Vidual 5 SCS1 Disk Dev)

I &) Local Disk (C:) l ) data (Z7]

Wolume label; | Mew Volume

- Partition type. From the pull-down list select the desired file system type. In fact, the program displays only
those file systems that can correctly be placed to the selected partition, taking its capacity into account.

- Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.

- Drive letter assignment. The pull-down list contains vacant drive letters that can be associated with the newly
formatted partition.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to mark the appropriate option at the foot of the page. When it is marked, the
next page enables to define:

7] [Use O but in format routine |

Flsase selact sectors per cluster
8 [l

i -

e Use OS built-in routine. Mark the checkbox to restrict the available values according to the used OS.

o The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.

Number of available options depends on the selected file system type.

Dialog Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Format
button to confirm the operation.
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0]

: 4’ Are you sure you want to format volume (F:)?

You are about to format volume (F:) [No label]. NTFS. Your computer may
no Jonger boot or work comectly

Please select new file system [ﬂﬂ-:]

Please enter new volume label: | New Volume

¥) More options Format | No

e File system. From the pull-down list select the desired file system type. In fact, the program displays only those
file systems that can correctly be placed to the selected partition, taking its capacity into account.

o Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on
the chosen file system, the following options become available:

o Use 05 buik in format routine
Fleass select number of sectors per cluster: | 8 [ =]
e Use OS built-in routine. Mark the checkbox to restrict the available values according to the used OS.

o The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.

o Number of available options depends on the selected file system type.

Result

After the operation is completed you receive a fully functional partition formatted to the specified file system.
Deleting Partitions
Wizard Startup

e Inthe Main menu: select Wizards > Delete Partition...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Dialog Startup

In order to start the operation you should take the following steps:
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Launcher
1. Select a partition on the Disk Map;

2. Select in the Main Menu: Partition > Delete Partition.

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

Wizard Setup

The wizard offers the following steps to accomplish the operation:

e Partition to delete. Select a hard disk (if the computer has several hard disks) and then the required partition to
delete.
On this page. you can choose 3 volume you would ke to delete
Basic Hard Disk 0 (VMware, VMware Virtual S SCS1 Disk Dey)

lt_))Locd[lak(C:) l(_)Jdda(Z:)
282 9GB NTFS 217GBNTFS

Basic Hard Disk 1 (VMware, VMware Virtual S SCS1 Disk Dev)

l ©) Local Disk (°) e
4339 GB NTFS

Basic GPT Hard Disk 2 (VMware, VMware Virtual S SCS1 Disk Dev)

I I ©) (Unallocated)
5698 GB

/1 You are sbout to destroy a bootable partition!

FA A

As a result of this operation contents of the selected partition will be lost.

e Merge free blocks. As a result of the operation you may get several blocks of the unallocated space on the hard
disk. So choose whether to merge them all and place at the beginning of the disk or at the end by selecting the
required operation from the pull-down list.

Merge free blocks cpbions

Do mot manps fres blocks |E|

Margs fras Blacks B [na and 5 the dsk

Merge fres blocks al the beginning of the: disk

Dialog Setup

Initially the program suggests you just to remove references to the selected partition from the Partition Table.

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



93

B

7. Are you sure you want to delete volume (F:)?

w You are about to delete volume (F:) [No label]. NTFS. Your computer may
no longer boot or work comactly

v »Domtaskvmrlabdbadtml

e Enter the volume label to confirm deleting. To confirm deletion of the selected partition, enter its Volume
Label. The current volume label is displayed above.

e Do not ask volume label next time. Mark the option to inhibit confirmation next time you start the dialog.

Result

By default, the operation takes only a fraction of a second. However, the program waits until Windows completes the
modification of the disk layout.

Advanced Partitioning Operations

Here you can learn how to accomplish advanced partitioning operations.

Merging Partitions

The Merge Partitions Wizard enables to consolidate the disk space, which originally belongs to two adjacent partitions
(or additionally separated by free blocks), into a single, larger partition. The order, in which two partitions have been
chosen, is important since all contents of the second selected partition will be placed in a folder on the resulted joined
partition.

The program provides the ability to merge only NTFS, FAT16 or FAT32 partitions.
Startup

e Inthe Main menu: select Wizards > Merge Partitions...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the operation:

e Adjacent partitions to merge. Click on the left partition of the pair of partitions you need to merge, as the right
one will be selected automatically. During the operation all contents of the right partition will be placed in a
folder on the resulted joined partition. By default, the program offers an easy-to-understand folder name, which
can be customized however.
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Pleasa note that & is possible to select only FAT, FAT32 or NTFS adjacent partions or FAT, FAT32 or NTFS
partitions, separated from each other by free block. You will not be able to proceed further f no pair of
partitions of these types are presented on the disk

Select left partition from a pair you would ke to merge. Right parttion wil be selected automatically. Please

note that content of right partition will be placed within a folder, placed in a root of left partiion. You can
specify this folder name in a field below

Basic MBR Hard Disk 1 (VMware, VMware Virtual S SCS1 Disk Dev)

. ©) System (... ’_ ©) Data (F) | B @ = G)
33GB NTFS W 731 GB NTFS | 428 GBNTFS

Specify a folder name to keep content of right partition
Folder Name merged_parition_cortert

To review the changes, cick Next

If a system partition is the right one of the selected pair, Windows OS will become
unbootable after the merge operation is over.

Result

After the operation is completed the disk space of the two adjacent partitions will be consolidated.
Redistributing Unused Space between Partitions

Express Resize Partitions Wizard

The Express Resize Partitions Wizard enables to easily increase free space on one partition by up-taking the unused
space of an adjacent partition of your hard disk.

Startup

e Inthe Main menu: select Wizards > Express Resize Partitions...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the operation:

e Adjacent partitions to resize. Click on the left partition of the pair of partitions you need to redistribute the
unused space between, as the right one will be selected automatically.
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The wizard wil resize space between Local Disk (C:) and data (Z:) on Basic Hard Disk 0
(VMware, VMware Virtual S SCSI Disk Dev)

Select left parttion from a par of adacent pantitions you would ke to resize. Right adjacant parttion wil ba
selacted automaticaly

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Devy)

ll @) Local Disk (C?) l @) data ()

282.3GB NTFS

e Resulted size of partitions. Redistribute the unused space between the partitions with the slider or manually by
entering the required value.

Please specfy new sizes of selected padtions

Selected pant of Basic Hard Disk 0 (VMware, VMware Virtual S SCS| Disk Dey)

I ©) Local Disk (C:) l @) data (Z)

n :
Left volume size Right volume size

28977¢{MB 1% MB J 2221M8 & M8

Result

After the operation is completed the unused space between the specified partitions will be redistributed according to
your needs.

Available operation scenarios:

e Increasing size of a system partition by taking unused space of an adjacent logical partition

e Resizing partitions of Apple Boot Camp

Redistribute Free Space Wizard

The Redistribute Free Space Wizard helps to increase free space on one partition by up-taking the on-disk unallocated
space and the unused space of other partitions. By default, the wizard adds to the target partition all existing blocks of
the free space. Besides you can specify partitions to act as a space donor. The wizard will automatically recalculate
positions of the partitions and move their contents to new locations.

Startup

e |nthe Main menu: select Wizards > Redistribute Free Space...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup

The wizard offers the following steps to accomplish the operation:

e Partition to enlarge. Select a partition, the size of which will be increased at the expense of other partitions.
Blocks of the free space (if any) will be automatically added to the target partition.
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Choose 3 volume to expand
Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

©) Local Disk (C:) lgdaa(z:)
2829 GB NTFS 217GB NTFS

1) Capasty of the volume (C:)is 282.9 GB. The wizard can expand this volume up to 485.3 GB at the
expence of other volumas

How wil the wizard axpand the voluma?

e Partition to donate. Choose any partition(s) (not only adjacent) to donate free space.

Select volumes to take space from. Free space from that volume will be used to enfarge the volume you have
salected on the previous page

| Volume Fie system | Type | Capacty | Usedspace |Freespace | % Free
@z NTFS Pimay  217GB 146GB  202.3GB %]

L) There is no unslocated space on the hard disk you have selected. The wizard can only expand the
volume (C:) at the expence of some other volumes. Please ciick the chack box next to any volume to take
fres space from &t

e Partition size. By default, the program leaves 50% of the unused space on a partition and removes another 50%
to add it to the target partition. However, the size to take can be customized by moving the slider or by
manually entering the exact value.

Your digkc after the changes:

.Bas-ic Hard Disk 0 (VMware, VMware Virual 5 5C5]1 Disk Dev)

@) Local Disk (C:) | @ e )

3841 GB NTFS | |\ 175 .8 GB NTFS

Selact new size:
353.371.86 ME.w] 289.776 MB - 436.975.28 MB

b)) Cumrent volume size: 384,71 GB
The wolume size has bean increased on 1011 GB

Result

After the operation is completed free space of the specified partition will be increased by up-taking the on-disk
unallocated space and the unused space of other partitions.

Undeleting Partitions

When simply deleting a partition (without additional wiping) disk management software only removes references to it in
the Partition Table, thus leaving the possibility to recover it later.
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The program enables to find and recover these partitions. A restored partition will be fully functional, as long as other
partitions were not created, moved or exceeded the disk space occupied by that partition. That is why the program
offers this function only for blocks of free space.

The operation can be accomplished with the Undelete Partition Wizard.

Startup

e |nthe Main Menu: select Wizards > Undelete Partitions...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the undelete partition operation:

o Free blocks to scan for lost partitions. Choose a free block from a tree-like list of available hard disks.

Cick: the: check box next to any hard disk dive or free block you want (o examine

Name Type
= Ell My Computer Wy Compiar
5 [¥] [E] Basic Hard Disk 3 (VMware, VMware Vitual S SCS! Disk Dev) Intemal Hard 04

S Unsocaos -

The summary e of fragment (3) 1o analyze is 19.9GB

e Search method. By default, the wizard selects the fastest search method for your operating system. In most
cases that will do to find any accidentally deleted partition. However if you're under Windows XP for instance
(the Conventional Search option is selected), but the deleted partition you're looking for has been created with
the Disk Management utility under Vista, the wizard won't be able to find this partition, unless you manually
select the appropriate option (Quick Search for Partitions Created by Vista or Later OS). Moreover if the wizard
still fails to find the partition you need, you can select the Thorough Search option to scan every single sector in
the specified search area to get the most accurate results.

Choose how to look for the deleted partitions:
_-Qu:ck search for partiions. created by Vista o later OS |
@ Conventional search
Thorough search
¥ Show file systems search options

system.

o To know more on the available search methods, please use the context sensitive hint
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o File system filter. By default, the wizard will search for all known file systems. However, by clicking on the
appropriate option on the second page of the wizard, you can specify only those file systems you need.

2 Hide file systems search options
{ Al known file systems |
FAT and FAT32 file systems
V| NTFSfile system
Uinux B42 and Bx4 3 file systems
0S/2 HPFS file system
Other funkisted) file system
To begin search, cick Next

e A partition to undelete (if several). By default, the program searches records of any deleted partition ever
existed on the selected block of free space. So you can get several partitions to choose from.

E} Saarch delslad parttons from secter 40 10 saclor 27HF

The following partitions have been found:

-Hem . Type .Capam Used Space [ % Used
T NTFS Primary 199GB 853 MB 0
[ Stop ssanch ]

Most likely the required partition will be found first. If so, you may abort the search operation by pressing the
Stop search button.

Result

After the operation is completed you receive a fully functional partition.

Installing a New Operating System

Getting your computer ready to install a new operating system, especially when it is going to be an additional OS in the
system, is a rather complicated task that implies quite a number of operations, from allocating space to create a new
partition (resize, redistribution of free space) to formatting of the newly created partition to a particular file system and
checking its surface for bad sectors to avoid possible data loss. Operating systems today are being supplied with basic
tools of partitioning that only enable to create a partition (in case there is enough unallocated space on the disk) and
then format it to the specified file system type. Our program offers a handy Install New OS Wizard to easily carry out all
the necessary operations to install a new operating system.

Startup

e Inthe Main menu: select Wizards > Install New OS...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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Setup

The wizard offers the following steps to accomplish the operation:

e Partition to install a new operating system. The program offers two ways of installing a new QOS, i.e. to create a
new primary partition for it or use an existing one.

Wheie would you ke to nstall an operating system?
(%) | want to create 3 new pamary pariion to install 0S

A new paitiion will be cieated by using unallocated space of your hard disk or unused space of exasting
pastitions. It is the most peeferable way as no system of user’s data will be affected during the instalabon
process

() | want to use an existing pematy partition to instal 0S.

In case creabon of a new primary partiion is not possible there are already four primary partitions on the
disk) o not desirable, you are free to select any of existing pamaty patitions. Please note that all data on
the selected pactition wil be deleted ¥ you choose to format it later in this wizard. Besides make sure no
operating system has aready been nstalled on that partition

Only primary partitions can be used to install an operating system.

- In case the first option has been marked, the wizard enables to specify:

A hard disk (if several) where a new partition will be created. Thanks to an advanced program engine it is
possible to use unallocated space of the disk (if any) and unused space of existing partitions to create a new
partition;

O thas page wou can choose a hard disk [ several] whene pou would ke o create a new primany partition

E-Ilatic Hard Digk 0 [Maxtor Mr250P0)

1939 GB NTFS 97

Tobal size: 193,9 GB
sed: 77.2 5B
Frea: 116.7 GB

lw.. I@[D:] I@[Eq
14 £34 GB NTFS EE GENTFS

Bazic Hard Dizk 1 [5T3160815A5])

To avoid any possible problems, the new partition will in no way be created as the first
partition of the disk which already contains at least one partition.

And its size. If there are blocks of the free space on the disk, the wizard will merge them all and allocate the
resulted space for a new partition in the first place. If not, it will take 50% of the unused space of an adjacent
partition. However, the size to take can be customized by moving the slider.
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You can select ether a block of unallocated space from the disk or an sxasting partition fos whach e unused
space will be used 1o creste & new paitition

Baszic Hard Digk O [Maxtor Ar250P0)

l@ﬂ l@w
182.1 GB NTFS 516 1GE Nt

New wolume - cument size iz 51.6 GB
Min Volume Size; 0 Bytes Max Volume Size: 156.5 GB

i

- In case the second option has been marked, the wizard enables to choose an existing primary partition to
install a new operating system.

On this page you can choose an exatting pimacy partiion where pou would ke 1o install 3 new operating system
Basic Hard Disk 0 (Maxtor 7Y250P0)
lq!) ..@(') leu,,
30 163.3 GB NTFS N 337.GB

Total size: 163.3 GB
Basic Hard Disk 1 (ST3160815AS)  [Used: 77.2 GB

Free: 86,1 GB
I Q) -- l w) (D)
j L 634 GB NTFS

w) (E)
66 GB NTFS

Your computer may fail if any other OS has already been installed on the selected partition.

Partition properties.
ez, | want to format the partition
Partition typec | BPNTFS w

Asagn the followng dive letter:  [TIERN ~
Suace testlavel | Mone %

- Partition type. From the pull-down list select the desired file system type. In fact, the program displays only file
systems that can be correctly placed to the selected partition, taking its capacity into account.

- Drive letter assignment. The pull-down list contains vacant drive letters that can be associated with the newly
formatted partition.

- Surface test level. Define the level of the surface check to make the program find bad and unstable sectors and
mark them unusable in the file system metadata.

OS Label. Enter a label for the selected partition in the textual field. It will later be used for the drive
identification.

05 labels vall be dizploved in the Boot Manages’s slaitup merm bo help you boot the requined opesating
syshem,

05 labet windows 7]
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Result

As the final step the wizard will offer you to insert a distributive CD/DVD of the new operating system and restart the
computer to launch the installation procedure.

The program will update your MBR, so most likely you won’t be able to start up any of the
previously installed operating systems. Please launch the Boot Manager Setup Wizard after
the installation has been completed to fix this issue.

Available operation scenarios:

e Creating Dual Boot Systems

Moving/Resizing Partition
The Move/Resize Partition function allows you to resize or change location of any partition without destroying its data.

In order to move/resize a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main menu: Partition > Move/Resize Partition...

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

3. Define parameters of the operation.

o <"

@\ Are you sure you want to move/resize system volume (C:)?
1 You are about to move,/resize NTFS volume [No label), (C:)

Basic Hard Digk 0 (VMware, VMware Virtual S SCSI Disk Dey)

l ) Local Disk (C:)

2823 GB NTFS

Volume size 283,776 MB 11,523 MB - 289,781 MB

0 bytes - 277,850.76 MB

- 'J‘
Free space befora. 037 ME + || Obytes -277.850.73 MB
Fres space after. 485 MB el

e Volume size. Define size (in Mb) of the modified partition.

e Free space before. Define the partition position (in Mb) relative to the beginning of the available range of
disk space.
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¢ Free space after. Define the amount of trailing free space (in Mb) at the end of the available range of disk
space.

e Sector to sector move. Mark the checkbox to move the partition in the sector-by-sector mode to process its
unused space as well. This can help to avoid problems with hidden data created by certain applications or
the system administrator. However, it will take more time to accomplish the operation.

Partition size and position may also be defined by using the drag-and-drop technique. To do
that, just carry out the required operation on the Disk Map. The virtual operations are to be
available.

When resizing a FAT16 partition beyond the 2GB limit (maximum file system size), the
partition will automatically be converted to FAT32.

o

The program enables to enlarge NTFS partitions (system, locked) without rebooting
Windows and interrupting its work, providing 100 percent guarantee that your data is kept
intact.

4. The operation will be performed immediately after confirmation.

Available operation scenarios:

e Increasing size of a system partition by taking unused space from any other

e Shrinking a system partition to increase size of a data partition

Converting File System

With our program you can change type of the used file system without destroying its data. While performing the
operation, it first checks the current file system for consistency and then verifies whether the on-partition data meet the
requirements of the desired file system or not. After having passed the testing, the program re-organizes the file system
metadata and user files.

The program enables to convert the following file system types:
- FAT16/32 <> NTFS
- NTFS <> HFS

In order to convert a file system you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main menu: Partition > Convert file system...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Initially the program suggests some consistent values for all parameters. In most cases, you can just press the
Convert button to confirm the operation.
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\ Are you sure you want to convert system volume (C:)?
A= You are about to convert fle system on volume (C:) [No label), NTFS

Your computer may no longer boot or work comectly

Convet | No

o New file system. From the pull-down list choose a file system you would like to convert to. Actually the
program only displays variants available for the operation, taking into account the current parameters of the
selected partition and limitations of the used file system.

e New cluster size. Define the cluster size for the partition. This parameter can have a profound effect on the
overall performance. In a nutshell, larger clusters waste more space, but generally provide for slightly better
performance, because of less fragmentation. So be particularly careful with it.

The cluster size value is expressed in sectors per cluster. To get it in Kbytes, please divide it
into half.

You may only decrease the current cluster size.

o Surface test level. Define the level of the surface check to make the program find bad and unstable sectors
and mark them unusable in the file system metadata.

4. The operation will be performed immediately after confirmation.

Changing Cluster Size

Cluster size is one of the crucial parameters of any file system. Its value implicitly affects the performance of the files
input-output activity since it defines the size of the file system metadata. Besides, the so-called waste space factor also
depends on the cluster size.

In order to change the cluster size of a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main menu: Partition > Modify > Change Cluster Size...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Define the cluster size for the partition. This parameter can have a profound effect on the overall performance.
In a nutshell, larger clusters waste more space, but generally provide for slightly better performance, because of
less fragmentation. So be particularly careful with it.
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=)
@ Are you sure you want to change cluster size for partition (C:)?

Cumert cluster 526 13 8 sectors. 4 KB (4,096 Bytes) Smaler clusters may
provide more effective usage of disk space

Plasse enter new cluster size in sectors: [N ~ |

The Cluster Size value is expressed in Sectors Per Cluster. To get the Cluster Size in Kbytes,
divide it into half.

4. The operation will be performed immediately after confirmation.

Making Logical/Primary

The program allows you to include a primary partition in the extended partition, or exclude a logical partition from the
extended partition, without partition duplication.

In order to change a partition type you should take the following steps:
1. Select a primary or logical partition on the Disk Map.

2. Select in the Main menu: Partition > Modify > Make Partition Logical/Primary.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Are you sure you want to make the partition logical?
You are about 10 make the paation (C:) [No label]). NTFS logca

Yes No

The Make Primary > Logical option is only available when the selected partition is adjacent
to the extended partition and vice versa.

o

The Make Primary > Logical option of the system partition will result in inability to boot the
operating system.

3. The operation will be performed immediately after confirmation.

Changing Partition Attributes

This chapter explains how you can change partition attributes (Active flag, Hidden flag, Volume Label, etc.).
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Mark Partition Active/Inactive

The program enables to set an active/inactive flag for primary partitions of a hard disk. By default, an operating system
will boot only if its partition is active or bootable.

In order to mark a partition active/inactive you should take the following steps:
1. Select a primary partition on the Disk Map.

2. Select in the Main Menu: Partition > Mark Partition as Active/Inactive.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

e
6 Are you sure you want to set the volume as active?

You are about o set the volume (F:) [No label]. NTFS as active. ¥ you already
have active volumes, this action might render your system unbootable

Yes ; No

3. The operation will be performed immediately after confirmation.

There can only be one active partition on a hard disk, otherwise your operating system will
fail to boot.

Hide/Unhide Partition

The program allows you to hide/unhide primary and logical partitions. By default, an operating system does not mount
hidden partitions, thus preventing access to their contents.

In order to hide/unhide a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main Menu: Partition > Hide/Unhide Partition.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

It is strongly recommended not to hide the system partition. Otherwise your operating
system will fail to boot.
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Set Label of a Partition

The Partition Label is a small textual field (up to 11 characters) that is located in the partition's boot sector. It is
detectable by any partitioning tool and is used for notification purposes only.

In order to change a partition label you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main Menu: Partition > Modify > Change Volume Label.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Enter a label for the selected partition.

R ===
® Are you sure you want to change label on volume (F:)?
! Please speciy a volume label for easier recognition of your volume

Please enter new volume labed: | New Volume

Yes | No

4. The operation will be performed immediately after confirmation.

Change Partition ID

Partition ID is a file system identifier. It is saved in the Partition Table and is used to quickly detect a partition of the
supported type. By manually changing its value, you can manipulate accessibility of partitions.

In order to change a partition ID you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main Menu: Partition > Modify > Change Partition ID...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Set anew ID for the selected partition.

E ==
Q Are you sure you want to change system ID of the partition (F:)?

Cumert system 1D is Ox07 NTFS. Changing system 1D might prevent some
operating systems from working with the parition.

©) | Please select predefinad 1D from the kst:|
<07 NTFS =
Please enter ID manually
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e Predefined ID. Select from the pull-down list the required ID.

e Enter ID manually. With the spinner control set the required ID value. It has to be a 1-2 digit hexadecimal
number.

4. The operation will be performed immediately after confirmation.

Change Serial Number of a Partition

FAT16, FAT32, and NTFS file systems include the Serial Number parameter. A partition's serial number is saved in the
boot sector. Its value is generated while formatting.

The program enables to modify the serial number parameter for FAT16, FAT32, or NTFS partitions without re-
formatting.

In order to change a serial number you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main Menu: Partition > Modify > Change Serial Number.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Enter a new serial number for the selected partition. It should contain 8 hexadecimal figures (0..9 or A..F). The
operation cannot proceed until you enter all 8 symbols.

7| e
Are you sure you want to change seral number of volume
& Fr
Your computer may no longer boot or work comectly
Fleasa anter new senal number in hesadecimal foemat
ZEDE-TD16-DE7C-0051|
MNo

4. The operation will be performed immediately after confirmation.

Hard Disk Management

In this chapter you will find all the information necessary to carry hard disk operations supported by the program.

Converting Dynamic MBR to Basic

The program allows you to convert a dynamic MBR disk containing simple volumes into a basic one while keeping its
contents intact.

In order to convert a dynamic MBR disk into basic you should take the following steps:
1. Select a dynamic MBR disk containing simple volumes on the Disk Map.
2. Select in the Main Menu: Hard Disk > Convert to Basic...

3. Set the required number of primary partitions if necessary. According to the DOS partitioning scheme a hard
disk can have up to four Primary partitions. If there is an Extended partition on the disk, only three primary
partitions are allowed. That is why if a dynamic disk contains several simple volumes the program enables to
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choose the number of primary partitions. The rest of them if any will automatically be converted to logical disks
within the Extended partition.

-2 [
% Convert dynamic hard disc to basic?

¥ the disc has more than four simple volumes, the first three of them will become
peimary partitions, and the rest will be converted to the logical ones

The hard disk after convent

Basic Hard Disk 3 (VMware, VMware Virtual S SCSI Disk Dey)

l New Volume (H:)

The resulting basic hard disk can have no more than 1 pemary parttions
Please salect how many pemary parttions the basic disk should have

o

The program can only process dynamic disks containing solid simple volumes (without
extension).

Converting GPT to Basic MBR

The program allows you to convert a basic or a dynamic GPT disk containing simple volumes into a basic MBR disk while
keeping its contents intact.

In order to convert a basic or a dynamic GPT disk into a basic MBR disk you should take the following steps:
1. Select a basic or a dynamic GPT disk containing simple volumes on the Disk Map.
2. Select in the Main Menu: Hard Disk > Convert to Basic MBR Hard Disk...

3. Set the required number of primary partitions if necessary. According to the DOS partitioning scheme a hard
disk can have up to four Primary partitions. If there is an Extended partition on the disk, only three primary
partitions are allowed. That is why if a GPT disk contains several volumes the program enables to choose the

number of primary partitions. The rest of them if any will automatically be converted to logical disks within the
Extended partition.
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Convert the basic GPT hard disk to a basic MBR hard disk?

¥ there are more than four volumes on the disk, only the first three may become
primary, and the rest - logical

The hard disk after convest

Basic Hard Disk 3 (VMware, VMware Virtual S SCSI Disk Dev)

I New Volume (H)
192GB NTFS

The resutted hard disk should have at least 1 primary partition(s)
Please salect how many primary paditions you need

2

The program can only process dynamic GPT disks containing solid simple volumes (without
extension).

Converting Basic MBR to GPT

The program allows you to easily convert a basic MBR disk into a basic GPT disk while keeping its contents intact. The
operation is quite safe for the on-disk data, but you should know that only 64-bit Windows OSes since Vista are able to

boot from this type of disks. So if you’ve got a 32-bit Windows OS accommodated on a disk you’d like to convert to GPT,
it won't start up after the operation is over.

In order to convert a basic MBR disk to a basic GPT you should take the following steps:
1. Select a basic MBR hard disk on the Disk Map.
2. Select in the Main Menu: Hard Disk > Convert to GPT hard disk.

R =)

"A. Are you sure you'd like to convert Basic Hard Disk 0 (VMware Virtual
) IDE Hard Drive ATA Devi) to GPT?

Please Note! Despie the fact that al on-disk contents remain intact during the

operation, your OS may no longer boot comectly, for Windows XP 325t for instance
does not support GPT disks

(e ™ )

3. The operation will be performed immediately after confirmation.

o The program can only convert basic MBR disks.
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Updating MBR

The program enables to overwrite the current bootable code in the MBR (Master Boot Record) by the standard
bootstrap code. This can help to repair a corrupted bootable code of a hard disk resulted from a boot virus attack or a
malfunction of boot management software.

In order to update MBR of a hard disk you should take the following steps:
1. Select a hard disk on the Disk Map.
2. Select in the Main Menu: Hard Disk > Update MBR.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2]

1 Are you sure you want to update master boot record?

E25  Cument MBR contents for hard disk number 0 wil be lost after this operation, Your
computer may no longer boot comectly

i Yes ! No

3. The operation will be performed immediately after confirmation.

Changing Primary Slot
Different operating systems apply different approaches to enumeration of the primary partitions.
In Linux:

In Linux, every partition has a special symbolic name that encodes a hard disk containing a partition, and a partition
itself. Partitions are addressed and accessed by using their symbolic names. Symbolic names are automatically
generated by Linux in accordance with the order of hard disks in BIOS and the order of partition records in the Partition
Table. Thus changing enumeration of the primary partitions can lead to changing of paths to some important resources.

In DOS:

The last versions of MS-DOS use a rather sophisticated algorithm for a drive letter assignment. A drive letter, which is
assigned to a partition, depends on the order of records in the Partition Table. Thus changing enumeration of the
primary partitions affects the drive letters assignment. In early versions of MS-DOS, it could even lead to the
unavailability of a partition.

The program provides the ability to change enumeration of the primary partitions. This feature will allow you to fix
problems concerning an inappropriate order of partitions.

In order to modify enumeration of the primary partitions you should take the following steps:
1. Select a hard disk on the Disk Map.

2. Select in the Main Menu: Hard Disk > Change Primary Slot.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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o
Are you sure you want to change primary slots order?
You are about to change pemary siots order on Basic Hard Disk 1
(VMware, VMware Virtual S SCSI Disk Dev). Your computer may no
longer boot comeactly
Siot No | Object type Fie System ' Volume label
0 Primary FAT32 [No label]
2 Primary Linux B3 NEW VOLUME
3 Prmary Uinux Swap2 [No label]
&) &
Name Local Disk (F:)
Volume label:  [No labei]
Total size 24GB File system: NTFS
Usad space: 363 MB Free space: 23GB
Start sector: 7261380 End sector: 12321854
%]

3. Inthe opened dialog you can see the current enumeration of the primary partitions of the selected hard disk in
the Partition Table. To help you distinguish partitions from one another, the program provides the following
parameters for every partition:

- Slot

- Volume

- Partition type
- File system

- Partition size
- Volume label

There are two buttons on the right to move the selected partition up and down within the primary part of the
Partition Table.

4. The operation will be performed immediately after confirmation.

Wipe Tasks

In this chapter you will find all the information necessary to wipe a hard disk/partition of any file system or only destroy
any remnants of deleted files/directories left on disk without affecting the used data, thus providing high level of
security.

The operation can be accomplished with the Wipe Wizard or corresponding dialogs.
Wizard Startup

e In the Main Menu: select Wizards > Wipe Hard Disk or Partition...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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Wizard Setup

The wizard offers the following steps to accomplish the operation:

¢ The hard disk/partition to wipe. Select a hard disk/partition the data of which you want to destroy.

Please choose an object for wiping. & can be 3 whole hard disk, a single partition or a block of unallocated space. You
can set 10 wipe all data on the padition or only unoccupied space on & (see the ned step)

' Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)
'lt_))Locthsk(Ct) Ic!}dda(Z:)
2823GB NTFS 217GB NTFS

Basic Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

I ©) Local Disk (*)
433.9 GB NTFS

Basic GPT Hard Disk 2 (VMware, VMware Virtual S SCSI Disk Dev)

I I ©) (Unallocated)
569.8GB

e Wipe mode. This section enables to switch between two options:
o [Wioe out 3l the data |

Choose this option £ you want 10 destroy complately all the data on the selactad object

Choose this option £ you want 10 destroy the traces of data that may have been left after an ordinary delete
operation

- Wipe out all data. Select the option to irreversibly destroy all on-disk data of the selected object.

- Clear (wipe) free space. Select the option to destroy any remnants of deleted files/directories left on disk
without affecting the used data.

The Clear Free Space operation is available only for Logical and Primary partitions of known
file systems.

e Wipe method. Here you can select a specific data erasure algorithm or create a customized method by marking
the appropriate option.

@ | Specfic dgorthm |

US DoD 5220.22-M -

You can see the algosthm description and set the level of verfication on the next page

Create your own Data Santization method
You can creata your own Data Santtization method
- In case you preferred to use a specific algorithm, the next page of the wizard enables to get detailed

information on the selected algorithm, choose whether to carry out residual data verification or not specifying
the percentage of sectors to check and estimate the time required to accomplish the operation.
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Wipa mathod

US DoD 5220.22-M
Orvararite all addressable locations with a character, is complemant, then a random charactar and verfy
Erase passes count: 3

Verfy passes count: 1
] | Verfy wipe resuls |
Parcentage of sectons to check: | 100

Approvimate wips time: 14:02-40

Please note. &t would be a deviation from US DolD 5220.22-M

F o= T ks a eamolet sk or nar by dissbling I or mdueng Derarinos of sashors to cheac
[ 'O You can skip verfying completaly or partly by disabling & or reducing parcerdage of sectors to chack

The list of supported military and government standards may vary for your product.

- In case you preferred to create a customized algorithm, the next page of the wizard enables to define up to 4
wiping patterns, number of passes for each wiping pattern and for the group of patterns. The Mask spinner
control allows you to set a two-figure hexadecimal character value ("00" by default). The available range is from
"00" to "FF". You can also choose whether to carry out residual data verification or not specifying the
percentage of sectors to check.

Wipe pacameters

Mask: 10 A Passcount: 1 A
Mask Pass count
Mask Pass count
Mask > Pass count

Pass count for the group of pattems: |1

Verfy wipe resuls

e Revise your changes. This page informs on all the actions to be made in the wizard in a bright, graphical form.
Yiour hard disk bafore the changes

Basic Hard Disk 0 (VMware, VMware Virdual 5 SCS1 Disk Dev)

I ) Local Disk (C:) Iq_,y data (Z:)
2823 GENTFS 217 GBNTFS

Your hard disk sfer the changes
Basic Hard Disk 0 (VMware, VMware Virtual 5 5C51 Disk Dev)

I @) (Unallocated)
4995 GB
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Wizard Result

After the operation is completed you can see a well informative summary page, providing structurally divided in-depth
information on all the actions made in the wizard.

epo] e -

Saparaeon

iO"wAll GROUP

Data Sanitization Report

Customer Information

Person: Windows User
Company:

Report Information

Report Date: Thu 16 December 2010 06:38:03 am

Version: Paragon Hard Disk Manager™, version 10.0,15.12617(16.12.10)

Svstem Information x
< »

s J[ P ]

The program also enables to store the resulted report. To do that, just press the Save button and choose the exact
location in the opened dialog.

To make sure that all on-disk data is irreversibly destroyed call the Disk Viewer dialog by clicking the appropriate tab and
see it for yourself.

| Repot | [Disk Viewer|
Sector 1of 204800

| 0x0000 (Do D1 SC C75F C1 Be DA &A D7 5C SEE3 32 BC 3A
| 00010 |94 06 &6 76 9D 16 &1 OF CE &9 24 F7 OF 2F 12 EB
| 0x0020 |73 61 &F 19 &4 DE 14 7D D6 &5 D3 D08 DI 58 24 EA
[0x0030 |32 Be 32 3C |75 SF D3 C2 FC &6 OF B3 C4 C1 CE E7V
| Dx0D40 | 2D OF D9 99 BF &A F3 85 0OC 31 D4 7B BE SA BA 87
| Dx0050 |13 E8 E3 B4 Bl %C 15 58|72 A2 37 75 SE 04 DF A9
| 0x0060 |CF BY S2 FB 93 49 DE 8C 9D 9B BB 80 BO 81 70 44
| DxDO70 |C2 7D 70 19 75 20 ES ED 26 E2 29 A7 6D &2 7B 46
| 0=0080 |77 10 &6 EC FS E9 59 7F B7 A4 A0 20 4F 2C S6 C4
| 0x0090 |F7 EF C4 66 |CF &C 7o 18 BF 3& 18 0C 9C CD &2 D1
| 0x00AD |OF 86 SA 9C 8E 75 11 75 05 0D DF 1D 9F &2 Fl1 AD
| 0x00B0 |BD Se SF 79 79 DA C3 OF 38 C5 43 CB 97 B2 F2 4D
| 0x00CD | 9E A4 EG5 13 83 39 1F DA 51 D6 49 F4 A8 72 A6 D2
| 0x00D0 |62 4B CE SC | 3F FA DD E2 D4 %9 58 CE CF 4E 8C AE
| 0x00ED |44 OB 62 F7 |19 47 E4 7B 01 E4 DS 19 4D S5C DC 34
| DxD0OFD | 6F 3A E6 57 62 71 14 &5 BY SE 75 AE 21 AE A9 BA
|0x0100 |B? FE ED 79|11 14 FD 20 98 B ES 61 &E C7 C1 28
| Dx0110 (DD 07 72 &B AD &2 AC 35 9D 25 CE B4 3E 45 FF BB
|0x0120 |51 07 6B DB 02 D2 BS CE 82 56 53 CO0 95 84 CF 3E
| 0x0130 |45 4E 07 3E A5 99 AF 81 C7 62 CB DE SE 4C Co 29

1E

&6

DC

L=

=
- 40

|

o~
H: 2R
o b

[
-

el A0
bl pee=0 RS0

wEmE e S -

L]

FOE - O 0o & o g e
=- - fe-- moEe3- -
FH e O e
[Ny
I o o oW e
a oS omeE 1k & o=l

et ¢

| Dx0140 | 1B 18 EE 1E 45 46 91 54 |E6 84 DA 79|7C AD 7D
| 020150 |99 74 C1 E3 05 74 SBE 6D &8 5D BA SD 94 F3 &F
|Dx0160 |EB C4 7D 7B 18 &3 OE &2 B4 87 F9 E4 DE 21 F6
|Ox0170 (0D C9 D1 F2 DB 12 9F Be | &6 B3 CB F3 &A 2C BC 40

|
Ll

Flease select sector number: 1 & | @ Frst 4 Previsus F%Fkn

e -
OF e O -
[—T T

0oer s Sros
4

@)
]

The Summary page will be available only when the Virtual operations are disabled.
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Available operation scenarios:

e Hard Disk Utilization

Task Scheduling

Automation of operations can really help you out when you’ve got to accomplish certain routine operations on a regular
basis as it enables to execute them without your involvement while optimizing your computer’s work-load.

Setting a Timetable

Thanks to the embedded Scheduler, you can set a timetable for execution of any operation. It has two categories for
time settings (these correspond to appropriate items in the Schedule type menu):

e Initiating the operation by an event:
- One time only (i.e. the Once item)
- When the system starts (i.e. the At System Startup item)
- When the user logs on (i.e. the At Logon item).

¢ Initiating the operation periodically (i.e. Daily, Weekly, Monthly).

Please specfy how and when would you ke to pedforn the task

&) —-

Shyf 4¢ Systeen Startup =
7] Ged ’; ;:‘”" bcheduled backups
Run the 'Ned(t{

0 Monthly f

You need to select one of the variants. Depending on your choice, the scheduler displays a form that enables to set a
timetable.

Pleasa spacify how and wiven would you lios to perform the task

Shutdown system after backup
| Generste unique names for scheduled backups
Fun the task on
09/02/2009 = at | 1200 AM =
Every
1 | weekis)on 7] Monday Friday
Tuesday Saturday
Wednesday Sunday
Thursday

Do not run the task after:

To run the task in the log-off mode, please specify administering login info by following the
appropriate link in the left lower corner of the page.
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The Shutdown System on Complete option enables to automatically switch off the
computer on the successful accomplishment of the operation.

Managing Tasks

All scheduled tasks are placed in a separate list, which can be retrieved by clicking the Scheduled Tasks tab in the
Explorer Bar:

Disk View | Scheduled Tasks | Archives |Hu|p
Scheduled Tasks =) [& [k

Hame Script When to Run
| Backup of MBR of hard disk 0 scr_020909124744450pal At 1.2:00:00 AM every Man, of every weel, starting 3/2/2009

On every task you can get in-depth information, including:
e The task name
e The full path to the generated script of the task
e Scheduled time of launch
e Statistics on the last launch
e Scheduled time of the next launch
e Used account information
e Comments to the task

To easily manage tasks, the program enables to arrange them according to a certain characteristic just by clicking on the
required property.

o This feature can be particularly beneficial when the Scheduled Tasks list contains too many
items.

You can also enable/disable, rename, delete, refresh or modify properties of the selected task.

Task Editor

With the Task Editor you can easily modify properties of scheduled tasks. To do that, you should take the following
steps:

1. Select a task on the Scheduled Tasks list.

2. Click the Properties button on the Scheduled Tasks list.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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%, Task Properties: Backup of MBR of hard disk 0 3]
. .
{t_) Program: |C\Program Fles'\Parsgon Software'\Deve Backup 10 Server Edtson'program’scnpls axe
=1 Serpt n Files/Paragon Software /Trive Backup 10 Server Edtion/scripts.ser 020509124 744450 pad
Edi... Browse,..

Comements Backup has been schedulsd: 3/2/2009 5:47-44 AM

| Enabled

o) [ oo ] [ o

3. Inthe opened dialog window you can see two tabs - General and Schedule. Click the General tab to modify:

e  Full path to the macro-command program-interpreter, which describes the scheduled task;
e Command line for starting the interpreter (i.e. the task described in macro-language)

e Comments referring to the task

e The option of enabling/disabling the task.

By clicking the Schedule tab you can modify the task timetable.

In order to apply the changes, you need to click the Apply button at the foot of the dialog.

Creating a Scheduled Task

You can set a timetable for execution of any operation. For backup and copy operations the program offers handy
wizards, while all the others can be scheduled with the Save to Scheduler dialog.

To create a scheduled task you should take the following steps:

1. Make sure the virtual mode of execution is enabled;

2. Carry out with the program all operations you need to schedule;

3. Call the Save to Scheduler dialog in the Main Menu: Tools > Save to Scheduler...;
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@ Schedule virtual operations?

Al vitual operations you have made will be saved to the scheduler. No operations will be
apphed

Task name: ' Scheduled Task
Please specify how and when would you ke to peform the task
Shutdown system after camying out the tasks

Run the task on

05/02/2009 5 a 1200 AM
Every

1 * dayls)

Do not run the task after:

~ n "

Discard all operations on close I Yes I No

4. Inthe opened dialog enter the required task name and specify the task timetable;

5. The operation will be performed immediately after confirmation.

This command is unavailable if there are no operations on the List of Pending Operations.

Scripting

The program actions can also be represented in form of a script. The script describes the appropriate operation with
macro-language commands. There is an interpreter utility - SCRIPTS.exe, which is included in the program installation
package. This utility works in the unattended mode, which enables to automate operations.

Startup

You have no need to write a script since the program has a convenient interface for such a task. In order to generate a
script on the base of the entered parameters of the required operation, you should take the following steps:

1. Make sure the virtual mode of execution is enabled;

2. Carry out with the program all operations you need to be scripted;

3. Call the Generate Script dialog in the Main Menu: Tools > Generate Script....

Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Generate
button to confirm the operation.
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=5

&8
@__{Imw'?

All wirtual cperations you have made will be written to the script. No operations
wil be appled.

Please specify & name for the task scrpt file
script_(020909_125123443 psl

o Addto Task List

%) [More options Genarate ]

e Script file name and location. By default, the program offers to add the script to the Task List with a name
containing its creation date and time. Unmark the Add to Task List checkbox to define an exact location and a

filename for the script file. The default file extension that is reserved for scripting files is .psl, which however can
be modified.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page, so you will be
able to define:
Please select script generation options

Alow 0 interact with the user

Tum this option off # you do not want to get confirmation dialogs when the script is
beng camied out

V| Commi after each operation

Tum this option on to ensure the changes will be committed after each operation
V| Check for emors after each operation

Tum this option on to make script interpreter to check the result of each operation
Discard all operations on close

Tum this option on to discard all the pending operations sfter generating the script

e Interaction with the user. Mark the option to pause the script interpreter during the execution to prompt the

user’s confirmation or other input. Otherwise the program will not stop using default values for parameters if
needed.

e Commit after each operation. Mark the option to commit changes after each operation.

e Check for errors after each operation. Mark the option to insert a special code in script, which checks the status
of the last executed operation and stops the script processing if there are errors of any kind.

e Discard all operations on close. Mark the option to empty the List of Pending Operations after generating the
script.

Result

After the operation is completed you receive a new script file. It is placed into the specified destination, its features
defined in the dialog.

0 This command is unavailable if there are no operations on the List of Pending Operations.

To learn more about scripts please consult the Paragon Scripting Language manual.

Extra Functionality

This chapter describes the supplementary functionality available in the program.
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View Partition/Hard Disk Properties

The program enables to obtain in-depth information on the properties of hard disks and partitions. Besides the general
information, such as capacity, used space or file system type it provides the possibility to get info on hard disk geometry,
cluster size, exact partition location, etc.

To get properties on a partition/hard disk, please do the following:
1. Choose a partition/hard disk on the Disk Map.
2. Select in the Main Menu: Partition/Hard Disk > Properties...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

General| | Fie System Info lAdvmood

Local Disk (C:)

Volume: label: [No lsbel]
File system: NTFS
Type: Prmary
Capacity: 4399GB
536.868,814.848 Bytes
1.048.571,904 Sectors
Used by data: 53GB(1%)
10,016,497 664 Bytes
19,563,472 Sectors
Free space: 4306GB (39%)
526.852,317,184 Bytes
1.029.008,432 Sectors

In the opened dialog information will be grouped according to its properties, thus by clicking tabs you can get
information you need.

Volume Explorer

Volume Explorer is a special tool to browse and export contents of the local mounted/unmounted volumes formatted to
FAT16, FAT32, NTFS, Ext2FS, Ext3FS, Ext4FS file systems. Besides it enables to access Paragon backups as regular folders
to explorer their contents or to retrieve certain files.

To launch the Volume Explorer you should click Disk View tab in the Explorer Bar and then choose Volume Explorer:
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| Disk View :M'rm Archives | Help

| Mame Size Modified
| @ B CO/OVD Dvives
fie| = OJ] Hard Disks
N & [E] 1. VMware. VMware Vinual 5 SCS1 Disk Devi 500GE
= [F] 2. Vihware, WMware Vidual § SCS1 Desk Devi 10GE
# [ 1. Pimary FAT32 E) 14GB
= @2 Prmary NTFS (F) 24GB
+ W 8/2/2009 £:15:34 AM
A=, 9/2/2009 £:24:45 AM
5 @3 P 14GB
#- [ 4. Primary Linee Swap 509.8 MB
& [Z] 3. VMware, VMware Vidual 5 S5 Disk Devi 80GE

3 % [Z] 4. Viware, Viwars Vitual 5 SCSI Disk Devi (GPT Disk)
B O] Virtual Drives

Call the popup menu for the selected file/folder (right click of the mouse button) to export it to some other location
(local or network drive, etc.).

&y Select a destination folder for the export operation [~ B |fEa]
lookin: | Fllocaleskc) [+] & % 2

@ Address: | C.f

Disk Chivos Hame Date
Q@ ocalDskC)
@ B DVD AW Drive (D:)
#- [5] Local Disk (E)
Metwork Places # [Z] Local Disk )
1 [=] Archives (G)

) [5] New Violume (H)

[ ) [ Gows

Available operation scenarios:

e Restoring separate files and folders from a backup

File Transfer Wizard

File Transfer Wizard is designed to make such operations as copying of separate files/directories or burning of them to
CD/DVD as easy and convenient as possible. It may be of particular use in case of a system malfunction, caused either by
a virus attack or files corruption, in order to get the system back on track again. Besides it provides access to Paragon
backups as regular folders to browse through their contents or copy required files.

Startup

e Select in the Main Menu: Tools > File Transfer Wizard.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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Setup

The wizard offers the following steps to accomplish the transfer operation:

e Place to look for files/directories. Select a source disk from the pull-down list in the left pane of the page. The

program enables to process both mounted and unmounted (without drive letter assigned) partitions. Besides it
is possible to map a network drive.

Source

[5] Local Disk ) o ®X ¥

|N & DVDRW Dxive (D)) =
[5] Local Disk (E)

[5] Local Disk (F)

[5] Archives G)

[Z] New Volume (H)) 8
@) Physical parttions

v NEW VOLUME. Disk 1
CI] Network places

1] Network - =

e Object(s) of operation. Choose files/directories you want to copy and place them to Clipboard by pressing the

Add button. To delete a file/directory from the Clipboard, select it in the Clipboard pane and press the Remove

button. You can also create a new folder, rename or irreversibly delete existing files/directories of the left pane
by pressing the appropriate buttons.

Clipboard

Name Source Path
limages F/images/

Source
5] Local Disk (F) x] @R ¥

Name
1 O Cormg s
%, hibedil sys
h'::‘ %, pagefie sys
» [35) someemd emd
# () DVD RW Drive (D)
= [5] Local Disk (E2)
[5] Local Disk (F)
oL _

* System Volume Information
Total data size: 132.8 KB

o Files/directories deleted from the Clipboard remain intact on source disks.

Destination to store the object(s). The File Transfer Wizard allows copying data to local or network drives, to

physical partitions (without drive letters assigned), or burning them to CD/DVDs. Choose the way the data will
be stored.

There are several ways the Wizand can store your data. Plese selact how would you like to save the data:
@ | Save data to local/networ dives. |

7] Crvmrwribe mdsting files

Save dala to physical partitions

Bum the data to CD or DVD
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e Revision of changes. The Transfer Summary page provides structurally divided information on all the actions
made in the wizard. Check the changes and come back to any step of the wizard (if necessary) by following the
required hyperlink.

Please overview the transfer options. You can retum to the comesponding page and change the options by cicking on title

hypedinks
Qbjects to trander
Object(s) selected: 1
Total data size: 1328 KB (136,024 Bytes)
Transfer destination
Destination path: Cc/s
Space available on destination: 4906 GB (526,821,834 752 Bytes)
Overwrite existing files: No

Result
After the operation is completed the required data will be placed into the specified destination.
Available operation scenarios:

e Copying of data from the corrupted system disk to another hard disk

e Burning of data from the corrupted system disk to CD/DVD

e Copying of data from a backup to the corrupted system partition

e Restoring separate files and folders from a backup

Mount Partition

The program enables to assign or remove drive letters of existing formatted partitions.

Assign Drive Letter
In order to mount a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main Menu: Partition > Assign Drive Letter...

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

3. Specify a drive letter for the selected partition. Initially the program suggests some consistent value for this
parameter. So you may just press the Yes button to confirm the operation.

-

Q Assign a drive letter?

This allows access to the volume by using the drive letter assigned. The
assignment is not recommended  the volume contains a file system not
supported by your operating system

r‘esgﬂhefolovmgdnvehﬂ!er_g
—— —

However you can manually define the required letter by selecting it from the pull-down list of available drive
letters.

4. The operation will be performed immediately after confirmation.
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Remove Drive Letter
In order to un-mount a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main Menu: Partition > Remove Drive Letter.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

Modifying drive letter of the system partition will result in inability to boot the operating

system.
After having processed partitions with installed software, some programs may not run
properly.

Downgrade NTFS Version

With our program you can decrease version of an existing NTFS partition. This feature can be particularly useful when,
for instance, dealing with different versions of the Windows NT family operating systems.

In order to start the operation you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main menu: Partition > Modify > Downgrade NTFS Version...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Decrease version of the selected NTFS partition by selecting the one you need from the pull-down list.

T |
"#s.  Are you sure you wanl to downorade NTFS version for
._@ wolume [C:)7?
Cument NTFS version is 3.01 - Windows XP

Select new NTFS version: [T el -

Yas Mo

4. The operation will be performed immediately after confirmation.
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Mount Archive
The program provides the ability to assign a drive letter to a partition backup image. As a result of the operation you will
get a new read-only partition in the system to easily browse through its contents and copy the required information
even with the standard Windows tools.
Assign Drive Letter
In order to mount an archive you should take the following steps:

1. Select a backup image in the Archive Database.

2. Select in the Main Menu: Archives > Mount the Selected Archive.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Specify a drive letter for the selected backup image. Initially the program suggests some consistent value for this
parameter. So you may just press the Yes button to confirm the operation.

==

ﬂ@\ Assign a drive letter?

1 This allows access to the volume by using the drive letter assigned. The
assignment is not recommended  the volume contains a file system not
supported by your operating system

Assign the folowing drive letter: [N ~ |

| Yes 1‘, No

However you can manually define the required letter by selecting it from the pull-down list of available drive
letters.

4. The operation will be performed immediately after confirmation.

The current version of the program allows the user to mount archives of separate partitions
only.

There is no possibility to mount archives located on physical (unmounted) partitions or in

the bootable capsule.
Archives will only be mounted for the current session and won’t be available after the
system restart.

It is strongly recommended not to un-mount backup images with Windows Disk Manager
or other third side software.

Remove Drive Letter
In order to un-mount a backup image you should take the following steps:
1. Select a backup image in the Archive Database.

2. Select in the Main Menu: Archives > Unmount the Selected Archive.
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There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

Defragment MFT

The MFT (Master File Table) is an NTFS system file that contains in-depth information on files, including size, time and
date stamps, permissions, and data contents. In the course of time the MFT file can also be fragmented, thus slowing
down the speed at which data is accessed.

The program enables to defragment the MFT file.

In order to start the operation you should take the following steps:
1. Select an NTFS partition on the Disk Map.

2. Select in the Main menu: Partition > Defragment > Defragment MFT...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

[ | ]
i IDefm-mﬂ.m‘sllFl’?

The MFT Defragrmentation may mprove pedomance of your system. For locked
wolumes this operation will demand o reboot

Yas | Mo

3. The operation will be performed immediately after confirmation.

Compact MFT

The program enables to re-write MFT (Master File Table) in a more compact way to increase the access speed to files on
NTFS partitions.

In order to start the operation you should take the following steps:
1. Select an NTFS partition on the Disk Map.

2. Select in the Main menu: Partition > Defragment > Compact MFT...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Initially the program suggests some consistent values for all parameters. In most cases, you can just press the
Yes button to confirm the operation.
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<=
@\ You are about to compact the Master File Table (MFT) on
i/ volume (C:)?
Please specify an operation parameters
71| Compact records (moving to the head of the table)
v Truncate MFT sfter compacting
‘ Yes ‘ No

e Compact records. Mark the option to re-write MFT records and shift them to the head of the table.
e Truncate MFT after compacting. Mark the option to remove table rows emptied during the operation.

4. The operation will be performed immediately after confirmation.

Test Surface

The program enables to test surface of existing partitions and blocks of free space for bad or unstable sectors. If found
any it automatically marks them unusable in the file system metadata, thus minimizing the risk of data loss.

In order to start the surface test you should take the following steps:
1. Select a partition or a block of free space on the Disk Map.

2. Select in the Main Menu: Partition > Test Surface...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. From the pull-down list choose the level of the surface check.

r\g,

% Test surface of volume (C:)?

Testing volume suface allows 1o find bad blocks and other peoblems

Please select 3 suface test level m
| Yes [ No

4. The operation will be performed immediately after confirmation.

Check File System Integrity

The program allows you to check integrity of a file system. It can be used to detect possible file system errors before
performing any operation on a partition.

To start the system integrity check you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main Menu: Partition > Check File System Integrity

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



128

— >

-2 |3

A, Check volume (C:) [No label]. NTFS for errors?

(©)
Please note that check operation needs exclusive access to the volume. You may be
asked to restart your computer to complete the operation.

3. The operation will be performed immediately after confirmation.

Check Archive Integrity

The program provides the ability to check integrity of a backup image. The function allows distinguishing between valid
and corrupted images before using them. The Check Archive Integrity Wizard will help you do that.

Startup
e Inthe Main Menu: select Wizards > Backup Utilities > Check Archive Integrity...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the operation:
e An archive to verify. The Browse for Archive page enables to find a backup image you need.

By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive Database (if

any).
) Show ol =] & B I%
Type Creation Date Sewrce Object Size
E 97272005 5:24:27 AM  Basic Hard Disk 1 (VMware, Wiware Vitual S SC51 Disk Dev) 10
E 252009 5:20:25 AM  New Volume (F:) 24
[} /272009 5:11:41 AN Fedevel Archive 1131
J S/2/2005 5:06:03 AM  Fledevel Archive 4
E SA2009 2:33:00 AM  Local Desk: [C:) 45333
Gl S/2/2009 2:21:01 AM  Basic Hard Disk 1 (VMware, Wiware Vidusl 5 SCS1 Disk Dev) 10
Fl ]
wil 1y
Archive File Detals
Comment;  Images
Backup date: 57272009 5:11:41 AM Total size 113.1 KB {115,269 Bytes)
Apchive size: 1012 KB (103,723 Bytes)
Fila: C/arc_images/FLONO000000000000000. archive pfi
Base anchive:

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.
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To know more on the subject, please consult the Viewing Image Properties chapter.

By clicking the Switch to File View link, you can find the required image in the browser-like window. The section
below (i.e. Archive File Details) will also display a short description of the selected image.

Lockin: | [5] Local Disk IC) ] @ ® £
Name (Sz= | Date L.
=1 | mre_pew 9722009 2-26:04 AM 3
I :c«c 52200922128AM -
A ac_new pim TEB 97272009 22604 AM
arc_new_0100p.000 9727 KB 9/272009 22102 AM
v anc_new_0100p pfm L1KB 97272008 221102 AM
L ae_new_0107p.000 431 MB 9272009 221:10 AM
s aiee_pes (11010 ofm 4 1 KR 922009 27108 AM ai
switch to Archive List Yew
Aechive Fie Detals
Hama: Basic Hard Disk 1 (Unknown Model)
Commert;, My hdd2
Type Irtemal Hard Disk Deve
Total size: 10GE
Fle: C/arc_newe/arc_new_PEF

Moreover, on this page you’ve got the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

To know more on the subject, please consult the Viewing Image Properties chapter.

Result

After the operation is completed you can see results of the check.

Check Recovery Discs

You've got the ability to check whether backup media created with the program is 100 percent error-free and ready to
use. The Check Recovery Disc Wizard will help you do that.

Startup

e Inthe Main Menu: select Tools > Check Recovery Discs...

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

Startup

The wizard offers the following steps to accomplish the operation:
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e CD/DVD drive. Select from the pull-down list of available CD/DVD devices the required drive to use during the

operation.
Dxive: | Optiarc DVD RW AD-T1704A 3
Eect the disc after check

e Set whether to eject the disk after the operation is completed or not.

Result

After the operation is completed you can see results of the check.

Edit/View Sectors

With the built-in Edit/View Sectors tool the program enables to view/edit sectors on existing partitions/hard disks
providing the possibility to directly access and modify sectors, save and restore sectors from specified files, navigate
through the system metadata, etc.

In order to edit/view sectors of a hard disk/partition you should take the following steps:
1. Select a hard disk/partition on the Disk Map.
2. Select in the Main Menu: Partition/Hard Disk > Edit/View Sectors.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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Edit sexctors on Basic Hard Diske 0 (Viware, Viwae Virtual 5 5051 Disk Dew)
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0=0000000150 10 eb £2 £4 eb £d 2b c% 4 64 b 00 24 02 =0 £3 eodep+Esde . & se

0x0000000160 24 02 3 49 be 76 61 6o 69 64 20 70 61 72 74 69 $ KInvalid parti
0x0000000170 74 6% 6f 6= 20 74 61 62 6o 65 DD 45 72 72 &f 72 tion table Error
Ox0000000L80 20 &c &F &1 64 69 &e &7 20 &f 70 &5 72 61 74 &9 loading operati
0x0000000190  ée &7 20 73 79 73 74 65 éd 00 4d 69 73 73 &9 de ng system Missin
0x00000001A0 &7 20 &6F 70 &5 72 61 74 69 6& &7 20 73 79 73 M4 g opsrating syst
0x00000001EB0 &5 &d 0D OO0 OO0 &3 7b %a bb c2 83 1d 00 00 30 20 em. . .of wh. ...
Ox00000000C0 21 00 O7 fe £f £f DD 02 00 OO0 DO £0 7f 3e 00 0O V. . byy & >
0x00000002D0 00 OO0 00 OO 00 OO0 OO OO0 00 OO0 OO 0D 00 OO0 OO0 00

0x00000001E0 OO0 OO0 OO OO0 OO0 OO0 OO OO OO0 OO0 OO OO OO0 OO0 OO QO .. ... ...........
O0x00000001F0 OO0 OO0 DD 00 00 0D DD OO0 OO0 O0D DO 0D OO0 OO0 55 as .. ............ LE] hal |

Careless use of the Edit Sectors function may result in the irreversible data corruption.

Send Log Files

The program enables to simplify the procedure of sending support requests to the Paragon Support Team. In case of
having difficulties with handling the program, you, with the help of this very function, can address the company support
engineers and provide them with all the information they need such as the disk layout, performed operations, etc. in
order to tackle the encountered problem. Information of that kind is stored in Log files.

In order to send log files to the Paragon Support Team you should take the following steps:

1. Call the Send Log Files dialog in the Main Menu: Tools > Send Log Files;

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Provide a customer name and a product serial number;
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3. Give a detailed description on the encountered problem.

i/'i'*: Send log files.
=" Please enber short description of your problem and send log fles to suppor
Cusst oemer Mame
John Smith
Serial Numnber.
D de-654ec-a4c-Tdaf8-237a2|
Contert of inquiry
Help!

By clicking the Send button the built-in mail client will generate a template request with attached compressed log files
and then send it to the Paragon Support Team.

Log files do not contain any confidential information on the operating system settings or

the user documents.

o The Send Log Files function is only available when outgoing mail server (SMTP) and the user
e-mail address are properly set. To learn more about it please consult the Settings
Overview chapter.

View Logs

With a handy dialog you can study logs on any operation carried by the program. To make this job as easy as possible, all
the information is structurally divided, besides there is the possibility to see the disk layout before and after an
operation, what is very convenient.

In order to view logs on carried out operations select in the Main Menu: Tools > View Log Files
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Session event
Started 9732009 at 12-40:12 AM. Frished at 12:40:29...

Started 9732009 at 12-40045 AM. Finished at 12:41:21...
Started 9732009 at 12-42:11 AM. Freshed at 12:4429
Started 3732009 at 12-45:04 AM. Firished at 12:45:12...
& Started 9°3/2009 at 12-45:19 AM. Freshed at 1:28:51
& Started 3722009 at 31740 AM. Finished at 3:21:28 AM N operations have besan found for the sslected session.
& Started 922009 at 3:30:36 AM. Finished at 3:41:04 AM
# Started 3722009 at 3:41:05 AM
& Started 922009 at 12-15:48 PM. Freshed at 12:20:26...
& Started 3722009 at 12-20-26 PM. Frished at 12:24:46..
# Started 922009 at 12:24:456 FM
# Sared 922009 at 12-06:15 PM. Freshed at 12:0747...
& Stared 922009 at 12-07:47 PM. Frished at 12:21:18...
¥ Stated 3722009 at 12-27:18 PM. Fnished at 12.30:15...
Started 97272009 at 1230015 PM. Finished at 12.31:33..
Sarted 37272009 at 12-31:33 PM. Finished at 12:41:47...
Started 9722009 at 12-44:44 PM. Finished at 12.58:38...
#- Started 3722009 at 1:08:03 FM

Cisk System Configuration Bafore Season Cisk: System Configuration After Session
Basic Hard Disk 0 (Viware, Viware Vidual 5 SC51 Disk Dey) - OF Basic Hard Disk 0 (Viware, Viware Virdual 5 SC51 Disk Dev) - OF
@ (C) @ (C)
NTF5 NTFS

Basic Hard Disk 1 (Viware, Viware Villual 5 SC51 Diske Dey) - OF Basic Hard Disk 1 (Viware, Viware Vidual 5 SC51 Diske Dev) - OF

P  P—
FREE FREE

Basic Hard Disk 2 (ViMware, Viware Vidual 5 SCS1 Diske Devy) - OF Basic Hard Disk 2 (ViMware, Viware Vidual 5 SCS51 Diske Dev) - OF

 [h— o —
FREE FREE

Typical Scenarios

This chapter lists a number of the most frequently used scenarios that may be accomplished with the program. You can
find here useful recommendations and descriptions of operations.

Backup Scenarios

Creating the Backup Capsule

Let us take a computer of a rank and file user who is most likely to have only one hard disk with only one partition (the
only partition is always system). Suppose that there is enough free space on the hard disk to create the backup capsule
as well. It can be created with the Manage Backup Capsule Wizard:

1. Click the Manage Backup Capsule item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.
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3. Select a place on the disk where the backup capsule will be created. It can be created as a primary partition or
as a logical drive within an extended partition. It can be inserted into any place on the hard disk: at the end
(preferable), at the beginning or somewhere in the middle between other partitions.

On this page you can select a hand disk where 8 backup capsule will be created as well as the relative
pasition of the capsule on the hand disk.

‘Basic Hard Disk 0 (VMware., VMware Virtual S SCSI Disk Dev)
I ) Local Disk (C:)

4399 GE NTFES

Basic Hard Disk 2 (VMware, VMwane Virtual 5 SC51 Disk Dev)

I ) Archives (G:)

Use the buttons to mewve the marker. Backup capsule will be created whens the marker is - &

By default, the program allows the user to create the backup capsule only as the last

o primary or as the last logical drive within the extended partition. However, by activating

the advance mode on the first page of the wizard you can remove this restriction that in its
turn might result in some boot problems.

4. Set the size for the backup capsule. It will be created at the expense of free space of the selected disk.
Backup capsule - cument size is 245 3 GB

Min capsule size; 0 Byles Mz capsule size: 45006 GE

There is no restriction on the size of the backup capsule, merely depending on the available space of the hard
disk and the capacity needed for the backup.

If the wizard cannot find enough free space in one block, it will redistribute free space, joining all free space
blocks together into one united block and moving partitions if necessary. If the total amount of free space is still
not enough, it is possible to split a fragment of space from one of the existing partitions, thus resizing it.

If the partition is locked and cannot be resized, the wizard makes the system reboot to
create the backup capsule and automatically boots the system again. (The rebooting
mechanism is different for different versions of Windows).

5. Activate the bootable recovery environment if needed. With its help you will get the choice to boot directly

from the backup capsule for maintenance or recovery purposes every time you start up the computer.
@ Alow to start recovery system from backup capsule

Time to display the backup capsule startup message: 5 seconds

Choose a hot key for startup from the backup capsule:  F1 [=]

Startup message preview

Press F1to stant recovery from Backup Capsule

Do not allow to start recovery system from backup capsule |
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This operation will result in overwriting of the current MBR, thus in case of having a third

help of the Edit/View Sectors tool.

[D side boot manager, it will be removed. To avoid that you can save the current MBR with the

The backup capsule can only be bootable if it is located on the bootable device (assigned in
the BIOS).

6. Start the operation (by clicking the Next button) or return to correct the settings.

After the operation is completed you can place backup archives into the created backup capsule.

o This operation can also be accomplished with our recovery media.

Backing up a hard disk or partition to the Backup Capsule

To back up an entire hard disk or a separate partition and then place the resulted image into the backup capsule, please
do the following:

1. Create the backup capsule with the Manage Backup Capsule Wizard.

2. Click the Smart Backup item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

3. Onthe Wizard's Welcome page, click the Next button.

4. Onthe What to back up page, select Disk or Partitions to create a sector-based backup of the whole disk
system, or only separate partitions.

Disks or Partitions
! Back up your hard disk or a separate partition

E-mail
w Back up emad messages, accourts and the address book of MS Outiook, Outlook Express, and
Windows Mai

A% Media Fles
Back up your photos, videos, music and other medsa files located in the My Documents folder

Documents
Back up documents of all major office formats located in the My Documents folder

Other Fles and Folders
Select files and folders to back up

5. On the next page, mark the appropriate option opposite a hard disk’s name or a partition’s name depending on
the chosen task.

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



136

Click the check box next to any hard disk drive or partition you want to back up

Name Type -
= Gl My Computer My Computer
W [7] Basic Hard Disk 0 (VMware, VMware Vitual $ SCS1 Disk Dev) intemal Hard Disk Driv
- #23 First Hard Disk Track First Track
] 5 Master Boct Record MBR 1
- {=] Basic Hard Disk 1 (VMware, VMware Vitual S SCSI Disk Dev) intemal Hard Disk Driv
£53 First Hard Disk Track First Track
| ¢ Master Boot Record MBR
7 &P Local Disk (E) Prmary
| @ Local Disk () Pramary
Local Dk (%) Primary
,@Locdod((') Primary

- [Z] Basic Hard Disk 2 (VMware, ViMware Vitual § SCSI Disk Dev) intemal Hard Disk Driv ~
»

4
The size of objects to back up: 499.9 GB
Estimated archive size 7.2 GB

You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

6. On the Backup Destination page, select the Save data to the Backup Capsule option.

There are several ways the Wizard can store your data. Please select how would you like to save the
archive

o lSavedaatotheBéc:kx.u:»Ciwadeif
Save data to local/network drives.
Save data to physical partitions
Save data to FTP locations
Bum the data to CD or DVD

7. Edit the archive name if necessary.

Please specify the archive name. Archive name will be used as a subfolder where backup data files will

be stored
Archive detais
Archive name arc_030509071001085
Estimated archive size: 44GB

Space avaisble on backup destnation: 38 GB

Please take into account values of the parameters Estimated archive size and Space
available on backup destination - if the archive size exceeds the available space, delete
outdated backups from the Backup Capsule or resize it with the Manage Backup Capsule
Wizard.

8. Add comments to your backup describing its contents.
Please enter a shof comment bo describa the archive
1\_ Mo comment
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9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Backing up a hard disk or partition to external media (CD/DVD)

To back up an entire hard disk or a separate partition and then burn the resulted image to CD/DVD, please do the
following:

1. Click the Smart Backup item of the Wizards menu.

chapter to know more on the subject.

o There are other ways to start up this function, please consult the Interface Overview

2. On the Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, select Disk or Partitions to create a sector-based backup of the whole disk
system, or only separate partitions.

@ Disks or Partitions

___Back up your hard disk or a separate padtion

@ E-mail
Back up email messages. accounts and the address book of MS Outiook. Outiook Express, and
Windows Mai

f Media Fles
: Back up your photos, videos. music and other media files located n the My Documents folder

Documents
Back up documents of all major office formats located in the My Documents folder

| Other Ries and Folders
. Select fies and folders to back up

4. On the next page, mark the appropriate option opposite a hard disk’s name or a partition’s name depending on
the chosen task.
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Click the check box next to any hard disk drive or partition you want to back up

| Name Type %
= G My Computer My Computer ‘
& |8 [5] Basic Hard Disk 0 (VMware, VMware Vitual S SCSI Disk Dev)  bntemal Hard Disk Driv,
= 7] /55 First Hard Disk Track First Track ‘
] @ Master Boct Record MBR i
- ocansce) e ]
& [7] [5] Basc Hard Disk 1 (VMware, VMware Vitual S SCSI Disk Dev)  Intemal Hard Disk Driv
B[] () First Hard Disk Track First Track
7] & Master Boct Record MBER
] &P Local Dik (E) Prmary =]
] @ Local Disk (1) Primary
“} {5 Local Disk () Primary
] ©Local Disk () Prmary

= 71 7] Basic Hard Disk 2 (VMware, VMware Vitual $ SCS! Disk Dev) Intemal Hard Disk Driv ™
] »

The size of objects to back up: 499.9 GB
Estimated archive size 7.2 GB

You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

5. On the Backup Destination page, select the Burn the data to CD or DVD option.

There are several ways the Wizand can store your data. Flaase selact how would you e 1o save the
archive:

| Save data to local/network dives.

| Save data to physical partitions.
| Save datato FTP locations.
@ Bum the data to CD or DVD,

6. Select a recordable device on the list of available CD/DVD devices and edit the archive name, if necessary.

Select a recorder to bum archive images to.

& Optiarc DVD RW AD-7170A CD-R/RW; DVD-R/RW; DVD-RAM; DVD+R/RW
<& CD Bumer Emulator CD-R/RW
& DVD Bumer Emuiator DVD+R/RW

Archive detals

Archive name: BP030909 (No more than 8 symbols and only in English.)

Estimated archive size: 4.4 GB
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Please take into account the Estimated archive size value. It can give you a hint about the
number of CD/DVD discs required for the operation.

7. Add comments to your backup describing its contents.
Plaase enter a shod comment bo describa the archive
5 o comment

8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Backing up a hard disk or partition to a network drive

To back up an entire hard disk or a separate partition and then place the resulted image to a network share, please do
the following:

1. Click the Smart Backup item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, select Disk or Partitions to create a sector-based backup of the whole disk
system, or only separate partitions.

Disks or Partitions
| Back up your hard disk or a separate partition

E-mail
m Back up emad messages, accounts and the address book of MS Outlook, Outlook Express, and
Windows Mai

M Media Fles
Back up your photos, videos, music and other meda files located in the My Documents folder

Documents
Back up documents of all major office formats located in the My Documents folder

"1 Other Files and Folders
Select files and folders to back up

4. On the next page, mark the appropriate option opposite a hard disk’s name or a partition’s name depending on
the chosen task.
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Cick the check box next to any hard disk drive or partition you want to back up

Name Type -
= Gl My Computer My Computer
5 [ [Z] Basic Hard Disk 0 (VMware, VMware Vitual S SCS1 Disk Dev) Intemal Hard Disk Driv
5 7] f75 First Hard Disk Track First Track
] 7 Master Boct Record MBR |
BT e =
5 [7] {5] Basic Hard Disk 1 (VMware, VMware Vitual S SCS1 Disk Dev)  Intemal Hard Disk Dy
| £ First Hard Disk Track Frst Track
7] & Master Boct Record MER
7] & Local Disk (E) Prmary
] @ Local Disk () Primary
| (= Local Disk () Prmary
] ©Local Disk () Primary

= 7] [5] Basic Hard Disk 2 (VMware, VMware Vitual S SCSI Disk Dev) intemal Hard Disk Driv ~

The size of objects to back up: 499.9 GB
Estimated archive size 7.2 GB

You’ve got the option to modify the default backup settings by marking the appropriate
checkbox on this page.

By default the program will take into account exclude filters set in the Settings dialog.

5. On the Backup Destination page, select the Save data to local/network drives option.

There are several ways the Wizard can store your data. Please select how would you like to save the
archive:

Save data to the Backup Capsule
@ Save data to local/network drives.

Save data to physical parttions

Save data to FTP locations

Bum the data to CD or DVD.

6. Map a network disk to place your backup image to:

- Call the Map Network Drive dialog by clicking the appropriate button;

Select a folder where archive should be placed and specify archive name. Archive name will be used as
subfolder where backup data fies will be stored.

Aechive locaion: [C-/arc_030909071551273/ e X ¥
“and 6 Map Network Diive % | e
Remate location mapping
Anatwork shars - || L]

L E Map to dive letter : | 7 [
[] Make permanent connection

%) Connect as user 0K Cancel

- Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;

- Define a letter from the pull-down list of available drive letters;
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- Mark the checkbox to make this connection permanent. Otherwise it will only be available for the current
Windows session;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

7. Edit the archive name if necessary.

Please specify the archive name. Archive name will be used as a subfolder where backup data files will

be stored
Archive detais
Archive name arc_030509071001085
Estimated archive size 44GB

Space avaisble on backup destnation: 38 GB

Please take into account values of the parameters Estimated archive size and Space
o available on backup destination - if the archive size exceeds the available space, another
network drive needs to be selected.

8. Add comments to your backup describing its contents.

Plaase anter a shod comment bo describa the archive

L
Mo comment

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Backing up files to an FTP/SFTP server

With our program you can protect the entire system, separate partitions, or particular files by backing up directly to
online storages located on FTP or SFTP servers. Please note however, that due to certain limitations of the network
bandwidth, the use of FTP/SFTP locations for storing many GBs of data (OS together with all on-disk data) isn’t the best
choice, but it’s great for personal data, like your documents, email databases, photos, etc.

So let’s see how to back up all office documents of the My Documents folder to an SFTP server:

1. Click the Smart Backup item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, select Documents to protect all office documents inside the My Documents
folder.
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Disks or Partitions
Back up your hard disk or a separate partition !

E-mail
Back up email messages, accounts and the address book of MS Outlook, Outlook
Express, and Windows Mai

N Media Files
= Back up your photos, videos, music and other media files located in the My Documents
folder

Documents
[; aackwdownhadumoﬁioefmmodhmwmmfm

Other Files and Folders
Select files and folders to back up

4. On the next page, choose FTP Servers as backup storage.

Lockin; |[5] LocalDskiC) |=| B3l 5@
1 Disk: Drives

"Name | [ Local Disk (C) Date

= BL‘Q]NMHH@H
5 | = Network 7/13/2009 7:37.05 PM
® m 3/22/2011 51405 AM
& 11/13/2009 11:54:19 AM
§ |, Windows 3/22/2011 5:08.55 AM

Mrchive name: |arc_230311050030515
Ta back up files in the specified location, cick Next

5. Click on the Create an FPT Location button to set up parameters for the required SFTP location.
Lookin: | (FTP Sevess [ ] Tg @@ R

Address:  fip/Y

\Nand reate FTPISFTP location B

7] Use SFTP connection
Address: | sftp.//shtp hidrve strato.com/ [+] Pot: 22
7] Ancrymouslogin [T Allow OpenSSH keybased authertication
Logn: [==
Password: swswe [#] Save password
Name: STRATO HiDrive]
Archivg

[ Comoat || Cocel |

To bad

- Use SFTP connection. Mark the option to connect to the desired SFTP server;
- Address. Type in its address;
- Port. Specify the required port (22 by default);
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- Anonymous login. Mark the option to set up anonymous connection. Typical username for this type of login is
“anonymous”;

- Allow Open SSH key-based authentication. If your SFTP provider requires this type of authentication, mark the
option to specify public and private keys and a passphrase;

Public key fila: _ Browse |
Frivate key file [ Browse ]
Pazsphrass:

- Login. Enter a login;
- Password. Enter a password. Click Remember password to save it next time you back up to this location;

- Name. By default, the program uses the provided address as the connection name, which can be modified
however.

work with the required port (21 for FTP and 22 for SFTP by default).

o You need to check out yourself Windows Firewall or programs of this kind let our program

6. When ready, click the Connect button to check out you’ve got access to the provided location. If yes, you'll get a
new item on the list named after this location. By clicking the + icon you can browse it to specify a more exact
location for your backup. At this stage you can also edit the default archive name if necessary.

lockin: | @STRATOHDW=] @ @ 1&'4;%)33
Addresa: ﬂp'ffﬂpm.ﬂm.ma‘umw.f

Nama Date
= (4 STRATO HiDeiveisfip hidive strato com)
£ bl
Lesers
i admin-52243600

-

Archive nome: |arc_230311050030515

7. Add comments to your backup describing its contents.
Plaase enter a shod comment bo describa the archive

F
~ o comment

8. To prevent unauthorized access to your personal data, we strongly recommend you to password protect your
backup.

[¥] Protect archive with pasawond

Please enter & password

Password: sessssss
ENU
Cordim password. sesssses
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9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

This operation can also be accomplished with our recovery media.

Backing up a dual boot Mac to an external USB drive

To back up a dual boot Mac (Mac OS X and Windows XP/Vista/7) and then place the resulted image to an external USB
drive, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare our recovery environment either on a
CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Connect an external USB drive to the computer.

3. Restart the computer. It will be automatically started up into the Linux recovery environment (Normal Mode),
since it’s the only mode that provides support for Mac computers.

4. Inthe Linux launch menu select Hard Disk Manager.
5. Launch the Backup Wizard by selecting in the Main Menu of the program: Wizards > Backup Wizard.
Operations Help

Copy Hard Disk
One Bunion Copy Wizard

d GPT Disk 0 (V|

pple HFS leop

isk 1 (2A)- 279

l NI Undelete Panitions 'FS5 4bp

File Transher Wizard
Boot Correcior

HTFS [Ho label
Backun Wiz ard [Ho bel]

SimpleResone Wizand

| Disk drive, Size 112 Gb
ime |Type Netwark Configurator ped [Free |Volume label

ed GFT Disk 0 (Size 112 G
Primary FAT32 200 Mb 150Mb 185 Mb EF1
Primary Apple HFS 549 Gb 142Gb 407 Gb  leopard
Primary Frese 128 Mb
Primary NTFS 566 Gb 109Gk 457 Ghb  [Nolabel)

6. On the Wizard's Welcome page, click the Next button.

7. Onthe What to back up page, select your Mac hard disk.

[Retained GPT Dis) | Madel VMware Vinual IDE Hard Drive, Size 112 Gb

[N Tvolume [Type |File Sysiem  [Size Jused [Volume label  [Active |
Retained GPT Disk 0 (Size 112 Gh)
T Primary Appl HFS 549Gb  142Gb  leopard Mo
E Primary NTFS %66 Gb 105 Gb Mo label Yes
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8. On the Backup Destination page, select the Save data to any local drive or a network share option.
Please select how would you like 10 Save the archive

{E" Save data to any local drives or a network share

Choaose this option if you want to save your data 1o local
mounted or physical partition, 1o USE or FireWare exiernal
drives and 0 a mounted network share. You will be prompied o
choose a lbeation you want io S ave the archive o,

) Burn data to CO/DVD

Choose this option if you wan the Wiz ard w burn he arhive
CDor DVD. You will be prompted 1o choose a CDor DVD RW
drive.

9. Select an external USB drive as a backup destination.

Specify image file to create

Look in: [H:, (NTFsS, 2 on Disk 1) (UFSD disk - 4bp) ~| [E]
= .. rchive
i) SRECYCLEBIN
i) -Trashes
a_
i) RECYCLER
) System Volume Inform athon I D
I head
d||5
J|[ Renamere | [ mewkiderF | [ DelewiFm ]
\l | File name: |tn‘un_D1:| plbl I | Save |
File type: [image files (* pbi v |
| <Bak | Hex> | | Cancel |

10. Edit the archive name if necessary.

~ Backup destination

Archive name:
]-Ill'l:".r"'.u". B ackup Storageimg_DO.phi I D

Space available on destination: 34.8Gb

Approximate archive size: 17.5 Gb

Please take into account values of the parameters Estimated archive size and Space
available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

11. Add comments to your backup describing its contents.

~ Archive @xl comment
Please enter backup comments 1o describe the archive

| Archive Img_DO.pbf, created: 20080605 13:42:39 |

12. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.
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o This operation can also be accomplished under Windows.

Backing up files to a local mounted /unmounted (without drive letter assigned) partition

To back up required files or folders and then place the resulted image to a local mounted/unmounted drive, please do
the following:

1. Click the Smart Backup item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe What to back up page, first take a look at the ready-made backup templates. If none of the options
meets you needs (just our case), then select Other Files and Folders to create a file-based backup of certain
data.

Disks or Partitions
Back up your hard disk or 3 separate partition

E-mail
Back up emal messages, accounts and the address book of MS Outiook, Outlook Express, and
Windows Mai

R Media Fles
= Back up your photos, videos, music and other media files located in the My Documents folder

*1 Documents
Back up documents of all major offica formats located in the My Documents folder

| Other Files and Folders
= Select files and folders to back up

4. On the What folders and files to back up page you can see a list of all partitions (both mounted and unmounted)

available in the system. Mark a checkbox opposite a file, folder or even a whole partition to build up contents of
the future backup image.
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Chick the check box next to any file or folder you want to back up

| Name Sze | Date -
& W ) Defaut 7/14/2008 12:14:28 AM
# I ) AppData 7/13/2008 7:37.05 PM
® ] ), Aepdcation Data 7/13/2009 9:53:55 PM
® ] )i Cookies 7/13/2009 3:53.55 PM
@ ] ), Desktop 7/13/2008 7:04:25 PM
@ T J. Documents 7/13/2009 9:53:55 PM
@ 7] ), Downloads 7/13/2009 70425PM | =
@ 7] ) Favortes 7/13/2009 7.04:25 PM
® [T J, Links 7/13/2009 704:25PM
@ [7] ) Local Settings 7/13/2008 95355 PM
@ ] L Music 7/13/2008 7:04:25 PM
R vy 7/13/2009 95355 PM
@ ] ) NetHood 7/13/2009 9.53:55 PM
@ ] ) Pictures 7/13/2009 7:04:25 PM
@ [ Ji PntHood 7/13/2008 9:53:55 PM
@ 7] ), Recent 7/13/2009 9.53:55 PM
® T | Saved Games TN/2009 T0425PM  ~

To continue, cick Next

5. On the Backup Destination page, select a local mounted/unmounted (without drive letter assigned) disk as a
backup destination.

Lookin: | [5] Avchives (G) ] @ % 2

@ ) ac_disk? 9/2/2009 5:25:00 AM
& | J arc_doc 272008 5:05:42 AM
& || arc_images /272008 5:20:26 AM
& | | arc_system 97272009 2:41:04 AM

6. Edit the archive name if necessary.
Prchive name: |arc_030909084734578

7. Specify include masks. The program includes a lot of ready-made filters to effectively control contents of your

backup images.
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Include masks manage files and folders that will be added to the archive

Finchude mask is speciied, all the files that do not conform to the mask will be omited and will not get into the
archive

@ Usa include masks

Readable files (12 fiters)

Add flter Penpme category Delele categony

“.chm Delete filer
*him Delete filer
“himl [elets fifer
*pdf  Delete fiter
“td Delste filer
“hip Delete fiter
“mf Delete filler
*doc Delete fiter
*xls Delete filer

- PR T R Y

You can also create your own filter by clicking the Add category... button.

£ Create new category 7 |3
Hame: |
Fiter: [ Browse
Deacription:

I} You can usa wildcards = and 710 spacy the mask

ok ][ Coon ]

e Name. Give to the filter any name you like, but try to use an informative one;

e Filter. Press the Browse button to select files or folders you would like to be included or specify a filter
mask by using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite
its name you can choose whether to use it or not.

By setting an include mask, you automatically ignore files that do not match to it, thus they
won’t be added to the backup image.

8. Specify exclude masks. The program includes a lot of ready-made filters to effectively control contents of your
backup images.
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Bxcdude masks manage files and folders that will be excludad from anchive
Specify exclude masks

= Executable & Installations (B fiters)

Add fiker Rensme category Delste category

il Delste fiter =
“exe [elete fiter
“ocx Delote fiter
*wxd Delate fiker
“cab [elste fifer
“mai  [Delste fiber
“map Delete fiter
*dry  Dedate fiter

= Papciliary filles (13 fikemn)

Add fiker Hename category Delste category

9. Add comments to your backup describing its contents.

Plaase enter 3 shod comment to describe the anchive

€
I~ Mo comment

10. To prevent unauthorized access to your personal data, we strongly recommend you to password protect your
backup.

[¥] Protect archive with password
Please enter & password

Password, sessssss
Corfirm password: esesssane

ENL

11. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

o This operation can also be accomplished with our recovery media.

Creating a differential to a full partition backup
To update an image of the selected partition, please do the following:
1. Click the Differential Partition Backup item of the Wizards menu.
2. Onthe Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required full (base) partition archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).
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% Show a [r] @ i 1%
IType Creation Date Source Objact Size "
G 9/2/2003 5:24:27 AM  Basic Hard Disk 1 (VMware, VMware Vitual S SCSI Disk Dev)
& 9/2/2009 52025 AM  New Volume (F) i
() 9/2/20085:11:41 AM  Filedevel Archive 112
IJ 9/2/2009 50603 AM  Fiedevel Archive |
9/2/2008 233.00 AM Local Disk {C) --,|
i" - o e ey mm waw . ss  swm, s m o wewsy -2 .. .- ——— - - . =
Swich to File View
Archive Fle Detals

Local Disk (C:)

My system backup

[No fabel]

NTFS Total size:  499.9GB

. 85GB Free space: 4314GB

G:/arc_system/arc_system PBF

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Lookin: | [5] Archives (G) E] o X ¥
Name Sze | Date .
i ] arc_images G/272008 52026 AM
3 ), arc_system 9/2/2009 2:41:04 AM
| arc_system 001 18GB $/2/2009 241:04 AM
19GB 9/2/20092:37:32 AM
[ arc_system pem 156Bytes 9/2200924103AM ||
\.larc_system gfm §63KB 9/2200924104AM |
Switch to Archive List View
Archive Fie Detals
Name: Local Disk (C:)
Comment: My system backup
Vokume label: [No label]
Flesystem:  NTFS Totaisze:  4999GB
Used space: 85GB Free space: 4914GB
File: G/arc_system/arc_system PBF

To know more on the subject, please consult the Viewing Image Properties chapter.
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4. The Archive Content page displays detailed information about the contents of the archive. It includes a full
description of properties about the partition. In addition, there is the possibility to modify backup settings. To
activate the advance mode, you need to mark the appropriate option at the foot of the page.

.Nane VType -Fiesy!emrs-tze -U&ed A

Primary NTFS 43539GB 85GB

Archive Detals

Name Local Disk (C:)

Volume label: [No labed]

Fle system:  NTFS Total size: 4999GB
Used space: 85GB Free space: 431.4GB

| Change backup settings

5. On the Backup Destination page, select where you want to place your backup image.

There are several ways the Wizard can store your data, Plese salect how would you ke to save the
archive

© Save data to the Backup Capsule
[Save data to local/network drives. |
Save data to physical partitions
Save data to FTP locations
Bumthe data to CD or DVD

6. Edit the archive name if necessary.

Please specify the archive name. Archive name will be used as a subfolder where backup data files will
be stored

Archive detals

Archive name arc_030509071001085
Estimated archive size: 44GB
Space avaisble on backup destnation: 38 GB

available on backup destination - if the archive size exceeds the available space, another

o Please take into account values of the parameters Estimated archive size and Space
drive needs to be selected.

7. Add comments to your backup describing its contents;

Plaase enter 3 shod comment to describe the anchive
;(t' Mo comment

8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.
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After the operation is completed you receive a differential backup of the selected partition. It is placed into the specified
destination (a local or network disk, the Backup Capsule or a CD/DVD disc), its features defined by the wizard.

o This operation can also be accomplished with our recovery media.

Creating a sector increment to a full partition backup
Before you start, please take into account the following issues:

e You should have a full backup of the new type (with a .pfi index file). Any of our flagship products since Hard
Disk Manager 12 supports this functionality;

e Increments can only be created for full archives stored on a local mounted drive or a network share;
e Increments will be stored together with the corresponding full archive;

e Increments cannot be created for archives of entire GPT disks;

e Increments can only be restored under Windows (if no restart is needed) or WinPE;

e Increments can only be used with our software;

e Increment cannot be encrypted, compressed, or splitted;

e Increments cannot be browsed in Volume Explorer.

o To know more on the subject, please consult the Basic Concepts section.

To update an image of the selected partition, please do the following:
1. Click the Incremental Backup... item of the Wizards menu.
2. Onthe Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required full (base) partition archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any). Please note that only sector-based images of the new type (with a .pfi index file) are
available to work with.
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Type Creation Date ~  Source Object Size Aags Comment Meounted

Archive File Details
Name Local Disk (C:)
Comment: Mo comment
Volume label:  [MNo labed]

File system:  NTFS Total sive: 15.9GE
Used space: 13,1 GB Free space: 2BGB
File Yilare_240112153302432 /o _ 2401 12153302432 phi

To view contents of the selected archive cick Next

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image. Please
note that only sector-based images of the new type (with a .pfi index file) are available to work with.

Lookin: | [5] Backup Storage (ViserverZ\pool) (1) |E| e ¥ ¥
| Name | Size | Date [«]
— g w a
= [5] Backup Storage (ViserverZipool) (1)
=\ ere 240112153302432 24,01 2012 75251
r arc_240112153302432 ph 1S9GE 24.01.2012 74513
136MEB 24012012 7-5241 ~|
Fies of type: | Al Archive fies [=]
Swilch to Archive List View
Pechive Fle Detals
Hame: Local Disk (C:)

Commenl: Mo comment
Violume label:  [No labed]

Fie system:  NTFS Totel sirs:  159GB
Used space: 12.1GB Free space: 2E8GE
Ha: ¥/fane_240112153302432/arc_240112153302432 ph
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o To know more on the subject, please consult the Viewing Image Properties chapter.

4. The Archive Content page displays detailed information about the contents of the archive.

Archive Content
Name Type | Flesystem | Size Used
v eLocaID:sk(C) Primary NTFS 159GB 13.1GB

Archive Detais
Name Local Disk (C:)
Volume label: [No lsbel]
Fle system: NTFS Total size:  159GB
Used space: 13.1GB Free space: 28GB

Advanced backup settings are unavailable for sector-based increments due to the usage of
the new image container (.vhd).

5. Add comments to your backup describing its contents;

Flease enter 3 shod comment to describe the anchive

F
Mo comment

6. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive an incremental backup of the selected partition archive. It is placed into
the same destination as the base image.

o This operation can also be accomplished with the WinPE recovery media.

Creating a file increment to a full partition backup

To update only files you need since the last full partition backup, please do the following:
1. Click the Create File Complement item of the Wizards menu.
2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe Browse for Archive page, specify the required full (base) partition archive:
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e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

Type Creatson Date Source Obyect Size FAags Co Mounted «
= T ST T e S == = =
= 5/2/2009 5:20:25 AM  New Volume (F) 24GB - 5
5 i M F
= 8/2/2008 22115 AM  Local Disk (1) 509.8 MB o M

9/2/2009 2:21:10 AM  Local Diske () 14 GB o | M -

Local Disk {C:)

My system backup

: [No labed]

NTFS Total size:  459.9GB
- B5GB Free space: 4914 GE
G/arc_system/anc_system PBF

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Lookin: | [5] Archives (5) ] @ % %

Hame Size | Date -
R} I O Wi o G S L U
4 |, anc_doc 8/2/2009 5.05:42 AM
B |, arc_images 9273009 5:20:26 AM

= | arc_systiam /272008 2:41:04 AM

Mlasirs: Local Disk (C:)
Commeni: My system backup
Volumne label: [MNo label]

File system:  NTFS Total size:  439.9GB
Used space: B5GEB Free space: 431.4GB
Fila: Go/are_system/arc_systermn. PEF

To know more on the subject, please consult the Viewing Image Properties chapter.

4. Onthe What folders and files to back up page you can see contents of the selected partition archive. Mark a
checkbox opposite a file or folder to build up contents of the future incremental image.
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?Dae
TN4/2008 121428 AM

7/13/2008 7:3705 PM
7/13/2009 $:53:55 PM
7/13/2008 9:53:55 PM
771372008 7:04:25 PM
7/13/2009 9:53:55 PM
7/13/2008 7:04:25 PM
7/1372008 7:04:25 PM
7/13/2008 7:04:25 PM
7/13/2008 9:53:55 PM
71372008 7.04:25 PM
7/13/2009 9:53:55 PM
7/13/72009 9:53:55 PM
7/13/2008 7:04:25 PM
7/13/2009 9:53:55 PM
7/13/2009 9:53:55 PM
7/13/2008 7:04:25 PM

m

To continue, cick Next

5. Specify include masks. The program includes a lot of ready-made filters to effectively control contents of your
backup images.

Inchude masks manage files and folders that wil be added o the archive.
¥ inchude mask is specified, all the files that do not confiorm 1o the mask will be omitted and will not get into the
archive.

) | Do not use include masks (all fles will be inchuded into the archive) |

@ Usainclude masks

.F. || Readable files (13 fiters)
Add fiter Fenpme category  Delete category LS

"

You can also create your own filter by clicking the Add category... button.

€1 Create new category =n =)
IName: |
-
Description:

) You can use widcands * and 7o specy the mask,

Loc ][ Coee |

e Name. Give to the filter any name you like, but try to use an informative one;

o Filter. Press the Browse button to select files or folders you would like to be included or specify a filter mask
by using * or ? wildcards;

e Description. Add a short description to the filter not to miss it up later.
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Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite
its name you can choose whether to use it or not.

By setting an include mask, you automatically ignore files that do not match to it, thus they
won’t be added to the backup image.

6. Specify exclude masks. The program includes a lot of ready-made filters to effectively control contents of your
backup images.

Exciude masks manage files and foldars that will be excluded from archive:
Specify exclude masks

= Executable & Installations (B fiters)

Add fiker Rename category Delste category

ol Delete fiber E
“exe [elste fiter
“ocx [Delste fiker
*wxd Delete fiter
* cab Jedete fiker
*ma  [Delste fiber
“map [elete fiter
*drv  Delste fiker

= Papciliary files (13 fikemn)

Add fiker Rename category Delste category

7. Add comments to your backup describing its contents.

Plaase anter a shod comment bo describa the archive

F
Mo comment

8. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive an incremental backup of the selected partition archive containing
information specified in the wizard. It is placed into the same destination as the base image.

This operation can also be accomplished with our recovery media.

Creating an increment to a full file backup
To update a file backup, please do the following:
1. Click the Incremental File Backup item of the Wizards menu.
2. Onthe Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required full (base) file archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).
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= e I
Type Creation Date =  Souce Object Size Flags Com Mounted
S/2/72009 51141 AM  Rladevel Archive
S/272005 5:06:03 AM  Fle-evel Archive 4KB | M.
2itch bo Fle Yeew
fchive Fie Detals
Comment.  Images
Backup date: 5/2/20095:11:41 AM Totalsize:  113.1 KB (115,859 Bytes)
Archive size: 101.2 KB (103,723 Bytes)
Fie: C:/arc_images/FLO0000D0000D0000000 archive pii

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Lockin: | [5] Local Disk () ] @ % %
[ Hame Size Cate -
=1 2] Local Desk iC)
= |, arc_images 97252009 5:11:18 AM
= FLOODOOO000000000000 /272009 5:11:18 AM
archive pfi 1N 2KE 9272009 5:11:41 AM
L ] L mere i L= W Far e B 8 T LTV 3
Swilch to Anchive List View
Archive Fle Detals
Comment:  Images
Backup date: 9/2/2009 5:11:41 AM Total size: 1131 KB (115,855 Byies)
Archive size: 101.2 KB (103,723 Bytes)
File Cfarc_images/FLIOO000000000000000 archive pli

To know more on the subject, please consult the Viewing Image Properties chapter.

After the operation is completed you receive an incremental backup of the selected file archive. It is placed into the
same destination as the base image.

This operation can also be accomplished with our recovery media.
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Creating a cyclic partition backup
To automate the partition backup process, please do the following:

1. Select in the Main Menu: Wizards > Backup Utilities > Cyclic Backup...

2. Onthe Wizard's Welcome page, click the Next button;

3. Onthe What to back up page, select a partition you want to make a cyclic backup of;

Click the check box next to any hard disk drive or partition you want to back up

— —

Type -
= Gl My Computer My Computer
© |8 [5] Basic Hard Disk 0 (VMware, VMware Vitual S SCSI Disk Dev) Intemal Hard Disk Driv
= 7 /75 First Hard Disk Track First Track
7] & Master Boot Record MBR |
) >locaoske) Eny |
| (5] Basic Hard Disk 1 (VMware, VMware Vitual S SCS! Disk Dev) intemal Hard Disk Driy|
| £ First Hard Disk Track First Track
] 5 Master Boct Record MBER
] &9 Local Disk () Prmary
] @ Local Disk () Prmary
| (= Local Disk () Pamary
: f@LocdDﬁ((') Primary

= 7 7] Basic Hard Disk 2 (VMware, VMware Vitual § SCSI Disk Dev) Intemal Hard Disk Driv ™

The sze of objects to back up: 499.9 GB
Estimated archive size 7.2 GB

The current version of the program enables to make a cyclic backup of only one partition at
a time.

4. On the Backup Destination page, select a mounted/unmounted partition, a network share, or an FTP server to
place backup images to.

Select a folder whene archive shoulkd be placed and specify archive name. Archive name wil ba used as a
subfoldar whens backup data files will be stored.

Bechive location: |Go/arc_030909111312358/ B B ¥

Name | Sze | Date |
&1 & My Computer

& [5] Local Disk ()

& [Z] Local Disk (E)
- ] Matwork

5. Edit the archive name if necessary.
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Please specify the archive name. Archive name will be used as a3 subfolder where backup data files will
be stored
Archive detais
Archive name arc_030509071001085
Estimated archive size: 44GB

Space avaisble on backup destnation: 38 GB

Please take into account values of the parameters Estimated archive size and Space

available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

6. Add comments to your backup describing its contents.
Please enter a shof comment bo describa the archive
;‘[:' \ Mo comment

7. Set atimetable for the operation.

Please spacy how and when would you ke to perform the task
[C] Stutdown system after backup
[¥] Generste unique names for scheduled backups
Fun the task on:
09/02:2009 '+ a [12:00 AM =
Ewery
1 + weskizgjon: ] Monday [~ Fridary
7] Tuesday ] Saturday
7] Wednesday [] Sunday
| Thusday
[ Do mot nun the task after:

LR U LA

To know more on the subject, please consult the Task Scheduling chapter.

8. On the Cyclic backup type page, choose the way of creating a cyclic backup:

There are several types of the cyclic backup the Wizard can perform. Please choose the one you would ke to
camy out:
Cychic Backup Type

o Basctype

Every image made during the operation will be created as a complete base image
Déferential type

Every first image wil be made as a complete base mage., al the others will be dfferentiated from &, A
déferential backup only contains changes in the partition’s contents with respect 10 3 complete image
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e Base type. Every image created during the operation will be made as a full archive.

o Differential type. Every first image will be made as a full (base) archive and all the others will be
differentiated from it. This operation requires much less space, thus considerably saving your system
resources.

By setting the Maximum disk space to store images and the Maximum number of images to store parameters
you may define when the operation will be cycled. That means that on exceeding these two parameters the
oldest archives will be automatically overwritten (if choosing the Differential type only differential images will
be overwritten).

Medmum disk space (o store images: | 10000 & MB.

Mapdmum number of images to store: | 2 A

9. On the Backup Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

The operation will run according to the set timetable. The resulted backup images will be placed into the specified
destination (a local or a network disk), its features defined by the wizard.
Merging a full partition backup with one of its differentials

To merge a full partition backup with one of its differentials, thus getting a new full partition archive, please do the
following:

1. Click the Synthetic Backup item of the Wizards menu.
2. Onthe Wizard's Welcome page, click the Next button.

3. Onthe Browse for Archive page, you only need to specify the required differential archive. The program then
will automatically find its base image:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

% Show al *] @ & %
Type Creation Date Source Objact  » Sder‘
(&] 9/2/2009 221.01 AM  Basic Hard Disk 1 (VMware, VMware Vitual S SCSI Disk Dev)
8| 9/2/2009 52427 AM  Basic Hard Disk 1 (VMware, VMware Vitual S SCSI Disk Dev) z

9/2/2009 50603 AM  Filedevel Archive
J 9/2/20095:11:41 AM  Filedevel Archive 1
= 9/3/2008 3:57.21 AM  Local Disk () L
C‘\ P T M .._.
Swich to File View
Archive Fle Detads

Name: Local Disk (%)

Comment:  No comment
Vohume label: [No label]

File system: NTFS Total size: 24GB
Used space: 363 MB Free space: 23GB
File: ‘arc_images/dif_030509105713295/dfi_030909105713295.PBF

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.
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To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Lookin: | [5] Archives (G ] @ % 2
Name Size Date ~|
W arc_dekZ S7272009 52500 AN
@ ) arc_doc 9/2/2009 5.05:42 AM
= ), arc_images 9/3/2009 3:57.21 AM | =
= J, déf_030909105713295 9/3/2008 3.57.22 AM
dif_030909105713255 PBF 689KB 9/3/2009 3.57:22 AM
+ | déf_030909105713295 pfm 14KB 9/3/2009357:22AM ~
Switch to Archive List View
Archive Fie Detais
Name: Local Disk (%)

Comment.  No comment
Volume label: [No label]

Fle system: NTFS Totalsize: 24GB
Used space: 363 MB Free space: 23GB
Fle: ‘arc_images/dff_030909105713295/d6f_030909105713295.PBF

To know more on the subject, please consult the Viewing Image Properties chapter.

4. On the Synthesis Settings page you can additionally modify any property of the selected backup image if
necessary. To accomplish our task we have no need to change anything at all.

T _——— : @9 Backup image options
| CD/DVD recording options
| Control archive integnty

Choose this option to allow wrting of specific data that will later be
used during restore to check the archive integrty. R can slow down
the backup operation

V| Set mage file names automatically

Choase this option to automatically name files in complex archive.
Compression level

Nomal compression B
Good compression. Provides average speed with the reasonable
image size

mage it

V| Enable mage spitting

Choose this option to enable spiting the archive to several files

Madmum spit size: 2000 MB 5

5. On the Synthetic Archive Destination page, select where you want to place the resulted backup image.
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There are several ways the Wizard can store your data. Please select how you would like to save the
archive

| Save data to the Backup Capsue |
©) Save data to local/network dives

Save data to physical partitions

Save data to FTP locations

Bum the datato CD or DVD

6. Edit the archive name if necessary.

Archive detals
Archive name are_0309091 10023030
Estimated archive size 31 MB

Space awalsble on backup destination:  490.3 GB

Please take into account values of the parameters Estimated archive size and Space
available on backup destination - if the archive size exceeds the available space, another
drive needs to be selected.

7. Add comments to your backup describing its contents;

Plaase snter a shod comment bo describa the archive

F
Mo comment

8. On the Synthesis Summary page review all parameters of the operation and modify them if necessary. Click the
Next button to start the backup process.

After the operation is completed you receive a new full partition archive. It is placed into the specified destination (a
local or network disk, or a CD/DVD disc), its features defined by the wizard.

This function is currently unavailable for modification of entire hard disk backups.

This operation can also be accomplished with our recovery media.

Recovery Scenarios

Fixing MBR after a boot virus attack

Let’s assume that the MBR (Master Boot Record) of your hard disk has been corrupted as a result of a boot virus attack,
thus your system fails to boot.

To fix the MBR of your hard disk, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare our recovery environment either on a
CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure the on-board BIOS is set
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up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

4. On the Wizard's Welcome page, select the Correct the Master Boot Record (MBR) option.

Flease choose the operation

() Search for Windows installations 1o correct
(*) Correct the Master Boot Record (MBR)

() Correct the partition beot record

) madify paniion parameters

() Correct boot paramessrs (bost.ini, BCD)

Ta begin, click Next

5. On the next page choose the required hard disk from the pull-down list (if several) and then select the Update
the MBR executable code option.

Please choose the hard disk o correct boot problems

A

Flease pointout the operation o perdorm:

) View the MER

(& Updase the MER exectable code

() Reorder primary panitions (change sk1s)

6. Confirm the operation.

“ Updane the MBR executable code of the Basic Disk 0 (40,0 Gh)7?

-

7. After the operation is completed click the Report button to see a well informative summary page. The program
also enables to store the resulted report. To do that, just press the Save button and choose the exact location in
the opened dialog.
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h Reporting

"4 You have successfully completed boot correction. To view the repan
on the operations pedormed, click Report.

Report

Report

Paragon Bool Correcior's Repon
Operations perdormed:

Operation #1: Correct the Master Boot Record
Hard disk targeted: Basic Disk 0

Status: Succesalul

Dave and Time: 2009 Jan 14 Wed 140109

8. Click the Finish button to close Boot Corrector.

9. Reboot the computer.

Correcting BCD (Boot Configuration Data)
To automatically correct Windows BCD, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
get here: www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch Boot Corrector.
3. Onthe Wizard's Welcome page, click the Next button.
4. Select Correct boot parameters... to let the wizard fix BCD in all found Windows installations.

Windows installation to comect
View the st of all windows installations and comect boot parameters

Cormect the Master Boot Record (MBR)
View the st of all Hard Disks and corect MBR executable code on some of them

Edit/View Sectors
View, edt, backup and restore sectors or a group of sectors on the hard disk or parition of your
choice

Comect boot parameters (boot ini, BCD)
_ Automatically comect bootini and BCD on all hard disks in system

5. The wizard will ask you to confirm the operation. Apply the changes to complete.
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' The wizard has not apphed the changes yet. On this page you can etther accept or reconsider the

Note: ¥ you accept the changes. the wizard wil physically perform all operations. You won! be able to
interrupt this process or undo the changes.

k may take some time to apply the changes. You may also be asked o restart your computer during this
process.

Would you ke to apply the changes?

After completing the operation close the wizard, and then reboot the computer.

Fixing Windows startup ability

Let’s assume that due to an unknown reason your Windows fails to complete the startup procedure. At first everything
seems quite OK, you can see the standard startup messages on the screen, but at some moment it hangs up.

To fix your Windows startup ability, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare our recovery environment either on a
CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

4. On the Wizard's Welcome page, select the Search for Windows installations to correct option.

Please choose the operation

(&) search for Windaws installations i cormect
() Correct the Masier Boot Recard (MBR)

':: Carrecl the panition baat recond

() Modify partition parameters

(Z} Correct boot parameters (boovini, BCD)

To begin, click Mext

5. On the next page choose the required Windows installation from the list of found installations (if several), then
select the Edit the Boot.ini file option. If you’re not sure which installation you need, please use the Properties
button to get more info on the selected item.
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Correct Windows installations

Pragram has searched for valid Windows installations on your
computer. The resuls of the search you can see below, Stalus S refer
1 4 syskem partition (you can edit the Bootini file), B - a boot panition
{you can correct the System Registry).

N |Parition |Stats [Systemmor  [Type
1  Disk 0, Partition 0 5+B  WINDOWS WinxpP

Far the highlighted Windows installation, please
point out the operation W perdorm:

) Correct drive letiers in the System Registry
(=) Edit the Boat.ini file
) Correctihe partition oot record

Adjust 05 o oot on new hardwane

Tao continue, click Mext

6. Examine the file — maybe that’s where the problem is. If it contains a mistake, correct it by using the appropriate
buttons.

Edit the Boot.ini file on Hard Disk 0, Partition 0

[boat laader]

fimeout=10
defauh=muli(0kdisk(0irdisk(Dip artition{ IWNDOWS.

[operating systems)

miula(0idi sk (0irdisk (0 panitisn( INWINDOWS ="Paragan VMWare Windows XP Partition 017 fasudewsct 1

T R R | S

I Edin ] |_ Insert the sample I] Add the sample ]

7. If the Boot.ini file does not contain any mistake, please return to the Correct Windows Installations page to
correct drive letters in the Windows System Registry.

Correct Windows installations

Program has searched for valid Windows installations on your
computer. The results of the search you can see below, Status S refiers
1o & sysiem panition (you can edit the Boot.ini file), B - a boot panition
(you can correct the System Regisiry).

|[N |Panition |staws [Sysem oot [Type
1 Disk D, Partition 0 S5+B  WINDOWS WinxpP

For the highlighted Windaws installation, please

point out the operation o perform:
(&) Correctdrive leniers in the System Registry
) Edit the Boot.ini file

(} Correct the partition boot record

Adjust 05 o boot on new handware

To continue, click Rext,
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8. On the next page choose a hard disk from the pull-down list (if several), then the required partition. If you're not
sure which installation you need, please use the Properties button to get more info on the selected item.

Pamitions Lis1 Leters Map

Below you can choose a hard disk drive and see all panitions on it Information about drive letiers
assigned 1o these panitions 15 taken from the Sysiem Regisiry of the Windows installation selecied,

[[Basi Disk.0 »| 40.0 Gb, VMware Virtual IDE Hard Drive
L

N [Type |aciive [File Sysiem  [volume label |Size |Drive leners |
0  Primany Yes NTFS WinXP 3.0Gb (=5

1 Primary Mo NTFS Applicaton 938Gk E

2 Primary No BackupCapsul [Ho label) 100 Gb <Mone=

3 Primary Mo Free 17.2Ghb <Mones

9. Click the Edit Letters button to correct an existing drive letter or assign a new one in the Windows System
Registry.

Partitians List

Drive letters it. Information about drive letiers

the Windows installation seleced.

Lenears
Basic Disk 0 Drive
M |[Type | Drive leners
0 Primary b <None:s
1  Primary 133 E:
2 Primary Add Gh Mo
3 Primary — Gb <None=
Recommended to try - C:. If used,
you can release itin Leters Map.

Close

==

10. Once you’ve assigned the appropriate drive letter, close the dialog, then click the Apply button.
11. Confirm the operation.

ﬂ Apply the changes?

A

v J[ ™ |

12. After the operation is completed click the Report button to see a well informative summary page. The program

also enables to store the resulted report. To do that, just press the Save button and choose the exact location in
the opened dialog.
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; Reporting

Paragon Boot Correcior's Report

Cperations performed

Operation 21 Change diive leners

Partition targesed: Hard disk 0, Panition 0
Info: System Root folder is ™~ fpuser, If
Status: Successiul hnd make
Daie and Time: 2009 Jan 14 Wed 16:14:16

B To go to the beginning, click here

13. Click the Finish button to close Boot Corrector.

14. Reboot the computer.

Restoring a hard disk from the bootable Backup Capsule

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got the bootable backup capsule containing a backup of your hard disk. That’s just enough to easily get your
system back on track again.

To restore your hard disk from a backup image contained in the backup capsule when the current OS is down, please do
the following:

1. Start up the computer from the bootable backup capsule. By default, the program offers to use the F1 hot key to
boot from it.

o This scenario implies that the backup capsule is bootable.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux).

0 By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the Simple Restore Wizard. You can find the same wizard in PTS DOS as well.
4. On the Wizard's Welcome page, click the Next button.

On the What to Restore page, you can see a list of available images (if several). Most likely the required archive
will be there too. If not, click the standard browse button [...] to find it. When you find your image, double click
on it to proceed.
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Select Image

I-HI,';:'_ Famdljarc

27050814 520567 1a_27 05081452 -'-""I D

You can sebect image from list below (on Double click)

« 2008 May 27 14:52:55

arc_270%08

6. On the Image Properties page, make sure that you select the correct image by viewing the provided information

about the archive.

~ Disk preview

Volume [Type |File System |Size [Used [volume label | ]
Basic Disk 0 (Size 40.0 Gb)
. Primary NTFS i0Gh 18Ghb WinxpP
Primary NTFS 598Gk 52.8Mb Applicatio

Arehive details 2
Type: Image of the hard disk
Archive name: Jarc_27050814520967 1farc_2 7050814520967 1. PEF
Created: 2008 May 27 Tue 14:52:55

bl

7. On the next page specify a hard disk to restore the image to (if several in your computer). By default, the
program offers to restore the archive exactly where it belongs. That’s what we actually need.

Basic Disk 0 (VMware Vinual IDE Hard Dr
D: NTFS B

[Basic Disk 0

| Medel Viware Virual IDE Hard Drive, Size 40.0 Gb

N [volume |Type |File System | Size |Volume label  |Active  |Hidden |
Basic Disk 0 (Size 40.0 Gh)

0 C: Primary NTF5 3.0 Ghb Wink}P ] ]

1 o Primary NTFS 9.8Ghb Application No No

2 Primary BackupCapsule 100Gh [Ma labean Vs Vs

3 Primary Free 17.2Gb No No

[ resize proporton ally

You can also make the program resize the on-disk partitions proportionally if necessary by marking the

appropriate checkbox.

All contents on the disk selected for restoring purposes will be deleted during the

operation.

8. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next

button to initiate the restore process.
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Your partitions before operations:

Your partitions after operations:

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

D: NTFS *: BackupCapsule

Operatins list Subaperation progress

1: Reswore panition or disk

Operation progress

Time elapsed:  08:00:31 Time w finish: 00:03:47

Copied so farr 2239 Mb Read so far 276.0 Mb(23.0 Mbys)
To copy: L&6Gb  Wrile so far: 276.0 Mb{27.6 Mbys)

Overall progress

Restore Disk 0 from fike: farc_27050814520967 1fan_2 7050814520867 1. PBF

Opening archive arc_27050814520967 1_0000p 000,

Restore Primary partition O (disk 00 from file: fare_27050814 52096 7 1arc_270508145 3096 71_0000 p 000
Data writing...

10. After completing the operation close the wizard and reboot the computer.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Restoring a system partition from external media (CD/DVD)

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got a backup of your system partition on a bootable DVD disc. That’s just enough to easily get your system back
on track again.

To restore your system partition from a backup image located on CD/DVD when the current OS is down, please do the
following:

1. Insert a CD/DVD disc containing the previously prepared backup image into a CD/DVD drive (the BIOS must be
enabled to boot the system from the CD/DVD device).

This scenario implies that you have got a bootable archive on your CD/DVD.

In case the backup image is stored on several CD/DVD disks, please insert the first one.

2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
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option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. Inthe PTS DOS launch menu select the Simple Restore Wizard. You can find the same wizard in Linux as well.

5. Onthe Wizard's Welcome page, click the Next button.

6. On the What to Restore page, you can see a list of available images (if several). Most likely the required archive

will be there too. If not, click the standard browse button [...] to find it. When you find your image, double click
on it to proceed.

Select Image

| (-]

You can select image from list below (on Double clickl:

* |Createdon [Archive name |
@ 2008 May 27 145255  anc_27050814520967 1 PRF

= 0B May 28080354 BPIE0S08PRF

7. On the Image Properties page, make sure that you select the correct image by viewing the provided information
about the archive.

Panition préview

C—

| Archive details 5
Type Image of the pafition

Archive name I /BP280508 PEF

Created H0E May 28 Wed 08103:54

File sysiem: MTFS

Drive letier "

Vialume labe| WinXpP

Size (capacity) 30Gh (3.216052.224 by

Used space: 1.8Ghb (50%)

Free space 1.2 Gb (39%)

Seciors/Clusier: 1 3

8. On the next page specify a hard disk, then one of its partitions to restore the image to (if several in your

computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.
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Basi Disk 0 - 40.0 Gb

[ asic Disk 0 | sizeaoochb
[N [volume [Type |Fite System |Size [volume label  [Active [Hidden | |
[ Primary NTFS 30Ghb WinXP Yes Mo
1 . Primary NTFS 098Gk Applic atien Mo Mo
S Primary BackupCapsule 100 Ghb [Ho label] Mo Yes
E S Primary Free 17.2Gb Mo Mo

All contents on the partition selected for restoring purposes will be deleted during the
operation.

9. On the Partition Start and Size page you can change size of the partition and its location if necessary.

~ Panition preview -

NTFS WinXP

Mew size: (1859 - 3067) Mb

Mb

L ]

Free space before: (0 - 1208 Mb

-

e Mb

Free space aher: (0 - 1208 Mb

g

J Mb

i

10. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.

wew cageson

Your partitions before operations:

e |

Your partitions after sperations:
e | EE—

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
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1: Restore partition or disk
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Suboperation progress

Operation progress

Time elapsed:  00:01:10 Time w0 finish 00:06:36

Copied so far:  290.0 Mb Read so far
To copy L5SGb  Write so far

366.0 Mb (5.7 Mb/s)
366.0 Mb (52.3 Mb/s)

Overall progress

1T

Reswore Primary panition 0 (disk 0) from file: Z /BP280508 PBF
Data writing...

12. After completing the operation close the wizard, and then reboot the computer.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Restoring a system partition from a network drive

Let’s assume that your computer fails to boot because of a virus attack or corruption of some system critical files. But
you’ve got a backup of your hard disk on a remote backup server. That’s just enough to easily get your system back on
track again.

To restore your system partition from a backup image located on a network drive, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
get here: www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch the Restore Wizard.
3. Onthe Restore Wizard's Welcome page, click the Next button.

4. On the Browse for Archive page you need to specify the required backup image. So you should take the
following steps to do that:

o Select Network as a backup destination;
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Lsebe i .‘.'e'.'.',:ﬂ ﬂ e X o

G Disk Drives
ﬂ’"“ E] WP i) { Szl e
&N

u Fophication (D)
o) CD Dvive [E) PARAGON
[ Boc %)
B Backup Capsules
I Backup Capsule on Hard Disk 0
I Matweork places

[.Wam

Map a network disk where your archives are placed:

- Call the Map Network Drive dialog by clicking the appropriate button;

Look in: I':ﬂ Hatwork ;I o 5 _;4-1{::t

| Size | Date

Hame

o [_'-I'l [T,
2ix

—Remate location mapping
Anetworc shars | |

Mag bo drive better ; -

- Click the standard browse button [...] to browse for the required network share or manually enter a path
toit;

- Define a letter from the pull-down list of available drive letters;

- Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

You can also map a network disk with Network Configurator.

e Choose the required archive in the browser-like window. The Archive File Details section displays a short

description of the selected image.
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Name Sze | Date )
- [5] Boot (X
5/28/2008 2:37:21 AM
KB 5/28 17:24 AM
962_00kp.000 1GB 5/28/2008 2:27-10 AM
968 00000 ofm 171 KB 5/28/2008 2:37:07 AM =i

Name:  Basic Hard Disk 0 (Unknown Model)
Comment: Backup of My Hard Disk

Type: Basic Hard Disk Drive
Total size: 40GB
Fia: Z:/arc_280508103150568/acc_280508103150968 PBF

5. The What to Restore page displays detailed information about the contents of the archive. Select the required
item to restore. In our case it is the first partition of the disk.

Plaasa salact ons of the chyect(s) to restora:

Name Type Fle system | Sze | Used

(= [5] Basic Hard Disk 0 (Unknown Model) Basic Hard Disk Drive 40GB
w Primacy NTFS 25GB  18GB
L @PLocal Disk | Primary NTFS 97GB 2528 MB

| Name: Local Disk (*)
Volume label: WinXP
Fle system: NTFS Totalsiza: 29GB
Usad space; 18GB Frea spaca: 11GB

6. Onthe Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in
your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Plaasa salect a place you would ike 1o rastore the archive 1o, Note that £ you selact an existing hard disk or
parttion, ts content will be deleted and replaced with the one from the archive.

[ Basic Hard Disk 0 (VMware Virtual IDE Hard Drive)
'l ' —( ARy

‘l ©) Applicati... [" ) Bado.pCi l ©) (Unallocated)
| 97GBNTFS || ¥ s9ce ‘ 17.2GB
Total size: 2.9GB

Used: 1.8G8

-

Free: 1.1G8

All contents on the partition selected for restoring purposes will be deleted during the
operation.
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7. Onthe Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.
Your hard diek aftarthe changes

Basic Hard Disk 0 (VMware Virtual IDE Hard Drive)

I ‘ l ©) Aoplicati... || @) Backup C I @) (Unallocated)

i~ Logical Disk Rastore Options
Please speciy the size of the restored parition: [ﬂ 1845 MB - 3067 MB
Plaase spacfy size of free space before the patition: |0 1 OMB-1217MB
Flaase spaciy size of free space after the padition [_ﬂ 0MB-1217 M8

Assign the folowing dive letter l- "

8. On the next page of the wizard confirm the operation by selecting the appropriate option.

~Would you ke to apply your changes 7
= [ Yes. apoly the changes physicaly. |
" Ho. &t me mcwdvbﬁ

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.
Mark the checkbox at the bottom of the window to automatically switch off the computer on the successful
accomplishment of the restore operation.

10. After completing the operation close the wizard, and then reboot the computer.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Restoring a system partition from a local drive

Let’s assume that your operating system gives trouble after having installed brand new software. But you’ve got a
backup of the system partition on a local disk. That’s just enough to easily roll it back to the point when run smoothly.

To restore your system partition from a backup image located on a local disk, please do the following:

1. Click the Restore item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Restore Wizard's Welcome page, click the Next button.

3. Onthe Browse for Archive page, specify the required archive:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).
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%) Show o ] @ & 1%

| Type Creation Date ~  Source Object Sze i
;6 9/3/2009 3:57:21 AM  Local Disk () 24GB

G 9/2/2009 5:24:27 AM  Basic Hard Disk 1 (VMware, VMware Vitual S SCSI Disk Dev)  10GB

& 9/2/2009 5:20:25AM  New Volume () 24GB

\[J 9/2/20095:11:41 AM  Fledevel Archive 113.1KB

\[J 9/2/2009 5:06:03 AM  Fledevel Archive 4KB

= 9/2/2009233:.00 AM  Local Disk (C) 4399GB

18] 9/2/2009 2:21:01 AM  Basic Hard Disk 1 (VMware, VMware Vitual S SCSI Disk Dev) 10GB

< ’
Swich to File View

Acchive Fie Detals

Name: Local Disk (C:)
Comment, My system backup
Volume labal: [No label]

Fle system: NTFS Total size: 4339GB
Used space: 85GB Free space: 4914GB
Fle: G:/arc_system/arc_system PBF

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Lockin: | [5] Archives (5G) ] @ % 2
| Mame | Sze | Date B
= [5] Archives 157
& ) arc_disk2 9/2/2009 5:25:00 AM
5 ||} arc_doc 9/2/2009 50542 AM | _
= |, arc_images /372009 35721 AM | =
| arc_system 9/2/2009 241:04 AM | |
[ G0 52200923732 AM -
Files of type: | Archive files E
5 chhe T A
Archive File Details
Narne Local Disk (C:)

Comment: My system backup
Volume label:  [No label]

Fie system:  NTFS Total size:  433.5GB
Used space: B5GEB Free space: 451.4GB
File: Gi/arc_system/arc_system PBF

To know more on the subject, please consult the Viewing Image Properties chapter.
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On the Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in

your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Please select a place you would like to restore the archive to. Note that f you select an existing hard disk or partition,
ts content will be deleted and replaced with the one from the archive

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

) Local Disk (C:)
499.9GB NTFS

All contents on the partition selected for restoring purposes will be deleted during the
operation.

5. Onthe Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.
‘four hard disk: after the chamges:

Basic Hard Disk 0 (VMware, YMware Virdual 5 SC51 Disk Dev)

@) Local Disk (C:)

4999 GB NTFS

Geometry Restore Options
Plzase specily the size of the restored partition: 511398 | 87113 MB - 511338 MB
Plaasa speciy size of free space before the panition: *| OMB - 503279 MB
Please speciy size of free space sfterthe pastition: | OMB - 503279 MB

6. Complete the wizard and then apply the pending changes.

i

Apply pending changes 7

Do mot show this message again [ Ha

7. The program will require the system restart to accomplish the operation in a special boot-up mode. Click the
appropriate button to agree.
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R <=
System restart is required to complete the operation.
What would you like to do?

The operation Restore partition or disk needs exclusive access to the volums
C: and cannot be completed without system restat. After restart, the operation will
contnue in bootime mode, Do not tum off the computer until the
operation completes.

-

L{» Restart the computer
Please confiem restart of your computer, The operation will be continued after
system restat

£ Retry
Manually close usad files and retry the operation

7= The operation cannot be completed without restart bacause some files are in use and
((§ ) prevent exclusive access to the volume

8. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

After completing the operation the program will automatically reboot the computer.

This operation can also be accomplished with our recovery media.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

o

Restoring a dual boot Mac from an external USB drive

Let’s assume that your Mac fails to boot because of a hard disk malfunction. But you’ve got a backup of your hard disk
on an external USB drive. Just replace the failed disk with a new one and carry out a bare metal restore.

To restore a dual boot Mac from a backup image located on an external USB drive, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare our recovery environment either on a

CD/DVD disc or a thumb drive.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Connect an external USB drive to the computer.
3. Restart the computer.

4. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that
enables to work with USB devices.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.
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5. Inthe Linux launch menu select the Simple Restore Wizard.
6. On the Wizard's Welcome page, click the Next button.

7. Onthe What to Restore page, click the standard browse button [...] to find the required archive. When done,
double click on it to select.

Select archive...

File mame: [iea_visia_pbi | Cpen

File type: [asenive fites = pbi v] | cancel |

< Back it Cancel |

8. On the Image Properties page, make sure that you select the correct image by viewing the provided information
about the archive.

- Disk preview

Volume [Type |File System  |Size Jused [volume label |

Basic Disk 0 (Size 112 Gb)

" Primary FATIG 200 Mb 15.0 Mb [Ma label]

- Primary Apple HFS 549Gh 14.2Gb lespard

' Primary HTFS 566 Gh 109 Gb [Ma label]
Anchive details: -
Type: Image of the hard disk
Archive name: 9 0528hddeo_vista/lea_vista pbi
Created: 2008 May 29 Thd 21:16:51 “

To contimee resiore process, chick Next.

9. On the next page specify a hard disk to restore the image to.

Basic Disk 0 (VMware Virtual IDE Hard Dri

Baskc Disk 1 (2A)- 279 Gb
: NTFS ntfs4backup

[Basi Diska ~| Model Viware Virual IDE Hard Drive, Size 112 Gb
N |volume |[Type |File System |Size |volume label  [active  [Hidden |
Bask Disk 0 (Size 112Gh)
o = Primary Free 112Gb Mo Mo
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All contents on disk selected for restoring purposes will be deleted during the operation.

10. On the Restore Summary page you can see your hard disk layout before and after the operation. Click the Next
button to initiate the restore process.

Ve chames on

Your partitions before operations:

- |

Your partitions after operations:

- Apple HFS leopard NTFS [Ho label]

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress
1: Restore partition or disk (! ]
Operation progress
| |
Time elapsed:  00:00:16 Time o finish: 002624

Copied sofar: 1920 Mb  Read so far 192.0 Mb(24.0 Mbys)
To copy: 14.0 Gb  Write o far 192.0 Mb(38.4 Mb/sh

Crverall progress

Convening disk 0 o GPT

Opening archive beo_vista_0000p 000..

Restore Primary partition O (disk 0) from file: /r90528hddleo_vistaleo_vista_0000p 000
Duata writing

Opening archive leo_vista_0001p 000

Restare Primary partition 1 (disk 00 from file: /19052 8hddleo_vistalea_vista_0001p 000
Doata writing...

12. After completing the operation close the wizard, and then reboot the computer.

Restoring a file increment

Let’s assume that you’re busy with developing some project and you make file increments of it on a day-to-day basis not
to lose valuable information. So you’ve got a file backup chain. One day you understand that the job of the last three
days is a complete and utter failure. Don’t give up — recover your project to the state when everything’s ok.

To restore a file increment, please do the following:

1. Click the Restore item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.
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2. Onthe Restore Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required file increment:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).

i Show 2l El S
Type Creation Date Source Object Size f
F 932009 T-10:36 AM  Filedevel Archive 444 KB
& 932009 3:57-21 AM  Local Disk [ 24GB
|ij 9/2/2009 5:24-27 AM  Basic Hard Disk 1 (Viware, Vibware Vitual 5 SC51 Disk Dev) 10 GE
=] /272009 5:20:25 AM New Viokame (F) 24GE
J W2/20095:11:41 AM  Filedavel Archive MIIKE
F| /272009 5:06:03 AM  Fledevel Archive 4HE
= /22009 23300 AM  Local Disk IC) 4599 GE
El 9/2/2009 2-21:01 AM  Basic Hard Diskc 1 (Viware, Vidware Vitual 5 5C51 Diskc Dev) 10GE
Ll L3
Switch to File View
Archive Fle Detais
Comment: Images
Backup date: 5/3/2009 7:10:36 AM Total size: 444 KE (454,737 Bytes)

Archive siza: 392 8 KB (402 229 Bytes)
Fla Ciare_images/FL128563671014435157 /archive phi

Base archive: C-/anc_images,/FLOO0000000000000000/ archive pfi

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

Lookin: | [5] Archives (G)) e X 2
 Name 'Sze | Date -
@ ) arc_disk2 9/2/2008 5:25:00 AM
£l ). ac_doc 9/2/2009 50542 AM
= J, arc_images 9/3/2008 35721 AM | E
=, off_030909105713295 9/3/2009 3.57.22 AM
I 4 _020903105713295 PBF 689KB 9/3/2009 35722 AM
- arc_images PBF 45MB 9/2/200952026 AM  ~
Flesoftype:  Archive files v
Switch to Archive List View
Archive File Details
Local Disk ()
No comment
[No label]
NTFS Total size: 24GB
3B3IMB Free space: 23GB

G/arc_images/dfi_030909105713295/dff_030909105713295 PBF
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To know more on the subject, please consult the Viewing Image Properties chapter.

4. On the How to Restore page specify the way your archive will be restored. In our case we’d rather restore
contents of the backup to its original location with replacing existing files as well.

Restore files to
The files and fi place where they were archived from
When restonng fEETTITSI SISOy ERITh your computer
O Leave exsting fies
Replace existing fies

5. Complete the wizard and then apply the pending changes.

=%
Apply pending changes 7

Do mot show this message again E Yes 11 Ha

6. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

o This operation can also be accomplished with our recovery media.

Restoring a file increment to a partition backup

Let’s assume that your operating system gives trouble because of a virus attack. But you’ve got a backup of your system
partition on a local disk. Besides you make file increments of your documents and e-mail database to that backup on a
regular basis. That’s just enough to easily roll everything back to the point when run smoothly.

To restore your system partition with a file increment from a backup image located on a local disk, please do the
following:

1. Click the Restore item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Restore Wizard's Welcome page, click the Next button.
3. Onthe Browse for Archive page, specify the required file increment archive to your system partition backup:

e By clicking the Switch to Archive List View link, you can see a list of images contained in the Archive
Database (if any).
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) Show al [z] & & B

Type Creation Date Source Object Sizm
/ 97372009 71036 AN Fiedevel Archive 444 KB
IE 97372009 35721 AN Local Disk: (1) 24GE
|E'| 9r2/H05 52427 AN Basic Hard Disk 1 (Whware, Viware Vitual S SCS1 Disk Dev) 10GE
e 97272009 52025 AN New Volume (F-) 24GE
[J 97272009 5:11:41 AM  Fledavel Archive 131 KB
/ 97272009 50603 AM  Fiedevel Archive 4HE
|E 9/2/3009 233:00 AM  Local Disk () 4599 GE
|[_] Y009 221:01 AN BathHdM1WHn¥e.MH¢M55_ESIMD¢'JJ 10GE
‘ b
Switch 1o Fils View
Archive Flle Detals
Comment: [Mo comment i avalabls]
Backup date: 5/3/20059 7-38:-58 AM Total size 1368 KB (140,120 Bytes)
Archive size: 1.8 KB (1,865 Bytes)
File: Giare_images,/DIFF128956462 3380000000/ FLO0OD0O0000000000000 anchive. pfi

Base archive: G.farc_images/ac_images PBF

To get a clear-cut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

To know more on the subject, please consult the Viewing Image Properties chapter.

e By clicking the Switch to File View link, you can find the required image in the browser-like window. The
section below (i.e. Archive File Details) will also display a short description of the selected image.

lockin: | [] Archives (G) ] & % 2
Namea Size Date -
| & [E] Local Diske (€5
= [E] Archives (G
B orc_disk2 2272009 5:25:00 AM L
@ |, arc_doc 8/2/2009 5:06:42 AM |~
B . arc_images 3372003 7:38:58 AM
= ) DIFF126596462 3330000000 32009 73858 AM
= ) FLOODDDOO0DDOO00DOO0 9/2/2009 73858 AM
[ 16 S/220973858AM -
Fies of type: | Archive fes [=]
Switch to Archive List View
Aochive Fle Detals
Comment: [Mo comment is avalabla)
Backup date: 9732009 7:18:58 AM Total size: 1368 KE (140,120 Bytes)
Archive size: 1.8 KB (1,865 Bytes)
Fia: G-/arc_images/DIFF 128964623380000000/FLO00000000000000000 rchive pf

Base archive: G.arc_images/arc_images PEF

To know more on the subject, please consult the Viewing Image Properties chapter.
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On the How to Restore File Complement page select whether you want to restore both, the partition archive
and the desired file increment or just the file increment. In our case we choose the first option.

You have sslected file complement to a volume arhchive. This archive can be restored together with the
volume, or you can only restore the files. saved in the file archive

© | Restore all volume data, then files |

Restore only fles
. Note: f you choose to restore archive together with a volume, all data on the target volume will
be lost. The contents of the volume will be completely replaced from archive
On the Where to Restore page specify a hard disk, then one of its partitions to restore the image to (if several in

your computer). By default, the program offers to restore the archive exactly where it belongs. That’s what we
actually need.

Please select a place you would lice to restore the archive 10. Note that f you select an existing hard disk or parttion,
tts content will be deleted and replaced with the one from the archive.

Basic Hard Disk 0 (VMware, VMware Virtual S SCS| Disk Dev)

. @) Local Disk (C:)
439.9GB NTFS

Basic Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

I @) Local Disk (E)
34GB FAT32

©) Local Disk.... Q) - I I ©) (Unalloc
24GB NTFS 14G.. G

22GH

All contents on the partition selected for restoring purposes will be deleted during the
operation.

6. On the Restore Results page you can see the resulted disk layout. Besides there’s the possibility to change size
of the partition and its location if necessary as well as assign a particular drive letter.
Your hard disk after the changes

Basic Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dey)

l(_))LocalDask(E) Iq_;)lucal[)sk ) I .Q)(Lhdloc
3 4GB FAT3Z 2ZAGEBNTFS 146G 22GE
Geometry Restore Options

Please specfy the size of the restored pantition 2470 4 36MB-2470 MB

Please specify size of free space before the pation: 0 * OMB-2424 MB

Please speciy size of free space afterthe patition: |0 * OMB-2434 MB

7. Complete the wizard and then apply the pending changes.

T[S

Apply pending changes 7

[ Do mot show this message again i Yas ll Mo I

8. The program will require the system restart to accomplish the operation in a special boot-up mode. Click the
appropriate button to agree.
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-0 )

System restart is required to complete the operation.
. What would you like to do?

The operation Restore partition or disk needs exclusive access to the volums
C: and cannot be completed without system restat. After restart, the operation will
contnue in bootime mode, Do not tum off the computer until the
operation completes.

-

'5'-/ Restart the computer
Please confiem restart of your computer, The operation will be continued after
system restat

£ Retry
Manually close used files and retry the operation

The operation cannot be completed without restart bacause some files are in use and

( 1\| prevent exclusive access 1o the volume
What fies prevent operation completion?

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

After completing the operation the program will automatically reboot the computer.

o This operation can also be accomplished with our recovery media.

Copying of data from the corrupted system disk to another hard disk

To retrieve valuable information from your hard disk and copy it to another hard disk when the system fails to boot,
please do the following:

1. Connect the second hard disk to the computer.

2. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare our recovery environment either on a
CD/DVD disc or a thumb drive.

o To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

3. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.
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4. |n the Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.

5. Onthe Wizard's Welcome page, click the Next button.

6. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

( (NTFS, 0 on Disk 0) (WinX® v

W My computer
¥ / (Rootdin
' MyComputer (My computer)
M /mnt (Mounted resources)
M /mnydisk (Local disks)
B W /media (Removable disks)
é IDE CD/DVD (NECVMWa VMware IDE CDR1

*WI
e D\ (NTFS, 1on 2isk 0) (Application)

e E\ (BackupCapsule, 2 on Disk 0) (UFSD dis
;_‘! nar

|

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source
™7 /mntdisk/hdal/Documents and Settin [' Jser ﬂ
(3 imndiskmdal/Documents and Settin . ~
L Application Data
) Cookies
) Deskwop
@ ) E-Mail Database
@ ) Favorites
) Local Settings
J My Documents
) NetHood
) PrintHood
< > ) Recent e
Total data size: nfa [ cax | |  Rename(F6) | [  Delw(F® |

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

Please select how would you like o save the data:

(% Save data to any local drives or a network share

Choose this option il you want 1o $ave your data o lbcal
mounted or physical panition, 1 USE or FireWarne external
drives and to a mounted network share, You will be prompted o
choose a location you want i sawve the archive o,

) Burn data to CODVD
Choose this option il you want the Wizand w burm the data o
CDor DVD. You will be prompied 1o choose a CD or DVD RW
drive.
9. On the Select Destination Path page, select a hard disk to copy the data to by pressing the standard browse
button [...].
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Select path

[&

Space avallable on destination: 8.6 Gb

Total data size: nfa Calk

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list: Suboperation progress

1: Transfer user data T T T TN T T TTITITTTTT

Operation progress

L LR T R r o oonn

Time elapsed:  00:00:03 Time w0 finish 00:00:00

Copied so far 17.0 Mb

Overall progress

Transfering “/mntdisk/hdal/Documents and Settings/User/E-Mail Database” © “/mnydisk/hda2/E-Mail Data
Transfering "/mntdisk/hdal/Documents and Settings/User/My Documents” 1o “/mntdisk/hda2/My Document
All operations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Turn off the computer.

This operation can also be accomplished with our recovery media.

Burning of data from the corrupted system disk to CD/DVD

To retrieve valuable information from your hard disk and burn it to CD/DVD when the system fails to boot, please do the
following:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare our recovery environment either on a
CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment, since it’s the only mode that
enables to burn CD/DVD discs.

By default the Normal Mode will be automatically initiated after a 10 second idle period.
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3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.

4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

( NTFS, 0 on Disk 0) (WinX® v

W My computer
™ / (Rootdin
W MyComputer (My computer)
M /mnt (Mounted resources)
M /mnydisk (Local disks)
ﬂ W /media (Removable disks)
& IDE CD/DVD (NECVMWa VMware IDE CDR1

vml
“e* D)\ (NTFS, 1on 2isk 0) (Application)

e E\ (BackupCapsule, 2 on Disk 0) (UFSD dis
TS nudr [+

=

6. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source
™7 /mntdisk/hdal/Documents and Settin [‘ Jser ﬂ
(3 imnidisk/hdalDocuments and Settin . A
L Application Data
) Cookies
L) Deskwop
@ ) E-Mail Database
@ ) Favorites
) Local Settings
J My Documents
) NetHood
) PrimHood
< > ) Recent v
Total data size: nja [ cax | |  Rename(F6) | [  Delw(F® |

Click the Calc button to estimate the resulted data size.

7. On the Select Destination Type, choose the way the data will be stored. Select the Burn data to CD/DVD item.

Please select how would you like 1o save the data

':} Save data to any local drives or a network share

Chaose this option if you want 1 save your data o lacal
mounted or physical parition, o USB or FireWare external
drives and o a mounted network share. You will be prompied w0
choose a location you wam 1o save the archive 1

(%} Burn data 1o CODVD

Chaase this option if you want the Wizard to burn the data
C0 or DVD. You will be prompied to choose a CD or DVD RW
drive.

8. On the Choose a Recorder page, select a recorder from the list of available devices and then set a volume label
by entering it in the appropriate field.
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Sebect a recorder w0 burn data

Vendor |Product [Type |
Optiare DVD RWAD-T1704 CD-R; CD-RW, DVD-R
Volume label [my Dand |

9. Onthe Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

10. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress

1: Transfer userdata
Operation progress

TIITITIITITII
Time elapsed.  00:00:07 Time 10 finish 00:00:16

Copied so far: 5.0 Mb
To copy 12.0 Mb

Overall progress

...............

Creating compilation image

Used burner: DVD RWAD-7170A Vendor: Optiarc
Session opening

Data burning...

11. After the operation is completed, close the wizard by pressing the appropriate button.

12. Turn off the computer.

This operation can also be accomplished with our recovery media.

Copying of data from a backup to the corrupted system partition

The system fails to boot since some files are damaged. If you have a backup of the system partition, you can recopy
these files to make the system be operable again:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare our recovery environment either on a
CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
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incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.
4. On the Wizard's Welcome page, click the Next button.

5. Select a disk where the system backup is stored from the pull-down list in the right pane of the page.

Source

|.| ZEDS081 34627531 w

3 -
) DIFF128565184 7 10000000
#é apc_2805081347527531 PBF
= arc_2805081346237531 plm

6. Double click on the required backup to open.

Source

3508134 PE I
&0 %
) Dacumerms and Seftings
') Program Files
) RECYCLER
) Sysem Valume Information
) WINDOWS
= cfiles sv.igz
= AUTOEXEC BAT
=] NTDETECT.COM
g boot.ini

g nitldr

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.
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Clipboard Source

(] WINDOWS/system (mnidisk/hda2/8 [wiNpow ]

) provisioning
) pss

) repair

) security

J srchasst

) system

) sysem32
J twain_32

= okog

= 001947_1mp
2 ; ERL "

(B,

Total data size: 904 Kb

Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

Please select how would you like o save the data:

(%) Save data to any local drives or a network share
Choose this option il you want 0 save your data o bcal
maumted or physical panition, 1 USB or FireWare exernal
drives and to a mounted network share, You will be prompted o
choose a lecation you want i sawve the archive 0.

) Burn data to COYDVD

Choose this aption il you want the Wizard © burn the data w
CDor DVD. You will be prompied o choose a CD or DVD RW
drive.

9. On the Select Destination Path page, select your system disk to copy the data to by pressing the standard
browse button [...].

g _ [
0 INtServicePackUninstally

2 AppPatch

) Config D

) Connection Wizard

) Cursors

=) Debug

) Downioaded Program Files
) Driver Cache

i EHome -

Frerame (F6 [ Mew folder (F7) ]

File name: ] mintidisk/hdal WINDOWS | Select |

|
File type: ] I files (.4 | Cancel
Help < Back il Cancel

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
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Operations list: Suboperation progress

1: Transfer user data
Operation progress

Time elapsed:  00:00:04 Time w finish: 00:00-00

Copied so far: 0.9 Mb

Crverall progress

Transiering “AVINDOWS/system” 1o "/mnydisk/hdal WINDOWS [system” - em 1 of 1
All operations have been finished

12. After the operation is completed, close the wizard by pressing the appropriate button.

13. Turn off the computer.

This operation can also be accomplished with our recovery media.

Restoring separate files and folders from a backup

The program provides a very convenient option to access backup archives and restore only data you need (the so called
selective restore functionality).

Restore Wizard

To restore separate files and folders from a backup image with the Restore Wizard, please do the following:

1. Start up the computer from the WinPE recovery media.

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
o get here: www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch the Restore Wizard.
3. Onthe Restore Wizard's Welcome page, click the Next button.

4. On the Browse for Archive page choose the required archive in the browser-like window. The Archive File
Details section displays a short description of the selected image.
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Lookin: | P Backuo Capaueon Hard Dk 0w ) 9%

Nare Sze  Date Al
T | ERl N{/TOBATe2 X (-2dce-S30 /- TX2coURSaZIZICITU /U 730 INE IETUPN
mg_0_310708_072005875 PBF 227KB 7/30/2008 3:20:10 PM
=- B N{71cb6d 16-4 ¥0-4dce-8367-1 ¥ 2cb (Fa 5321200831070 7/30/2008 3:52:28 PM
' mg_0_310708_075228187 PBF 227KB 7/30/2008 3:52:28 PM
8 B mo_1_310708_075228187 PBF 1.7GB  7/30/2008 3:55:41 PM
mg_2_310708_075228187.PBF 12GB 7/30/72008 3:57:46 PM =
Fles of type: | Archive files =]
Acchive Fle Datals
| Name: Local Disk (*)

Comment:  [No commant is avaiable!
Volume labal: WnXP

Fia systam:  NTFS Totalsize: 23GB
Used space: 19GB Free space: 10207 MB
Fla: “13¥2cbfa5d2j20083107075228187/mg_1_310708_075228187 PBF

5. On the next page specify what you need to extract from the backup by marking checkboxes next to the required
data items. At the right lower corner of the window you can see the resulted amount of the selected data.

Cick the check box next to any fie or folder you want 1o restore from

Name |Twe [Sze. |
= @9 Local Disk (7 Padtion  23GB
5

[~ & acnD8
-7 £ Documents and Settings
| -

+

[ B0 A Users
3 [ 55 Defaut User
4 7 £ LocalSanvice

-

- * Network Service
5V B User =
) 1 Applcation Data
Y ) Cookies
+ ) Desktop
; | Favontes

1 Local Settings

My Doames

T I

o8

“ 3 NetHood

o “ PrrtHood

+ | Racent

- ™ CandTa ;I
To cortnue. chck Next Data size 1o restore; 1.7 KB

6. Onthe How to Restore page specify the way the selected data will be restored. In our case we’d rather restore
contents of the backup to its original location with replacing existing files as well.

7. On the Restore Summary page review all parameters of the operation and modify them if necessary.
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Pleass overview the nestorss options. You can retum 1o the comesponding page and changs the options by cliking
on lithe hypedinkcs.
Objscts to Rastoos

Object (s) selected: 1

Total data size: 1.7 KB (1,743 Bytes)

Qriginal nestore destination
Destination path: Cu
Space available on destination: 1 GE (1,057 545 55€ Bytes)

8. On the next page of the wizard confirm the operation by selecting the appropriate option.

~Would you lics to apply your changas 7-
= [fes, apply the changss physicaly. |
Mo, let me recongsdes.

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out by the program.

10. After completing the operation close the wizard, and then reboot the computer.

This operation can also be accomplished under Windows.

File Transfer Wizard
To restore separate files and folders from a backup image with the File Transfer Wizard, please do the following:

1. Call the popup menu for the required backup image (right click of the mouse button) in the Archive Database
and then select the menu item: Restore File from Archive. Thus you automatically open it with the File Transfer

Wizard.

T Show al ] & & @i ‘
[ Type Crestion Date ~  Source Object Sue Rags -
I 9/3/2009 7:45:37 AM  Fledevel Archive 1368KB o I ‘
|} 9/3/2009 7:38:58 AM  Fledevel Archive 1368KB X o)

I $/3/2009 7:10:35 AM ) :

e 9/3/2009 35721 AM  Local Disk (' Add an Archive to the Database... 24GB § o

‘U 9/2/2009 5:24:27 AM Basic Hard [ Delete the Archive from the Database... 10GB :: 2
e 9/2/2009 5:20:25AM  New Volume m‘ R, 24GB -

7 9/2/20095:11:41 AM  Fledevel Ac 31KB =

J 9/2/2005 5:06:03 AM  Fledeveal Ard Incremental File Backup... 4KB o

(T3] 9/2/2009 2.33:00 AM  Local Disk & ,.. 39.9GB i |
IE] 8/2/2009 22101 AM  Basic Hard [ I 10GB = =l

2. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.
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Qlipboard Source
Nome  Source Path | | Mame
= images /C/Users/user/Desktopimages” [C-/anc_images... = | anchive phi
= "_l,'
=1 [ -c
=[] Users
@] - [l umer
» =[] Desktop
;

Total data size: 412 KB

3. Onthe Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive
or a network share item.

There are several ways the Wizard can store your data. Plase select how would you lice to save the data
@) | Sawe data to local/network drives. |

Save data o physical paditions

Buer the data ta CD er DVD.

On the Select Destination Path page, specify the exact place to copy the data to.
Please select the destination path where to save the data from cipboand
Loak in: B Local Desk (C) n B ok ¥

Address: o/

.Nm
=[] Local Disk (C3)

# |, are_images

L BT _NEW

H- |, archdb

| archive db
Total data size: 412 KB
Space avalable on destination: 489 8 GB

On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

Please ovenview the transfer options. You can retum (o the comesponding page and change the oplions by
chicking on title hypedinks.

Objects to iransfer
Object(s) selected: 1
Total data size: 412 KB (421,989 Bytes)

Trangler degtination
Destination path: Csf
Space available on destination: 4858 GB (525,927 415,504 Bytes)
Owerwrite existing files: Mo

6. After the operation is completed, close the wizard by pressing the appropriate button.

Volume Explorer

To restore separate files and folders from a backup image with Volume Explorer, please do the following:

1. Click the Disk View tab and then choose Volume Explorer;
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Disk View  Scheduled Tasks | Archives | Heip |
Hame Size Modfied
@ EICD/OVD Drives |
&1 & Hard Disks
2 [Z] 1. Vhiwars, VMwars Vitual 5 SCSI Disk Davi 500GH
& @ 1. Primary NTFS [T} 439.9GB
- [Z] 2 Viwans, Viwars Vitual § SC5I Disk Devi 0GB
& [5] 3. VMware, VMware Vitual 5 SCSI Disk Devi 20 GE
£ -8 1. Prmary NTFS (5 415GE
@ 2. Backup Capsule 8GR
5 & [5] 4. VMware, Viware Vitual 5 S5CSI Disk Devi {GPT Disk)
& I Virtuad Drives

2. Browse for the required archive and then open it by double click of the left mouse button.

Disk View  Scheduled Tasks | Archives | Help |

MName Size Moddied
2 [E] 3 VMware, VMware Vitual S SCSI Disk Dewi BOGE
=1 Primary NTFS (G) 419GE
) are_disk2 922009 4:25:00 AM
& o arc_doc 9/2/2009 4:05:42 AM
B are_images 9/2/2009 £:45:37 AM
B arc_system /272009 1:41:04 AM
:g | | ane_system 001 1.8GE 9202009 1:47:04 AM
=8 B arc_system PEF 19GE 97272009 1:37:32 AM
5 1. Patiion 4599G8
[ are_system pem 156 Bytes /202009 1:41:03 AM
|| anc_gystem pim B6IKE 9272009 1:41:04 AM
- £ System Volume Information S/2/2009 4:42:59 AM
[ 2. Backup Capsue |G

@ [Z] 4. VMiware, VMware Vidual S SCSI Disk Devi (GPT Disk)

3. Call the popup menu (right click of the mouse button) for a file/folder you need and then select the Export item.

4. Select a place on the disk where the file/folder will be extracted to.
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Look in [5] Local Disk () ] @ ® ¥
@ Address:  |C
Disk: Do [ Hame Date
-

+ BC_images LTl )

@ * ac_rew il

Mtwede Places + archdb Tl

5 | archive db N

¥ Feflogs A kT

% | Program Fles A

% Usars = I P

3 Lkils gma

+ Windows 2

5. Click the OK button to accomplish the operation.

The current version of the program does not enable to access file archives with Volume
Explorer.

Resize Scenarios

Creating a new partition to detach operating system from the rest of data

Let’s assume that you’re a rank and file user who is most likely to have only one hard disk with only one partition (the
only partition is always system). To secure yourself against a system malfunction or a virus attack you’ve got nothing to
do, but make a backup of the whole partition, which besides the operating system itself contains all your family photos,
favorite films and music, program distributives, whatever. As a result you’ll get a very huge backup image. You can easily
tackle this issue however by detaching your operating system from the rest of data.

To create a new partition on your hard disk, please do the following:

1. Click the Express Create Partition item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Choose a method you find the most suitable to create the partition. The wizard is especially designed to
minimize your participation in finding an appropriate place for it and its resulted size. The only thing you’re to
do is to choose between several modes. The most relevant thing here is the amount of space that will be
allocated for that partition. For easy perception, you can see the resulted disk layout on the disk map by
selecting this or that mode.
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The resut you will gat after appiying the changes

Basic Hard Disk 0 (VMware, VMware Virdual S SCSI Disk Dey)

. I(_)}Neonlunc(E)

Plaase salact the method of new pantition craaton
Take all unallocated space at the end of the disk

) kSam Mode | (Use 243.3 GBto create a pattion ) Moce nfo

Advanced Mode (Use 1414 GB o craate a patton ) More nfo

The number of available methods depends on your disk layout.

To learn more on the way the wizard works, please click the corresponding link on the first

page of the wizard.

4. That’s basically it. By clicking the Next button the wizard will start modifying your disk layout. If you’ve got to do
with the system partition resize, like we do in our case, you will be asked to restart your computer in a special
boot-up mode to accomplish the operation. So click the appropriate button to agree.

.,_? Express Create Partition Wizard

Creating the partition

The Wizard is now creatng the pantion

Crests nastion

7R

&

;9 Express Create Partition Wizard

o)

@

System restart is required to complete the operation.

/s \, What would you like to do?

The operation Move partition needs axclusve access 1o the volume C: and
cannct be completed without system restad. After restant, the operation will continue in
boottme mode. Do not tum off the computer until the operation
completes.
[
| Restart the computer
Flease confinm restart of your computer. The cperation will be contnued after
gystem rastant

& Retry

Manually closa usad filas and ratry the operation

Concel |
The operation cannot be completad without restant bacause some fles are in use and
prevent exclusive access to the volume
What flas prevent oparation completion ?

5. Inthe Progress window you can see in real-time a detailed report on all actions carried out at the moment.

After completing the operation your computer will be automatically restarted back to Windows where you can see the
newly created NTFS partition. Now you’ve got a place to keep your stuff apart from Windows.
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Increasing size of a system partition by taking unused space of an adjacent partition

Let’s assume you’ve got several partitions on your hard disk. After installing a number of resource-consuming
applications and system updates your system partition has started to suffer from the lack of free space. But an adjacent
partition has a plenty of redundant space. That’s just enough to make your system partition suffer no more.

To increase size of a system partition by taking unused space from an adjacent partition, please do the following:

1. Click the Express Resize Partitions item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Click on your system partition. By doing that, the wizard will automatically select an adjacent partition as well.
This partition will later act as a space donor.
Tha wizeed will resze space batwesn Local Disk (C:) 2nd New Volume (E:) on Basic Hard Disk O
(WVMware, VMware Vidual 5 5CS5I Disk Dev)
Sedact laft partition from & pair of adjacent partitions you would ke 1o resize, Right adiacent partiion will ba

sedacted automaticaly

Basic Hord Disk [ (WVMware, YMware Yidtoal 5 5051 Disk Dev)

HI I @) New Volume (E:)
4603 GE NTFS

If you’ve got more than two partitions on your hard disk and a partition you need to
increase is surrounded by other partitions, you’ve got the choice to choose which partition

will act as a space donor. Just click on the left partition of the pair, as the right one will be
selected automatically.

4. Increase size of the system partition with the slider or manually by entering the required value. Please note,
when you change size of one partition the size of the other will be changed as well, thus redistributing the
unused space between the partitions.

Please spacfy new sizes of selacted pattons

Selected part of Basic Hard Disk 0 (VMware, VMware Virtual 5 5C5] sk Dev)

l l ) New Volume (E-)
Left wolume size Right volume size
s062¢MB B MB —{] sTI6EME  [31| MB

5. On the next page of the wizard you need to confirm the operation by selecting the appropriate option.
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A The VWizard has not applied your changes yet. On this pags, you can eithar accapt or
A racongider the changes

—

Please note that £ you accept the changes, the Wizard wil physically pefom ol the neccessary
operations and ¢ will not be possble 1o undo the changes

Rk may take some time to apply the changes. You may also be asked to restart your computer during this
process

Would you ke to apply your changes 7

Yes. 3pply the changes physicaly

6. That's basically it. By clicking the Next button the wizard will start modifying your disk layout. If you’ve got to do
with the system partition resize, like we do in our case, you will be asked to restart your computer in a special
boot-up mode to accomplish the operation. So click the appropriate button to agree.

’; System restar is required to complete the operation.
/= % What would you like to do?

The cperation Redistribule partitions nesds axciusive acosss 1o the voluma C;

and cannot be complated without system restad, After restad, the operation wil
cortinug in boctdme made. Do not bum off the computer until the operation
completes.

Ié: BRestart the computer
Please corfim resten of your computer. The cperstion will be continued sfter |

E» Rptry
Manualy closs used filas and retry tha oparation

[ Concet ]
7. Inthe Progress window you can see in real-time a detailed report on all actions carried out at the moment.
After completing the operation your computer will be automatically restarted back to Windows where you can see that
your system partition is bigger now.

Increasing size of a system partition by taking unused space from any other

Let’s assume you’ve got several partitions on your hard disk. After installing a number of resource-consuming
applications and system updates your system partition has started to suffer from the lack of free space. But one of your
partitions has a plenty of redundant space. That’s just enough to make your system partition suffer no more.

To increase size of a system partition by taking unused space from any other on-disk partition, please do the following:

1. Inthe main window select the required hard disk (if several) on the Disk Map.

[5] Basic GPT Hard Disk 2 (VMware, VMware Vitual S SCSI Disk Dev)
@Lcca Disk () oh
€ (Unalocated) 473BFFBD

'Basic Hard Disk 0 (VMware. VMware Virtual S SCSI Disk Dev) |

' A.. Data (F:) I TEMP (G:)
‘ 10.., 200GB NTFS 1603 GB FATA2

m

~4

2. Choose a space donor partition and then call the context menu for it (right click of the mouse button) to launch
the Move/Resize dialog.
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i Back Up Partiton...
Burn Partston on €0 or DVD...

Teols Changes Wizards Hard Disk Partition Archives Vi Restore Partition,..
@ & % ’:__}'_ 6 t_ﬂ' Format Partition...
| Disk View | Scheduled Tasks | Archives | Help | Delete Partition...
ol Mame . Move/Resize Part'tl'm‘. |
"I [E] Basic Hard Disk 0 (WMware. Vibwane Vitual S SC5I Desk Dev Convert File System...®
: B Local Disk (T)
) i Change Volurne Label...
& “opbeations (E) z C
= [ Edencdad Partition fmm& E_]'_“E =
E Data (F-} Hide Partition
@TEIJP G Make Partition Primary
il [] Basic Hard Diskc 1 (Viware, Viware Vitual S SCS1 Diskc Dev Change Cluster Size..
&l E_E:ITLT# . . Viwars Vitual 5 SCS1 D Change Senal Number...
- ._'-'I,Id S & LTINS, VTR NI 2 o " Change Partition I0...
- ﬁ Local Disk 7
B (Lnalocated) Wipe Partition...

Clear Free Space...

Test Surface...

| DN 5. Check File System Integrity

Basic Hard Disk 0 (VMware, YMware Virtual 5 5C5| Dish Edit/View Sectors...

A || Data (F:) 10 TEMP '. Properties... i
e 200 GB NTFS || 160.3GB FAT32 | | e ri:

In the opened dialog shift the edge of the partition to the right by the drag-and-drop technique. While doing
this, free space from the partition will be released (displayed in aqua-green). You can also do it manually by
entering the exact size of free space. Click the Yes button to continue.

Are you sure you want to move/resize volume (G:)?

You are about 1o move resize FAT32 volume TEMP, (G:)

Basic Hard Disk 0 (VMware, VMware Virtual S SCS1 Disk Dev)
I @) (Unallocated) .“‘l @) TEMP (G)
1

595GE 00.7 GB FAT22
Volume size: 10316733 M8 #[+] 86 MB- 164.156 MB

Free space before: £0.928.55MB &[] Obytes - 164070.09 M8
Free space sfter. 0 Bypes *[=] Obytes - 164.070.09 M8

Select this option to move partiion areas that dont contain any data, This allows you to keep
the parition’s content after move exactly as & was, but will require more time

Now you’ve got a block of free space to add to the system partition. You cannot do it directly however, but by
carrying out a number of extra move/resize operations.

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

A.. ‘ Data (F:) I I TEM...
1. || I8 200GB NTFS . 100.7...
= = =

Since the block of free space is within the extended partition, you need to take it out first. The program enables
to resize the extended partition only when there’s a block of free space adjoining its borders. In our case it’s
between two logical disks. So we need to move it. To do that, please select the first logical partition and then
call the context menu for it (right click of the mouse button) to launch the Move/Resize dialog.
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m* V&ev 'L Scheduled Tldu Move/Resize Partition..*
- e ———————————————— C », \

| Name onvert File System...

4 (5] Basc Hard Disk 0 (VMware, V1 Change Volume Label...
@ Local Dek (C) Remove Drive Letter
g'&“ .'“"': = Hide Partition

5 ¥ Baendad Pattion 3 £
Make Partition Primary
©oes F) 2
@ (Unaliocated) Change Cluster Size...

2 &1ene G) Change Serial Number...
X [E] Basic Hard Disk 1 (VMware, VI Change Partition ID...
. @ Local Dk ) Downgrade NTFS version...
N [5] Basic GPT Hard Disk 2 {VMwat
'Y @Locd Disk (7 Wipe Partition...

e (Unalocated) Clear Free Space...

[ J Test Surface...

‘i Check File System Integrity

Basic Hard Disk 0 (VMware, VI Fdt/View Sectars..

Properties...
Data (F: ) - -
, 200GB NTFS J | . 1007 .. I

6. At first shift the right edge of the partition to the right, then do the same with the left edge. Make sure the
partition size has been left unchanged.

Are you sure you want to move/resize volume (F:)?

7,
9}
= You are about to move/resize NTFS volume Data, (F:).

Basic Hard Disk 0 (VMware, VMware Virlual S SCSI Disk Dey)

©) (Unallocated) ©) Data (F?)
119GB I 1204 GBNTFS ||

Volume size: 123871.14 M8 2[] 94 MB - 265754 MB
Fres space before: |121.523.00MB &[] Obytes - 265,700.04 MB
Free space sfter. 0 Bytes *[] Obytes - 265.700.04 M8

[} Sactorto sactor move

Selact this option to move padition areas that dont contan any data. This allows you to keep
the parttion’s content after move exactly as & was, but will require more time.

7. Now you can resize the extended partition to take the block of free space out of it. Call the context menu for it
(right click of the mouse button) to launch the Move/Resize dialog.

Call a context menu for the extended partition (with the blue border), not the logical one.

8. Inthe opened dialog shift the edge of the extended partition to the right.
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% Are you sure you want to move/resize extended partition on disk 07

 Basic Hard Disk 0 (VMware, VMware Vitual 5 SCS1 Disk Dev)

LN ez ) @) Data (F) @) TEMP (G:)
LEig 1404 GB NTFS 100.7 GB FAT32
Volume size 2¢703860M8 &[+] 247.038 MB - 368,969 MB

Fres space befors: | 121.530.84 ME ;EUHw-ELSEE.E‘MB

Fres space after 0 Bytes 5

L o T e,

Selact this aption to move partition arsas that don't contain any data. This allows you to keep
the partition’s content aftsr move sxactly as & was, but wil regpuins mos times.

9. The block of free space has been released.

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)
Ap... (Unall...
100. 115GB

10. Now you need to move the second primary partition just the way we did it with the logical partition to make the
block of free space adjoin the system partition.

Data (F:) I TEM...
1404GBNT... || B 1007..

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

(Unall... Ap... Data (F:) ITE'"-~
119G8 100 .. 140.4 GB NT... 1007.... |

11. Finally increase size of the system partition. Call the context menu for it (right click of the mouse button) to
launch the Move/Resize dialog.

12. In the opened dialog shift the edge of the partition to the right, thus increasing its size.

','(\9‘ Are you sure you want to move/resize system volume (C:)?
T You are about 1o move/resize NTFS voluma [No label], (C:)

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

I @) Local Disk (C:)
152.7GB NTFS

Volume sze 162.547.31 MB #[¥] 11.680 MB - 162,543 MB

Free space before: | 0.57 ME &[] Obytes - 150,868 20 MB

Fres space after. [ Bytes =] Obytes - 150.260.39 MB
| Sectorto sector move

Select this option 10 move pantion aneas that dont contan any data, This allows you to
keep the partion’s content sfter move exactly 3s & was, but will require more time

13. Apply all introduced changes. By default, our program works in the virtual mode of execution, so you have to
confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual
Operations Bar.
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Apply pending changes 7

T s o [

14. The program will require the system restart to accomplish the operation in a special boot-up mode. Click the
appropriate button to agree.

Increasing size of a system partition by taking unused space of an adjacent logical partition

Let’s assume you’ve got several partitions on your hard disk. After installing a number of resource-consuming
applications and system updates your system partition has started to suffer from the lack of free space. But an adjacent
logical partition has a plenty of redundant space. That’s just enough to make your system partition suffer no more.

To increase size of a system partition by taking unused space from an adjacent partition, please do the following:

1. Click the Redistribute Free Space item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Select a volume you want to expand, i.e. the system one.

Chocse a volume to expand.

Basic Hard Disk 0 (VMware, VMware Virtusl S SCSI Disk Dey)

159

L] New Volume (E2)
839GB NTFS

1) Capasty of the volume (C:)is 15.9 GB. The wizard can expand this volume up to 99.9 GB at the
epence of other volumes

4. Select a volume to take the space from, i.e. the logical one.

Selact volumes to take space from. Free space from that volume will be used 1o enlarge the volume you have

solected on the previous page
\b}me Fle system Type Capacty  Used space .Freespaoe % Free
= &) NTFS logcdl 839GB  668MB 839G

5. On the next page of the wizard you can specify size of the resulted system volume. Drag the slider or type in the
exact value to set the volume size.
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Your disk after the changes

Basic Hard Disk 0 (VMware, WiMware Viflual 5 5C51 Disk Dev)
I e 52, ‘ l ©) New Volume (E-)

Salsct new size
55,355 35 MB T| 16,352 MB - 102.323.47 ME

I Cusent wolume size- 57.9 GB
The vohume size has been increased on 41.9 GB

6. Apply all introduced changes. By default, our program works in the virtual mode of execution, so you have to
confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual
Operations Bar.

=

Apply pending changes 7

Do not show this message again E Yes . Mo

Separating OS from media data

Let’s assume you’ve got one partition available on the hard disk, like other people who purchase a computer with a
preinstalled operating system. So besides OS, it holds all your documents, favorite music, movies and family photos. This
type of configuration is certainly not optimal for effective data organization and safety. First, it negatively affects the
system: huge amount of data aggravated by its inevitable excessive fragmentation causes poor performance in file
search/access and read/write operations. Second, it’s inconvenient for the user: system files and folders piled up with
media and documents besides obvious difficulties in transparent organization become a naughty problem in case of a
system malfunction.

Split Partition Wizard can help you detach the operating system and data or different types of data by splitting one
partition to two different partitions of the same type and file system — you just select a partition, then files and folders
you’d like to move to the new partition, finally redistribute free space between the two partitions if necessary, and here
you are!

Before you start, please take into account the cases when the split operation is impossible to perform:
e Partition's type is not supported (you have selected a non-standard primary or logical partition);
o The selected partition is located on a dynamic disk;
e You've already got 4 primary partitions on a Basic MBR disk;
e You've already got 3 primary partitions on a Hybrid (Retained) GPT+MBR disk;
e There's not enough free space on the selected partition (free up to 50 MB);

e The selected partition has an unsupported file system (currently only NTFS and FAT file systems are
available for splitting).

To detach OS from media files, please do the following:
1. Click the Split Partition Wizard item of the Wizards menu.

2. The first page of the wizard informs the user on the upcoming operation. Please read all notes carefully before
you proceed. Once you’re done with that, click Next to continue.
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3. Select a volume you want to split up.

Bas=ic MBR Hard Dhsk O

l ) Local Disk (C:)
15.3GB NTFS [%

If the wizard cannot work with the selected partition, you'll get a corresponding
notification — click on the “More Info...” link to see the details.

€3 Spit operation can®t be performed over this parition h!kn‘o_

4. When selecting a system partition (just our case), the wizard notifies that this type of operation may cause

inability of the operating system to start up if moving system files/folders to the new partition. So please take it
seriously. If you’re sure, confirm the operation.

ATTENTION: You are trying to spiit system partition. Make
sure not to split system folders/files, otherwise system will not
be able to boot anymore. Would you like to continue?

Yes | No I

5. Mark checkboxes next to files/folders you’d like to move to the new partition. Please don’t touch system
files/folders like “Windows”, “Users”, “Program Files”, config.sys, etc. By clicking the Next button, the wizard
starts calculating the amount of data to move, which may take some time.

Mame Size Date
= [ Bl Local Dk (C:)
8 W] | Movies 20.01.2012 4:02:05
B [J] s Music 20.01.2012 4:26:27
+ F‘erﬂ.ngg 13.07. 2009 13:37/:05
¢ [V R 20.01.2012 403:24
+ [% Program Files 30.06.2011 3:55:42
¥ Lisers 19.11.2009 10:54:19
: Windows 19.01.2012 0: 26:09
| autoexec.bat 24Bytes  10.06.2009 13:42:20
%) config sys 10Bytes 10.06.2009 13:42:20

6. Redistribute free space between the partitions by moving the slider or manually by entering the required value
for the new partition in the corresponding field. Then choose a drive letter for this partition from the pull-down
list that contains vacant letters if necessary (by default, the wizard selects the first vacant one).
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Baszic MER Hard =k 0

) Local Disk (C:) I &) SPLITVOL (H:)
9 GB NTF5 6.9GB NTFS
Spltted padition size TI7MB 3
Min size: B016 MB | Max sire: 3130 MB

s

Plagse spachy dive leter for the sacond pation | H -]

By default, the wizard allocates all free space to the original partition. You should decide
for yourself how much of it should be given to the original and the new partitions. Anyway
we strongly recommend you to allow free space on both partitions.

7. Review the changes and complete the wizard.

8. Apply all introduced changes. By default, our program works in the virtual mode of execution, so you have to
confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual
Operations Bar.

Apply pending changes 7

Do not show this message again Yes

9. Inthe Progress window you can see in real-time a detailed report on all actions carried out at the moment.

Merging a system partition with an adjacent logical partition

Let’s assume you’ve got several partitions on your hard disk. After installing a number of resource-consuming
applications and system updates your system partition has started to suffer from the lack of free space. But an adjacent
logical partition has a plenty of redundant space. That’s just enough to make your system partition suffer no more.

To merge a system partition with an adjacent partition, please do the following:
1. Inthe main window select the required logical volume on the Disk Map.

Basic Hard Disk 0 (VMware. VMware Virtual S SCSI Disk Dev)

Local Dis..
15SGBN

New Volume (E:)
839GB NTFS

2. Call the context menu for it (right click of the mouse button) to launch the Make Partition Primary dialog.
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antiion h [

Change Volume Label...

sume (E) ATDCECH ATFEDS: Restvove Dvovs Letber

11 (ViMware, Vidhware Vitual 5 5C51 Disk Dev) - .

a0 VIFFEFER | Hide Partition
Make Partition Primary
Change Cluster Size...
Change Serial Mumber...
Change Partition ID...
Downgrade NTFS version...

- Wipe Partition...
DN ClesrFree space...
I (VMware, ViMware Vilual 5 SC51 Disk Dev) Test Surface...
o Y5 Check File System Integrity
819GB NTFS Edit/View Sectors...

3. Confirm the operation by clicking the Yes button. By default, our program works in the virtual mode of

execution, so you can either confirm all operations to let the program accomplish them or continue work in the
virtual mode.

? 7 )
‘/,‘G\ Are you sure you want to make the partition primary?
You are about to make the parttion (E-) New Volume, NTFS pomary.

= % ]

4. Click the Merge Partitions item of the Wizards menu (any of the ways described earlier can also be used here).

5. On the Wizard's Welcome page, click the Next button.

6. Click on the left partition of the pair of partitions you need to merge, as the right one will be selected
automatically. During the operation all contents of the right partition will be placed in a folder on the resulted

joined partition. By default, the program offers an easy-to-understand folder name, which can be customized
however.

Pleasa note that & is possible to select only FAT, FAT32 or NTFS adjacent partions or FAT, FAT32 or NTFS
partitions, separated from each other by free block. You will not be able to proceed further f no pair of
parttions of these types are prasented on the disk,

Select left partition from a pair you would like to merge. Right partition will be selected automatically. Please

note that content of right partition will be placed within a folder, placed in a root of left pariion. You can
specify this folder name in a field below

Basic MBR Hard Dysk 1 (VMware, VMware Virtual S SCSI1 sk Dev)

l @) System (... l*g Data (F:) @) Wils (G7)
39GBNTFS 78.1GE NTFS 428 GBNTFS

Specify a folder name to keep content of right partition
Folder Name merged_padition_cortert

To review the changes, cick Next

If a system partition is the right one of the selected pair, Windows OS will become
unbootable after the merge operation is over.
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7. Review the changes and complete the wizard.

8. Apply all introduced changes. By default, our program works in the virtual mode of execution, so you have to
confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual
Operations Bar.

Apply pending changes 7

Do not show this message again E Yes MNo

9. If you've got to do with the system partition resize, like we do in our case, you will be asked to restart your
computer in a special boot-up mode to accomplish the operation. So click the appropriate button to agree.

10. In the Progress window you can see in real-time a detailed report on all actions carried out at the moment.
After completing the operation your computer will be automatically restarted back to Windows where you can see that
you have the merged volume now.

Shrinking a system partition to increase size of a data partition

Let’s assume you’ve got two partitions on your hard disk, the first one takes about 40% of all the disk space and is
exclusively used for Vista 64-bit, while the second servers as a data storage. One day you realize that your system
partition doesn’t need so much disk space, that’s what your data partition really requires at the moment. You can easily
tackle this problem with Paragon Linux/DOS recovery environment.

To increase size of a data partition by taking unused space from a system partition, please do the following:

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare our recovery environment either on a

CD/DVD disc or a thumb drive.
To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe boot menu select Normal Mode to use the Linux recovery environment (more preferable) or Safe Mode
to use the PTS DOS recovery environment (in case you’ve got problems with Linux). Moreover you’ve got the
option to boot into the Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware
incompatibility. In this case, only the minimal set of drivers will be included, like hard disk, monitor, and
keyboard drivers. This mode has simple graphics and a simple menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux launch menu select Hard Disk Manager. You can find it in PTS DOS as well.
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4. Inthe main window select the required hard disk (if several) on the Disk Map.

Hard Disk  Parition Operations  Wizards  Help

g Basic Disk 0 (VMware Viggal - 120 Gb
rage of ha D: NTFS Data
ge of hard

| Disk fron
sk [Bas:

Disk 0 | Model viware Vinual, Size 120 Gb

M |volume |Type |File System |Size |Used |Free
Basic Disk 0 (Size 120 Gb)
o C Primary NTFS 444Gb 811Gk 36.2Gb
1 D Primary NTFS 756Gb 49 Mb 75.6Gb

5. Choose your system partition and then call the context menu for it (right click of the mouse button) to launch
the Move/Resize dialog.

Basic Disk 0 (VMware Vinual) - 120 Gb

D: NTFS Data
Create an image of partition... Al-B

Burn an image of partition ko CO/DVD..

Basic Disk

[ m Type Restore partition from image.. Al-R E
Basic Disk 0 (Size 1 Copy panitien AT
o C Prima 6.2
1 D Prima reais AN 13
Foarmat... Al-F
Delete.. AlD
Wipe paritian AW

Clear free space

Unmount._. rl‘!

Madify 4

6. Inthe opened dialog set a new size for the partition by moving the slider or by entering the exact value in the
appropriate field. While doing this, free space from the partition will be released (displayed in aqua-green). Click
OK to continue.

Partition preview

C: HTFS Vista 64

New size: (8323 - 45434) Mb

Free space before: (0 - 37111) Mb

: —

o Mb

Free space afier: (0-37111) Mb

412 | Mb

Ll

7. Now you’ve got a block of free space to add to your data partition.

Baskc Disk 0 (VMware Viruall - 120 Gb

C: NTFS _ D: NTFS Data
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8. Choose the data partition and then call the context menu for it (right click of the mouse button) to launch the
Move/Resize dialog.

9. Move the slider to the right to increase size of the partition. Click OK to continue.

- Paniion prévies

New size: (8- 102101) Mb

(02101 |2 Mb

Free space before: (0 - 1020931 Mb

-~
-

M

Free space afier: (0 - 102083) Mb

CH
n D"‘ Mb

10. Apply the pending changes.

2 pending operations
Apply changes 7

|| ™ ]| Details

Undo all [l

[ Apply [ I | You have pending op

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list Suboperation progress
1 Move partitson I
2: Maove partitson Operation progress
[T
Time elapsed:  00:00:58 Time o finish: 0L:35:42

Copied sofar:  248.5 Mb Read so far: 365.9 Mb (7.8 Mby's)
Tocopy: 7.9Gb  Write so far: 251.2 Mb (46.0 Mbys)

Owerall progress

Data maving ..

Creating new partitson _.

Moving drive idev/sdad on hard disk 0

Scanning data structure (may be a few minuses) .
{Restart enabled)

Data blocks calculating

Quick data moving ...

Resizing partitions of Apple Boot Camp

Let’s assume you’re a Boot Camp user who's got Windows XP as the second operating system. Initially allocated space
for the Windows partition has turned out to be insufficient for your current needs. The only way out is to take some
space from your Mac partition, thus redistributing the unused space between the partitions.
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To increase size of the Windows partition by taking unused space from the Mac partition, please do the following

1. Click the Express Resize Partitions item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

On the Wizard's Welcome page, click the Next button.
The wizard will automatically select Windows (the NTFS file system) and Mac (the Apple HFS file system)
partitions of your Boot Camp configuration.

The wizaed vall 1ezize space batwesn Local Dizk [°) and WinkP [C:) on Hetained Bazic GPT Hard
Dizk 0 WMware Yirtual IDE Hard Drive]

Sedact beft parbivon fiom a pair of adjacent partitions pou would ke to resize. Fight adiacent pastition vall be:
zelected automatically.

Retaned Bagic GPT Hard Dizk 0 VM ware Virtual IDE Hard Drive)

Local Disk [*] I I WinXP ||“ j
54.8 GE Apple HFS

56 5 GEB HTFS

On the disk map you can also see the GPT service partition (called EFI) as well as a 128-

megabyte free block between Mac and Windows partitions made with Boot Camp. It’s just
for your information.

Increase size of your Windows partition with the slider or manually by entering the required value. Please note

when you change size of one partition the size of the other will be changed as well, thus redistributing the
unused space between the partitions.

Please specify new sizes of selected partihons
Selected part of Retamned Basic GPT Hard Disk 0 [VMware Virtual IDE Hard Drive)

l @) Local 1).,k| ) I I ©) WinXP (C:)
402068 App s HFS

71.1 GB NTFS

Left volume size: Right volume size

41250MB | MB {k 72895MB T MB

5. On the next page of the wizard you need to confirm the operation by selecting the appropriate option
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L The Wizasd has not apphed pous changes yet. On this page, wou can edher accept o
“ tecontider the changes

Pleass note that if you accept the changes, the Wizard vill physically pedom al the neccessary
operations and # will not be possible to undo the changes.

It msay take some time to apply the changes. You may also be asked o restat pour computer dunng this
PrOCEss.

‘Wiould you bike bo apply your changes 7

(%) [¥es, apply the changes physically. |
() Mo, et me reconsidar

6. That's basically it. By clicking the Next button the wizard will start modifying your disk layout. If you’ve got to do
with the system partition resize, like we do in our case, you will be asked to restart your computer in a special
boot-up mode to accomplish the operation. So click the appropriate button to agree.

System restait is required to complete the operation.

/= ‘what would you like to do?

The opesation Rediztribute partitions needs exchesive access bo the volume C:
and cannot be completed withoul system restart. After restat, the operation il
continue in boot-time mode, Do not tuen off the computer until the operation
completes.

-

|E}» Restart the computer
| Please confirm restart of pour computer, The operation will be continued alter
sygbanm reshan

0 Rety
Maruall close wsed fles and ety the operation

7. Inthe Progress window you can see in real-time a detailed report on all actions carried out at the moment.

After completing the operation your computer will be automatically restarted back to Windows where you can see that
your system partition is bigger now.

Creating Dual Boot Systems

For Windows computers

Release of Windows Vista has given a new impetus to the problem of establishing a dual boot system. In this connection
we decided to consider two the most frequently used situations a rank and file user may face, i.e. Windows Vista +
Windows XP and Windows XP + Windows Vista. Please note that for reasons of better security and system
independence these operating systems will be installed on different partitions. That is why we need to hide the first
system partition before installation of the second OS.

Windows Vista + Windows XP

Suppose you have got Windows Vista coming with your brand new computer. Everything is great except one thing —
your favourite applications simply reject to work correctly on it. Software updates are expected to release in the near
future, but you cannot wait any more. Thus the best way out is to leave Windows Vista intact and install the time-
proved Windows XP.

Most likely you have only one hard disk with only one partition (the only partition is always system). To install the
second operating system you need to repartition your drive first, as it requires a separate primary partition.
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Install New OS Wizard

This scenario implies that operating systems will be installed on different partitions to

provide better security and system independence.

1. Click the Install New OS item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview

chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Select the appropriate option to create a new primary partition on your hard disk.

Whers would you lke to instal an operating system?
© | want to create a new pamary parition to install 0S

Anew parttion will be created by using unalocated space of your hard dsk or unused space of existing
pattions. I is tha most prefarable way as no system or usar's data will be affactad dunng the installation

process
| want to use an existing pramary parttion to instal OS

In casa creation of 3 new pamary partition is not possbie there are aiready four pamary parttions on the
disk) or not desirable, you are fres to salact any of exsting pamary pattions. Please note that all data on
the selected partition will be deleted # you choose to format & later in this wizard. Besides make sure no
operating system has already been installed on that padition

4. On the next page of the wizard, define size of the new partition. If the selected hard disk contains blocks of free

space, the wizard will automatically merge them all and allocate the resulted space to create the partition. If

not, it will take 50% of the unused space of an adjacent partition, thus resizing it.

You can select ether a block of unallocated space of the disk or an existing partition, unused space of which wil
be sarved 10 create 3 new partion

Basic Hard Drsk 0 (VMware, VMware Virtual S SCST Drsk Dev)

I ©) Vista ) ;I ©) (Unallocated)
158.7 GB NTFS | 2212GB

New voiums - cument size is 341.2GB

Mn Volume Size: 0 Bytes {) MaxVolume Size: 3412GB

5. The next page enables to specify a file system and a number of additional parameters. Since we are going to
install Windows XP, the most preferable file systems are NTFS and FAT32. Click the Yes button to continue.

| | Yas, | want to format the partition

Pariion type: @‘-Tf 3
Aasign the following drive letter, | E 3

Surmos test bevel: | Nore [
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On this page you can specify a number of additional parameters that can also be of help.
However here we pay attention to the most relevant to fulfill our task.

6. Enter alabel for the future partition in the textual field. It will later be used for the drive identification.

(05 labels will be displayed in the Boot Manager's startup menu to help you boaot the required operating
system.

05 label: |Windows ¥F|

7. The program will carry out all the necessary operations and then automatically restart the computer to initiate
the installation process.

If you’ve changed your mind on installing a new operating system, don’t insert its
distributive CD but press ESC when the following message appears:

distributive CD-DVD and press any key to continue
» to abort the action

se make sure vour BIOS is set up to boot from CD-sDUD.

All the mentioned above operations can also be accomplished with the WinPE recovery
environment.

8. Install Windows XP on the newly created partition. We won’t go into details as for its installation, as you can find
all the necessary information in documentation that comes with the product. However to avoid any problems,
we consider it necessary to draw your attention on the following issues:

- You need a bootable distributive CD of Windows XP to install it;

- To automatically start your computer from this CD, make sure the on-board BIOS is set up to boot from CD first
or press F12 during startup to select a bootable device;

- Do not forget to select the newly created partition as destination.

Windows XP Profeszszional Setup
The following 1i 8 - ing partitions and
unpartitioned = I
UF and /H ARROW Kk ko lect an item in the list.
= To zet up Windows HF on the ed item,., press ENITER.
= To create a paptition in the unpartitioned szpace. press

= To delete the selected partition. pwr

238591 HE Disk B at Id B on buz B on atapi [MBRI]

Partitionl {Inactive

9. So if everything is OK, you’ve got to have by this moment Windows XP successfully installed. Your Windows
Vista however is still non-bootable. To fix this issue you need to launch the Boot Manager Setup wizard. To do
that, please install our program once again, but this time in Windows XP to activate Boot Manager.
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To avoid double installation, please use our recovery media to activate Boot Manager.

10. Click Boot Management and then select Boot Manager in the Express Launcher.

11. Set up the Boot Manager wizard. The parameters offered by default will do in our case, so just complete the
wizard and it will automatically find the two operating systems and update the MBR.

Boot menu options
@ Normal mode
V] Timeowt for booting last usad configuration 15 saconds
Hidden mode
Time to display the BootManager statup message:

Chocsea a hot key for stadup BootManager

12. Now restart the computer to make sure you have got a dual boot system.

Traditional way

This scenario implies that operating systems will be installed on different partitions to
provide better security and system independence.

1. Inthe main window select your hard disk on the Disk Map to make a block of free space on it.

Local Disk (E:)

-

Volume letter: (£ Serial number:
Volume label: [} iabe! Partition 1D:
Type: Prmay NTFS version:

File system: NTFS Volume Size:

Root entries: 32 Partition size:
Sectors per boot: £ Used space:
Sectors per cluster: 2 Free space:
Activity:

Hidden state:

g Resiza or Move patition
Format Padtition
This wizard halps you to foamat the salected parttion

Basic Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

' Local Disk (E:)
4335 GB NTFS ]

2. Release some free space (not less than 10 GB to install Windows XP) from the partition. To do that, please call
the context menu for the selected partition (right click of the mouse button) and launch the Move/Resize dialog.
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Disk View | Scheduled Tasks | Archives | Help
* Loc] % Hard Disk Manager™ F e
Are you sure you want to move/resize volume (E:)?
You are about to move/resize NTFS volums [No labal], (E:). pA16- 7601
Basic Hard Disk 1 (VMware, VMware Virtual 5 SC51 Disk Dev)
@) Local Disk (E:)
493 9GE NTFS
Volume size: 511.557]MB :E] 101 MEB - 511,557 MB
=) Fres space before: |0.97 MB o E] Obyims - 511,891.43 MB
Fres space after: |0 Bytes 4 E] O'bytms - 511,838,158 MB
é Sastarts sester mave
Salmct this option to move partition amsas that don't confain any data. This allows you to kesp
th partition's contant after move smctly as & was, but il raguins morne time, A
Disk
Basic Ha
Lag ]
459 Volume

In the opened dialog shift the edge of the partition to the left by the drag-and-drop technique. While doing this,
free space from the partition will be released (displayed in aqua-green). You can also do it manually by entering

the exact size of free space. Click the Yes button to continue.

3.

Are you sure you want to move/resize volume (E:)?
ST You amm about to move/resize NTFS volume [No label). (E:).

Basic Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

. ©) Local Disk (E:) .."..I @) (Unallocated)

2683 GB NTFS 223668

Vokme size 276.730.514mB #[>] 101 MB-511.993MB
Free space befors: |0.97 ME 2[w] Obytes -511.851.43 M8
Free space after: | 237.201.92MB  12[] Obytes -511.883.61 MB
Sector to sector move

Selact this cption to move padition areas that dont contain any data. This alows you 1o keep
the pattion’s content after move exactly as t was, bt will require more time

The Move/Resize dialog offers a number of additional parameters that can also be of help.
However here we pay attention to the most relevant to fulfill our task.

4. Now you have a block of free space sufficient in size to hold a new partition.

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev) }
Vista (C:) l (Unallocated)
158 7GEB NTFS 3412GB

5. Create a new partition to install Windows XP. To do that, please call the context menu for a newly created block
of free space (right click of the mouse button) and launch the Create Partition dialog.
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Tools Changes Wizards Hard Disk Partition Archives View Help

@ | % Hard Dizk Manager™
| Disk

postion and fle system of the new patiion

Are you sure you want to create a new partition on disk 0?
Un You are about to create 3 new pattion n (Unallocated). 341.2 GB area. Please salect size,

-

‘ ©) New Volume (F:)
! 3{1 ZGB :‘"TFS

 Basic Hard Disk 0 (VMware, VMware Vitual S SCS| Disk Dev)

Create new parttion as
Please specty new partition size: 343451 5| 7 MB - 345.451 MB dive letter|
Pleasa spacfy size of fres space befora the padtion: 0 2 OMB-343437MB
Pleasa spacfy size of free space afterthe pantticn: 0 & OMB-345443MB
Plaasa salact fla system for new pantion: | NTFS E]
Plaase enter new volume labal New Volume
Please spechy dive lester Fo [ space
(¥) More options [ Yo J[ ™ |
Vi 12GB
1557GENTFS | MW 212GB

6. Define parameters of the future partition. By all means it has to be primary and since we are going to install
Windows XP, the most preferable file systems are NTFS and FAT32. Click the Yes button to continue.

Create new parttion as
Pleasa specfy new pattion size 243451 & TMB-245451 M8
Piease specfy size of free space before the padtion: |0 & OMB-343437MB
Please spacfy size of free space afterthe pattion: |0 4 OMB-343443MB
Pleasa selact file system for new parttion: | NTFS E]

Pleasa anter new volume labal: New Voluma

Please spacfy dnve letter F E]

¥) More options [ Yes

The Create Partition dialog offers a number of additional parameters that can also be of
help. However here we pay attention to the most relevant to fulfill our task.

7. As aresult of the operation we have got a newly created FAT32 partition just enough in size to comfortably

work with Windows XP.

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

Vista (C:) | Il New Volume (F)
|_RERIIN S 2412GB NTFS
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8. Hide the Windows Vista partition to avoid writing any data on it during the Windows XP installation, as it is the
best way to provide system independence. To do that, please call the context menu for it (right click of the
mouse button) and launch the Hide Partition dialog. Click the Yes button to continue.

=

1 Are you sure you want to hide the partition?

on may

Hiding of the system partition will make OS non-bootable, what is quite normal.

9. Apply all introduced changes. By default, our program works in the virtual mode of execution, so you have to
confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual
Operations Bar.

T ||

=i

Apply pending changes 7

Do mot show this message again E Yes Mo

10. The program will require the system restart to accomplish the operation in a special boot-up mode. Click the
appropriate button to agree.

After all the operations are completed you will not be able to restart the system, what is
quite normal. Nevertheless if you do try it, the following error will occur:

tem process terminated unexpectedly with a sta

01003 7).

All the mentioned above operations can also be accomplished with the WinPE recovery
environment.

11. Install Windows XP on the newly created partition. We won’t go into details as for its installation, as you can find
all the necessary information in documentation that comes with the product. However to avoid any problems,
we consider it necessary to draw your attention on the following issues:

- You need a bootable distributive CD of Windows XP to install it;

- To automatically start your computer from this CD, make sure the on-board BIOS is set up to boot from CD first
or press F12 during startup to select a bootable device;

- Do not forget to select the newly created partition as destination.
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Windows HP Professzional Setup

The following liszt shows the existing partitions and
unpartitioned =5 on this computer.

Use the UPF and DOWH ARROW keys fto L the lizt.
To set up Win ZF on the = 8 C Pres ENTER.
= To create a partition in the unpavtitioned space. press C.

= To delete the zelected partition. press D.

238591 HE Dizk B at Id B on B on atapi [MBRI]
Boot Han

Installation of Windows XP will make Windows Vista non-bootable.

12. Launch the Boot Manager Setup wizard. As your Windows Vista is non-bootable any more, you need to install
our program once again, but this time in Windows XP to activate Boot Manager.
To avoid double installation, please use our recovery media to activate Boot Manager.

13. Click Boot Management and then select Boot Manager in the Express Launcher.

14. Set up the Boot Manager wizard. The parameters offered by default will do in our case, so just complete the
wizard and it will automatically find the two operating systems and update the MBR.

Boot menu cptions

o Normal mode

Time to display the BootManager statup message

o b ap T ) bl
Choosa a hot key for stadup BootManage

15. Now restart the computer to make sure you have got a dual boot system.

Windows XP + Windows Vista

If you’ve got Windows XP and are willing to try the latest Windows Vista but not sure your favorite applications will
flawlessly work on it, the best way out is to leave the time-proved Windows XP intact and install Windows Vista for
studying purposes.

As this very situation is very close to the previous one, please use the Windows Vista + Windows XP scenario. However
please take into consideration one more step you need to accomplish if you decide to use the traditional scenario:

1. Besides hiding of the system partition before installation of the second OS you need to make it inactive as well.
To do that, please call the context menu for it (right click of the mouse button) and launch the corresponding

dialog. Click the Yes button to continue;
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File: system

Are you sure pou want to zet the volume az inactive?

2 o are sbout to set the vohame [] WinkP, NTFS a5 inactive. You computes mey
na longer boat comacty.

5
]
Mot formalted B
2
1

NTFS

t g i | Mo
]
1848 GB HTFS

B HTFS B rart3 B Famis Linwee E b2 Lirns Ext3

Reviving the system partition

In case you are not able or not willing to complete the mentioned above scenarios, but have already reached the point
when all changes are applied and everything is ready to install the second OS, please do the following to make your
system bootable once again (only relevant for the traditional scenario):

1. Start up the computer from our Linux/DOS recovery media.

Recovery Media Builder can help you prepare our recovery environment either on a
CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Inthe Linux launch menu select Hard Disk Manager.

3. Inthe main window select your non-bootable Windows partition on the Disk Map.

! Basic Disk O (VMware Virtual IDE Hard Drive) - 250 Gb
a C: NTFS Vista
k

[Basic Disk 0 | =  Modal vMware Virual IDE Hard Drive, Size 250 Gb

[N volume [Type |Fite System  |Size |used |Free [V lume label
Basic Disk 0 (Size 250 Gh)
= PFrimary NTFS W00Gb 17Gh 199Gb  Vista
1 Primary FAT32 49.76Gh  248Mb  496Gb  |Molabel)

4. Unhide the partition by calling the context menu for it (right click of the mouse button) and then selecting
Unhide.
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Create an image of partition_.. Al
E Burn an image of panitien o CODDV
| pe 250 Gb
E Restore partition from image... AlvR |Fret |'||'|:-Iume |abel
izd
C fition... Al-C
aig Py paniien 199Gb  Vista
i ] \ 495 Gh [Ma label]
Cream Alt-H
Format... Sl
Delete. m
) ) Sat active
Wipe partition...
Clear free space
Convert ..
Setlabel
Resize/Move.. Ha
Umnaunit..
Change clusier size. ..
m.jm.- ..||-_|||||-f||||' & [T
Change boot size
Retest surface

5. Only for the Windows XP + Windows Vista scenario you need to make the system partition active as well by
calling the context menu for it (right click of the mouse button) and then selecting Set Active.

r Create an image of panition, AR-B
; Burm an image of parition to CO/OVD
T lard Drive, Sze 40.0 Gb
E Restore partition from image.._ Al-R [Used | Free
i
¢ Copy partition... ATC 1 1seb 126k
" - 54 Mb oGk
o oo
‘Wipe panition..
Clear free space
Convert,
ResizeMove... Set label...
Umisun

Change cluster size..

6. You will be notified after the operations are completed.

Qperations list: Suboperation progress

1: Se1 panition flags
Operation progress

Time elapsed: 00:00:26  Time 1o finish

Cwerall progress

Rebuilding panitions info...
All operations have been finished

7. Restart the computer.
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System Migration Scenarios

Migrating Windows OS to a solid state drive (Migrate OS to SSD)

The latest SSDs do not boast high capacity, but rather smaller size and faster processing speeds over regular hard drives.
Plus, they are completely indifferent to mechanical impact, a feature crucial for mobile computers. These benefits are
leading more and more users to consider migrating at least OS to SSDs to get the most out of their systems.

So, how do you migrate a Windows OS and hundreds of gigabytes of data on one huge volume to an SSD drive of 80-
128GB? Our Migrate OS to SSD Wizard can help you do that with minimal effort.

To migrate any Windows OS since XP from a regular hard disk to a fast SSD, please do the following:
Connect an SSD drive to the computer.
Turn on the computer.

In the Main Menu: select Wizards > Migrate OS...

PowoN e

The first page of the wizard informs the user on the upcoming operation. Please read all notes carefully before
you proceed. To get additional information on the subject, click the Learn more about migrating OS link at the
bottom of the window (highly recommended). Once you’re done with that, click Next to continue.

o2 Migrate 05 to S50 [ % [etam]

Welcome to the Migrate 05 to S5D!
This utility will help you copy the operating system, programs and data to another HDD or 550,
! Before you begin, please note the following:

Migration process will delete all the data on the target disk, 50 please make sure you've sbved al the
information you need before migrating.

Due to technical reasons this tool cannot migrate OSas instaled on dynamec volumes. We are sorry for
s,

&8 Leam more about migrating 051 [ Nea> J Cancel

e

All data stored on the destination disk will be lost during the operation. Please save it to
another location beforehand.

5. The wizard will scan your computer for system partitions that accommodate any of the supported Windows
OSes. If several are found, it will let you specify which operating system you'd like to migrate.
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.i-'lease select an 0S5 to migrate:

£ = Micosoft Windows XP on WINDOWS P, FAT32

=™ Micosoft Windows 7 on Windows 7 (C:), NTFS

6. Depending on your choice, it will then automatically pick one or two on-disk partitions (Windows 7 may have
Microsoft System Reserved, a special hidden partition that contains boot critical files) and prompt you to select
a destination disk (if there are more than two drives besides the source). If the selected disk is enough in
capacity to hold your OS, it will prompt you to start the migration. If not (just our case), click on the link below
the warning note to additionally exclude some data from the partition.

Cannot copy 08 to target disk
The wizard is going to copy:
@2 Microsoft Windows 7 on Local Disk (C:), NTFS, 499.9 GB, 64.7 GB used
To:
Disk 1, Disk Dev, &4 GB

v, Unfortunately, the capadity of your hard disk doesn't allow to copy the entire Local Disk {C:) partition.
The wizard can copy the system, leaving aside some programs or data,

Please select what folders should be copied

7. Unmark checkboxes opposite unnecessary files or folders to try to fit into the destination disk. We do not
recommend you to exclude system files, but those that could take plenty of disk space, like video, music,
photos, etc. Once you’re ready with the exclusion, click OK to let the wizard calculate the resulted size of the
partition.

Change copy options
Plaase sslect what fles and folders should be migrated alang with the system:
— = Tom —

B[] &L Local Disk (C:)
@ [F] ) archive_db 12/16/2010 12:38:47 AM
+ |, Badups 12162010 3:48: 10 AM
B[]y docs 12/15/2010 4:05:43 AM
# [¥] |, Perflogs 7132008 6:37:05 P
- ] | Program Files 12/16/2010 4:50: 14 AM
= [ )} Users B/11/2009 11:18:49 AM
H (¥ )L Publc F/13/2000 11:30: 18 PM
] 12/16/2010 12:40:52 AM | E
[+ 8112009 11:19:39 AM

12/15/20 10 4:45: 25 AM
/1172009 11:19:40 AM
8112008 11: 19:40 AM
/112009 11:19:51 AM
8112009 11: 19:40 AM
13162010 3:45:39 AM
L16/2010 1:36: 33 AM
8112009 11:19:39 AM
/112009 11:19:40 AM
8112009 11:19:40 AM
12/16/20 10 1:41:43 AM
8/11/2009 12:32:53 AM Il
LRI TR AN
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8. If asuccess, you’ll see a note that everything’s ready to start the migration. Since we’re going to use our SSD
drive exclusively for Windows OS, we additionally mark the appropriate checkbox to let the wizard expand the
resulted partition across all on-disk space. Click Copy to initiate the migration process.

Ready to copy OS to target disk
The wizard is going to copy:
2> Mcrosoft Windows 7 on Local Disk (C:), NTFS, 499.9 GB, 64.7 GB used
To:
Disk 1,
Disk Dev, 64 G8 P 3%

i) Everything is ready now to migrate your system to the destination disk.

The target disk will have about 40.3 GB of free space after copying.
Please select what folders should be copled

V| Use al avadable space for the partition with OS5

That’s actually it. After the migration is over, you will need to configure the destination disk as the first boot device in
BIOS to automatically start up the system from it. If a success, delete the Windows OS partition from the source disk,
then re-partition the disk according to your needs.

Migrating system to a new HDD (up to 2.2TB in size)

Let’s assume that you’ve bought a new hard disk that is up to 2.2TB in capacity. It's faster and of much higher capacity
than your current system disk, so it’s quite natural you start thinking about system migration. We can help you do that.

To migrate your system to a hard disk that doesn’t exceed the 2.2TB capacity limit, please do the following:
1. Connect both source and destination disks to the computer.
2. Turn on the computer.

3. Click the Copy Disk item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

4. On the Wizard's Welcome page, click the Next button.

5. On the Select Hard Disk to Copy page, select a source disk (a hard disk you want to copy).

On this page. you can choose a hard disk you would like to copy. All partitions from this hard disk will be copled
to the destination you will choose on the nexd page

Basic Hard Disk 0 (VMware. VMware Virtual S SCSI Disk Dev)

l ©) Local Disk (C:)
439 5 GBNTFS

1 NTES

'awcuadu*rmwﬁvuwemwsxslos*oe&)

I ©) Local Disk (E lBamc Hard Disk 1 (VMware, VMware Virtual $ SCSI Disk Dev)]"" E
SEENIFS 14 L BB Ay

34 GB FAT3? TR 3
GB 32 ZAGE] ZZGE

6. On the Select Target Hard Disk page, select a destination disk (a hard disk to copy contents of the source disk).
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Select a target hard disk. Al data from the source hard disk will be copied there. During copy operation, target
disk content will be deleted.

.MMMDW.MWEESI[IH{M]

@) Local Disk (C))
493 3 GE NTFS

.MMMEM.MWSESI[I*M]

'["g Archives (G2) ”Iwﬂadu.pl:apﬂe
Bl 5GENTFS 38GE

MMM&W.MWE%IE*M]

&) (Unallod Basic Hard Disk 3 (VMware, VMware Virtual S SCSI Disk Dev)|
499.9GE

During the operation all contents of the destination disk will be deleted.

7. On the next page of the wizard, define the copy options. In our case we’d rather copy data with a proportional
resize to occupy the entire disk.

Choose copy options that sut best your task:
Copy options:

[~] HDD raw copy

=] Parttions raw copy

Resize options:
| Remove free blocks between parttions

Mark the checkbox to peoportionally change the size of panttions while keeping ther
relative order intact
Tip: This can be very convenient when migrating o a larger hard disk

8. On the Revise Copy Results page review all parameters of the operation.

Onginal hard disk
Basic Hard Disk 1 (VMware, VMware Vitual S SCSI Disk Dev)
@) Local Disk (E-) Q) local Dis. ||| @ .| I I @ (Unallo...
34GB FATIZ 24GBNTFS 14G ¥l
aascuadmks(m-ae VNwareVinudSSCSlekDev)
@) Local Disk (7) @) Local Di.. ‘ I‘ @) (Unallocat .
173 GB FAT32 , 1205GBNTFS ||| 712 | 134 6GB
Proportional resize - the copy will take 500 GB (100 % of tarpet disk space)
Min Copy Size: 6275MB | [] Max Copy Size: 500 GB
@ Select the range of the disk space that wil be occupied on the destination disk with copled
< paritions.

9. Complete the wizard and then apply the pending changes.
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9=
Apply pending changes 7

Do mot show this message again Yes

10. When copying is completed, shut down the computer.
11. Disconnect (physically) the source hard disk.

12. Boot the computer from the destination hard disk.

To make Windows bootable on different hardware, please additionally complete the P2P
Adjust OS Wizard.

Using 2.2TB+ HDD as internal data storage in Windows XP

As you know 2.2TB+ drives are out of the supported size range for the popular Windows XP system. Though two new
Windows versions have been released since XP, it's still utilized on 51% of computers worldwide. Meaning, roughly half
of PC users simply cannot use the new hard disk drives.

We can help you augment Windows XP by adding support for GPT (GUID Partition Table) disks, thus you will be able to
use all disk space on ultra high capacity drives:

GPT Loader enables to use all disk space of modern 2.2TB+ drives under Windows XP, but
o only for storing data, not for the Windows XP accommodation.

Only internally connected single 2.2TB+ drives are supported, not external storages, or
those combined into RAID (Redundant Array of Independent Disks).

1. Asan example we’ve taken a new 3TB hard disk (Disk 1 in the system). As you see Windows XP detects it as a
750GB disk. It’s due to the fact that this operating system works only with MBR (Master Boot Record) disks, so it
cannot address disk space beyond 2.2TB limit. If a drive exceeds this limit, OS detects the remaining slice of
space (750GB in our case) only, thus making the bulk of the disk space unavailable to the user.

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



230

O Computer Management g@@

=) Fle  Action View Window Help =12 %]
- AR 20 D =2
=} Computer Management (Local) Yolume | Layout | Type | File System | Status | Capacity | Free Space | % Free | Fauk Tolerance
= 3 System Tools S applications (D:) Partition  Basic  NTFS Healthy 53,43G8  6,39G8 11%  No
# () Event Viewer EDOther Stuff (E:) Partition Basic NTFS Healthy 66,03G8 7,30G8 11% No
# g Shared Folders E5econd HOD (F:) Partition  Basic  NTFS Healthy 298,09G8 10522GB 35%  No
38 Local Users and Groups EDsystem (C:) Partition Basic NTES Healthy (System) 29,56G8 7,82G8  26%  No
+ Performance Logs and Alert:
. 2 Device Manager
= % Storage < >
+ @ Removable Storage a‘
¢ Disk Defragmenter EPpisk 0 e e
Disk Management Bz;;km - Second HDD (F:)
£ 5 298,09 GB NTFS
% (1 Services and Apphcations o e T
@Ppisk 1 e}
Basic
746,51 GB 746,51 G8
Online Unallocated
EPpisk 2 i e————— . |
Basic System (C:) Applications (D:) Other Stuff (E:)
149,05 G8 29,58 GB NTFS 53,43 GB NTFS 66,03 GB NTFS
Online Healthy (System) Healthry Healthy
v
< > | [l Unalocated [} Primary pactiion

2. First we need to add support for GPT disks to the operating system. To do that, install Paragon GPT Loader. It’s
included to the product’s installation package, but it’s not allowed to install by default, so please take it into

account.

Chick on 8 icon in the lisk below to change how & Featurs is instaliad,
Faature Descriphion

= = | Hard Disk Manager™

ELJ&\ S
This feature requires 152€B on
your hard deive.

Windows OSes since Vista do not need functionality of Paragon GPT Loader, so it’s only
available to install under Windows XP 32/64-bit.

3. Restart the system when the installation is over.

4. If you launch Windows Disk Management (WDM) now, it will show the same 750GB, since the hard disk is still
treated as MBR in the operating system. If you launch our program, you will see that the entire disk space is
now correctly detected. Being MBR though, there are two unallocated slices: the maximum available for MBR

2.2TB and 750GB.
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' Basic MBR Hard Disk
vsm HOD {F)) NTFS e me || (Hitachi HDS723030/
[Z] Basic MBR Haed Disk 1 (Hitachi HDS723030ALA640) 2794568
GIUnalowedl 2047.3G8 204796 Type: Intemal H:
B (Unstocated) 746568 74656 Status: Onine
[7] Basic MBR Haed Disk 2 1ST3180815451 143GB | Total size: 27345GH
< > || Sectors per track: 63
3 e Heads: 255
ST Cylindets: 97451
'Basic MBR Hard Disk 1 (Hitachi HDS723030ALA640) |
(Unallocated) (Unallocated)
{ 2047.9GB 7465 GB

Basic MBR Hard Disk 2 (ST3160815AS)

System (C:) Applications [D:) Other Stuff (E:)
295G8 NTFS 534 GB NTFS 65 GB NTFS ‘
J i |
B ONTFS M FATR2 M FATIE Liee Ext2 Linux Ext3 LinxEx4 I ReissFS

5. To get access to the entire disk space, we need to convert the disk to GPT. To do that, select in the Main Menu:
Hard Disk > Convert to GPT hard disk.

Are pou sure pou'd like to convert Bazic MBR Hard Dizk 1 [Hitachi
HDS5723030ALAE40] to GPT?

Flease Nobel Despite the fact that all on-disk contents remam intact dunng the
operation, yous 05 may no longer boot cosmactly, for Windows P 32-bet for nstance
does not support GPT disks.

I Yes I [ Mo ]

6. Confirm the operation and then apply the pending changes.

Apply pending changes 7

[[] Do mot shows this message again E Yes I [ Ho ]

7. Now you’ve got access to the entire disk space and are able to perform functions such as creating a volume
using our program or Windows Disk Management.
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Are pou sure you want to create a new partition on dizk 17
Vou ae about bo creste a new padition n (Unallocated), 2734.5 GB aea, Please select size,
postion and fle system of the new partibon.
Basic GPT Hard Disk 1 [Hitachki HDSF23030A1LAGR40]
I &) New Volume [J:] | B
2734 5GB NTFS 1'-.
Pleape specily nevw partition iz 2661584 .| 7MB -2 851 B3A MB
L': Basic MBR Haed Disk 0 (9 Please specify size of ee space before the patition: |0 *| OMB -2 861 5TIMB
&S econd HOD [F)) Please specily size of Iree space alter the padiiorc |0 ~| OMB - 2 851 580 MB
[5] Basic GPT Hard Disk 1 [H
Eiumdm| Plesse select fle sipstem for new patition: | NTFS b
[E] Basic MBR Haud Disk 2 {9  Pleare entet new vohame labet Mew Viohame
€
— Pleass spacily dive lether J: b
¥ Meee oplicns s ] I Ho
Bazic GPT Hard Dizk 1
[Unallocated)
27945 GB

Bazic MBR Hard Dizk 2 [S5T3160815A5)

. System [C:] Applications (D:] I Other Stuff [E:)
23.5 GB NTFS 534 GB NTFS BB GB NTFS

When trying to create a volume in WDM just after the conversion to GPT, you will be asked
to restart the computer first. The system restart is not required for our program.

When partitioning in WDM, it additionally creates an MSR (Microsoft Reserved) partition,
which size may vary from 32MB (for disks up to 16GB in size) to 128MB (for all the others).
It’s a service partition, which reserves space for particular needs of Microsoft. You won’t
see it in WDM, but it’s available in our program. You're free to delete it.

Making system bootable on different hardware (P2P Adjust OS)

Let’s assume you had to migrate to a new hardware platform. You connected your system hard disk to the brand new
PC and tried to start up the operating system - you do know for sure now that this operation had been doomed to
failure from the very beginning. With our program you can easily tackle this naughty problem.

Before you start, please make sure the following conditions are met:
e You've got drivers for the new hardware ready to use, not zipped or in .exe files.
e Your OSis unrolled on the new computer, not in a backup image.
To make a Windows physical system bootable on different hardware, please do the following:

1. Start up the computer from the WinPE recovery media.
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Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
o get here: www.paragon-software.com/my-account/.

To automatically boot from the recovery media please make sure the on-board BIOS is set
up to boot from CD/USB first.

2. Launch the P2P Adjust OS Wizard.

doesn’t have a driver for your disk controller, your hard disks will be unavailable. Please

o The WinPE based environment offers excellent hardware support. However in case it
consult the Adding specific drivers scenario to know how to tackle this issue.

3. Onthe Wizard's Welcome page, click the Next button.

4. From the list of all found Windows systems (if several) select one you need to adjust to the new hardware. If
you’re willing to adjust them all, just re-launch this wizard for each.

05 Volume | Label | Capacty

._-:: Microsoft Windows XP WinkP C) WinXP 29GB

5. There are two execution modes to choose from: fully automatic and advance. Below we will go set-by-step
through the automatic scenario to show the whole process, and then take a closer look at specifics of the
advance scenario.

W1 Adjust the OS to the new hardware automatically
an % Peform the OS adjustment in the automatic mode. The wizard wil automatically set
parameters and inject drivers &

Y Set parameters for the OS adjustment .
© Pedom the OS adustment in the advance mode. You will be able to manually set parameters
and inject drivers

6. Select Adjust the OS to the new hardware automatically.

7. The wizard will automatically accomplish all the necessary actions.

Process diver " Nnf\netepae inf from Windowes deiver repostorny..

8. The only action that might be required from your side is to set a path to an additional driver repository in case
the wizard has failed to find drivers for some boot critical devices in the built-in Windows repository. Generally
together with new hardware you get its drivers for different operating systems on removable media (mostly CD
or DVD). By collecting all these drivers in one folder you can let the wizard automatically pick and install only
those required for your OS. Select Search for drivers in a specific folder.
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Vihat would you ke to do7

Search for drivers in a specific folder.
Spacfy a path 10 tha missing davers R can ather ba local or network

Ignore all missing drivers.
Continue 10 adjust the OS without injecting the missing drivers

Click on the link at the bottom of the page to see what boot critical devices have no drivers.

The wizard names all devices according to their model description, not some alphanumeric
code, which is very convenient.

9. Though you've got the option to continue without injecting missing drivers for boot critical devices (The Ignore

all missing drivers option), we strongly recommend you not to do it. Otherwise we cannot guarantee your
Windows will start up on the new hardware.

There are no drivers for the following devices:

*SCSI Controller (LS| Adapter, Ukra320 SCSI 2000 series, w./1020/1030)

You have chosen to ignore these devices and continue with the OS adjustment. Your OS will not
/ « | start up on the new hardware if there are no drivers for boot critical devices.

Are you sure you wart 1o continue?

I™ | Yes. continue 1o adjust the OS without injecting drivers for these devices |

le

10. The wizard can search for drivers on a local disk or a mapped network share. In our case it’s on a network share,
this is why we need to map it first.

Plaasa spacfy an addtional path to the masing divers:
g %

[add a folder to the drivers source st
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Leckin: | [ WP IC) N &R E

?m: [c

Disk Drives

Masne __I'.'lue

+ (=] winP 103
- [E] Local Disk (D)

TP % Map Network Drive

Anetword share ] Seerver pool  Driver Repostony
Map to drive better - | 2 'I

. :
[ Make pemnanent connection

%) Connect as user OK I Cancel

2| x|

B

Windows Security 5.'

Enter Network Password
Enter your password t0 connect to: server2

Test
Domain: MININTLOSHDGU
M Remember my credentials

e

11. When done, we can select it as target.

P—

B9 Access s dened,

Disk Drivas E
T F 1)
@ Mlegro 2
+ ArchDE .
Hetwork Places f- i Dacumerts and Settings &
y Program Files 7
y WINDOWS %

- [E] Local Disk (D)

1- __] Application (E)

- (&) CD Dave (F) PARAGON
- [E] Bost (X)

- . Cerver Reposto

Plaass spacify an addtional path to the missing drivens:

& X

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.




236

The wizard enables to specify several driver repositories.

12. If the wizard has found all missing drivers, it will ask you to confirm the operation. Apply the changes to

complete.

/'“ The wizard has not apphed your changes yet. On this page. you can ether accapt or raconsider the
[/ s\ changes.

Plaasza note, f you accept the changes, the wizard wil physically padom all oparations. You won! be able to
interrupt this process or undo the changes.

Rk may take some time 10 3pply the changes. You may 8iso be asked 1o restant your computer dunng this
ProCess.

—Would you lke to apply your changes 7
(:[Yes.ﬁlyhdmphyacdﬂ
" No, let me reconsider.

After the operation is completed the system will be bootable on the new hardware. After the startup, Windows will
initiate reconfiguration of all Plug'n'Play devices. It’s a standard procedure, so please don’t worry and prepare the latest

drivers at this step to get the most out of the system.

Advance scenario specifics

1. To launch the advance mode, select Set parameters for the OS adjustment.

rﬁ Adjust the OS to the new hardware sutomatically
San % Pefom the OS adustment in the automatic mode. The wizard will atomatically set

parameters and inject drivers,

Y  Set parameters for the OS adjustment . |
© Parfom the OS adustment in the advance mode. You wil be abls 1o manualy sat paramaters | ‘

I

My

|

2. When setting additional driver repositories, you can specify how to process drivers for found hardware.

| Pleasa spacdy an addtional path to the missing dnvers:
e X

g —

| I inject al necessary drivers from the providad driver raposttory

| I | Keep the iatest driver vemion
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e Inject all necessary drivers... Mark the checkbox to force injection of all drivers for your devices from the
given driver repository(s), even if there are already installed drivers for some hardware. Please use this
option if you suspect any of the installed drivers of not matching your hardware.

o Keep the latest driver version. Mark the checkbox to keep the latest version of drivers during the forced re-
injection. You can use this option only when the above option is active.

3. Just before the OS adjustment, you can additionally:

e View all found hardware devices and their driver status by clicking . The wizard names all devices
according to their model description, not some alphanumeric code, which is very convenient. So you can
compare the listed devices with the given hardware to make sure the wizard has analyzed your system
correctly.

2, %€ € '@h

12§
45 SCSI cﬂ"l'oqidn-;_ aready avalshls na—'g_-_a-'elE' 2000 series, w/1020,/1030)

g T T [p—— oy B WP Ry AT e
Diviver niot found. Chicks hene B0 Tind & drives for this device

ffg Inted{R) PRO/1000 MT Betwork Conneclion

Diever not found. Chcke hene to find & drver for this device

ﬁ AMD SATA Controller {(No installed hardware: found)

- wwindows system 32 driverstors ' flerspost oy amdsata i B8 _neutral_faSadB35d1EbSc'a

"E IDE Controller (Intel(R) 82371AB/EE PCI Bus Master IDE Controller)
Ditver s aiready instalad

-tf ATA Channel 1 {IDE Channel)

-]

e Filter devices without drivers by clicking = . Unlike the automatic mode, where only boot critical devices
(storage controllers) without drivers are being reported, here you can view and inject drivers for network
cards as well.

o %"fg @

‘* srg) o Only show devices without drivers | Show all devices ey w/1020,/1030)

Dirirver mot found. Chcke harm to find & driver for this devics

nﬁ Intel{(R) PROS1000 MT Metwork Connection

Driver not found, Click here to find & driver for this devics

e Add a driver for each device that lacks it by clicking on the device, then browsing for the required location.
The wizard will then match the device with drivers inside the given location and pick the right one.
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Hame _ Diate

=1 [51 winiP 1

| & Megre 12/5/72008 2:01:40 AM
4 | AcchDE 7/22/2008 11-56-50 PM
- i Documants and Sattings 6/18/2003 1:12:53 PM
B L Program Fies 7/22/2008 11:43:02 PM
41 | WINDOWS 8/26/2008 5:54:12 AM

- [E] Local Disk (D)

31 [E] Aopbeation (B

& (2)CD Deiwee [F7) PARAZON

- [E] Boat £

U8 B Oriver Repostory (Vasenverpaod) (2:)

L3

A device driver has been found. Press OKio install this diver...

£, % < &

tﬂmél Intel (R} PROS1000 MT MNetwork Connection

Driver not found. Click hene to find a driver for this device

"‘,, SCSI Controller (LS] Adapter. Ultra320 SCS1 2000 seres, w/1020/1030)

-y _xp_x36_ral e inf

e Manually add a driver for a device that has not been found by our wizard by clicking S , then specifying
the required .INF file.

WX e

_{Add a driver manually

000 MT Network Connection

Drtver not found. Ciick here 10 find a drver for this davice

‘, SCSI Controller (LS| Adapter, Ultra320 SCSI 2000 series, w/1020/1030)

z:\symmpi_p_x86_rel\symenpi inf
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Please select an INF fle:
Look in: I [5] Boet (X :I o X ¥

Name Sze | Date ;I
1 1 | B RS_SSAT X _relrd 3B/, 000 VITVINISEIIFN
o L Isi_sas2inf x85_neutral_e12aScicfbe 771372008 6:38:15 PM
#1- s Isi_scsiinf_x86_neutral_cfobflblb6sd 7/13/2009 6:38:20 PM
.- i,ma;"':"rc inf_x86_neutral_65848c2d73 7/13/2008 6:38:19 PM
#- s mchgrinf_x86_newtral _54d5 %3600 7/13/20086:38:21 PM =
- s megasasinf_x86_neutral 335276443 7/13/2009 6:38:20 PM
. megasas2 inf_x86_neutral_533d7135 71372008 6:38:20 PM
B Ju megasrinf_x86_nectral_30036AS2ca 7/1372009 €:38:20 PM
# s mdinf_x86_neutral_feb8c30ef55487a2 7/13/2008 6:38:19 PM
=} s mshdc inf_x85_nautrai_fE4bSc3%a3al 7/13/2008 6:38:21 PM
2 mshdcinf 438KB 7/13/2009 6:38:05 PM
::..- o ek WOC e deal TAQAOAAY TAIAN L0100 :l
Fles of type: | INF fles (inf) ~|
Please seloct hardware the driver is designed for:
™ Intel(R) 82371AB/EB PCI Bus Master IDE Controller ﬂ
™ Standard Dual Channel PCIHIDE Controlier

M ™ IDE Channe!

"= IDE Channel

O =@ Standard ARCI 1.0 Seaal ATA Controbar
O @ NVIDIA nForce 250 Secal ATA Cortroller

O 2 NVIDIA nForca3 250 Pacalel ATA Controler

> NVIDIA nForce3 250 Serial ATA Cortrolier
[« AMD-8111 FC1 Bus Master IDE Controler _'_l

™, Ondy show hardwana found on this computar

S [ sweams |  conce |

When selecting an .INF file that contains several driver records for hardware you both, have
in the system and don’t have, you can filter the list by marking the appropriate checkbox.

e Remove a driver for a device, which has not been found in the system.

2 XL*— 8
' -V\Y

BB In{Remove the selected device from the installaton list|

I»

Daver not found. Click here to find a daver for this device

£y

“ NVIDIA nForce3 250 Serial ATA Controller (No installed hardware found)

yeem 32 \Giverstons \fisrspostony \mehde inf_x86_newtral_fE4 53583050681 \mseh

X \Windows

&

‘q; Standard Dual Channel PCI IDE Controller (No installed hardware found)

x\windows'\system 32 drvarstore \filarepostony \mehdc inf_x86_nautral_f6405:35a3a%0281'mseh
4 AMD SATA Controller {(No installed hardware found)
x:\windows \system32\driversiore flerepostony \amdsata inf_x86_neutral_faSad835d180b5ca

"0 SCSI Controller (LSI Adapter, Ultra320 SCSI 2000 series, w/1020/1030)

|

Virtualizing the current system (P2V Copy)

Let’s assume that you’re about to migrate to a brand-new hardware platform with the latest operating system available
for it. Your current system is quite obsolete, but you still need access to some of its software. You don’t want to waste
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time re-installing the old software to the new system, and you do know for sure that the bulk of it won’t work anyway.
The best way out is to virtualize your old system.

But before you start, please make sure the following conditions are met:
e Your hard disk has enough free space to store a virtual image of your Windows (depends on the system).

e You've got one of the supported virtualization software.

To make a virtual disk out of your current system, please do the following:

1. Click the P2V Copy item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Select objects you need to virtualize. You're allowed to select any combination of hard disks and partitions, but
don’t forget to choose your system partition (Local Disk C: in our case) to use it as guest. Otherwise the resulted
virtual machine won’t start up.

Plaase specify what volumes or entire hard disks including connected vidual disks) you'd Boe to add (o your

vitual machine
M Type Fie system | Size LUsed
B I My Computer My Computer
= il [5] Basic Hard Diskc 0 . Intemal Hard Diskc Driva 500 GB
7] B Local Disk (T} Primary NTFS 4599GE  T5GB
W [7] Basic Hard Disk 1 ... Irfemal Hard Disk Drive 500 GE
7] B Meda D) Primary NTFS 1B0GE  51.3MB
v Ewm‘ﬂ {F:) Primary HTFS 1644GE S0EMB
& Temp (5 Primary NTFS 1554 GE  S0.5MB
= il [5] Basic Hard Disk 2 . Intemal Hard Disk Drive 700 GB

VBT Py NTFS §99.9GB 1076MB

4. Specify the guest OS and a virtualization software vendor. If your system hosts several Windows OSes, our
wizard will find them all and automatically patch to run in a virtual environment. However we cannot guarantee
smooth startup of all found Windows systems for their configuration parameters may be incompatible with
each other. This is why we additionally prompt you to specify what operating system you’d like to use as guest
to configure the virtual machine for that particular system.
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The folowing 05 will be used as guest
{"1 Windows 7

Please select & vitual software vendor
@ Vihware Worcstation / Viware Fusion

Oracle Virual B

! Several of the selected volumes are not supported by all virtualization software
vendors for their size exceed the maximum capacity for virtual disks

The wizard cannct create vitual machines of the following vendars,

1. The following virtualizalion software formals are nol supported:
Microsoft Virtual PC 127 4GB

Not all vendors may be available to choose. If capacity of one of the selected objects
exceeds the maximum virtual disk capacity of any vendor, this vendor will be shadowed.

5. Set properties of the future virtual machine:

e Virtual machine version. Please make sure you choose a version which is supported by your virtualization
software, otherwise you won’t be able to work with the newly created machine.

e Virtual machine name. By default the wizard picks the name of your guest OS, which can be modified
however.

e CPU number. If your computer supports multiprocessing, select how many CPUs you’d like to allocate for
the virtual machine.

e Memory amount. Depending on the guest OS the wizard calculates the recommended size of RAM, which
can be modified however.

Virtual machine version Orache VirualBeox -
itual machine name Windows_7 PC
CPUrnmber |1 [=]

Memory amount: 1024 MB =

J

a A
A&, Minimum memory size
= Recommended memory size

. Madmum memony size (i taken mone, you could face exdensive swapping)
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6. Set properties of the resulted virtual disk(s):

Virtual disk interface. By default the wizard sets the most appropriate interface for each disk. Anyway
you’ve got the option to change it to one of the supported by your guest OS. Just click on a disk, and then
select the required interface from the pull-down list. But be ready to provide drivers for it on the next page.

Virtual disk info Interfaca

B Vetual dsk Ois 2 copy of the Basic Hard Disk 0 (VM. [IE3le H (5]

[5] Vituad disk 1is @ copy of the Basic Hard Disk 1(vM.,.  |[IDE PIX3

[&L- &

SCSI LS| Loge

[Z] Vitual disk 2 is a copy of the Basic Hard Disk 2 (VM._..
SATA AHCI

C/Users/user/Downloads/vmacsi-1.2.0 4 fip

Windows 7 has been found on the source partition, and the disk controller type has been set to SCSI
Buslogc. The wizard may need addtional path to look for the disk controller driver. You can specify &

here. ¥ you don care, just leave this field blank

Our program supports injection of drivers delivered in .iso or .flp images, so you can for
instance download and inject drivers for the BusLogic controller from the VMware website.

e Additional properties that depending on the selected virtualization vendor may include:

Size of the virtual disk. By default the wizard offers to create a virtual disk exactly the size of the selected

object(s), which you can resize however (available for all);

Resize partitions proportionally. If you upsize the resulted virtual disk, you can make the wizard
proportionally change the size of partitions keeping their relative order intact (available for all);

Create a split disk. You can choose whether to automatically cut the resulted virtual image to files of 2

GBs or not (available for VMware only);
Pre-allocate all disk space. You can choose whether to pre-allocate all space of the future virtual disk, or
do it dynamically (not available for VMware ESX and Oracle VirtualBox).

Please preview the resuling layout of the vitual disk before you procesd

. Basic Hard Disk 3 (VMware virtual image) - Virtual Image

©) Local Disk ()
875.3GB NTFS

SATAAHCT  [#]
Current size is | 556334 MB T
500 GE

| Rasire partitions proportionally

2047.9GB

The maximum limit you can downsize the virtual disk is the capacity of its first partition.
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7. Specify a file name for the virtual machine and its location. By default the wizard scans all your local disks for
available free space and picks the most appropriate location taking into account the total capacity of all virtual
disks inside the virtual machine.

Fle name for the virtual macnine:
1. Al virtual disks will take approx. 8 5GB
Help ma to find an appropdate place for my virtual machine

'Wuung

= Al vitual disks will take approx. 8.5GB
Do you want to save your vitual machine here?

=Sl e

8. Complete the wizard and then apply the pending changes.

9=
Apply pending changes 7

[k mot show this message again Yes | [ Mo

Virtualizing system from its backup image (P2V Restore)

Let’s assume that your system has been corrupted as a result of a hardware failure. You realize it’s quite obsolete and
it’s next to impossible to replace the damaged hardware devices. Migration to a new hardware platform seems the best
way out, if not for one thing — you still need access to your software, but you do know for sure that the bulk of it won’t
work on the new platform. Luckily you’ve got a backup image of your old system made with Paragon software — that’s
just enough for its virtualization.

Before you start, please make sure the following conditions are met:

e You've got a backup image of your old system.
e You’'ve got enough free space to store a virtual image of your old system (depends on the system).

e You've got one of the supported virtualization software.

To restore a Windows system from a Paragon’s backup directly to a virtual environment, please do the following:

1. Click the P2V Restore item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Browse for the required backup image. The section below (i.e. Archive File Details) will also display a short
description of the selected image.
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Lookin: |E spamorngmfy] @ ¥ ¢

| Wame Size Date =
8- [Z] Media (D)
& (&) BD-ROM Deive (E:)
5 [5] week )
% [5] Temp (G2
&= [5] apps H)
5 [5] arc_0B0S09 (\200.0.1.115) ()
arc_D80605213237953 PEF 204KB G/B/2009 2:36:18 PM
o |are DBOGDS21323TI53 pim 1T1KB 6202009 121435 AM |
| arc_080605213237953_00000.000 IEAME 6/B/200923441PM |
« |arc_DB06059213237953_0000p phm 151 KB 6/8/2009 2:34:41 PM
|| an_(B0605213237953_00010.000 5396 ME /82009 2:3618 PM
s |arc_D80609213237953_0001p.pfm 109KE &/8/20002:3618PM
Archive File Details

Mame: Basic Hard Disk 0 (Unknown Model)
Commert: [No comment is avaisble]

Type: Internal Hard Disk Deive:

Total sire: 74 5GB

Fila: Y-/mc_080609213237953.PEF

4. Select objects you need to virtualize. You're allowed to select any combination of hard disks and partitions, but
don’t forget to choose your system partition (Local Disk C: in our case) to use it as guest. Otherwise the resulted
virtual machine won’t start up.

Archive Content
Hame Type | Flesystem | Size Used
B [ S Achive Aechive
[#] B Local Disk () Primary NTFS 100ME 24.1 MB
IFM = Local Disk (C:) Prmary NTFS 198GE 7.1GB
Archive Delals
MName: Local Disk (C:)
Volume label: [MNo labal]
Fie system:  NTFS Total size:  19.8GE
Used space: 7.1GB Free space: 126 GE

5. Specify the guest OS and a virtualization software vendor. If the selected backup contains several Windows
OSes, our wizard will find them all and automatically patch to run in a virtual environment. However we cannot
guarantee smooth startup of all found Windows systems for their configuration parameters may be
incompatible with each other. This is why we additionally prompt you to specify what operating system you’d
like to use as guest to configure the virtual machine for that particular system.
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The following O'S will be used as guest:
:'f Windows 7

Please selact a vitual soffwane vendor:
Viware Weekstation / Vidware Fusion

@ Microsoft Virual PC
Cracle VirbualBox

When using old Paragon’s backup images (prior to Backup & Recovery 10), please be ready
to manually specify the guest OS.

Not all vendors may be available to choose. If capacity of one of the selected objects
exceeds the maximum virtual disk capacity of any vendor, this vendor will be shadowed.

6. Set properties of the future virtual machine:

e Virtual machine version. Please make sure you choose a version which is supported by your virtualization
software, otherwise you won’t be able to work with the newly created machine.

e Virtual machine name. By default the wizard picks the name of your guest OS, which can be modified
however.

e CPU number. If your computer supports multiprocessing, select how many CPUs you’d like to allocate for
the virtual machine.

e Memory amount. Depending on the guest OS the wizard calculates the recommended size of RAM, which
can be modified however.

Virtual machine version Vihware Waorkcstation 6.5 [=]
Virtual machine name: Windows_7
CPUnumber. |2 [=]

Memory amount: | 1024 MB .‘
A A

&, Minimum memory size

j=, Recommended memory size

Mapdmum memorny size i taken more, you could face exdensive swapping)

Note: The selected virbual machine version does not officially suppost the guest 05,
50 wea cannot guarantes its stadtup. Pleass select ancther version of the virtual machine
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If the selected version does not officially support the guest OS, you will be notified and
prompted to select another one.

7. Set properties of the resulted virtual disk(s):

e Virtual disk interface. By default the wizard sets the most appropriate interface for each disk. Anyway
you’ve got the option to change it to one of the supported by your guest OS. Just click on a disk, and then
select the required interface from the pull-down list. But be ready to provide drivers for it on the next page.

Virtual disk: info Interfacs

sk [is & cooy of the Archive, 19.5 GB SCEILEI Loge E]El

C/Users/user/Downloads/vmscsi-12.0.4 fip [ Bowse.. |

Windows 7 has been found on the source partition, and the disk controller type has been set to SCSI
Buslogc. The wizard may need addtional path to look for the disk controller driver. You can specify &
here. ¥ you don care, just leave this field blank

Our program supports injection of drivers delivered in .iso or .flp images, so you can for
instance download and inject drivers for the BusLogic controller from the VMware website.

e Additional properties that depending on the selected virtualization vendor may include:

Size of the virtual disk. By default the wizard offers to create a virtual disk exactly the size of the selected

object(s), which you can resize however (available for all);

Resize partitions proportionally. If you upsize the resulted virtual disk, you can make the wizard
proportionally change the size of partitions keeping their relative order intact (available for all);

Create a split disk. You can choose whether to automatically cut the resulted virtual image to files of 2

GBs or not (available for VMware only);

Pre-allocate all disk space. You can choose whether to pre-allocate all space of the future virtual disk, or
do it dynamically (not available for VMware ESX and Oracle VirtualBox).

Please preview the resulting layout of the virual disk before you proceed

| Basic Hard Disk 3 (VMware virtual image) - Viltual Image

@) Local Disk ()
875.3GB NTFS

SATAAHCL ||

Current size is (896334 MB T
500 GE 247 5GE

| Resize partitions proportionally
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The maximum limit you can downsize the virtual disk is the capacity of its first partition.

8. Specify a file name for the virtual machine and its location. By default the wizard scans all your local disks for

available free space and picks the most appropriate location taking into account the total capacity of all virtual
disks inside the virtual machine.

File: rame for the vitual macnine

G frestored PC Browss.. |

All vitual disks will take approx. 7.1 GB on Temp {G:). After the operation is over, there will still be
148 2 GB of free space on the selected disk.

Help me to find an appropriate place for my virtual machine.

9. Complete the wizard and then apply the pending changes.

9=
Apply pending changes 7

Y s s [

Creating an empty virtual disk (Create VD)
To create an empty virtual disk, please do the following:

1. Click the Create Virtual Disk item of the Wizards menu.
2. Onthe Wizard's Welcome page, click the Next button.
3. Select Create an empty virtual disk.

< ,}/ Create an empty virtual disk
\)‘ Make a new clear vitual mage

PR Convert physical disk to virtual disk

LY

1 View the kst of all hard disks and convert chosen one to vitual disk

Convert archive to virtual disk
k5 Choose pbf image and convert & to vitual disk

4. Specify a virtualization software vendor and a number of additional parameters, including:

e Type of the virtual disk. You can either create an IDE or a SCSI virtual disk (relevant for VMware only);

e Create a split disk. You can choose whether to automatically cut the resulted virtual image to files of 2 GBs

or not (available for VMware only);
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e Pre-allocate all disk space. You can choose whether to pre-allocate all space of the future virtual disk, or do
it dynamically (not available for VMware ESX and Oracle VirtualBox);

Select your virtualization softwane:
& Viware Wodcstation / Vidware Fusion
2,003 MB #| [ SCSILslogie [=] [V] Create a solt disk Pre-slocate al disk space

Microsofl Vitual PC
Oracle VitualBox

5. Specify a file name for the resulted virtual disk and its location.

File name for the vitual disk
H-widisk vendic [ Browse,

The virtual disk will take approx. 320 KB on apps (H). Alter the operation is over, thene will sill be
£59.8 GB of fres space on the selected disk.

i

an approprate plac

6. Complete the wizard and then apply the pending changes.

Fo
Apply pending changes 7

Do mot show this message again E Yeas E [ Mo

Making Windows Vista/7 backup bootable on virtual hardware (P2V Adjust OS)

As you probably know, Windows Vista and later operating systems from Microsoft include a built-in disaster recovery
tool, which enables to create backup images of Windows OS in a .vhd (Virtual Hard Disk) format, used now by Microsoft
Virtual PC/Server/Hyper-V, and Oracle VirtualBox. Unfortunately you cannot just take this type of backup to run
Windows OS in a virtual environment — it won’t start up. We can help you out with this naughty problem. Our P2V
Adjust OS Wizard can patch Windows OS inside a .vhd backup image according to the specified virtualization vendor to
let you start up and work with your Windows on virtual hardware.

To make a Windows .vhd backup image start up in a virtual environment, please do the following:

1. Click the P2V Adjust OS item of the Wizards menu.

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.

3. Browse for the required .vhd backup image of your Windows.
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Lok in: Il_vmdu'ﬁmaqubadﬂa o W ..'d

Hame Size Date -
3 arc_240510171631687 524720010 1017106 AM
7 | arc_240510172327548 5/24/2010 10:24:32 AM
|, new foldes B/247°2010 10:14:40 AM
# |, Perilogs 7/13/2008 7:37:05 PM
#- ). Program Fies 5/26/2010 11:22:18 PM
%1 ||y Users BA1172009 121845 PM
7 | Vs £/11/2009 1:32:53 AM
i | Windows B/11/2009 121957 PM | _
7 [E] Media (D) [
#-(2) BD-ROM Drive (E7)
4[] work F3
i1 [Z] Temp 1G2)
#l- [5] apps (H)
= [E] windowsmagebackup (VserverZpaal) (W)
=1 | TestFC 5/28/2010 1:33:51 AM
. Backup 20050302 145342 E/2872000 1:15:41 AM
Fles of typa: | All virtual disk images -]
Disk: infio
Microsaft Virtual PC hard disk

Capacity: 39GB (41,944 227 840 Bytes)

4. Our wizard will detect a version of Windows OS inside the image and offer to specify a virtualization software
vendor. At the present moment the .vhd format is supported by Microsoft Virtual PC/Server/Hyper-V, and
Oracle VirtualBox. We choose the last one.

The following OS wil be used as guest
:'1 Windows Vista

Please select a vitual software vendor:

VMware Workstation / VMware Fusion
Microsoft Vitual PC
@ Oracle VitualBox

5. Set properties of the future virtual machine:

e Virtual machine version. Please make sure you choose a version which is supported by your virtualization
software, otherwise you won’t be able to work with the newly created machine.

e Virtual machine name. By default the wizard picks the name of your guest OS, which can be modified
however.

e CPU number. If your computer supports multiprocessing, select how many CPUs you’d like to allocate for
the virtual machine.

e Memory amount. Depending on the guest OS the wizard calculates the recommended size of RAM, which
can be modified however.
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Wirbual machine version Oracle Virtual Box 'Tl
Virbual machine name: My_ista_Backup|
CPU number 1 =

Mamaory amount: | 768 MB O
oV

A&, Mirimum memory size

4w, Recommended memory size

Medmum memary size (f taken more, you could face exdensive swapping)

prompted to select another one.

o If the selected version does not officially support the guest OS, you will be notified and

6. Complete the wizard and then apply the pending changes.

Apply pending changes 7

Do mot show this message again Yes

Connecting a virtual disk (Connect VD)

You've got the option to connect a virtual disk of one of the supported types directly to our program as if it’s an ordinary

physical disk, so opening up enormous possibilities:

e Exchange data between your physical environment and the virtual one through Volume Explorer (data import
only) or File Transfer Wizard (data import and export). The way we offer is much easier and faster, as you don’t
need a VM shared folder, the network, or the slow-goer drag-and-drop;

e Import data from a parent virtual disk to one of its snapshots;

e Accomplish drive partitioning (create, format, delete, move, resize, etc.);
e Modify partition attributes (Active flag, Hidden flag, Volume Label, etc.);
e Clone a partition or an entire hard disk;

e Edit/View sectors, and many more.

To connect a virtual disk (snapshot) to our program, please do the following:

1. Click the Connect a Virtual Disk item of the Hard Disk menu.

2. Inthe opened dialog browse for the required virtual disk, then click Connect to accomplish the operation. You
can connect a virtual disk from a local disk, a flash stick, a mapped network share, or CD/DVD/BD. When
selecting one of the supported virtual disks, you will see detailed information on it below.
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Recert vitual disks | LocalVD

Lookin [ LocalDiskiC) [»| & % ¥
Hame Size | Date B
achva_db A2 T AE A0 EM
PeifLogs 132008 & 20:08 P
#- |, Program Files BAS/2011 1211:11 AM
Program Fies [85) 3/20/2012 8:31:03 AM
Ussas B/14/2011 1:27-08 AM £
VD Stovage 2202 154049 M
Server 2003 64-bat, veh B 972472008 33217 AM
Test VM Dizk2 wmdk LB 818720008 25730 AM
|| Vista B4-biL vl VB 972472008 84526 AM
. WP 32-bit vhd B SG2003EIEEAM -
Files of typec | Al wrtual desk images El

Disk nfo
Widwiate virtual had disk IDE)
Capacity: 100 ME [104,857 600 Bytes)

Although you’re allowed to map a network share for connecting a virtual disk, we do not
recommend it due to modest performance, especially when you need to accomplish drive
partitioning.

Virtual disks connected from CD/DVD/BD will be available for reading only.

All earlier connected virtual disks get on a special list, which can be seen by clicking the
“Recent virtual disks” tab (inactive initially). Just select a disk you’ve already worked with,
and then click “Connect” for the fast connection.

3. By default the selected virtual disk will be connected in the read/write mode until you disconnect it or exit the
program. There are several auxiliary options however that can help in particular situations:
Conmection option:
Conrct dizk st the programm start

Connect disk az read-only

Norrdastuctive connect
Lurﬁd Ho
e Connect disk at the program start to have the virtual disk connected automatically at every program
start.
e Connect disk as read-only to prohibit modification of data on the virtual disk.

¢ Non-destructive connect. It’s a special read/write mode, when all changes on the connected disk are
being saved to a snapshot, thus providing complete safety for the original disk’s contents. If needed, this
snapshot can later be merged with its parental disk by using standard tools of virtualization software
vendor.
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If choosing connection in the read-only mode, the non-destructive connection will be

disabled and vice versa.
Since snapshots of Oracle VirtualBox are not supported, the non-destructive connection is
unavailable for .vdi disks.

4. That’s all. The selected virtual disk will be available on the disk map, as if it’s an ordinary physical disk.

Disk View = Scheduled Tasks Ikehivu ]Help

Local Disk (*) =
Volume letter: () .
Volume label: Frvat : 3
Type: Prmay NTFS version: 200 5
File system: NTFS Volume Size: 352 ME
Root entries: 15 Partition size: 552 ME
Sectors per boot: £ Used space: 24 M8
Sectors per cluster: 1 Free space: 574 ME
Activity: No
Hidden state: No
/) Move/Resize Partition
S Resize or Move padition i
Basic GPT Hard Disk 2 (VMware, VMware Virtual S SCSI Disk Dev) z
Local Disk (*) (Unallocated)
128 MB Net formattad (OEM sa... 565.8GB

m

'h Local Disk ()

lBasuc Hard Disk 3 (VMware virtual image) - Virtual lmage]
$3.8 MB NTFS

‘.Bucﬂad[hd(3(vuwmvlﬂudlmge)-vmudhage

Limitations:
e Avirtual disk opened for writing with a 3™ party tool (e.g. being used by a virtual machine) won’t be connected,

as asynchronous parallel writing to the disk file will most likely result in data corruption;

e Avirtual disk opened for reading with a 3™ party tool (e.g. it’s a parent VMware disk, which snapshot is being
used by a virtual machine) will be opened for reading only with the corresponding notification;

e A double disk connection is prohibited.

Repartitioning a virtual disk

Let’s assume you’ve got several partitions on a virtual disk. After installing a number of resource-consuming applications
and system updates the system partition has started to suffer from the lack of free space. But an adjacent partition has
a plenty of redundant space. That’s just enough to make the system partition suffer no more.

To increase size of a system partition by taking unused space from an adjacent partition, please do the following:

1. Connect the required virtual disk to our program.

2. Select it on the disk map.
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4

E Move/Resize Parition
Basic GPT Hard Disk 2 (VMware, VMware Vifual 5 5C51 Disk Dev)
B Local Disk () || B (Unallocated)
| I 128 MB Net formatted (0EM 5o || B Se3 2GR

Mmu#Emnﬁtudnm}-mudm

3 E
Local Disk (%) IEasic Hard Digk 2 (Viiware virtual image) - Virtual [magel
34.4 MB NTF3 Il W 652 MENTFS
B nTFS W FATR B FATIE UruscBd2 [ L Bd3 [ Limox B4 B PReiserfS |
« ¥

3. Right click on the space donor partition, then select Move/Resize Partition...

Volume leter: 2
- Doet Convert File System... L3

Type: Pomary | =
Fle system: NTFS Change Volume Label...
Root entries: 19 ; 2
Sectors per boot: 3 Hide Partition
Sectors per cluster: | Mark Partition as Active

Make Partition Logical

Change Cluster Size...

g ‘ Change Serial Number...
£ Move/Resize Padition Change Partition ID...
~ & : | Downgrade NTFS versien... x
[T T oo I
Basic GPT Hard Disk 2 (VMware, VMware Virtual S SCSI Disk Clear Free Space... =
Local Disk () (Unallocated) | TestSurface..
(B 128 M8 Notfometied OEMse.. || M 563868 |YfE Check File System Integity !

Edit/View Sectors...

Basic Hard Disk 3 (VMware virtual image) - Virtual Image

e e Properties... | |
Local Disk (*) ‘ Locaromse vy

B 3:4MB NTFS LN .

"l NTFS W FATR2 B FATIS Linux B2 Lrux Ba3 nxBeéd [ Resers [

<

In case you’ve got more than two partitions on the disk, and the required space donor is
not adjacent to the system partition, you can still use this scenario by consecutively
redistributing free space between all partitions involved in the operation.

4. Inthe opened dialog drag-and-drop the left edge of the partition to the right to release the required amount of
the free space (displayed in aqua-green). You can also do it manually by entering the exact size of free space.
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Are you sure you want to move/resize volume (*)?
You are about to move/rasize NTFS volume Privet, (*).

Basic Hard Disk 3 (VMware virtual image) - Virtual Image
[lq_))(lhdlocaad) “| @) Local Disk (')

308 35.4 MB NTFS
Volume size: 358aM8 o] 2mB-65MB
Free spacebefore; 3002MB 0[] Obytes-63MB
Free space after. |0 Bytes 2[=] obytes-63MB

Sector to sector move

Select this option to move partition areas that dont contain any data. This allows
you 1o keep the parition’s content after move exactly as & was, but will require
more time

5. Now you’ve got a block of free space to add to the system partition.

Disk Mop -a
' Basic GPT Hard Disk 2 (VMware. VMware Virtual S SCS! Disk Dev) '

Local Disk (*) .
I 128 M Mot fomatted OEM se.. || M 638GE ||

Basic Hard Disk 3 (VMware virtual image) - Virtual image
Local Disk () [ {Unallocated) M' Local Disk (*) 3
344 ME NTFS 30 MB b 354 MB NTFS LS
Total size: 30 ME =
B nutrs W FATIZ M FATIE | Linwc B2 Used: 30 MB | LmxEdd [ RasiseFS n
< Free: 0 Bytes ] »

6. Right click on the system partition, then select Move/Resize Partition...

UG FRARICE . LT L T
Move/Resize Partition... » E Partition 1D: 207 NTFS
\ NTFS version: 201
Convert File System... £ S ALA
Change Volume Label... Partition size: 34‘-‘ MB
Hide Partition Used space: 2.4 MB

.

Free space: 3195M8B

Mark Partition as Active Activity: No
Make Partition Logical Hidden state: Mo
Change Cluster Size...
, Move/Ri Change Serial Number...
o g Resize or Change Partition ID... =
| Donngrede NTFS version-- |
‘Basic GPT Hard Diasd/'Pe Partition... Disk Dev) i
_| Clear Free Space.., ‘
Lo Dk 0) | ———— — *
T z
. 128 MB Net : est Surface. J|
S B Check File System Integrity A4
'Basic Hard Disk 3(\  Edit/View Sectors...
. e E
Local Disk (%) Properties... ;I‘ Local Disk () 1
38 & MB NTFS TTETHE | M 352 MB NTFS L3
B ntes W FAT32 W O FATIE | LnxBe2 | UnxBe? [ UnxBdé [l ReserS B

<« I »

7. Inthe opened dialog shift the right edge of the partition to the right end, thus increasing its size.
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Are you sure you want to move/resize volume (*)?

You are about 1o move resze NTFS volume System, (%)

[ Basic Hard Disk 3 (VMware virtual image) - Virtual Image

@) Local Disk ()
64.4 MB NTFS

Volume size 84 45MB +[=] 2MB-62 M8
Free space before: (0 Bjtes A E] Obytes - 6133 MB
Frea space after 0 Bytes 3 [; Obytes - 6152 MB

Sectorto sector move
Selact this option to move padition areas that don't contain any data. Thes allows you
10 keap the panttion's content aftar move exactly as t was, but will raquire more tme

8. Apply all introduced changes. By default, the program works in the virtual mode of execution, so you have to
confirm all operations to let the program accomplish them. To do that, just click the Apply button on the Virtual
Operations Bar.

9. When done, either disconnect the virtual disk or close our program.

Exchanging data between physical and virtual environments

Let’s assume you need to import a lot of data from one of your virtual disks. The best way out is to use our program, as
it can help you do that without starting up the virtual environment and the other actions typical for this task.

To import data from a virtual environment, please do the following:

1. Connect the required virtual disk to our program.

2. Select in the Main Menu: Tools > File Transfer Wizard (any of the ways described earlier can also be used here).

3. Onthe Wizard's Welcome page, click the Next button.

4. Select a disk where the required data is stored from the pull-down list in the right pane of the window. You can
find it among physical partitions, as a connected virtual disk cannot have an assigned drive letter either.

Source
[E] Vista 1) [« o K¢
) ] Disic Drives
N [E] vista i£)

&) BO-ROM Drve: (D)
] Local Disk (£

u MNew Yolumes :_:_

[E] ser 14:200.0.1.164'e)

ﬁ FPhysical parions

2

G Metwodk places
I;I] Plabar

To easily find the required disk, please use its volume label or sequence number as a check
point.

5. Select files you want to copy and place them to Clipboard by pressing the left arrow-button. Click Next to
continue.
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Clipboard Source
Hame Seuree Fatn w,, New Volume, Disk 3, partition 1 T“IE ﬂ: w
Rldpng 0204005
| f30dpng /03.02png Hama T
05.05png  /05.05png & (@ Mew Volume. Disk 3. pattion 1 (Premary, NTFS)
DE-02 05 prg /05-02.05 00 [—@ 0204909 .
| D6Dépng  /06.04png - [F 03,04 png L
0704png  /U7.04gng = 050205205
[ F‘ hs \.’:4
| aldpng JlEUspng | 05.05pr
06.04 pg
0704 png
B 09.04 pngy
1 s

Total dats size: 391.7
6. Select the Save data to local/network drives item. Click Next to continue.

Thane ane saversl ways the Wizand can stors your data, Plase sslact how would you lics to save the data
&) | Save data to local/network drives. |

") Save data to physical paritions.

" Bum thes data to CD or DVD.

Salact the option to sawve your data locally on 2 mountad padition faith dive lstter assigned) or on & network share, To stom your daia on the nebwer, you
will nisad & mapped network dive or & mounted dinecton on the server, Yo wil be prompled 10 choose &n exast location for your data kater in the wizand

7. Specify the exact place to copy the data to.

Pleasa select the destination path where to save the data from cipboard

Lookm: | [ Visa € [£] @ 2
Address: C/
Name Date -~
2 ﬂVaaC) s
s archive_db 12/30/2005 12:47:51 AM
& J4 BM2005 12/30/2009 1:35:47 AM
@ ) Pedlogs 7/12/2009 7:20:08 PM
© L Program Fles 12/28/2009 41804 A~
Total data size: 391.7KB

Space avaiabls on dastination. 147.3 GB

8. Finish the wizard to accomplish the operation.

Copying data from a parent virtual disk to one of its snapshots

Let’s assume you’ve got a virtual machine with several snapshots. You need to copy some data from a parent image to
one of its snapshots. You can’t just roll back to the parent image, as you don’t want to lose the latest data of the
snapshot, so the best way out is to copy the required data from the parent image to the snapshot.

To copy data from a parent image to one of its snapshots, please do the following:

1. Connect the required snapshot disk to our program.

2. Connect its parent disk to our program. It’ll be connected for reading only.

3. Copy the required data from the parent disk to the snapshot.

4. Disconnect the virtual disks or close the program.
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Migrating from one virtual environment to another (V2V)

Let’s assume you're willing to shift to another virtualization software vendor (e.g. from Microsoft Virtual PC to VMware
Workstation). The only thing that holds you back from it is a lot of virtual machines of MS Virtual PC, which are not fully
compatible with VMware Workstation. Don’t worry, we can help you out.

Before you start, please make sure you’ve got enough free space to accomplish the
operation.

To make a virtual machine of one vendor out of an existing virtual machine of another vendor, please do the following:

1. Connect all virtual disks of the required virtual machine to our program.

2. Complete the P2V Copy Wizard. Do not forget to select all virtual disks as objects of virtualization.

As a result you’ll get two virtual machines containing the same virtual environment, but of different vendors. You can
now delete the original to release some free space.
Migrating from a virtual environment to physical (V2P)

Let’s assume your desktop PC was damaged a couple of months ago. Luckily you had had its system virtualized just
before the tragedy. Having a laptop at the disposal, you kept working with the desktop system in a virtual environment
for a while, while scanning the market for a replace. To cut it short, you’ve got a brand-new desktop PC just delivered to
your door —it’s time for a little V2P operation. Our program can help you do that.

Before you start, please make sure the following conditions are met:
e You've got drivers for the new hardware ready to use, not zipped or in .exe files.
e You've got access to the virtual disk from your desktop PC. You can have it locally, on external storage, or a
network share.

To migrate from a virtual environment to physical, please do the following:

1. Start up the computer from the WinPE media.

2. Connect the required virtual disk to our program.

3. Copy the connected virtual disk to your physical disk just the way it’s done with physical disks.

4. Right click on the virtual disk, then select Disconnect Virtual Disk.

5. Complete the P2P Adjust OS Wizard.

Migrating a Windows 7 vhd

Let’s assume you need to make your Windows 7 contained in a .vhd file start up on another computer. You’ve copied
the virtual disk, added info on it to the BCD boot menu, then tried to start up the OS, but to no avail - your Windows
goes BSOD with the 0x000007B error code. We can help you out with this naughty problem.

To make a .vhd image of Windows 7 start up on different hardware, please do the following:

1. Start up the computer from the WinPE media.

2. Connect the required virtual disk to our program.
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3. Complete the P2P Adjust OS Wizard.

Hard Disk Utilization
To irreversibly destroy all on-disk information without any possibility to recover and that way providing the maximum
level of security, please do the following:

1. Inthe Main Menu: select Wizards > Wipe Hard Disk or Partition...

There are other ways to start up this function, please consult the Interface Overview
chapter to know more on the subject.

2. Onthe Wizard's Welcome page, click the Next button.
3. Select a hard disk, the data of which you want to wipe out.

can set 10 wipe all data on the partition or only unoccupied space on & (see the ned step)

faaucuadu-kowum.w-mmw S SCSI Disk Dev)

|

| lt_); Local Disk (C:) ©) data (Z))
|| W 232.3GB NTFS 217GB NTFS

Basic Hard Disk 1 (VMware, VMware Virtual S SCS! Disk Dev)
@) Local Disk ()
£99.9GB NTFS

Basic GPT Hard Disk 2 (VMware, VMware Virtual S SCSI Disk Dev)

I I ©) (Unallocated)
5698 GB

4. On the Wipe Mode page, select the wipe out all the data to irreversible destroy all on-disk information.

9 | Wipe out ol the data |

Choose this option £ you want 10 destroy complately all the data on the selacted object

Choose this option £ you want 10 destroy the traces of data that may have been left after an ordinary delete
operation

5. Onthe Wipe Method page select a specific data erasure algorithm or choose to create a customized one (in our
case we prefer to use a certified military standard).

@ | Specfic dgorthm |

US DoD 5220.22-M Z]

You can sae the algorthm descnption and set the laval of verfication on the next page
Create your own Data Santization method

You can creata your own Data Santtization method

The list of supported military and government standards may vary for your product.
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6. The next page of the wizard enables to get detailed information on the selected algorithm, choose whether to
carry out residual data verification or not specifying the percentage of sectors to check and estimate the time
required to accomplish the operation.

Wipe mathod

US DoD 5220.22-M

Orvenarte all addressahls lncations with & character, it complamant, than a random charactar and ey
Erase passes count: 3

erfy passes count: 1

7] | Verfy wipe resubs |
Parcantage of sectons to check: | 100

Approximate wipe time: 14:02-40

Flagse note, & would be a deviation from US DolD 5220.22-M

[ 'O You can skip verfying completaly or partly by disabling & or mducing percantage of sectors to chack

7. Review all parameters of the operation and modify them if necessary.
Your hard disk before the changes
Basic Hard Disk 0 (VMware, VMware Vildual 5 SCS1 Disk Dezw)

I ) Local Disk (C:) I @) data (Z:)
282 9 GB NTF! 217 GB NTFS

Yeur hand disk after the changes
Basic Hard Disk 0 (VMware, VMware Virdual 5 5C51 Disk Dev)

I @) (Unallocated)

8. Complete the wizard and then apply the pending changes.

Extra Scenarios for WinPE

Please use Boot Media Builder to prepare the WinPE recovery environment, which you can
get here: www.paragon-software.com/my-account/.

Adding specific drivers
The WInPE based recovery environment offers excellent hardware support. Anyway you’ve got the option to add drivers

for specific hardware with a handy dialog.
To add drivers for specific hardware, please do the following:

1. Click Load Drivers.

2. Inthe opened dialog browse for an .INF file of the required driver package located on a floppy disk, local disk,
CD/DVD or a network share. Then click the Open button to initiate the operation
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Look in: I (5] ga psanver () :J o 3K "
@ Hame Size
= ga [Oaanver) (£:)
Dk Drivas 3 B GA_MT!
0 T A
#-E] 22408
@ i aMNatasha
Natwork Placas + AMools_FMA0US
= [ Aduist0s
. Compatibility
#- [ Devacan
= 5l drivers
. aard loc_win2k Jap-vista_b 11975
- & ias-ICH
= Diviver 518/2008 10:33:5
—| ELE BEKE 91252008 1:21:.12 AM
i S inf TKE 9122008 12172 AM ~|

To know how to map a network share, please consult the Configuring network scenario.

3. You will be notified on the successful accomplishment of the operation. Click Yes to load another driver or No to
close the dialog.
3 Driver “z-/adjustos/dhivers/intel-ich/driver/iashci inf™ has

been loaded successhully. Would you like to load another
driver(s)?

The WinPE recovery environment is 32-based, thus you need to use 32-bit drivers for
injection.

Configuring network

If your local network has a DHCP server, a network connection will be automatically configured once the WinPE
recovery environment has been started up. Otherwise you will need to do it manually with a handy dialog by providing
an IP address, a network mask, default gateway, etc. Besides with its help you can easily map network shares.

To manually set up a network connection and map a network share, please do the following:

1. Click Configure Network.

2. Inthe opened dialog provide an IP address, a network mask, default gateway, etc. for your network device.
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Ethemet adapter: | intei(Ft) PRO./1000 MT Network Connection =]
IP address configuration
" Obtan an IP address aulomaticaly.

Rerew address | Release address

& Use the folowing IP address ©

IP Address : [17230 24 12

Submet Mask : I255.255.255.D

Defauk Gateway : |172.30 24 254 Advanced...

DHSANVINS configuration
¢ Obtain DNS sener address sutcmaticaty

DMNS sarver : 7230 30 33 Advancad
R Cbtain WINS server address automaticaly

Primory WINS server . |172.30 30 33
Secondary WINS server: [0 0 0 0

Loadfomfle | Savetofte | oK ooy | cawe |

3. Click the Network drivers tab to map a network share.

Drive | Netwodk path |

Map Network Drve |

4. Click Map Network Drive and provide all the necessary information to map a network share in the opened

dialog:
- Remate location mapping
Anetwoek share - || _|

Map o dive letter : |7 =

I Make permanent connection

(¥) Connect ms user oK Cancel |

Click the standard browse button [...] to browse for the required network share or manually enter a path to
it;

e Define a letter from the pull-down list of available drive letters;

Click the Connect as user button at the foot of the dialog page to specify a user name and password to
access the selected network share if necessary.

By clicking Disconnect Drive... you can delete an existing network share if necessary.
5. Click the Network identification tab to change a network name of your computer (generated automatically) and

a workgroup name.

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



262

T Network scates ), (1. NetwokdivesT), = Hetnork centfication
Computer Name :  [MININT-24LBEPF

Waorkgroup : [WORKSROUP
Frimary DINS suffic : |

6. By default, the wizard saves all network settings in the netconf.ini file located on the WinPE RAM drive, thus it
will only be available until you restart the computer. However, you can just once configure your network device
and then save this file to some other destination, for instance a local drive, and this way avoid constant re-
configuration, just by providing a path to it. So Click Save to file to save the netconfig.ini file to the required
destination.

Network troubleshooter

Network Configurator includes a traceroute/ping utility that enables to get detailed information on particular routes and
measure transit delays of packets across an Internet Protocol (IP) network. So with its help you can easily track down
problematic nodes.

1. If you need to ping some network host, please select Ping, then type in the required IP address or its name. Click
Start when ready.

L v ale 3 Jig Network utiities

Wity: | Png |
Target: Imvwgooyecom
[~ Ping the specied host untd stopped
™ Resolve addresses to hostnames

Clear output I
[~ Number of echo requests to send; |1 3:

Running ping www googie com

Pinging www | google com [74.125 43 93] with 32 bytes of data
Reply from 74,125 43 .95 bytes=32tme=46ms TTL=55
Reply from 74.125.43.99: bytes=32time~47ms TTLe56
Reply from 74,125.43.99: bytes=32 time=45ms TTL=56
Reply from 74,125.43.99: bytes=32 time=46ms TTL=56
Ping statistics for 74.125.43.99
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trp tenes in mili-seconds
Minimum = 45ms, Maamum = 47ms, Average = 46ms

ping www.google com done

e Ping the specified host until stopped. Mark the option to ping the chosen host for indefinite time;
e Resolve addresses to hostnames. Mark the option to display hostnames instead of IP addresses.

¢ Number of echo requests to send. By default the utility sends 4 echo requests, which you can modify
however.

2. If you need to trace a route to some network host, please select Trace route, then type in the required IP
address or its name. Click Start when ready.
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ang Networ utilties

vy [T - |

Targat: [wmgu«:lglemn
[T Do not resolve addresses to hostnames
[~ Madmum number of hops to search for taget: |1 =
™ Wai timeout miliseconds for each reply: 1 8

4ims 4ims
209,85 254 153

7 ddms 4dms
44 ms
B4 23317453

B 57ms
S3ms Sdms
205 85 255,245

9 4ima
d8mes 49me
bwind105.1¢100net [74.125.43.105]

Trace complete
0

tracer Wanw QOCgES COM O0MS

e Do not resolve addresses to hostnames. Mark the option to display IP addresses instead of hostnames.

e Maximum number of hops to search for target. By default the utility goes through maximum 30 hops when
searching for the target host, which you can modify however.

e Wait timeout milliseconds for each reply. By default the utility waits 4 seconds for each echo reply
message. If not received within the timeout, an asterisk (*) is displayed.

Saving log files

The program enables to simplify the procedure of sending support requests to the Paragon Support Team. In case of
having difficulties with handling the program, you, with the help of this very function, can address the company support
engineers and provide them with all the information they need such as the disk layout, performed operations, etc. in
order to tackle the encountered problem. Information of that kind is stored in log files.

To prepare a log files package, please do the following:
1. Click Log Saver.

2. Provide an e-mail address used for registering the product, then give a detailed description on the encountered
problem in the corresponding text fields. Please don’t worry - we respect your privacy, so none of your
confidential data will be exposed. This utility only collects the program’s operation logs to help our Support
Team find and tackle your problem. Click Next to continue.
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Welcome to Log Saver Wizard

Please entec e-mai address which was used while regstenng this product. With s help Parsgon Suppont
Departmant will be able to associate your log fles with your raquast through gndne mauest svsiem

| TEST_USER@gmad com

Please enter dascnption of encounterad issus:

The system doesnt stast up after migration. Plaase help

I’ Privacy statement

Please note. this process collects only Paragon created log data. Paragon Software
raspacts your privacy and does not touch personal data. All the collected nformation
wil ba usad for problem rasearch and fix only in our support team

© Show pavacy statement | Meas | conc |

Log files do not contain any confidential information on the operating system settings or
the user documents.

Browse for the required location of the log files package or manually provide a full path to it. Click Save to
initiate the operation.

Specify folder and file name for ZIP archive

Lookin: | [5] Data E) = W R

Name

- [5] Local Disk IC3)
- [3] System (D)
- [E] ks {7

- @)CD Drive (G:) PARAGON

- [E] Baet (%)

| Size | Date

Fila nama: |TE5T_|_|5 ERkgmad coen] 2011-12-15_04-28.5p

Fles cf type: | ZIP archives

This function is also available under Windows.
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Troubleshooter

Here you can find answers to the most frequently asked questions that might arise while using the program.

1.

| try to run an operation, but the program claims my partition is in use and suggests restarting the computer.

There are a number of operations that cannot be performed while your partition is in use (or locked in other
words). Please agree to reboot your machine to make the program accomplish the operation in a special boot-
up mode.

| run an operation and restart the machine as required, but it just boots back into Windows without
accomplishing the operation.

Please run 'chkdsk /f' for the partition in question.
| cannot create a new partition on the disk.
There can be a number of reasons for that:
e The program cannot create a new partition on a dynamic disk.

e The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert
a free space on an existing partition to a new partition.

| cannot copy a partition.

There can be a number of reasons for that:

- The source or target disk you select is a dynamic disk;

- 4 primary partitions (or three primary partitions and an extended one) already exist on the target disk.

| need to copy a partition. But when selecting a place where to make a copy, | always get a crossed circle sign no
matter which partition is selected.

The program enables to copy a partition only to a block of un-partitioned space. If you don’t have a block of free
space on your hard disk, please delete or reduce an existing partition to accomplish the operation.

| cannot do anything with my USB flash drive. | get a crossed circle sign when trying to select any area on it.

Some USB flash drives don't have the MBR (Master Boot Record), that’s the cause of your problem. To fix the
issue please use the Update MBR function of our program or 'fixmbr' of the Windows installation disc to write a
standard code to your flash drive.

When trying to back up my system the program asks to restart the computer.
Most likely the Hot Processing mode is disabled. Please make it active in the program settings.

When backing up a partition with the VSS (Volume Shadow Copy Service) mode, the program throws "VSS could
not be started for processed volume".

Most likely you try to back up a FAT32 partition, which is not supported by VSS. Please use the Paragon Hot
Processing mode instead.

| cannot back up my hard disk to an external hard drive. Once started, the operation is aborted with the
following error: Hard Disk management, Error Code 0x1100a. What is wrong here?

The problem is that the Microsoft VSS service is set as the default Hot Processing mode in the program. But this
service has not been started in your WindowsXP/Windows2003/Vista. Please start this service (right click on My
Computer > Manage > Services > find Microsoft Volume Shadow Copy Service and make it active. Set also to
start it automatically).

Copyright© 1994-2012 Paragon Software GmbH. All rights reserved.



266

10. When running a backup operation with the Paragon Hot Processing mode enabled, | get an error: error code
0x1200e "Internal error during Hot Backup"

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

11. When running a backup operation with the Microsoft VSS mode enabled, | get the following error: error code
0x12016 "VSS: can't read volume data”

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

12. When trying to back up to a network share, | get the following error: "i/o error" or "can't open/create file"
Please check whether you’ve got a permission to write to the selected destination or not.

13. When trying to restore a backup archive, | get the following error: "Can't restore to current selection" or
"Archive does not fit"

Most likely you're trying to restore a backup of the whole hard disk to a partition or vice versa.
14. | set up a timetable for a task, but it fails to execute.
There can be a number of reasons for that:

- Windows Task Scheduler does not work properly. Check whether it is so or not by scheduling a simple task (call
Notepad through scheduling);

- You don’t have permission to write to the selected backup destination.

Glossary

Active Partition is a partition from which an x86-based computer starts up. The active partition must be a primary
partition on a basic disk. If you use Windows exclusively, the active partition can be the same as the system volume.

In the DOS partitioning scheme, only primary partitions can be active due to limitations of the standard bootstrap.

The term backup originates from the time when the best way to protect valuable information was to store it in form of
archives on external media. It's become now a general notion to mean making duplications of data for protection
purposes.

Bootable Archive is created by adding a special bootable section when backing up the data to CD/DVDs. Thus you will
be able to restore the data from these archives without having to run the program, but by simply booting from these
CD/DVDs.

Cluster is the smallest amount of disk space that can be allocated to hold a file. All file systems used by Windows
organize hard disks based on clusters, which consist of one or more contiguous sectors. The smaller the cluster size, the
more efficiently a disk stores information. If no cluster size is specified during formatting, Windows picks defaults based
on the size of the volume. These defaults are selected to reduce the amount of space that is lost and the amount of
fragmentation on the volume. A cluster is also called an allocation unit.

Extended Partition is a partition type you create only on a basic MBR (Master Boot Record) disk. Extended partition is
used if you want to create more than four volumes on a disk, since it may contain multiple logical drives.

File System Metadata. The servicing structures of a file system, which contain information about allocating files and
directories, security information etc, are named the file system metadata. It is invisible for users and regular
applications because its accidental modification usually makes a partition unusable.
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Hard Disk Geometry. Traditionally, the usable space of a hard disk is logically divided into cylinders, cylinders are
divided into tracks (or heads), and tracks are divided into sectors.

The triad of values {[Sectors-per-Track], [Tracks-per-Cylinder], [Amount-of-Cylinders]} is usually named the Hard Disk
Geometry or C/H/S geometry.

Tracks and cylinders are enumerated from "0", while sectors are enumerated from "1". These disk parameters play an
essential role in the DOS Partitioning scheme.

Modern hardware uses an advanced scheme for the linear addressing of sectors, which assumes that all on-disk sectors
are continuously enumerated from “0”. To allow backward compatibility with older standards, modern hard disks can
additionally emulate the C/H/S geometry.

Hidden Partition. The concept of a "hidden" partition was introduced in the IBM 0OS/2 Boot Manager. By default, an
operating system does not mount a hidden partition, thus preventing access to its contents.

A method of hiding a partition consists in changing the partition ID value saved in the Partition Table. This is achieved by
XOR-ing the partition ID with a 0x10 hexadecimal value.

Master File Table (MFT) is a relational database that consists of rows of file records and columns of file attributes. It
contains at least one entry for every file on an NTFS volume, including the MFT itself. MFT is similar to a FAT table in a
FAT file system.

MBR & 1st track of the hard disk is the Oth sector of the disk. MBR (Master Boot Record) contains important
information about the disk layout:

- The used partitioning scheme;

- The starting records of the Partition Table;

- The standard bootstrap code (or the initial code of boot managers, disk overlay software or boot viruses).
Generally, the Oth sector is used for similar purposes in all existing partitioning schemes.

The MBR capacity is not sufficient to contain sophisticated boot programs. That’s why the on-boot software is allowed
to use the entire Oth track of the disk. For example, boot managing utilities such as LILO, GRUB and Paragon Boot
Manager are located in the Oth track.

Partition ID (or File system ID) is a file system identifier that is placed in the partition. It is used to quickly detect
partitions of supported types. A number of operating systems completely rely on it to distinguish supported partitions.

Partition ID is saved in appropriate entries of the Partition Table and takes only 1 byte of space.

Partition Label (or Volume Label) is a small textual field (up to 11 characters) that is located in the partition's boot
sector. This value is used for notification purposes only. It is detectable by any partitioning tool including the DOS FDISK
utility.

Modern operating systems save it within a file system, e.g. as a special hidden file. Thus it is able to contain a relatively

large amount of text in multiple languages.

Partitioning Scheme is a set of rules, constraints and format of the on-disk structures to keep information on partitions
located on a hard disk.

There are known several partitioning schemes. The most popular of them is the so-called DOS partitioning scheme. It
was introduced by IBM and Microsoft to use multiple partitions in the disk subsystems on IBM PC compatible
computers.

Another popular partitioning scheme is the so-called Logical Disks Model (LDM) that originates from the UNIX
mainframe systems. Veritas Executive accommodates a simplified version of LDM to the Windows 2000 operating
system.
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Windows 2000 and XP support two quite different partitioning schemes: the old DOS partitioning scheme and the new
Dynamic Disk Management (DDM). The problem is that earlier versions of Windows do not support DDM. In addition,
most hard disk utilities do not support it as well.

Recovery Media is a CD/DVD disc, a USB flash card or even a floppy disk from which you can boot for maintenance or
recovery purposes.

Root Directory is the top-level directory of a formatted logical drive to include other files and directories. In modern file
systems (Ext2/Ext3, NTFS and even FAT32) it does not differ from other directories. This is not the case for old FAT12
and FAT16 file systems.

Serial Number. In the DOS partitioning scheme, every hard disk and every partition has a 32-bit serial number
represented by an 8-figure hexadecimal value. It is stored in the MBR and its value is assigned when the MBR sector is
initialized by Microsoft standard disk managing tools, such as Windows Disk Administrator and the FDISK utility.

In fact, a hard disk's serial number is not important for most operating systems and software. It is known that Windows
NT, 2000 and XP store its value in the database of assigned drive letters.

A partition's serial number is stored in its boot sector (in FAT16, FAT32 and NFTS file systems). Its value is assigned when
the partition is formatted. It does not play an important role for most operating systems and software as well.
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