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INTRODUCTION

Data security nowadays is the burning issue not only for companies and government agencies, but rank and file people as well.
Our personality is now fully embedded in computer technology. It is computer you apply to when at work, it is also computer
you use at home for entertainment or as a reservoir for containing some valuable data such as personal correspondence,
banking account information, credit card numbers, financial records, whatever... It is obvious that this kind of data should in no
way be available to others. That is why, when disposing of a storage device (a hard disk or a flash memory drive), the crucial
thing is to make sure it does not contain any information, because simple deletion, or even reformatting do not guarantee data
security at all. To do that, you need a specially designed tool.

Paragon Disk Wiper™ 10 is a fast, convenient and reliable solution providing irreversible destruction of data on separate
partitions or entire hard disks (IDE, SCSI, SATA, USB, etc.) as well as any type of flash memory devices.

In this manual you will find the answers to many of the technical questions, which might arise while using the program.
WHAT’S NEW IN DISK WIPER 10

O Support of the Windows Installer MSI package. It is the latest engine for the installation, maintenance and removal of
software on Windows-based operating systems. With its help you can now install the product remotely or in the silent
mode, make use of powerful deployment capabilities, etc.

O Improved 64-bit support. You don’t need to reboot your computer from the Wiping CD every time an operation cannot
be accomplished under 64-bit Windows any more. The program will automatically reboot to a special mode to
complete the operation.

O Support of GUID Partition Table (GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista, Server 2008, Mac OS X and Linux.

O Support of the latest Linux kernel. It offers support of a wider range of hardware configurations, including the brand
new Intel ICHI chipset.

O Integration of the Linux/DOS wiping media directly to the installation package. You can now burn it with the Wiping
Media Builder any time you want.

O A context sensitive hint system for all functions of the program. You can now get a detailed description to any setting,
control, or field of the program just by clicking the hint button and then the object you need.

DISK WIPER EDITIONS

The product is being released in several editions, Personal and Professional, which vary in price and provided functionality:

O The Personal edition does not enable to use national government and military data erasure standards, but only two
wipe algorithms (Paragon’s and customized).

Q The Personal edition does not support dynamic disks
O The Personal edition does not support scripting, i.e. it cannot perform batch tasks in the unattended mode.

O Generate Script, Save to Scheduler, Send Log Files, and View Logs program’s dialogs are unavailable in the Personal
edition.

O Thereis no possibility to send notifications by e-mail on the carried out operations in the Personal edition.
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@ Please take into consideration the mentioned above peculiarities of the certain versions when
working with the program.

PRODUCT COMPONENTS

In order to cope with different tasks, the product contains several components:

O Windows based set of utilities is the crucial part of the product. With the help of an easy to use launcher you may find

and run the required tasks.

O Linux/DOS based Wiping CD is a multi-platform bootable media that enables to run utilities under Linux or PTS DOS.
Both platforms have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or USB devices.
It enables to burn CD/DVD disks. However there can be some difficulties with detecting new hardware. DOS in its turn
has no problems of that kind but is limited in features. The Linux/DOS Wiping CD requires no installation and can be of
great help when the system fails to boot. Besides it offers a Windows XP like environment.

FEATURES OVERVIEW

This chapter dwells upon key benefits and technical highlights of the product.
KEY FEATURES

Let us list some of the key features:

USER FRIENDLY FAULT MINIMIZING INTERFACE
O Graphical representation of the data to gain a better understanding.
O A handy launcher to easily find and run the required tasks.
O Comprehensive wizards to simplify even the most complex operations.
O A context sensitive hint system for all functions of the program.

Q Previewing the resulting layout of hard disks before actually executing operations (so-called virtual operations).

PARTITION/HARD DISK MANAGEMENT FACILITIES

Q Basic functions for initializing, partitioning and formatting hard disks (create, format, delete). Instead of the standard
Windows disk tools, the program supports all popular file systems.

QO Mount a partition (assign a drive letter) of any file system type to make it available for your operating system.

WIPE FACILITIES

O Data wiping to successfully destroy all on-disk information including the standard bootstrap code and other system
service structures.

O Free space clearing to destroy any remnants of deleted files/directories left on disk without affecting the used data.

Copyright© 1994-2009 Paragon Software Group. All rights reserved.



[:\FAUTOMATIZATION FACILITIES

a

Task scheduling to automate routine operations. It can be particularly effective when you have to repeat a sequence of
actions on a regular basis.

A Scheduling is only available for the Windows installation of the program.

Q

Scripting to make the program create a script of any set of operations you need. Besides support of all operations
available in the interactive mode, the unattended mode provides some additional features, such as conditional
execution, subroutines, repeatable iterations, disk/partition properties analysis, errors management, etc.

AUXILIARY FACILITIES

Q

Q

Q

File Transfer Wizard to make such operations as transferring of files/directories or burning of them to CD/DVD as easy
and convenient as possible. Providing access to Paragon backups as regular folders, it may also help to replace
corrupted data from a previously created image in case of an operating system failure.

Wiping Media Builder to create a Linux/DOS bootable media, which can later be used to boot and irreversibly destroy
the on-disk data. Moreover, with its help you can save data from partitions of your hard disk directly to compact discs
or burn ISO-images. The utility supports various formats of laser discs: CD-R/RW, DVD-R/RW, DVD+R/RW, DVD-R,
DVD+R double layer, Blu-ray and can handle multi-session burning.

Boot Corrector to tackle most of your Windows boot problems caused by a human factor, program error or a boot virus
activity. It enables to correct the Windows System Registry in the offline mode, i.e. when it's not been started up.
Besides it can help you out with other operating systems for instance, when a boot virus has corrupted the MBR
(Master Boot Record).

JAN

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

SUPPORTED TECHNOLOGIES

Along with using innovative technologies from outside, Paragon has developed a number of its own original technologies that
make its products unique and attractive for customers:

Q

Paragon Power Shield™ technology to provide data consistency in case of a hardware malfunction, power outages or
an operating system failure.

Paragon UFSD™ technology to browse partitions of any file system including hidden and unmounted, modify and copy
files and folders, etc.

Paragon BTE™ technology to set tasks for execution in the Windows blue screen mode, thus saving from the need to
use a bootable media when modifying system partitions.

Microsoft Dynamic Disk (simple, spanned, striped, mirrored, RAID-5) to offer more management flexibility without the
partition limitation of basic disks. Dynamic storage can be particularly beneficial for large-scale businesses when dealing
with many physical hard disks involving complex setup.
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Q

GUID Partition Table (GPT). It is the next generation of a hard disk partitioning scheme developed to lift restrictions of
the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and Linux.

JAN

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

SUPPORTED FILE SYSTEMS

Paragon Disk Wiper 10 provides support of major file systems presented on the market today:

a

a

Full read/write access to FAT16/FAT32 partitions.

Full read/write access to NTFS (Basic and all five types of Dynamic Disks) under Windows 95/98/ME, Linux and PTS DOS.
Compressed NTFS files are also supported.

Full read/write access to Ext2FS/Ext3FS partitions under all versions of Windows, DOS 5.0 and later.

Basic partitioning operations (create, format, delete) for Linux Swap.

SUPPORTED MEDIA

O

Q

Support of both MBR and GPT hard disks (up to 1,5 TB tested)

IDE, SCSI and SATA hard disks

CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-ray discs
FireWire (i.e. IEEE1394), USB 1.0, USB 2.0 hard disks, ZIP® and Jazz® disks

PC card storage devices (MBR and GPT flash memory, etc.)

GETTING STARTED

In this chapter you will find all the information necessary to get the product ready to use.

SYSTEM REQUIREMENTS

WINDOWS BASED SET OF UTILITIES

To use the Windows utilities, you should install them first. But before that, make sure your computer meets the following
minimum system requirements:

a

Q

Q

Operating systems: Windows 2000/XP/Vista/7/Server 2000/2003/2008 and XP SP2/Vista/7/Server2003/2008 64-bit
Internet Explorer 5.0 or higher

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed

128 MB of RAM

Hard disk drive with 100 MB of available space
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O SVGA video adapter and monitor

Q Mouse

LINUX/DOS BASED WIPING CD

To use the Paragon Linux/DOS Wiping CD on your computer (it doesn’t matter what operating system is installed), make sure
that it meets the following minimum system requirements:

Q IBM AT compatible computer with i486 or higher CPU
O 256 MB of RAM

QO SVGA-compatible monitor

QO Mouse (recommended)

O On-board BIOS supports booting from CD first
INSTALLING THE PROGRAM UNDER WINDOWS

As we have already mentioned only Windows components of the product require installation. So to install Paragon Disk Wiper
10 under Windows, please do the following:

1. Run Setup Application. Click on the DriveBackup.MSl file. This application will guide you through the process of the
program installation. The setup utility is compiled with the InstallShield SDK, hence it contains the standard user
interface and set of installation steps.

In case there is some previous version of the program installed on the computer, the program will
offer the user to uninstall it first.

2. Starting Setup. The Welcome page informs that the application is being installed. Click the Next button to continue.

3. Confirm License Agreement. The License Agreement page displays the Paragon License Agreement. Read the
agreement and then select the appropriate option to accept. If you do not agree with any conditions stated there, the
installation process will be interrupted. By clicking the Print button, the License Agreement may also be printed out.

4. Provide Customer Information. On the Customer Information page you are to provide the standard information, i.e. a
user name and an organization. Besides you need to decide whether to make the program available for all users of this
computer (if several) or only for the current one.

5. Select an Installation Folder. The Destination Folder page allows you to choose a folder where the program will be
installed. By default, the installation folder will be created as:

C:\Program Files\Paragon Software\Paragon Disk Wiper 10. To select another folder, click the Change... button.

After you have selected the required folder, click the Next button to continue.

Do not install the program on network drives. Do not use Terminal Server sessions to install and run
the program. In both cases, the program functionality will be limited.
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6. Confirm Installation. On the Ready to Install the Program page click the Install button to start the installation or the
Back button to return to any of the previous pages and modify the installation settings.

7. Copying Files. The Copying Files page shows the overall progress of the installation. Click the Cancel button to abort the
setup.

8. Finishing the Installation. The Final page reports the end of the setup process. Click the Finish button to complete the
wizard.

STARTING THE PROGRAM UNDER WINDOWS

To start Paragon Disk Wiper 10 under Windows, please click the Windows Start button and then select Programs > Paragon
Software > Paragon Software Disk Wiper™.

The first component that will be displayed is called the Launcher. In general it enables to run wizards and utilities, to specify
program settings, to visualize the operating environment and the hard disk configuration, to launch the help system or to go to
the program’s home page.

A To know more on the subject, please consult the Windows Components chapter.

BOOTING FROM THE LINUX/DOS WIPING CD

The Linux/DOS Wiping CD can be used to boot your computer into Linux or PTS DOS to get access to your hard disk for
maintenance or recovery purposes. On the disk you can also find the PTS DOS safe mode, which may help in a number of non-
standard situations such as interfering hardware settings or serious problems on the hardware level. In this case, only basic files
and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

STARTUP PROCEDURE

To start working with the Linux/DOS Wiping CD, please take the following steps:
1. Insert the Linux/DOS Wiping CD into a CD/DVD drive;
2. Reboot the computer;

3. Launch a boot mode you need (Normal, Safe, Low-Graphics Safe) in the Boot menu.

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. Click on the required operation to start. Hints on the selected at the moment item will help you make the right choice.

To automatically boot from the Wiping CD make sure the on-board BIOS is set up to boot from CD
‘ : s first.

|BOOT MENU

Copyright© 1994-2009 Paragon Software Group. All rights reserved.



W= After you have inserted the Wiping CD into a CD/DVD drive and restarted the computer, the Boot menu appears.

=

1§

= - Hormal Hode Hain recouvery
& Safe Mode environment

& Lou-Graphics Safle Mode

& Floppy disk

& Hard disk @ MER

& Find D5es on your hard dizks

The Boot menu contains the following commands:
QO Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended).

Q Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode if it fails to
work properly.

O Low-Graphics Safe Mode. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will be
included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu.

Q Floppy Disk. Reboot the computer from a system floppy disk.
O Hard Disk 0. Boot from the primary hard disk.

Q Find OS(s) on your hard disks. The program will scan hard disks of your computer to find any bootable operating
system.

To move within the menu, please use the arrow keys of the computer keyboard.

To automatically boot from the Wiping CD make sure the on-board BIOS is set up to boot from CD
first.

A While working with the Wiping CD you might experience some inconvenience caused by possible
video artifacts. It is just a result of changing video modes and in no way will affect the program
functionality. If this is the case, please wait a bit and everything will be OK.

'NORMAL MODE

When the Normal mode is selected, the Linux launch menu appears:

Copyright© 1994-2009 Paragon Software Group. All rights reserved.



— — This will launch Wipe Wizard. To wipe hard
[j disk or parition, just kllow insiructions in e
wizard, All drives (including NTFS) are

already mounted as ¢, 4., e, ek

R

File Transfer Wizard

Boot Comector
Log Saver

Start the command line

B B6.

Reboot the computer

Q33

Power off

O Wipe Wizard (enables to destroy all on-disk information or only remnants of deleted files/directories);
Q File Transfer Wizard (allows coping files/folders to another disk or a partition as well as recording them to CD/DVD);
O Log Saver (helps to collect and send the necessary log files to the Technical Support);

O Command Line (allows experienced users to execute any operation);
O Reboot the computer;
Q Power off the computer.

To move within the menu, please use the arrow keys of the computer keyboard.

SAFE MODE

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the Normal mode
except the Log Saver command. Besides due to certain limitations of the PTS DOS environment, there is no possibility to burn
CD/DVD disks.

LOW GRAPHICS SAFE MODE

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and looks similar to
the Safe mode but graphically simpler.
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Lo Disk Hiper 18 Professional I'ﬂlis will launch Hipe
Hizard. To wipe hard disk
B8 File Transfer Hizard or partition, just follow
[E Boot Corrector instructions in the wizard.
M Start the command line

& Reboot the computer

BASIC CONCEPTS

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a general notion
of the operation performance and makes it easier for the user to operate the program.

DATA SANITIZATION

Data security is a two-sided problem. It is to be made clear, that providing confidentiality implies not only information to be
stored properly, but also be destroyed according to certain rules. The first step to protecting yourself is to know exactly which
security precautions work and which do not.

Many people believe the misconception that repartitioning a disk will result in complete destruction of its contents. Actually that
is not quite so. Repartitioning the drive only alters references to partitions in the Partition Table, leaving all file data intact. In
fact, there are a number of programs available to successfully recover previously deleted partitions.

Formatting a drive also does not guarantee data destruction. Formatting procedure implies modification of the Master File Table
(MFT) that keeps track of where file contents are stored on the disk and verification of each sector for consistency. Even a low-
level format does not actually erase the file contents for good, since they can still be resurrected from their deleted state with
minimal effort by using the popular today Magnetic Force Microscopy technology.

The only way to make sure that all the data has been erased from a hard drive is to overwrite all on-disk sectors with random
patterns of ones and zeros. Although this sounds complex, there is an easy way to do this.

The process of deliberately, irreversibly removing or destroying the data stored on a memory device (magnetic disks, flash
memory drives, etc.) is generally known as Data Sanitization. A device that has been sanitized has no usable residual data and
even advanced forensic tools should not ever be able to recover it, thus providing maximum level of security.

DATA SECURITY STANDARDS

To irreversibly destroy all on-disk information there have been developed a number of disk sanitizing standards. They are
distinguished by wiping patterns and number of passes:

1. US DoD 5220.22-M. US Department of Defense recommends to overwrite all addressable locations with a character, its
complement and then a random character. Finally, the target data area is to be verified;

2. US Navy standards NAVSO P-5239-26.

O NAVSO P-5239-26 for RLL encoded drives. At first to write the fixed value (Oxffffffff) to the target data area,
then the fixed value (0x27ffffff), and then random values. Finally, the target data area is to be verified;
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QO NAVSO P-5239-26 for MFM encoded drives. At first to write the fixed value (Oxffffffff) to the target data area,
then the fixed value (Oxbfffffff), and then random values. Finally, the target data area is to be verified;

3. British HMG Infosec Standard No.5. At first to write a single character pattern, then its complement and then a random
character. Finally, the target data area is to be verified;

4. German VSItR Standard. Overwrite the deleted information 7 times, consistently filling it with the following patterns:
0x00, OxFF, 0x00, OxFF, 0x00, OxFF, OxAA. Finally, the target data area is to be verified;

5. Australian ASCI 33. Overwrite with a character (C), then verify. Overwrite with —C (the first pass character’s inverse),
then verify again. Overwrite everything with both C and —C once again but without verification. Fill everything with
random characters;

6. Russian GOST R 50739-95. Destroy information by a single pass with writing random characters into each sector byte;

7. Peter Gutmann's algorithm. A whopping 35 passes, with 27 random-order passes using specific patterns combined with
eight passes using random patterns;

8. Bruce Schneier's algorithm. Two passes of specific patterns followed by five passes using a cryptographically secure
pseudo-random sequence;

9. Paragon's algorithm.

O Overwrite each sector with a forcefully randomized 512-byte string, new for each sector, using CSPRNG
(cryptographically secure pseudo-random number generator);

O Overwrite each erased sector with its complement;

O Overwrite each sector with a 512-byte string (CSPRNG), again forcefully randomized and different from the
first pass, and new for each sector;

Q Fill each erased sector with OxAA value. Finally, the target data area is to be verified.

Military and government standards always require 100 percent residual data verification. It is
necessary to make sure that the operation has been properly accomplished. Besides corrupted

A sectors discovered during the operation are to be logged to keep the user informed, since these
sectors may contain classified information.

All of the above-mentioned data erasure standards are implemented in the program. Besides the user has the possibility to
create a customized algorithm, defining up to 4 wiping patterns, number of passes for each wiping pattern and for the group of
patterns, thus providing the maximum possible security level.

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

DYNAMIC DISKS

As you probably know, MS-DOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008 support four primary
partitions per physical hard disk, one of which can be extended. Certainly there is the possibility to create logical drives within
the extended partition. Such types of disks are called basic. Windows XP Professional, Windows 2000, Windows Vista and
Windows Server 2003/2008 follow the same strategy: You can have a maximum of four primary partitions, one of which can be
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an extended partition with logical drives. However, these operating systems also introduce a new disk configuration type -
dynamic disk - which must be understood to effectively configure and manage hard disks.

Dynamic disk is a physical disk that doesn't use partitions or logical drives. Instead, it contains only dynamic volumes. Regardless
of what format you use for the file system, only Win2K computers can access dynamic volumes directly. However, computers
that aren't running Win2K can access the dynamic volumes remotely when connected to the shared folders over the network.

Dynamic disks can co-exist on a system with basic disks. The only limitation is that you cannot mix Basic and Dynamic disks on
the same hard drive.

There are five types of dynamic volumes: simple (uses free space from a single disk), spanned (created from free disk space that
is linked together from multiple disks), striped (a volume the data of which is interleaved across two or more physical disks),
mirrored (a fault-tolerant volume the data of which is duplicated on two physical disks, and RAID-5 volumes (a fault-tolerant
volume the data of which is striped across an array of three or more disks).

With dynamic storage, you can perform disk and volume management without the need to restart Windows.
Limitations:

O Dynamic disks are not supported on portable computers.

Q Dynamic disks are not supported on Windows XP Home Edition-based computers.

Q You cannot create mirrored volumes or RAID-5 volumes on Windows XP Home Edition, Windows XP Professional, or
Windows XP 64-Bit Edition-based computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more management flexibility
without the partition limitation of basic disks. Dynamic disks can contain an unlimited number of volumes, but they cannot
contain partitions or logical drives. Dynamic storage can be particularly beneficial for large-scale businesses when dealing with
many physical hard disks involving complex setup.

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

GPT VERSUS MBR

GUID Partition Table (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions of the old MBR.
Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intel to replace the outdated PC BIOS, it offers a
number of crucial benefits:

O Up to 128 primary partitions for the Windows implementation (only 4 in MBR);
O The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);
Q More reliable thanks to replication and cyclic redundancy check (CRC) protection of the partition table;

A A well defined and fully self-identifying partition format (data critical to the platform operation is located in partitions,
but not in un-partitioned or hidden sectors as this is the case with MBR).

64-BIT SUPPORT
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™™= The bulk of software today is written for a 32-bit processor. It can meet the requirements of almost any end user. However that

&)

E is not the case when dealing with servers processing large amounts of data with complex calculations of very large numbers.
N
U That is where 64-bit architecture comes into play.

It can boast improved scalability for business applications that enables to support more customer databases and more
simultaneous users on each server. Besides a 64-bit kernel can access more system resources, such as memory allocation per
user. A 64-bit processor can handle over 4 billion times more memory addresses than a 32-bit processor. With these resources,
even a very large database can be cached in memory.

Although many business applications run without problems on 32-bit systems, others have grown so complex that they use up
the 4 GB memory limitation of a 32-bit address space. With this large amount of data, fewer memory resources are available to
meet memory needs. On a 64-bit server, most queries are able to perform in the buffers available to the database.

Some 32-bit applications make the transition to the 64-bit environment seamlessly others do not. For instance, system-level
utilities and programs that provide direct hardware access are likely to fail. Our program offers a full-fledged support of the 64-
bit architecture providing fault-tolerant work for such system dependent modules as Hot Processing.

SCHEDULING

The automation of operations is particularly effective when you have to repeat a sequence of actions on a regular basis. For
example, when a specific project is being developed on a computer on a day-to-day basis and a clear free space operation is
made every evening so as to destroy any remnants of deleted files/directories left on disk, thus maintaining confidentiality, you
will really appreciate, when this kind of routine operations will be carried out automatically without your participation.

Another aspect of any automation process is that it allows an optimization of your computer’s work-load. This is especially
important when operations require a considerable amount of computer resources — processor time, memory and more. A
number of tasks, which can decrease the performance, can be run during the night or whenever the computer has the least
work-load to perform.

The program has a special tool for scheduling. You can set out a timetable for any operation and it will start at a specified time
without interrupting your current activity.

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

WINDOWS COMPONENTS

In the given section you can find all the information necessary to successfully work with the Windows version of the product.
INTERFACE OVERVIEW

This chapter introduces the graphical interface of the program. The design of the interface precludes any mistake being made on
the part of the user. Most operations are performed through the system of wizards. Buttons and menus are accompanied by
easy understandable icons. Nevertheless, any problems that might occur while managing the program can be tackled by reading
this very chapter.

GENERAL LAYOUT

The main component of the program is called the Launcher. It enables to run wizards and dialogs, to specify program settings, to
visualize the operating environment and the hard disk configuration.
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™™ The Launcher’s window can be conditionally subdivided into several sections that differ in their purpose and functionality:
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Type: Basse Haed Disk Dive
Total size: 2337 GE

ohl TG ey of Bhe presdelined wips algonthess , 0f Craale pour oW
‘Waming: Al the data on the haed disk wll be lost wathout ars posblity 1o restore 1

@ Dista Sz aton Methodolopy
@ Scapt Manusl

Dizk Map -
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l System.., Applications [D:]
19568 §34 GENTFS
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£5 BB NTFS
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LB Mo changes.
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1. Main Menu
2. Tool Bar

3. Virtual Operations Bar

4. Common Tasks Bar

5. Explorer Bar
6. Disk Map

7. Legend Bar

8. Status Bar

A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some of them to
simplify the interface management.

All panels are separated by vertical and horizontal expandable sliders, allowing the user to customize the screen layout.
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MTMAIN MENU

/- N\

\“»~ The Main Menu provides access to the entire functionality of the program. The available functions are as listed below:

MENU ITEM FUNCTIONALITY

Tools

Send Log Files Compress and send the log to the Paragon Support Team

View Logs... View logs on the carried out operations

Wiping Media Builder... Irreversibly destroy the on-disk data even when the current operating system cannot

boot anymore

Settings... Edit the general settings of the program

Exit Exit the program

Changes

Generate Script... Generate a script for the task

Save to Scheduler... Schedule pending operations

Undo “the last virtual Cancel the last virtual operation on the List of Pending Operations
operation’

Redo “the last virtual Cancel the last undo virtual operation on the List of Pending Operations
operation’

View Changes... Display the List of Pending Operations

Apply Changes Launch the real execution of virtual operations

Discard All Changes Cancel all virtual operations on the List of Pending Operations
Reload Disk Info Refresh the current information about disks
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Wizards

Wipe Hard Disk or Partition...

Hard Disk

Update MBR

Wipe Hard Disk...

Edit/View Sectors...

Properties...

Partition

Create Partition...

Format Partition...

Delete Partition...

Assign Drive Letter...

Remove Drive Letter...

Wipe Partition...

Clear Free Space...

Test Surface...

Check File System Integrity...

Edit/View Sectors...

Destroy all on-disk information or only remnants of deleted files/directories

Update MBR (Master Boot Record) of the selected hard disk

Irreversibly destroy all on-disk information

View/edit sectors of the selected hard disk

Get in-depth information on the properties of selected hard disk

Create a partition

Format a partition

Delete a partition

Assign drive letter to the selected partition

Remove drive letter for the selected partition

Irreversibly destroy all on-partition information

Destroy any remnants of deleted files/directories left on disk

Test surface of the selected partition/block of free space

Check the selected partition for possible file system errors

View/edit sectors of the selected partition
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N Properties... Get in-depth information on the properties of selected partition
N
&
View
Toolbar Manage the Tool Bar representation: show / hide standard and navigation buttons,

text labels and large icons

Status Bar Display the Status Bar

Common Tasks Bar Display the Common Tasks Bar

Disk Map Legend Display the Disk Map legend

Disk Map Location Select whether the Disk Map will be located on the top of the main window or at the
bottom

Help

Help Open the Help system (you can also do it by pressing F1)

About Open the dialog with information about the program

The Main Menu contents available at the moment may vary depending on the selected object.

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

| TOOL BAR

The Toolbar provides fast access to the most frequently used operations:

BUTTON FUNCTIONALITY

Fj Wipe a hard disk or partition
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Open the Help system

‘ VIRTUAL OPERATIONS BAR

The program supports previewing the resulting layout of hard disks before actually executing operations (so-called virtual mode
of execution). In fact, when the virtual mode is enabled, the program does not accomplish operations immediately, but places

them on the List of Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

FUNCTIONALITY

Cancel the last virtual operation on the List of Pending Operations

Cancel the last undo virtual operation on the List of Pending Operations

]

Display the List of Pending Operations

&

Launch the real execution of virtual operations

Cancel all virtual operations on the List of Pending Operations

A (4 There are unzaved changes. X

Virtual mode is an effective way of protection from any troubles, since no operations will be
executed until clicking the Apply button for confirmation, thus giving a second chance to weigh all
pros and cons of this or that particular operation. The program politely reminds the user that there
are unsaved changes by showing the following window:

P‘reau-usell'-e@?mu cormand o comivel lhe cw:mwﬁ Dizcard
command 1o pemanently undo the changes,

You can view the changes Ii’-;hu}lmll‘-s': ! View Changes command and

temporany undo of redo the operation by means of lhr"]' Undo and & Redo
comimanids:

COMMON TASKS BAR

The Common Tasks Bar is located on the left side of the main window. It is intended for easy access to the program's wizards.

The bar contains several tabs named Wiping Tools and News and Documentation. Each of these contains a separate button bar
which can be folded by clicking it.
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&j/ Wiping Tools
Ny

A

Starting the Wipe Wizard to help destroy all on-disk information or only remnants of

ft Wipe Disk ar Partition
deleted files/directories

Starting the Wiping Media Wizard to create a Linux/DOS bootable media which can be

B \iping Media Builder : :
used to get access to your hard disk for maintenance or recovery purposes.

News and Documentation

) i Launching the help system (you can also do it by pressing F1).
Drigk ‘wiper Help

. ) i Opening the page which contains information about the program. This page will be
About Disk ‘Wiper . .
displayed in the Explorer Bar.

. Opening a brief review on the Data Sanitization issue.
ng Data Sanitization Methodalogy P g

(__33 & crint M | Opening a brief review on the Paragon Scripting Language.
=+ Script Manua

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

| DISK MAP

The Disk Map is displayed in the Explorer Bar when the Disk View tab is selected. It is located either at the top or at the bottom
of the window, depending on the state of the Disk Map Location option (Main Menu: View > Disk Map Location).

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are represented with rectangle
bars that contain small-sized bars. These small-sized bars represent logical disks. Their color depends on the file system of the
appropriate partition.

‘Basic Hard Disk 1 (ST3160815A5)

i I Syste. . Applications [D:) I Dther Stuff [E:)
| 195G, 3.4 GB NTFS E5 GB NTFS

| %

Large-sized bars display the following information about physical disks:
Q Manufacturer,

Copyright© 1994-2009 Paragon Software Group. All rights reserved.



-

D
CY)

aQ Model.
Small-sized bars display the following information about logical disks:
Q Serial number,
Q Drive letter,
Q Total size,
Q File system.

Furthermore, it is possible to estimate the used disk space by looking at the size of the bar’s shaded area. The program offers to
choose from several types of the disk layout scaling. It’s done especially to increase the program usability. For instance, if you’ve
got a high capacity hard drive containing both very large (more than 100 GB) and rather small (less than 10 GB) partitions, you
can select the logarithmic type to make all partitions readable, otherwise (selecting the linear type) you won’t be able to see
small partitions at all, but thing strips. On the other hand, if the proportional disk layout is critical for you, the linear type is
exactly what you need.

Nevertheless there’s a compromise solution — linear scaling with the minimal limit to small partitions. So if a partition is too
small it will remain readable.

Just click on the arrow icon on the top right side of the Disk Map to select the desired scaling type.

het Stuff (E:)
GB MTFS

Lirnze Ext3 RetseifS

Disk Map is synchronized with the Explorer Bar. Thus by selecting a disk on the Disk Map, the Explorer Bar will automatically
display detailed information on it.

EXPLORER BAR

The Explorer Bar is located in the center of the main window which emphasizes its importance. The bar displays reference
information including:

Q The help system;

O General information on the product including its name, version and a list of helpful links;
O Detailed information about disks selected on the Disk Map;

Q List of scheduled operations;

Q List of scripts;

O Disk Editor utility.

According to these categories the Explorer Bar has several tabs:
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— O Disk View, which offers the user the following options:
QE - Disk Editor to view/edit sectors of the selected partition/hard disk;

- Properties to view detailed information on the selected partition/hard disk in the bright graphical form.

A You can switch between these components by clicking tabs on the left side of the Explorer Bar.

O Scheduled Tasks, which gives the user the possibility of browsing and editing scheduled operations and the program

scripts.
O Help, which contains the program help and general information on the product.
You can access the desired information by clicking on the appropriate tab.

The Explorer Bar is a fully-functional embedded HTML browser, which offers the possibility to address, for example, the
company's website to look through important technical notes or download the latest updates without having to close the

program.

The program help is also HTML-oriented. You can read it and follow external links from to get additional information.

‘Disk View | Scheduled Tasks | Help| N

@O0 = e
GparaGori“

Paragon Disk Wiper™ 10

ISOFTWARE GROUP

A

TR b s v Py f e

Version information

Paragon Disk Wiper™, version 10, build 8101
(16.04.09 ) Professional

Components verslons:

PFaragon Base Services Library, version 1.1, build 8201 {1.04.09 )
hdm.dil, vartion 9.0, releste 33, bulld 9501

biont.dll, version 5.0, ralesre 99, build 3501

H@hl.m. wariben 9.0, ralasgs 39, bulld 99061

Support links

Product Home Page
Product Reqgistration
Support Knowviledge Base
Download Free Undate

Contact Information

To easily navigate through browsed pages, the program provides the following functionality:

BUTTON FUNCTIONALITY

@ Return to the previously browsed page
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R ,1;.;, Open the next browsed page
Ul =
o Stop loading the current page

Refresh the contents of the current page

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

‘ LEGEND BAR

The Legend Bar explains the color scheme used for disk and partition presentation. You can hide (or show) the bar with the
appropriate Main Menu item: View > Disk Map Legend. When it is activated it can be found at the bottom of the Explorer Bar.

The program distinguishes between the following types of known file systems:
- FAT16/32,
- NTFS,
- Linux Ext2/3,
- Linux ReiserFS,

- Mac HFS.

STATUS BAR
This is the bottom part of the main window. The Status Bar displays menu hints, for each item the cursor points to.
The user can hide (or show) the bar with the appropriate Main Menu item: View > Status Bar.

SETTINGS OVERVIEW

The Settings dialog is available from the Main Menu: Tools > Settings. All the settings are grouped into several sections, which
functions are described in the following paragraphs. The list of sections is placed on the left side of the dialog. By selecting a
section from the list, you can open a set of options.

To get a detailed description to any setting, control, or field of the program just click the hint button
and then the object you need.

| GENERAL OPTIONS
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ok ) (o]

This section contains a set of general options that will be taken into account during any operation carried out with the program:

Q Enable data loss protection. Mark the checkbox to make the program work in the fail-safe mode (also referred to as the
data-loss protection mode), which ensures reliability for operations by maintaining a special journal. In case of a
hardware malfunction, power outage or an OS failure happened in the middle of a data-sensitive operation (resize,

move, merge, redistribute, change cluster size, etc.), the program will ask to insert the bootable Wiping CD and
automatically complete the interrupted operation, thus reviving the corrupted partition.

A It is strongly recommended to enable this option.

‘WIPE OPTIONS
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General ophions | : .

T Eokons H Wipe options

Pattonmng ophons:

E-miad options Default wipe mathod

Wiihual rade ophons Paragory's algontt <
DOpesation dependancy opticns e

Algonthm consiste of the 4 pazses. Al fust ovenwnite sach srazed sacior with a
foecefuly randomized 5124bpte sting. rew for sach sechor, using stabe-of-the-at
cryplographically secure pseudo-random numbsr generator [CSPRMGL Afler that
ovenarite sach sraced sechor with iz complement. Then averwnbe each sactor
with 512-bste CSPRNG sting, agen fosceluly randomized and difesert from the
frzt pass, and new for sach sechon. Finaly fll each srased sactor wath Dbl mask
and vedily evergthing,

Here you can set a specific data erasure algorithm that will be used by default during wipe operations.

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

‘ PARTITIONING OPTIONS
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(00) | | Generd ophons _ = 3
T | Wipe options { @ Partitioning Options
E-mad oplicns I_—| Enabla 64 KB chusbers for FAT1E
Wishusal dde ophons Chaoose thiz option to enable B4 KB chusters lor FAT1E patitions. With this
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Pleass note that only Windows NT famsly sstems will be able bo access such
partitions,
Confimations

[#] Ask for volume label before partison delete
] Ask confumation when cormeerting FAT 1610 FAT32.

[ ok || cowel |

This section contains a set of options that will be taken into account during partitioning operations:

Q Enable 64 KB cluster size for FAT16. Mark the checkbox to enable 64KB clusters for FAT16 partitions. Thus you will be
able to create FAT16 partitions up to 4GB in size

Due to the maximum cluster size of 32KB for Windows 95/98/ME or MS DOS, FAT16 partitions larger
than 2GB are not reliably accessible under these operating systems.

O Request confirmation before partition deletion. Mark the checkbox to activate an additional security mechanism. Thus
when going to delete a partition you will be automatically requested to enter its label.

O Request confirmation when converting FAT16 to FAT32. Mark the checkbox to automatically request confirmation
before converting FAT16 to FAT32. There are a number of situations when this kind of conversion is the only way out to
accomplish the operation. For instance, you are going to migrate your system to a larger hard disk with the proportional
resize of existing partitions, what is very convenient. As a result you can get original FAT16 partitions go beyond the
4GB limit. Thus without conversion to FAT32, this operation will in no way be possible to accomplish. The same goes for
any copy hard disk/partition or restore hard disk/partition operation involving an extra upsizing.

E-MAIL OPTIONS
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This section contains a set of options that will be taken into account during the Send log files and Send e-mail notification
operations:

Q Outgoing mail server (SMTP). To send messages by using the built-in mail client, it is necessary to have access to a
computer running an SMTP (Simple Mail Transfer Protocol) server. All outgoing messages are first sent to the SMTP
server, which in its turn delivers them to the required recipients. The address may be represented as a traditional
Internet host name (e.g.: mail.com) or as an IP numeric address (e.g. XXX.XXX.XXX.XX).

O User e-mail address. Specify an e-mail address that has been assigned by the Internet Service Provider or organization's
e-mail administrator.

O My outgoing server requires authentication. Activate the option to allow the program to make authentication on the
server before sending messages.

- User name. Enter the name that will be used to log in to the e-mail account.
- Password. Enter the password that will be used to access the mail server.
O Send e-mail notification on apply. Specify an e-mail to send notifications on the carried out operations.
- Send mail in HTML format. Activate the option to create messages in the HTML format instead of plain text.

- Send complete report after applying operations. Activate the option to create an in-depth report on the carried out
operations and send it after performing the last operation.

- Send graphical view of the disk sub-system before and after apply. Activate the option to allow the program to
attach two pictures of the disk layout made before and after the operation is completed.
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By clicking the link at the bottom of the window you can jump to the Operation Dependency

2 Options.
Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

‘VIRTUAL MODE OPTIONS

8 Edit settings 2]

General ophans - :

s ﬁ. Virtual mode options

Pathonng ophors

E :mad ophions Dperaticn: mode

o

Upstion ependercy:Jpdona St thix aption on o camy oul 3l the operstions vitually, “You will be abls 1o

coemmit the changes of iolback all of them or the last one. If you swalch this
option off, the operations wil be camed out immedsabely.

[ ] Close progress dialog automeatically
Sel thiz option on lo sulomatically close the progiess dislog alter comting the
changes.

In this section you may configure the virtual mode:

O Allow virtual mode. Mark the checkbox to enable the virtual mode. It is an effective way of protection from any
troubles, since no operation will be executed until confirmation, thus giving you a second chance to weigh all pros and
cons of this or that particular operation.

A We strongly recommend you to enable this mode.

O Close progress dialog automatically. Mark the checkbox to automatically close the progress dialog after accomplishing
operations.

OPERATION DEPENDENCY OPTIONS

Copyright© 1994-2009 Paragon Software Group. All rights reserved.



= Edit settings

General ophons £ X

i cliite @ Operation dependency options

Parttorning ophons:

E-mail apbions Please select atatk 1o be cained oul when one of more of the follawing operations
Wishual mode ophons ee coenimited

Paiform the task: | Send e-mad natification

(ipesation "‘
[#] Adpust 05 to boot on new hardware
Backup partiion oo disk.

[#] Boot tecced conection

[+] Change HTFS werion
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| €

[ Select ol ” Clear Hﬁe-au:mdelu.h

ok ) (o]

This section contains a set of options that will be taken into account when the Send e-mail notification on apply function is
enabled. By marking/unmarking a checkbox opposite the required operation you can choose whether to receive an e-mail
notification on its completion or not.

You won't be notified if an operation requires the system restart.

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

GETTING INFORMATION ON DISKS

The main tool to view in-depth information on the properties of hard disks is the Disk Map. It represents the actual state of the
computer’s hard disks.

Generally the hard disks are represented on the map by rectangular bars, which also contain small-sized bars. The small-sized
bars represent logical disks (partitions). When you select a large-sized bar, the Explorer Bar displays information about the disk
in a bright, graphical form (available if the Properties tab is selected).
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Type: Basic Hard Dick Drive
Total zize: 35GE
Sectors per track: &3

Heads: 255
Cylinders: 1245
Wipe Hard Dizk
ﬂ ‘Wipe out your zengilive data from the entire hard disk. “'ou can uze one of the predafined wipe algonthms, ar
Cheabe pour o,

Warning: All the data on the haed disk wil be lost without ary pozsbilly 1o restoie |

The model and serial number of the disk serve as the title of the browsed page. The disk layout is shown in form of a circular
graph, where the color of a sector corresponds to a file system of an appropriate partition. On the right you may see a table,
which contains the following information:

Q Type of hard disk (basic or dynamic),
Q Total size (in GB),
O Information on geometry of the disk (amount of sectors per track, heads and cylinders).

Below there is a list of available wizards. If you click a corresponding record the appropriate wizard will be started. All default
values for the operation parameters will correspond to the disk’s settings. The list of wizards contains a detailed description of
tasks that can be performed by the wizard. This nullifies the possibility of selecting the wrong wizard.

' Logical Disk (G:)

Volume letter: [G:) Serial number: 7433EARF
Wolume label: FAT32LIMLE Partition 1D: (0B FAT32
Type: Primay Total zize: 6.8GBE
File zpztem: FAT3Z Uzed space: 27 GB
Sectorz per boot: 35 Free space: 4.1 GB
Sectors per cluster: & Activity: Inzchive

Hidden state: Mot hiddan

Wipe Partition
ﬁ Wipe out yous serstive data from the selected pasilion. You can use one of the predelined wipe akgoiithms, or
creals pour own,
Warning: All the data wall be bost vathout any possibality to iestone |

When you select a small-sized bar (i.e. corresponding to a logical disk) the Explorer Bar will display information on it as well. The
page title will contain a drive letter, which is assigned to the disk. The disk layout graph will be colored in accordance with the
volume ratio of the used space to the free space (the light colored sector). The table on the right will contain the following
information:

Q Volume label (if available),
Q Type of the logical disk,

Q File system (represented by the color of the graph and the selected bar),
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Q Total size, used space and free space (in GB or MB).
Q&T\ Below there is a list of wizards, which may be called for this disk. All default values of parameters will correspond to the disk

settings.
BUILDING WIPING MEDIA
The Wiping Media Builder provides the possibility to prepare the Linux/DOS wiping environment on external media (CD, DVD) to

boot and run utilities under Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery
purposes. Besides it enables to save data from partitions of your hard disk directly to compact discs or just burn ISO-images.

STARTUP

There are several ways to start the Wiping Media Builder:
Launcher
Q Inthe Main Menu: select Tools > Wiping Media Builder...

QO Onthe Common Tasks Bar: click the Wiping Media Builder item of the Wizards menu.

SETUP

The wizard offers the following steps to build wiping media:

O Type of the wiping media. You can place it on a CD/DVD disc.

(=) Flash Memony

Sedact thiz option bo create the recoveny enviionment on & flash memon media. Thus pou wall get all
recovedy features avalable inthe program on a compact, ielable, and fast device [lecommended)

) CD/DVD

Selact this option to create the iecovery enviionment on a CO/OVD. Thus wou wall also get &
bootabls CO of DVD wath all recovery feabures available in the program [indispensabls i casa pour
computer does not support booting from LISE dives)

O Contents of the wiping set. You can choose whether to use the default Linux/DOS wiping environment (included in the
installation package) or your own bootable image (need to provide a path to it). Besides you’re free to add any data you
like to the standard image what is very convenient.

(= Typical
Uze the standard Recowey Meda imags suppliad with the: program.
() Advanced

ou can add some fles oo folders to the standard Recovery Media image suppled vath the
prOgram.

() User specified CD/DVD image [iso file)
Uze CO/OVD mage from speciic kocation.

O Arecording device. The appropriate external media (CD/DVD) needs to be available in the system.
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A You can make an ISO image instead of burning a CD/DVD by selecting the Emulator drive.

O CD/DVD writing parameters. Writing parameters include writing speed (maximum or minimum) and the ability of
ejecting the recorded disc after completing the operation.

Wiitng speed |LIERREEN v

[[] Eject the disc alter weiting

The program supports CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-ray discs.

operation has been confirmed, the program will delete the re-writable disc's contents and begin the

2 If the inserted disc is not empty, the wizard will suggest erasing its contents (if possible). Once the
recording process.

RESULT

As a result of the operation, you receive wiping media.
PARTITION MANAGEMENT

In this chapter you will find all the information necessary to carry out partitioning operations supported by the program.

BASIC PARTITIONING OPERATIONS

Here you can learn how to accomplish basic partitioning operations (create, format, delete).

CREATING PARTITIONS

The program provides the ability to create a new partition by using the DOS partitioning scheme. This operation can be
accomplished the Create Partition Dialog.

RESTRICTIONS

1. Do not use the Create Partition function in order to undelete the last deleted partition.

2. The program cannot create new partitions on Dynamic Disks. The current version of the program supports only hard
disks that use the DOS partitioning scheme (in Windows 2000 and XP these disks are named Basic Disks).

3. According to the rules of the DOS partitioning scheme, the following combinations of partitions cannot be created:
O Two Extended Partitions on one hard disk
Q Five or more Primary partitions on one hard disk

Q If thereis an Extended Partition on the disk, only three Primary partitions are allowed
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B - 4. The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert a free space on
o)

G
DIALOG STARTUP

an existing partition to a new partition.

In order to start the operation you should take the following steps:
Launcher
1. Select a block of free space on the Disk Map;
2. Call the Create Partition Dialog to set up the operation. There are several ways to do it:
O Select in the Main Menu: Partition > Create Partition.

Q Call the popup menu for the block of free space (right click of the mouse button) then select the menu item: Create

Partition.

DIALOG SETUP

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Yes button to

confirm the operation.

?)X)

Are pou sune you want bo creale a new partition on dizk 17

ou abe about bo cieate & new pattibon 1 an [Unallocated). 1.6 GBaea Pleaze the select size,
position, and the fle system of the new parbion.

Barc Hard Digk 1 [FUNTSU MPFE3T02AT)

w) (") I
1 E6GEFAT1G

Cemahe e rew pastiton a5 & Prirnany paitition e

Flease specily the new parttion size 1686 | 7ME -1 686 MB

Plaase specily sa of fiee space beloie he paition: |0 = DME -1 ETOMEB
Flease specify soe of free space after the patiiore | = DME -1 678 MB

Plaasze selsct (e spstem fcr new partiion: | FAT16 v

Flease entes new volume lsbel |

Flease specily dive elter Momne

¥ More ophons |_ ‘e J[ Ho ]

O Define whether the partition will be Primary, Extended or Logical. You can choose the desired partition type from the
pull-down list. As a matter of fact, the available alternatives fundamentally depend on the selected block of free space -
within the Logical free space, only Logical partitions can be created; Within the Primary free space, both Primary

partitions or the Extended Partition can be created.
Q Partition Size. Define the size (in Mb) of the new partition.

O Free space before. Define the position (in Mb) of the new partition relative to the beginning of the block of free space.

O Free space after. Define the amount of trailing free space (in Mb) at the end of the new partition.
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Partition size and position may also be defined by using the drag-and-drop technique. To do that,

just carry out the required operation on the Disk Map. The virtual operations are to be available.

O File system for new partition. From the pull-down list select a file system the newly created partition will be formatted
to, otherwise the partition will remain unformatted (so that it will not be ready to use).

O Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually used for
drive identification.

O Drive letter assignment. The pull-down list contains vacant drive letters that can be associated with the newly
formatted partition.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases). To
activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on the chosen
file system, the following options become available:

[#] Use OS bash iry bormeat routine

Flaase select surlace lest level Hone  w
Plaase selact number of sectors per clusler, | B4 »
Plaase sedact numbser of sectors per book

Plaaze select number of root enines:
Restoee dedault:

O Use OS built-in routine. Mark the option to restrict the available values according to the used OS.

O Whether the surface test will be performed. Define the level of the surface check to make the program find bad and
unstable sectors and mark them unusable in the file system metadata.

O The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32 file systems. Set the
number of sectors to be reserved for the boot area on the partition with this spinner control.

O The amount of root entries. This parameter is available exclusively for FAT16 file system. Set the maximum amount of
files/directories to be placed in the Root Directory on the FAT16 partition.

O The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.

A Number of available options depends on the selected file system type.

RESULT

After the operation is completed you receive a fully functional partition.

. FORMATTING PARTITIONS

Any partition should contain some file system to be used for keeping data. The process of installing a file system is commonly
known as formatting. A huge variety of file systems have been developed these days.
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7

SUPPORTED FILE SYSTEMS

G

%IJ The program provides the ability to format partitions of the following file systems:

- FAT12 & FAT16
- FAT32

- NTFS

- Ext2

- Ext3

- Linux Swap v. 2
- HPFS

This operation can be accomplished either with the Format Partition Dialog.

DIALOG STARTUP

In order to start the operation you should take the following steps:
Launcher
1. Select a partition on the Disk Map;
2. Call the Format Partition Dialog to set up the operation. There are several ways to do it:
Q Select in the Main Menu: Partition > Format Partition.

Q Call the popup menu for the selected partition (right click of the mouse button) then select the menu item: Format
Partition.

DIALOG SETUP

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Format button to
confirm the operation.

?X)

Ade pou sune you want 1o farmal nol formatted volume on
disk 17

Plzase selact new fle spstem | [EERRTE b
Flazzs ented new volums [sbal

¥ More options | fomat J[ w0 |

Q File system. From the pull-down list select the desired file system type. In fact, the program displays only those file
systems that can correctly be placed to the selected partition, taking its capacity into account.

O Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually used for
drive identification.
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- ™=n addition, there is the possibility to make further detailed settings (although the default values will do in most cases). To

activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on the chosen
file system, the following options become available:

[#] Uze OS5 bult i formak routine

Pleass salect suface test level Hone &
Pleaze select numbes of sectons per chster. | B4 v
Pleaze salect number of secion per boot

Pleass select numbes of oot entnies:

Hes:lme-:i_e_.—ruaiiij

O Use OS built-in routine. Mark the checkbox to restrict the available values according to the used OS.

O Whether the surface test will be performed. Define the level of the surface check to make the program find bad and
unstable sectors and mark them unusable in the file system metadata.

Q The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32 file systems. Set the
number of sectors to be reserved for the boot area on the partition with this spinner control.

O The amount of root entries. This parameter is available exclusively for FAT16 file system. Set the maximum amount of
files/directories to be placed in the Root Directory on the FAT16 partition.

O The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control.

A Number of available options depends on the selected file system type.

RESULT

After the operation is completed you receive a fully functional partition formatted to the specified file system.

DELETING PARTITIONS

With the Delete Partition Dialog you can delete a partition on a hard disk partitioned with the DOS partitioning scheme. Unlike
the majority of other utilities (Windows Disk Manager included), the program can not only remove references to the deleted
partition from the Partition Table, thus making it unavailable for the operating system, but also enables to irreversibly destroy its
data. This feature will guarantee security of your personal information.

DIALOG STARTUP

In order to start the operation you should take the following steps:
Launcher
1. Select a partition on the Disk Map;
2. Call the Delete Partition Dialog to set up the operation. There are several ways to do it:

Q Select in the Main Menu: Partition > Delete Partition.
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O Call the popup menu for the selected partition (right click of the mouse button) then select the menu item: Delete
Partition.

DIALOG SETUP

Initially the program suggests you just to remove references to the selected partition from the Partition Table.

ﬁ*’?i Are you suie you want lo delete volume [D:])7?

“ou ate sbout bo delste volume [D:] Apphication. NTFS. Yo computar may
na langer boot or wark: conectl.

¥ More ophons I ez ] I Ho ]

O Enter the volume label to confirm deleting. To confirm deletion of the selected partition, enter its Volume Label. The
current volume label is displayed above.

O Do not ask volume label next time. Mark the option to inhibit confirmation next time you start the dialog.

To additionally destroy the on-partition data, click the More options button at the foot of the dialog page, so you will be able to
define:

Also wape partiion data
Please select e bite mask bo wape cut the: dats with
HEX walue: 00 =
ASCH wabue: HOD =
Flaaze specily the number of waping passes ;
2 :
[#] Vesily vaps results
Percentage of sectoss to check: (40 =

1. Wipng will destroy all data withowt any pos sty to reston!

O Select the byte mask.... The HEX value spinner control enables to set a two-figure hexadecimal character value ("00" by
default). The available range is from "00" to "FF". It is synchronized with the ASCII value.

O Specify the number of wiping passes. You can choose a number of passes for the wiping pattern.

Q Verify wipe results. You can also choose whether to carry out residual data verification or not specifying the percentage
of sectors to check.

RESULT

By default, the operation takes only a fraction of a second. However, the program waits until Windows completes the
modification of the disk layout. In case you decide to wipe the on-partition data as well, the operation will take much longer,
depending on the set wipe parameters.

HARD DISK MANAGEMENT

Copyright© 1994-2009 Paragon Software Group. All rights reserved.



™=n this chapter you will find all the information necessary to carry hard disk operations supported by the program (Update MBR,

Convert to Basic, Change Primary Slot).

(D)
"

‘UPDATING MBR

The program enables to overwrite the current bootable code in the MBR (Master Boot Record) by the standard bootstrap code.
This can help to repair a corrupted bootable code of a hard disk resulted from a boot virus attack or a malfunction of boot
management software.

In order to update MBR of a hard disk you should take the following steps:
1. Select a hard disk on the Disk Map.
2. Call the Update MBR dialog to set up the operation. There are several ways to do it:
Q Select in the Main Menu: Hard Disk > Update MBR.

Q Call the popup menu for the selected hard disk (right click of the mouse button) on the Disk Map, then select the
menu item: Update MBR.

4 ' Are you sure pou want to update the master boot record?
FAAY

E= The cuent MBR contisrts For hard disk numbes 0 wil be lost altes this opelaton

Your compuber may no kinger boot commecty,

E ez 1 [ Ho

3. The operation will be performed immediately after confirmation.

WIPE TASKS

In this chapter you will find all the information necessary to wipe a hard disk/partition of any file system or only destroy any
remnants of deleted files/directories left on disk without affecting the used data, thus providing high level of security.

The operation can be accomplished with the Wipe Wizard or corresponding dialogs.

WIZARD STARTUP

Launcher

Q Inthe Main Menu: select Wizards > Wipe Hard Disk or Partition...

WIZARD SETUP

The wizard offers the following steps to accomplish the operation:

Q The hard disk/partition to wipe. Select a hard disk/partition the data of which you want to destroy.
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— Flease choose an object for wiping. It can be & whole hard disk. a single partibon of & block of unaliocated space. You
N can set ko wipe al data on the pastibon of only unoccupsed space on f [see the next stepl

Basic Hard Disk 0 (Maxtor Fr250P0)

I @) Local Disk [F:}
2337 GB NTFS

Bagic Hard Dizk 1 [ST316D815A5)

I W - |I @) Applications (D:) | . ) Other Stulf [E:)
185.. | {38 634 GB NTFS j | 65 6B NTFS

O Wipe mode. This section enables to switch between two options:

Chooge this option f you want 1o destroy completely all the data on the selecied object.

() Clear [wipe] free space

Choose this opticn i you want lo destroy the taces of data that may have been lell sfter an codnan delete
opeeration.

- Wipe out all data. Select the option to irreversibly destroy all on-disk data of the selected object.

- Clear (wipe) free space. Select the option to destroy any remnants of deleted files/directories left on disk without
affecting the used data.

The Clear Free Space operation is available only for Logical and Primary partitions of known file
systems.

O Wipe method. Here you can select a specific data erasure algorithm or create a customized method by marking the
appropriate option.

LS DD 5220 22-M w
Yo can see the algeethm desciiption and et tha lavel of verficalion on the nest page
{7 Cieale pour own Data Sandization method

‘fou can create pour own Data Sanilization method

- In case you preferred to use a specific algorithm, the next page of the wizard enables to get detailed information on
the selected algorithm, choose whether to carry out residual data verification or not specifying the percentage of
sectors to check and estimate the time required to accomplish the operation.

Copyright© 1994-2009 Paragon Software Group. All rights reserved.



Wipe method

US DoD 5220.22-M

Ovweewite all sddrassable locations with a character, its comphsment, then a random character and vesily.
Erase passes count: 3

‘Yenfy passes count 1

g

(] Verily wipe resubs
Percentage of sectoss to check: | 100 =

Approwarnabe waips time: 00:10:25

# % ou can ship verfying completely or parthy by disabling # or reducing percentage of sactors lo check.
1) Please note. it would be 3 devishion from US DaD 5220.22-M

- In case you preferred to create a customized algorithm, the next page of the wizard enables to define up to 4 wiping
patterns, number of passes for each wiping pattern and for the group of patterns. The Mask spinner control allows you
to set a two-figure hexadecimal character value ("00" by default). The available range is from "00" to "FF". You can also
choose whether to carry out residual data verification or not specifying the percentage of sectors to check.

Wips paramedes

Mage (00 *| Pass count |1 -
[ Mask: |00 Pass count: |1

Mask: |00 Pass count: |1

Mazk: |00 Pass count: |1
Pass count lor the group of pattens: |1 -

[] Ve wipe resus

reentage of secioas to check: (1

O Revise your changes. This page informs on all the actions to be made in the wizard in a bright, graphical form.

Your haed disk before the changes:
Bazic Hard Digk 1 [ST316081545]
. - ) Applications [D:] ) Other Stoff [E2]
185 B34 GB MTFS BELENTES
‘Your haed disk afber the changes:

Bazic Hard Dizk 1 [ST31608154A5)

. (. I &) Local Disk [*) I ‘J'J Dther Stuff (2]

195 B34 GB Mot foamistad BEGB NTFS
d3 b ks P Od FOATRE o Lt i S

WIZARD RESULT

After the operation is completed you can see a well informative summary page, providing structurally divided in-depth
information on all the actions made in the wizard.
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Hepor]

Digk Viewer

Hard Disk Info

Hasd Dizk

Serial Number

Capacity

General Info

Basic Haid Disk 1 [FUJITSU MPF31024T)
o4
45GB

Object

Free Space Dnly

Start Time
End Time

Logical Disk [7)
Mo

22.06.2007 12:30:58
2206.2007 123323

Algorithm Info

| Save

|

Firi |

To continue, click Next

|%

The program also enables to store the resulted report. To do that, just press the Save button and choose the exact location in

the opened dialog.

To make sure that all on-disk data is irreversibly destroyed call the Disk Viewer dialog by clicking the appropriate tab and see it

for yourself

Reporl

Disk Vaewer,

Sector T of 8571445

Dz=0000 |22 05 94 4F D2 DF 94 AS 87 0B 74
Ox0010 |83 40 7C 33 9F F& 75 07 02 C3 199
0x0020 (04 7E 55 FE A2 24 C4 84 4D CF 3C
Ox0030 DA 48 17 AD 11 28 C5 4E FD 16 90
0x0040 (58 68 25 69 04 E6 48 55 47 9B 30
Ox0050 |AC 68 D6 F8 1E 7D F3 F4 14 C9 B8
Dx0060 |89 Ee 23 E2 2E C1 C9 B3 94 AC FC
00070 | 32 02 85 2C 94 E2 B9 24 4A 96 Ad
Ox0080 |50 25 FF A9 4B D4 20 A2 C9 80 65
Dx0090 |E4 47 06 2C 9D 35 DC CO BD DB CF
Ox0040 |68 59 91 73 55 55 87 25 55 51 50
Dx00B0 | C9 20 52 51 14 11 35 08 B2 OF 65
0x00C0 | 4E 82 DC 13 C3 44 18 94 5D 3B Ca
ODx00D0 | BE EB E2 03 04 B4 3A& E3 68 AS AD
0x00E0 | 8B DF 7% 68 E3 CA E4 A6 45 34 AS
Ox00FD |94 1F EB D7 E3 Fia 98 5D 0& 1F GE
0x0100 (6B CE 02 B3 Eb 3B 48 28 B9 OB B3
0x0110 |Bx 12 4B 29 C8 OC 95 61 82 E9 Bé
Dx0120 | 4C E6 98 FO FO 6C 71 6C 1D D& 6D
0x0130 |67 E3 F6 48 9E F3 Fi ES/ 07 06 84
£

Pleaze select secton number; |1 | |@Furst et Pic

To continue, click Next

1 ErYROLIE

W airpdegddds- gngdadel-al~wood

i

£.

The Summary page will be available only when the Virtual operations are disabled.

A Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

Available operation scenarios:

Q Hard Disk Utilization
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TASK SCHEDULING

Automation of operations can really help you out when you’ve got to accomplish certain routine operations on a regular basis as
it enables to execute them without your involvement while optimizing your computer’s work-load.

‘ SETTING A TIMETABLE

Thanks to the embedded Scheduler, you can set a timetable for execution of any operation. It has two categories for time
settings (these correspond to appropriate items in the Schedule type menu):

Q Initiating the operation by an event:
- One time only (i.e. the Once item)
- When the system starts (i.e. the At System Startup item)
- When the user logs on (i.e. the At Logon item).
O Initiating the operation periodically (i.e. Daily, Weekly, Monthly).

Flease specily how and when would pou ke to perfom the task:

At Spstem Startup  +ng out the lasks

™ Dy

4F

You need to select one of the variants. Depending on your choice, the scheduler displays a form that enables to set a timetable.

Flease specify how and when would pou Bke to peform the task:
() Trzm—
[[] Shatdown system after casming ol the tasks
Rur the tazk o
22052008 3| at | 00:00 .
Every
1 = weekls) on Monday ] Friday
[ Tuesdsy [ Satueday
[] Wednesdsy [[] Sunday
[ Thissday

[7] Do mot um the task altes

il ke 'E1

To run the task in the log-off mode, please specify administering login info by following the
2 appropriate link in the left lower corner of the page.
The Shutdown System on Complete option enables to automatically switch off the computer on the

successful accomplishment of the operation.
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{JMANAGING TASKS

17
(

\”,
\Z

Jl All scheduled tasks are placed in a separate list, which can be retrieved by clicking the Scheduled Tasks tab in the Explorer Bar:

Disk View | [Scheduled Tasks| | Aschives Help

Scheduled Taske & B [k

Mame Scrpt ‘when to Run Mext Run Time Lagt Run Time Lz
[¥] Backiip of Spsbem [C:] sor 17090801 20500445 60 AL 00000 every day, staitng 17.09.2008 1809 2003 0u00:00

On every task you can get in-depth information, including:

Q The task name

O

The full path to the generated script of the task
O Scheduled time of launch

Q Statistics on the last launch

O Scheduled time of the next launch

O Used account information

O Comments to the task

To easily manage tasks, the program enables to arrange them according to a certain characteristic just by clicking on the
required property.

A This feature can be particularly beneficial when the Scheduled Tasks list contains too many items.

You can also enable/disable, rename, delete, refresh or modify properties of the selected task.

TASK EDITOR

With the Task Editor you can easily modify properties of scheduled tasks. To do that, you should take the following steps:
Launcher
1. Select a task on the Scheduled Tasks list.
2. Call the Task Editor dialog. There are several ways to do it:
Q Click the Properties button on the Scheduled Tasks list.

Q Call the popup menu for the selected task (right click of the mouse button), then select the menu item: Properties.
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97 |

% Task Properties: Backup of System (C:)
General | Schedue

@ Progeam: [ftvearaHaed Dick Manager 2009 Sule\piogram’acnpls esxe

_| Serpt  jisk Marager 2009 Sutedserpte/eer_1 709081 20503445 pel

l Edil... H Buoweze. ]

Comments Backup has been scheduled: 17.08 2003 16:05:.03

[#] Enabled

Lok J[ e |[ Cocel |

3. Inthe opened dialog window you can see two tabs - General and Schedule. Click the General tab to modify:
Q Full path to the macro-command program-interpreter, which describes the scheduled task;
O Command line for starting the interpreter (i.e. the task described in macro-language)
Q Comments referring to the task
Q The option of enabling/disabling the task.
By clicking the Schedule tab you can modify the task timetable.

In order to apply the changes, you need to click the Apply button at the foot of the dialog.

CREATING A SCHEDULED TASK

You can set a timetable for execution of any operation. For backup and copy operations the program offers handy wizards, while
all the others can be scheduled with the Save to Scheduler dialog.

To create a scheduled task you should take the following steps:
Launcher

1. Make sure the virtual mode of execution is enabled;

2. Carry out with the program all operations you need to schedule;

3. Call the Save to Scheduler dialog in the Main Menu: Tools > Save to Scheduler...;
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fi?‘ Schedule virlual operations?

Al vartual opeiabaris you have made vall be saved to the scheduler. No opetations will be
applhed

Tatk name: | Schedubad Task

Plaase specily how and when would you ke to parfom the task:

b

[ ] Shutdown system after camang cut the tasks

Fun the task on

22052008 5 at | 0000
Every

1 “ dawis)

LR

[] Do et rur the task alter

Spocily usel name and paspwoed.

[[] Dizcasd all operations on close o3 I | Mo

4. Inthe opened dialog enter the required task name and specify the task timetable;

5. The operation will be performed immediately after confirmation.

This command is unavailable if there are no operations on the List of Pending Operations.

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

SCRIPTING
The program actions can also be represented in form of a script. The script describes the appropriate operation with macro-

language commands. There is an interpreter utility - SCRIPTS.exe, which is included in the program installation package. This
utility works in the unattended mode, which enables to automate operations.

STARTUP

You have no need to write a script since the program has a convenient interface for such a task. In order to generate a script on
the base of the entered parameters of the required operation, you should take the following steps:

Launcher

1. Make sure the virtual mode of execution is enabled;

2. Carry out with the program all operations you need to be scripted;

3. Call the Generate Script dialog in the Main Menu: Tools > Generate Script....
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SETUP

T
@@ Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Generate button

to confirm the operation.

?X)

;'r.;ﬁ' Generale scrpt?

Al vaitual operabions you have mads vwill be waitten bo the seipt. No operstions
wall be applied

Flaasze specily & name for the task scnpt file;
seripl_2B0E07_105130203 pal

Add to Task List

%) More ophons I Genarabe H Ho |

Q Script file name and location. By default, the program offers to add the script to the Task List with a name containing its
creation date and time. Unmark the Add to Task List checkbox to define an exact location and a filename for the script
file. The default file extension that is reserved for scripting files is .psl, which however can be modified.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases). To
activate the advance mode, you need to click the More options button at the foot of the dialog page, so you will be able to
define:

Plesse selech scipt genesslion ophions:
[ Adowe o interact with e wser

Tusn thiz ophion off § pou do not want bo get confimabon dialogs when the scopt i
bewg camed oul.

Conirat after aach operation
Tugri this oplion on 1o ensune the changes wil ba commitled alter aach oparation
[#] Check tos enors after each opesation

Tusn thiz opbion on to make scopt nterpister o check the result of each operation.
[[] Dizcard all operations on close

Tusn thiz option on to dizcard all the pending operations after generating the scaipt.

O Interaction with the user. Mark the option to pause the script interpreter during the execution to prompt the user’s
confirmation or other input. Otherwise the program will not stop using default values for parameters if needed.

O Commit after each operation. Mark the option to commit changes after each operation.

Q Check for errors after each operation. Mark the option to insert a special code in script, which checks the status of the
last executed operation and stops the script processing if there are errors of any kind.

Q Discard all operations on close. Mark the option to empty the List of Pending Operations after generating the script.

RESULT

After the operation is completed you receive a new script file. It is placed into the specified destination, its features defined in
the dialog.
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This command is unavailable if there are no operations on the List of Pending Operations.

A To learn more about scripts please consult the Paragon Scripting Language manual.

Some features may be unavailable in the version of the product you have. To learn more about it

please consult the Disk Wiper Editions chapter.

EXTRA FUNCTIONALITY

This chapter describes the supplementary functionality available in the program.

VIEW PARTITION/HARD DISK PROPERTIES

The program enables to obtain in-depth information on the properties of hard disks and partitions. Besides the general
information, such as capacity, used space or file system type it provides the possibility to get info on hard disk geometry, cluster

size, exact partition location, etc.

There are several ways to get properties on a partition/hard disk:

Launcher

1. Choose a partition/hard disk on the Disk Map, then select in the Main Menu: Partition/Hard Disk > Properties...;

2. Call the popup menu for the selected partition/hard disk (right click of the mouse button) on the Disk Map, then select

the menu item: Properties...

General, | File SysternInfo || Advanced

Logical Disk {C:)

Volume label:
File system:
Type:
Capacity:

Sypstem

NTFS

Prenaty

122 GB

12 152 150 464 Bytas
25 BBY B72 Seclors

)X

In the opened dialog information will be grouped according to its properties, thus by clicking tabs you can get information you

need.
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MOUNT PARTITION

The program enables to assign or remove drive letters of existing formatted partitions.

In order to mount a partition you should take the following steps:
Launcher
1. Select a partition on the Disk Map.
2. Call the Add Drive Letter dialog to set up the operation. There are several ways to do it:

Q Select in the Main Menu: Partition > Assign Drive Letter...

Q Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then select the
menu item: Assign Drive Letter...

3. Specify a drive letter for the selected partition. Initially the program suggests some consistent value for this parameter.
So you may just press the Yes button to confirm the operation.

e
@ Aszzign a drive letter?

Thiz slows access b the voluime by uimg the deive ket asagned. The
assigrenent iz not iecommended F the volume contans & Ble system nol
suppotbed by pour opersting system

Azsign the folloving dive etter: | [N ~

=% )

However you can manually define the required letter by selecting it from the pull-down list of available drive letters.

4. The operation will be performed immediately after confirmation.

REMOVE DRIVE LETTER

In order to un-mount a partition you should take the following steps:

Launcher
1. Select a partition on the Disk Map.
2. Call the Remove Drive Letter dialog to define appropriate settings. There are several ways to do it:
Q Select in the Main Menu: Partition > Remove Drive Letter.

Q Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then select the
menu item: Remove Drive Letter.

3. The operation will be performed immediately after confirmation.
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‘@ﬂ 2 Modifying drive letter of the system partition will result in inability to boot the operating system.

After having processed partitions with installed software, some programs may not run properly.

‘ TEST SURFACE

The program enables to test surface of existing partitions and blocks of free space for bad or unstable sectors. If found any it
automatically marks them unusable in the file system metadata, thus minimizing the risk of data loss.

In order to start the surface test you should take the following steps:
Launcher
1. Select a partition or a block of free space on the Disk Map.
2. Call the Test Surface dialog to set up the operation. There are several ways to do it:

Q Select in the Main Menu: Partition > Test Surface...

O Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then select the
menu item: Test Surface...

3. From the pull-down list choose the level of the surface check.

i3

@ Test the surface of volume [F;]7
T esting the volume surface will help to find bad blocks and ather peoblems.

Flease select a sutace test levet [ ~

e %)

4. The operation will be performed immediately after confirmation.

CHECK FILE SYSTEM INTEGRITY

The program allows you to check integrity of a file system. It can be used to detect possible file system errors before performing
any operation on a partition.

To start the system integrity check you should take the following steps:

Launcher
1. Select a partition on the Disk Map

2. Call the Check File System Integrity dialog to set up the operation. There are several ways to do it:

Q Select in the Main Menu: Partition > Check File System Integrity

Q Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map, then select the
menu item: Check File System Integrity.
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Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Yes
(1 |
S button to confirm the operation.

?)X]

'#%__ Check volume [F:) [Mo label]. NTFS for emors?

Plesse note that check operation nesds exclusive access to the volume. 'You may be
asked bo restart your compuber bo complete the aperation.

Check, disk optians:
Ok al:,lfuliewﬂmeﬂm

[[] Scan for and attempt recovery of bad sectors

e %)

O Automatically fix file system errors. Mark the checkbox to automatically fix any found error without
requesting a confirmation.

O Scan for and attempt to recover bad sectors. Mark the checkbox to additionally process sectors marked bad in
the file system metadata for the purpose of their possible recovery.

4. The operation will be performed immediately after confirmation.

EDIT/VIEW SECTORS

With the built-in Edit/View Sectors tool the program enables to view/edit sectors on existing partitions/hard disks providing the

possibility to directly access and modify sectors, save and restore sectors from specified files, navigate through the system
metadata, etc.

In order to edit/view sectors of a hard disk/partition you should take the following steps:

Launcher
1. Select a hard disk/partition on the Disk Map.
2. Call the Edit/View Sectors dialog to set up the operation. There are several ways to do it:
O Click the Disk View tab and then choose Disk Editor.
Q Select in the Main Menu: Partition/Hard Disk > Edit/View Sectors.

Q Call the popup menu for the selected partition/hard disk (right click of the mouse button) on the Disk Map, then
select the menu item: Edit/View Sectors.
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@ Edit the sectors on Basic Hard Disk 0 [ST316081145)
Curend sactor i 0 of 312 581 807,

Please select sector umber: |0 =

[

BEBBC- 8y HDe B @

0x0000000000 eb 31 00 00 OO0 OO QO OO0 OO OO0 OO0 OO OO0 OO OO OO0 Bl ... ~|
OxD00000O0010 OO 0D OO OO0 O0 OO0 OO OO OO OO 0O OO 0O OO OO OO0 o |
0x0000000020 00 00 00 OO0 00 OO0 Q0 00 OO0 OO0 Q0 OO0 OO0 OO OO0 OO e
OxD0D0O0DOD30 OO 0D 30 fa 33 c0 8e dB 82 d0 bo 00 7c bE 30 OB ... B3B.B.EE. |BO.
0x0000000040 Ee cO fb bE 00 b¥ fe o8 =8 1d 00 b9 03 OO0 32 f6 EEE.E.FE. .. .2%
0x0000000050 Db& 28 02 2e 8a 16 32 7c bb 00 01 50 =d 13 72 03 Bl....2|». FB.x.
0x0000000060 5% od 13 ea 00 01 30 08 60 b9 =8 03 33 db 66 &5 EXE.B..0. 55 15fe

0x0000000070 =7 07 00 00 OO0 OO 83 =3 04 =2 £3 b4 02 32 £§ 33 B .. B.BBE. ZEB3
Ox0000000080 d2 cd 10 &1 c3 60 bd al f6 ed 32 £f dl =3 03 dif BE.aE'E BEZERE.H
0x00000000%0 Ba 14 0a d2 74 09 65 8% 17 46 83 c3 02 eb f1 &1 ...Bt.e. . F.B.BBa
Ox00000000A0 =3 50 61 72 61 67 6f 6& 0D 4c 6f E1 64 69 6= &7 BParagon . Loading
0x00000000B0 2o 2e 2e 2= 00 4d 42 52 20 52 &5 76 69 73 69 &f .....MER BRevisio
0x00000000C0 6Ge 20 30 00 2f == feo ff 2f ez (e £f of o= fo £f n 0 BREREEREREER
Ox0D0000000D0 e=f o= fe ff =of o= fe {f of e= fe ff of o= f= ff BEEEEREREERERRER
0x00000000E0 ef e= fe ff of == fo {f of e= (e ff of = fo (f BEEEEREEEEREERER
Ox00000000F0 ef == fe ff of o= fe {f of e= fe £f =f 2= fo ff BEREEREEEEREERER
0x0000000100 ef es fe ff of & fe {f of e fe ff of ee fe ff BEEEEEEEREREERER
0x0000000110 ef e= fe ff of e= fo ff of = fe (f of 2= fo £f BEREEBEEEEREERER
0x0000000120 e=f o= fe ff of == fo {f of o= fe (f of o= fo ff BEREERERRERERRER
0x0000000130 ef ee fe f(f ef e= fe {f ef e= fe if ef ee fe £f BEEEEREEEEREERER
Ox0000000140 ef o= fe ff of o= fe {f of e= fo ff =of e= fe ff BEREERERERERERRER
0x0000000150 ef es fe ff of e fe {f of e fe (f ef es fe ff FEEEEREREERERRER
Ox0D000000160 e=f == fe ff ef e= fe {f af e= fo §f of e= fe ff FEEEEREREEREEEER
00000000170 e=f o= fm ff =f == fo ff of m= fo ff of om fm ff BEEEEEEEEEEEEEER ¥|

A Careless use of the Edit Sectors function may result in the irreversible data corruption.

‘SEND LOG FILES

The program enables to simplify the procedure of sending support requests to the Paragon Support Team. In case of having
difficulties with handling the program, you, with the help of this very function, can address the company support engineers and
provide them with all the information they need such as the disk layout, performed operations, etc. in order to tackle the
encountered problem. Information of that kind is stored in Log files.

In order to send log files to the Paragon Support Team you should take the following steps:
Launcher

1. Call the Send Log Files dialog in the Main Menu: Tools > Send Log Files;

2. Provide a customer name and a product serial number;

3. Give a detailed description on the encountered problem.
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"+ Send log files.

Plesse enter shoet desciphion of wour peoblem and tend log fes bo suppot.

G

Cusshoenes Hame
Jiohin Smith
Senal Murmbser
PLEMABESS-A2F 32 EEB 4367320
Content of inguiny.
Thez quick: browm fox purmpes over the lazy dog

[ Serd J[ Concel |

By clicking the Send button the built-in mail client will generate a template request with attached compressed log files and then
send it to the Paragon Support Team.

LOG FILES

Log files are simple textual files that can be opened by any text editor. There are several log files automatically generated by the

program:

Stubact.log Contains in-depth information on parameters and performance of all operations
carried out by the program

Pwlog.txtll Besides brief overview on operations it also contains detailed information about the state of
all hard disksE

Cdb.log Contains low-level information on the CD/DVD devices used in the system

BioNTlog.txt or | Itis an OS-dependent supplementary log file derived from Bioxx.dll. It may contain valuable

Bio95log.txt information on Windows family operating systems

Log files do not contain any confidential information on the operating system settings or the user
documents.

The Send Log Files function is only available when outgoing mail server (SMTP) and the user e-mail
address are properly set. To learn more about it please consult the Settings Overview chapter.

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

VIEW LOGS
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"=With a handy dialog you can study logs on any operation carried by the program. To make this job as easy as possible, all the
information is structurally divided, besides there is the possibility to see the disk layout before and after an operation, what is
very convenient.

Launcher

In order to view logs on carried out operations call the View Logs dialog in the Main Menu: Tools > View Logs...
)%
B 8 Y 4
Expand &1 Collapse Al Show Disk. Map | Show Viual Opesations|  Show Emply Sessions

: Startdate | Stattime | End time # DOperabion paramelers A
05062008 10:20:14 Not avalsble

=« Back up files, [committed), succesdad

Starl time: 102654 Type of operation:  Commithed
Result: Succesded

= Dperation parameters

Coode: 551 [0e231)

Virtual: 0 [Gkdd)

Enor; O[040

|

. Al
Bosic Hard Disk 0/ Maxtor TY250P0)

| D1 '

M 33T GENTFS

Totat 4 oparabons, 3 vitual and 1 committed
This session did mot fmished pet. || i the cuent gegiion

please consult the Disk Wiper Editions chapter.

fr Some features may be unavailable in the version of the product you have. To learn more about it

TYPICAL SCENARIOS

This chapter lists a number of the most frequently used scenarios that may be accomplished with the program. You can find
here useful recommendations and descriptions of operations.

RECOVERY SCENARIOS

FIXING MBR AFTER A BOOT VIRUS ATTACK

Let’s assume that the MBR (Master Boot Record) of your hard disk has been corrupted as a result of a boot virus attack, thus
your system fails to boot.

To fix the MBR of your hard disk, please do the following:
1. Insert Paragon Linux/DOS Wiping CD (the BIOS must be enabled to boot the system from the CD/DVD device).

2. Restart the computer.
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3. Inthe boot menu select Normal Mode to use the Linux wiping environment (more preferable) or Safe Mode to use the
PTS DOS wiping environment (in case you’ve got problems with Linux). Moreover you’ve got the option to boot into the
Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware incompatibility. In this case, only the
minimal set of drivers will be included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and
a simple menu.

The PC booting
& Safe Hode will be proceeded in
& Low-Graphics Safe Hode 88 seconds

& Floppy disk
& Hard disk B HER
& Find 05es on your hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. In the Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

— Boot Correcior allows you o cure the majority
[ﬁ Paragon Disk Wiper™ of boot problems for Windows 2000/XPSener
003/Win Vistal 2008 ServerWin 7. The key
advantage of Boot Cormector is that it can
correct the Windows System Registry withowt
.ﬁ} ‘Windows loaded. It also helps with other
-‘I- 7+ File Transfer Wizard operating sysiEms when cemmon boot

problems 1ake place,
@ Log Saver

Start the command line

5. Onthe Wizard's Welcome page, select the Correct the Master Boot Record (MBR) option.

Flease choose the operation

() Search for Windows instaliations 1o correct
(&) Correct the Magter Boot Record (MBR)

() Correct the partition boot record

) Medify panition parametzrs

() Correct boot parameters (boot ini, BCD)

To begin, click Mext
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- 6. On the next page choose the required hard disk from the pull-down list (if several) and then select the Update the MBR
Q@ executable code option.

Piease choose the hard disk o correst bet problems

Flease point owt the operation ko perorm:

() View the MER
(& Update the MBR executable code
i} Reorder primary panitions (change skots)

7. Confirm the operation.

ﬂ Update the MBR executable code of the Basic Disk 0 (4000 Ghy?

Yes HNa

8. After the operation is completed click the Report button to see a well informative summary page. The program also
enables to store the resulted report. To do that, just press the Save button and choose the exact location in the opened
dialog.

Reporting

/ You have successfully completed boot correction, To view the repan
on the operations performed, click Report.

Report

Operations perdormed:

Operation #1; Correct the Master Boot Record
Hard disk targeted: Basic Disk 0

Statws: Successiul

Date and Time: 2009 Jan 14 Wed 140109

Report
Paragon Boot Correcior's Repon

9. Click the Finish button to close Boot Corrector.
10. Eject the CD.

11. Reboot the computer.

please consult the Disk Wiper Editions chapter.

fr Some features may be unavailable in the version of the product you have. To learn more about it
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ﬁ ﬁTF|X|NG WINDOWS STARTUP ABILITY
O/

)) . . ) .
@@ Let’s assume that due to an unknown reason your Windows fails to complete the startup procedure. At first everything seems
quite OK, you can see the standard startup messages on the screen, but at some moment it hangs up.

To fix your Windows startup ability, please do the following:
1. Insert Paragon Linux/DOS Wiping CD (the BIOS must be enabled to boot the system from the CD/DVD device).
2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux wiping environment (more preferable) or Safe Mode to use the
PTS DOS wiping environment (in case you’ve got problems with Linux). Moreover you’ve got the option to boot into the
Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware incompatibility. In this case, only the
minimal set of drivers will be included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and
a simple menu.

The PC boot ing
& Safe Hode will be proceeded in
& Low-Graphics Safe Mode 88 seconds

& Floppy disk
& Hard dizk B MER
& Find 05es on your hard dizsks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. In the Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

— Boot Correcior allows you 1o cure the majority
[i Paragon Disk Wiper™ of boot problems far Windaws 2000/XP/Senver
003 Win Visral 2008 ServerWin 7, The key
advantage of Boot Correcior is that it can
carrect the Windows System Registry withowt
'E::} ‘Windows loaded. It also helps with other
7% File Transfer Wizard opErating SySEms when common oot

— prablems take place
@ Boot Comector

[
@ Log Saver

Start the command line

Reboot the computer
@ oo

5. Onthe Wizard's Welcome page, select the Search for Windows installations to correct option.
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Please choase the operation:

(®) search for Windows installations i correct

6S |

() Comect the Masier Boot Recard (MBR)
()} Correct the panition boot record
) Modify partition parameters

() Correct boot parameters (boovini, BCD)

To begin, click Next.

6. On the next page choose the required Windows installation from the list of found installations (if several), then select

the Edit the Boot.ini file option. If you’re not sure which installation you need, please use the Properties button to get
more info on the selected item.

Correct Windows installations

Program has searched for valid Windows installations on your
computer, The results of the search you can see below, Status 5 refers
1o a system partition (you ¢an edit the Boot.ini file), B - a boot panition
{you can correct the System Registry).

N |Paritan |staws [sysemrect  [Type
1 Disk0, Partition 0 S+B  WINDOWS WinxP

Far the highlighted Windows installation, please

paint out the operation o perdorm:
) Corect drive leners in the System Registry
(=) Edit the Boot.ini file

) Cormectthe partition boot record

Adjust 05 o boot on new handwane

Ta continue, click Next

7. Examine the file — maybe that’s where the problem is. If it contains a mistake, correct it by using the appropriate
buttons.

Edit the Boot.ini file on Hard Disk 0, Partition 0

[boat loader]

Timeout=10

delauh=muhiiOkdisk(Dirdisk (0p anition{ IIWINDOWS

[operating systems)

multi(0idisk (0)rdisk(00p anition( IWINDOWS="Paragan VMWare Windows XP Parition 01° fasudeiect 1

TR TN — J [__vewa |

I Edin ] l Insert the sample || Add the sample ]

8. If the Boot.ini file does not contain any mistake, please return to the Correct Windows Installations page to correct
drive letters in the Windows System Registry.
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Correct Windows installations

Program has searched for valid Windows installations on your
compuier. The results of the search you can see below, Status S refers
10 A& Sysem panition (you can edit the Boot.ini file), B - a boo! panition
(you can correct the System Registry).

09|

|[N  |Parinion |Status [System oot f"l'fpe
1  Disk 0, Partition 0 S+8  WINDOWS WinXP

For the h ighlighted Windaws installation, please
point out the operation 1o perfarm:
(%) Correct drive letiers in the System Registry
() Edit the Bootini file
() Correct the parition boot record
Adjust 05 o boot on new hardware

To continue, click Bext,

9. On the next page choose a hard disk from the pull-down list (if several), then the required partition. If you’re not sure
which installation you need, please use the Properties button to get more info on the selected item.

 Panitions List | Letiers Map

Below you can choose a hard disk drive and see all partitions on it Information about drive letiers
assigned 1o these panitions is taken from the System Regisiry of the Windows installation selected,

[Basic Disk 0 ~| 400 Gb, VMware Virual IDE Hard Drive
I[N JType [active |Fite System  [volume 1abel |Size |Orive leters |
0 Primary Yes  NTFS WinxpP 30Gh =
1 Primary o NTFS Application  9.8Gb E
2 Primary Mo BackupCapsul [Ho label 100 Gb <Mane=
3  Primary Mo Free 17.2Gb <MNone>

10. Click the Edit Letters button to correct an existing drive letter or assign a new one in the Windows System Registry.

Partitions List

Drive letters it. Information about drive letiers

the Windows installation selecied.

Basic Disk 0 I Dirive

N [Type c |Drive lerers
0 Primary e b <Mone>

1 Primary b E

2 Primary Add I b <None=

3 Primary — Gb  <Mones

Recommended o iy - C:. If used,
you can release itin Lettiers Map.

Close

==

11. Once you've assigned the appropriate drive letter, close the dialog, then click the Apply button.
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12. Confirm the operation.

&

J_L Apply the changes?

13. After the operation is completed click the Report button to see a well informative summary page. The program also
enables to store the resulted report. To do that, just press the Save button and choose the exact location in the opened
dialog.

Reporting

Report Wihe report

Paragon Boot Corrector's Repont
Operations perormed

Operation #1: Change drive leners

Partition targeted: Hard disk 0, Pantition O
Info: System Roof folder is ™° fpuser, If
Status: Successful pind make
Date and Time: 2009 Jan 14 Wed 16:14:16

=

.......... e Bt e
d Togo o the beginning, clck here

14. Click the Finish button to close Boot Corrector.
15. Eject the CD.

16. Reboot the computer.

Some features may be unavailable in the version of the product you have. To learn more about it
please consult the Disk Wiper Editions chapter.

‘COPYING OF DATA FROM THE CORRUPTED SYSTEM DISK TO ANOTHER HARD DISK

To retrieve valuable information from your hard disk and copy it to another hard disk when the system fails to boot, please do
the following:

1. Connect the second hard disk to the computer.
2. Insert Paragon Linux/DOS Wiping CD (the BIOS must be enabled to boot the system from the CD/DVD device).
3. Restart the computer.

4. Inthe boot menu select Normal Mode to use the Linux wiping environment (more preferable) or Safe Mode to use the
PTS DOS wiping environment (in case you’ve got problems with Linux). Moreover you’ve got the option to boot into the
Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware incompatibility. In this case, only the
minimal set of drivers will be included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and
a simple menu.
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-
o The PC booting
(R

& Safe Mode will be proceeded in
& Low-Graphics Safe Hode 88 seconds

& Floppy disk
& Hard disk B HER
& Find 032z on vour hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

5. Inthe Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.

== ) Copy your files or folders o another disk,
[T' Paragon Disk Wiper™ pantition o fokder with File Transfer Wizand,

File Transfer Wizard

Boot Corrector

Log Saver

BES

!Z“.I

Al Start the command line

Reboot the computer

Power off

e

6. On the Wizard's Welcome page, click the Next button.

7. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

(NTFS, 0 om Disk 0] (WinxF w

i My computer

S [ (Roat din

S My Computer (My compinier)

Wt (Maunted resounce sh

! jmnydisk (Local disks)

E W fmedia (Removable disks)

2 IDE CD/DVD {HECVMWa VMware IDE CDR1

EJ C\ (NTF5, 0or. Disk 0) (WinX]

“w* DY (NTFS, 1 on i@isk 00 (Application]

“e EY (BackupCapsule, 2 on Disk 0) (UFSD dig
rTkr

|+
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8. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

©n
CY)

Clipboard Source
] jmnidisk/hdal/Documents and Settin [user ~|
57 imndiskhdalDacumenms and Setin 3. A
) Applic aton Data
) Cookies
i) Deskiop
@ ) E-Mail Database
@ () Favarites
) Local Settings
) My Dacumernts
) MetHood
' PriniHood
F] ¥ ) Recent -
Total data size: nja | cax | |  Rename(F&) | |  Deew(r@ |

Click the Calc button to estimate the resulted data size.

9. Onthe Select Destination Type, choose the way the data will be stored. Select the Save data to any local drive or a
network share item.

Please select how would you like to save the data:

(% Save data to any local drives or a network share
Choose this opiion if you want 1o save your data o kcal
mounted or physic al pantition, 1 USE or FireWare external
drives and to a mounted network share. You will be prompited 1o
choose a kocation you want o save the archive .

) Burn data to COYDVD

Choose this option if you want the Wizard © burn the data w

COar DVD. You will be prompied 1o choose a CD or DVD RW
drive.

10. On the Select Destination Path page, select a hard disk to copy the data to by pressing the standard browse button [...].

Select path

[rioaaa: -

Space avallable on destination: 8.6 Gb

Total data size: nfa

11. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

12. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.
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Operations list: Subaperation progress

1: Transker user data MTIITITIIT T T I T T I T I T T T I T T T I T T TITITITNIT |||

Operation progress

ARRAR NN RN RARRRRRRANRRRU NN RN RN RARRRTER]
.

Time elapsed:  00:00:03 Time 1o finish 00:00:00

Copied sofar  17.0 Mb

Crverall progress

(LR R R R iRt et esniinty, iJ

Transkering “fmnydisk/hdal Documents and SettingsUserE-Mail Database® o “mnagdisk/hd a2/E-Mail Data
Translering “jmntdisk/hdal/Documenis and Settings/UserMy Documents® io "fmnidisk/hd a2/My Document
All aperations have been finishad

13. After the operation is completed, close the wizard by pressing the appropriate button.

14. Eject the CD.

15. Turn off the computer.

BURNING OF DATA FROM THE CORRUPTED SYSTEM DISK TO CD/DVD

To retrieve valuable information from your hard disk and burn it to CD/DVD when the system fails to boot, please do the
following:

1. Insert Paragon Linux/DOS Wiping CD (the BIOS must be enabled to boot the system from the CD/DVD device).

2. Restart the computer.

3. Inthe boot menu select Normal Mode to use the Linux wiping environment, since it’s the only mode that enables to

burn CD/DVD discs.

The PC boot ing

& Safe Mode will be proceeded in
& Low-Graphics Safe Hode 88 seconds

& Floppy disk
& Hard disk 8 HMER
& Find 05es on vour hard disks

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

4. In the Linux launch menu select the File Transfer Wizard. You can find the same wizard in PTS DOS as well.
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- i ) Copy your files or folders o another disk,
Fﬂ Paragon Disk Wiper™ partition ot fokder with File Transher Wizard,

@ Boot Cormector

g Log Saver

(ol Start the command line

@ Reboot the computer
Power off

59 |

5. Onthe Wizard's Welcome page, click the Next button.

6. Select a disk where the files you need are stored from the pull-down list in the right pane of the page.

Source

Ch (NTFS, 0 on DNsk 0) (WinxP) b

i§ My compuser

! | (Rootdin

¥ My Computer (My computer)

" fmint {Mounted resounces)

s ntdisk (Local disks)

ﬂ W media (Removable disks)

b IDE CO/DVD {MECVMWa VMware IDE CDR1

T\ (NTFS, Dor: Disk 0 (\WinXP)

“e DY (NTFS, 1on @isk 0) {Application)

“e* B\ (BackupCapsule, 2 on Disk 0) (UFSD di:
rEkdr

|~

Famuns (7o) Delze (F3

7. Select files you want to copy and place them to Clipboard by pressing the left arrow-button.

Clipboard Source
(] imntdiskhdal/Documents and Settin |user ~]
51 imnedisk/mdal Dacumems and Settin =) A

) Application Data
) Cookies

) Deskiop
') E-Mail Database

) Favorites

) Local Settings
) My Documents
) NetHood

3 PrintHood

< » ) Recent

Total data size: nja [ cax | [ Rename(Fe) | [ Deew(a |
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Click the Calc button to estimate the resulted data size.

8. On the Select Destination Type, choose the way the data will be stored. Select the Burn data to CD/DVD item.

Please salect how would you like 1o save the data

) Save data to any local drives or a network share
Choose this option if you want o save your data 1o local
maunted or physical panition, o USB or FireWare external

drives and W a mounted network share. You will be prompied to
choose a locatan you want 1o save the archive

(% Burn data to CO/ODVD
Chaase this option if you want the Wizard 0 burn the data to

C0 or DVD. You will be prompied to choose a C0 or DVD RW
drive.

On the Choose a Recorder page, select a recorder from the list of available devices and then set a volume label by
entering it in the appropriate field.

Sebect a recorder o burn data o

Vendor |Produc [Type 1
Optlan DVD RWAD-71704 CD-R: CO-RW. DVD-R
Volume label: [My Dard |

10. On the Transfer Summary page check all parameters of the operation. Click the Next button to accomplish the
operation.

11. In the Progress window you can see in real-time a detailed report on all actions carried out by the program.

Operations list:

Suboperation progress
1 Transfer user data |

Operation progress

T

Time elapsed:  00:00:07 Time 1o finish: 00:00:16

Copied sofar: 5.0 Mb
To copy 12.0 Mb

Owverall progress

Creating compilation image

Used burner: DVD RW AD-71704 Vendor: Optiarc
SEL0N OpEning

Data burning...

. After the operation is completed, close the wizard by pressing the appropriate button.

13. Eject the CD.

14.

HARD

Turn off the computer.

DISK UTILIZATION
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7‘-I o irreversibly destroy all on-disk information without any possibility to recover and that way providing the maximum level of
(-
\9@ security, please do the following:

~

1. Launch the Wipe Wizard. There are several ways to do it:

Launcher

Q Inthe Main Menu: select Wizards > Wipe Hard Disk or Partition...

Q Onthe Wizard's Welcome page, click the Next button.

2. Select a hard disk, the data of which you want to wipe out.
Please choose an obyect for wipmg, L can be a whols hard disk, 3 single partition of & block of unallocated space. You
cén sed bo wape &l data on the partiion of only unocoupied space on it [see the net step]

Bazsic Hard Disk 0 [Maxtor 7250P0)

‘l %)) Local Disk (F:) N
| Ml 7337 GB NTFS

Basic Hard Disk 1 [STIG0815A5)

Q- &) Applications [D:)
195 .. E34 GB NTFS

BE GB NTFS

3. Onthe Wipe Mode page, select the wipe out all the data to irreversible destroy all on-disk information.

Choose this oplion ¥ you wank bo destioy complately all the data on the selecled obgect
() Clear [wipe] fres space

[:I'm‘spﬂisupl.il:nIwuwaihudnshwﬂtlmcc:ddutalhdnwhmtbtcﬂbltdbﬁmucﬁwydnlclc
operation.

4. Onthe Wipe Method page select a specific data erasure algorithm or choose to create a customized one (in our case we
prefer to use a certified military standard).

(© [Specifc sigorthim]
US DreD 5220.22-M

‘fou can e the algoaithm desciphion and et the kevel of venlicabon on the net page.
(") Cieate pour own Data Santization method

Yiou can chesbe your own Data Sanlizstion method

5. The next page of the wizard enables to get detailed information on the selected algorithm, choose whether to carry out

residual data verification or not specifying the percentage of sectors to check and estimate the time required to
accomplish the operation.
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‘wiipe method

US DoD 5220.22-M

Ovenwnte all addiescable locatons with & chaescter, its complement, then a random charactes and verify,
Erase passes count: 3

39|

Verily passas court: 1

Parcantage of sectors bo check: :1III )

Appeceamate wipe bme: 04:09: 20

You can skip vesifying complelel: of parth by disabling it or reducing percertage of sectors to check
Fleaze note, it woild be & deviahion lrem US DeD 5220.22-M.

6. Review all parameters of the operation and modify them if necessary.

“four hand disk befoee the changes:

Basic Hard Disk 0 [Maxtor 7Y 200P0]

w'l.uua!l}il:k [F:1
FH17 GANTFS

Your haid disk alfter the changes:

Basic Hard Disk 0 [Maxtor 7 250P0]

) Local Disk 7]

2337 GB Not formatted

7. Complete the wizard and then apply the pending changes.

please consult the Disk Wiper Editions chapter.

fr Some features may be unavailable in the version of the product you have. To learn more about it

TROUBLESHOOTER

Here you can find answers to the most frequently asked questions that might arise while using the program.
1. ltrytorun an operation, but the program claims my partition is in use and suggests restarting the computer.

There are a number of operations that cannot be performed while your partition is in use (or locked in other words).
Please agree to reboot your machine to make the program accomplish the operation in a special boot-up mode.

2. lrunan operation and restart the machine as required, but it just boots back into Windows without accomplishing the
operation.

Please run 'chkdsk /f' for the partition in question.
3. I cannot create a new partition on the disk.

There can be a number of reasons for that:
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Q The program cannot create a new partition on a dynamic disk, but only on a hard disk that uses the DOS
partitioning scheme.

O According to the rules of the DOS partitioning scheme, the following combinations of partitions cannot be
created:

- Two Extended Partitions on one hard disk;
- Five or more Primary partitions on one hard disk;
- If there is an Extended Partition on the disk, only three Primary partitions are allowed.

O The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert a free
space on an existing partition to a new partition.

4. | cannot copy a partition.
There can be a number of reasons for that:
- The source or target disk you select is a dynamic disk;
- 4 primary partitions (or three primary partitions and an extended one) already exist on the target disk.

5. I need to copy a partition. But when selecting a place where to make a copy, | always get a crossed circle sign no matter
which partition is selected.

The program enables to copy a partition only to a block of un-partitioned space. If you don’t have a block of free space
on your hard disk, please delete or reduce an existing partition to accomplish the operation.

6. | cannot do anything with my USB flash drive. | get a crossed circle sign when trying to select any area on it.

Some USB flash drives don't have the MBR (Master Boot Record), that’s the cause of your problem. To fix the issue
please use the Update MBR function of our program or 'fixmbr' of the Windows installation disc to write a standard
code to your flash drive.

7. When trying to back up my system the program asks to restart the computer.
Most likely the Hot Processing mode is disabled. Please make it active in the program settings.

8. When backing up a partition with the VSS (Volume Shadow Copy Service) mode, the program throws "VSS could not be
started for processed volume".

Most likely you try to back up a FAT32 partition, which is not supported by VSS. Please use the Paragon Hot Processing
mode instead.

9. | cannot back up my hard disk to an external hard drive. Once started, the operation is aborted with the following error:
Hard Disk management, Error Code 0x1100a. What is wrong here?

The problem is that the Microsoft VSS service is set as the default Hot Processing mode in the program. But this service
has not been started in your WindowsXP/Windows2003/Vista. Please start this service (right click on My Computer >
Manage > Services > find Microsoft Volume Shadow Copy Service and make it active. Set also to start it automatically).

10. When running a backup operation with the Paragon Hot Processing mode enabled, | get an error: error code 0x1200e
"Internal error during Hot Backup"

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
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"

You can find a name of the tool you need here: http://kb.paragon-software.com

11. When running a backup operation with the Microsoft VSS mode enabled, | get the following error: error code 0x12016
"VSS: can't read volume data”

Most likely your hard disk contains bad blocks. Please fix the issue with your HDD manufacturer's tool.
You can find a name of the tool you need here: http://kb.paragon-software.com

12. When trying to back up to a network share, | get the following error: "i/o error" or "can't open/create file"
Please check whether you’ve got a permission to write to the selected destination or not.

13. When trying to restore a backup archive, | get the following error: "Can't restore to current selection" or "Archive does
not fit"

Most likely you're trying to restore a backup of the whole hard disk to a partition or vice versa.
14. | set up a timetable for a task, but it fails to execute.
There can be a number of reasons for that:

- Windows Task Scheduler does not work properly. Check whether it is so or not by scheduling a simple task (call
Notepad through scheduling);

- You don’t have permission to write to the selected backup destination.

GLOSSARY

Active Partition is a partition from which an x86-based computer starts up. The active partition must be a primary partition on a
basic disk. If you use Windows exclusively, the active partition can be the same as the system volume.

In the DOS partitioning scheme, only primary partitions can be active due to limitations of the standard bootstrap.

The term backup originates from the time when the best way to protect valuable information was to store it in form of archives
on external media. It’s become now a general notion to mean making duplications of data for protection purposes.

Bootable Archive is created by adding a special bootable section when backing up the data to CD/DVDs. Thus you will be able to
restore the data from these archives without having to run the program, but by simply booting from these CD/DVDs.

Cluster is the smallest amount of disk space that can be allocated to hold a file. All file systems used by Windows organize hard
disks based on clusters, which consist of one or more contiguous sectors. The smaller the cluster size, the more efficiently a disk
stores information. If no cluster size is specified during formatting, Windows picks defaults based on the size of the volume.
These defaults are selected to reduce the amount of space that is lost and the amount of fragmentation on the volume. A cluster
is also called an allocation unit.

Extended Partition is a partition type you create only on a basic MBR (Master Boot Record) disk. Extended partition is used if
you want to create more than four volumes on a disk, since it may contain multiple logical drives.

File System Metadata. The servicing structures of a file system, which contain information about allocating files and directories,
security information etc, are named the file system metadata. It is invisible for users and regular applications because its
accidental modification usually makes a partition unusable.

Hard Disk Geometry. Traditionally, the usable space of a hard disk is logically divided into cylinders, cylinders are divided into
tracks (or heads), and tracks are divided into sectors.
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’ -, The triad of values {[Sectors-per-Track], [Tracks-per-Cylinder], [Amount-of-Cylinders]} is usually named the Hard Disk Geometry
Lﬁu or C/H/S geometry.

Tracks and cylinders are enumerated from "0", while sectors are enumerated from "1". These disk parameters play an essential
role in the DOS Partitioning scheme.

Modern hardware uses an advanced scheme for the linear addressing of sectors, which assumes that all on-disk sectors are
continuously enumerated from “0”. To allow backward compatibility with older standards, modern hard disks can additionally
emulate the C/H/S geometry.

Hidden Partition. The concept of a "hidden" partition was introduced in the IBM 0S/2 Boot Manager. By default, an operating
system does not mount a hidden partition, thus preventing access to its contents.

A method of hiding a partition consists in changing the partition ID value saved in the Partition Table. This is achieved by XOR-ing
the partition ID with a 0x10 hexadecimal value.

Master File Table (MFT) is a relational database that consists of rows of file records and columns of file attributes. It contains at
least one entry for every file on an NTFS volume, including the MFT itself. MFT is similar to a FAT table in a FAT file system.

MBR & 1st track of the hard disk is the Oth sector of the disk. MBR (Master Boot Record) contains important information about
the disk layout:

- The used partitioning scheme;

- The starting records of the Partition Table;

- The standard bootstrap code (or the initial code of boot managers, disk overlay software or boot viruses).
Generally, the Oth sector is used for similar purposes in all existing partitioning schemes.

The MBR capacity is not sufficient to contain sophisticated boot programs. That’s why the on-boot software is allowed to use the
entire Oth track of the disk. For example, boot managing utilities such as LILO, GRUB and Paragon Boot Manager are located in
the Oth track.

Partition ID (or File system ID) is a file system identifier that is placed in the partition. It is used to quickly detect partitions of
supported types. A number of operating systems completely rely on it to distinguish supported partitions.

Partition ID is saved in appropriate entries of the Partition Table and takes only 1 byte of space.

Partition Label (or Volume Label) is a small textual field (up to 11 characters) that is located in the partition's boot sector. This
value is used for notification purposes only. It is detectable by any partitioning tool including the DOS FDISK utility.

Modern operating systems save it within a file system, e.g. as a special hidden file. Thus it is able to contain a relatively large
amount of text in multiple languages.

Partitioning Scheme is a set of rules, constraints and format of the on-disk structures to keep information on partitions located
on a hard disk.

There are known several partitioning schemes. The most popular of them is the so-called DOS partitioning scheme. It was
introduced by IBM and Microsoft to use multiple partitions in the disk subsystems on IBM PC compatible computers.

Another popular partitioning scheme is the so-called Logical Disks Model (LDM) that originates from the UNIX mainframe
systems. Veritas Executive accommodates a simplified version of LDM to the Windows 2000 operating system.
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== Windows 2000 and XP support two quite different partitioning schemes: the old DOS partitioning scheme and the new Dynamic

)

Disk Management (DDM). The problem is that earlier versions of Windows do not support DDM. In addition, most hard disk
utilities do not support it as well.

Recovery Media is a CD/DVD disc, a USB flash card or even a floppy disk from which you can boot for maintenance or recovery
purposes.

Root Directory is the top-level directory of a formatted logical drive to include other files and directories. In modern file systems
(Ext2/Ext3, NTFS and even FAT32) it does not differ from other directories. This is not the case for old FAT12 and FAT16 file
systems.

Serial Number. In the DOS partitioning scheme, every hard disk and every partition has a 32-bit serial number represented by an
8-figure hexadecimal value. It is stored in the MBR and its value is assigned when the MBR sector is initialized by Microsoft
standard disk managing tools, such as Windows Disk Administrator and the FDISK utility.

In fact, a hard disk's serial number is not important for most operating systems and software. It is known that Windows NT, 2000
and XP store its value in the database of assigned drive letters.

A partition's serial number is stored in its boot sector (in FAT16, FAT32 and NFTS file systems). Its value is assigned when the
partition is formatted. It does not play an important role for most operating systems and software as well.
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